ﬁ FILECLOUD

FileCloud Server Version 23.252

Storage, High Availability, and
Multitenancy



FileCloud Server Version 23.252 Storage, High Availability, and Multitenancy

Copyright Notice

©2025 Codelathe Technologies, Inc. dba FileCloud
All rights reserved.

No reproduction without written permission.

While all reasonable care has been taken in the preparation of this document, no liability is accepted by the authors,
FileCloud, for any errors, omissions or misstatements it may contain, or for any loss or damage, howsoever
occasioned, to any person relying on any statement or omission in this document.

FileCloud
Phone: U.S: +1 (888) 571-6480
Fax: +1 (866) 824-9584

Email: support@filecloud.com



FileCloud Server Version 23.252 Storage, High Availability, and Multitenancy

Table of Contents

STOrAZE SEHINGS ..ottt st st se e s nessae s sse e s e e saesneesneesnne s O

FIleCloUd MAN@@ed STOTAEE. . .cuueuiiuiruirtiteietetet ettt ettt et ettt e b b s bttt e st e bt s b et et et e st ebeebe b et eneeneesesbenaens 6
SEtEING UP MANAZEA STOTAZE «..vveuiiicieiiietctette ettt ettt st b et bbbt b bt eh bt bbbt b et e a bbb e b b se b b e b e et et bestassaebesentenene 6
Setting UP FIleCloud Man@ed S3 STOTAZE ... ..ottt sttt ettt bbbt sb bt bbb bt sa et b b se e b s s s 12
SEttiNG UP S3 COMPAtIDIE SEIVICES......cuiiiiiitiiiiicicii ettt b ettt bbbt e b bttt b et bbbt sb bttt eb et beneseas 25
Setting Up Managed STOrage ENCIYPLION ...c.ciiiiiiiiiieiccirt ettt bbbttt sttt bbbt sb bbb bt b b s s 71
Setting Up Managed S3 SEOrage ENCIYPLION ..c.ccuiuiiiiriiiciirieiecirt ettt ettt ettt ettt ettt b et sb bt bbbttt b et sa bttt b e e e beneness 93
[AM USEE POLICY fOr S3 ACCESS ..uvveueuiieieuesiietetetstesesesestesesesessesesesesseseseseseasesesasessesesessssesesessnsesesesensesesesessesesesssssesesenssesesensesesesentesesesenssesesensssesesensssesesanesss 101
S3 Storage Encryption With AWS Cross-aCCoUNT KMS KEY ......c.ciririiueiriiiiiiiiinieiciiniet ettt sttt ettt bttt ettt ettt snnes 103
Setting Up MONgODB ENtErpriSe AQVANCET SEIVET ......c.cueuiririiuiiiieieitiite ettt ettt sttt sb ettt bbbttt be bbb et bbbt eaebes 110
Manage the RECYClE Bin USING POLICIES .......c.cuciririiiiiiiiiciirieic ettt sttt ettt bttt e b et b ettt s ettt bestas e 114
DISADLE MY FIlES ..ttt ettt ettt ettt et e bt et e st e st e s e b et e st s s et e s e s ea s e st sa e st e s et e st e s e as e st es et e stk e s e st et e s e e s e b e n e e Rt et e Rt bt e At e s et e st e b et eneebe e e s e et e nenetene 117
Manually Clearing Large RECYCLIE BiNS ..ottt ettt ettt bbbttt sttt ettt b ettt eb et b bttt b et sb et bentasene 118
Embedded File UpPLlOad WEDSITE FOMMN . .c.iiiiiieieieieieieiestetet ettt ettt ettt et st et b et e e e b e st e st et e st e s e b e st es e et esees et enees et es et ensesees et e s e et entesenseneenenseneesentens 119
RESEIICt @ USEI'S RECYCIE BiN OPLIONS ...viuiriiieiirteieiieteiettstetetest ettt ettt st ettt se st e s e sse st et e seseebe st ese st esees e s enses e et eseesensenees et en e b ensesees et eseesentesensensenenteneesensens 122
Setting up FileCloud Managed AZUIE BIOD STOTAZE .......ceiriiiuiiiieictiitcctr ettt bttt sttt b ettt ea s 124
SEING UP NETWOIK FOLARTS ...ttt sttt sttt e be st e et s b sbe e nenene 129
LAN Based NETWOIK FOIARTS.........c.oviiiiiiiiiiiicc bbb bbb bbbt 129
Amazon S3 Bucket Based NEtWOIK FOIARIS ........c.ciuiiiiiiiiiiiici bbbt 177
Azure Blob Storage Based NETWOIK FOIARIS ..ottt ettt sttt bbbt eb et ettt bbbt bbbt e 189
NEtWOrK FOLARr LIMITAtIONS ....viiiiiiii bbb bbb bt 194
ENaDLING DIF@CTONY SCrAPINE . .cuvvveuiiiieieiiirtetetrte ettt ettt ettt ettt ettt st bbb bbbt a bt b bttt b et a b bt s bbbt eh bt e b bt et s et bbb entanne 195
FIlECLOUA HEIPET SEIVICE .ttt ettt ettt ettt b et e st st et e st b e st e s e ss e st e s et e st e s e as e st e s eas e st b en s e st esen e e s et e st e s e et e st b en s e st es et e s e ebenteseasensenenseneesentans 198
Clearing Deleted Files from NETWOTIK FOLAEIS ...ttt ettt bbb bbb bbbttt bttt b beee 207
Display Names that STArt With @ DOt.......cceirieireieireieerieeese ettt ettt st et b et et ebe st e s e e s et e s e b ens e s e et eneeb e sen e e s enses e b ensesees et eseesenseseasensenenteneesensens 208
Wasabi S3 Bucket Based NEtWOrK FOIARTS ... eb bt 209
Backblaze B2 Bucket Based NetWOrk FOIARTS ..........ciiiiiiiiiiiiicic bbbt 217
Cloudian S3-Compatible Object Storage NEtWOIrK FOIARTS. ...ttt ettt ettt ettt bbbt sa e 220
Oracle Cloud Infrastructure S3 Bucket Based NetWOrk FOIAEIS .......c.cviuiiiiiiiieiiicieiccetce s 223
Storj S3 BUCKEt BASEA NETWOIK FOLARIS ...ttt ettt bbbttt b et b bt b bt eaebes 232

FileCloud High AVailability .....ccccooeeiiiinieieieiceeteeteesteesteteete et sresnesneenee s 23 1
FileCloud High Availability ArChITECTUIE ....c..cviiiiiiiiiicicc ettt 237

LOAA BALANCETS ..ttt sttt sttt ettt ettt et e s s s et e st e s e s e s e st ss et e st s ea s e st ssentes b e s e e sees e st es et e st e s ens e st esentes e b e n e e Rt e s e Rt e b et e At e s et e st e b et eneebe e e s et et eneten 237



FileCloud Server Version 23.252 Storage, High Availability, and Multitenancy

FileCloud COMPONENT: AP SEIVEI NOTE ...c.cuvvuiuiieieiiirietetetete ettt et ettt ettt b et st et b st et ebesea s et ebesea e b ebe sttt esebea et ebesea e et e b esen et et ebe st b ebebene bt ebene b ebebenentee 238
FileCloud Component: MONZODB REPLICA SOt .......cuuiuiuiuiuiuiiiiiiiieiiieieiriet sttt bbbttt bbb bbbttt s ettt tacas 238
Configure Memcache for HA ENVIFONMENTS ......c.civieuirieiirieiiieiciet ettt ettt ettt et et ee 239
To change the MemCAaChe [P DINAING: .....c.cuoiiiiiiiiice ettt bbbt bbb b b et senenas 239
Configure SOIr fOr HA ENVIFONMENTS ....ccuiuiirieirieiriei ettt ettt ettt ettt sttt et ettt be st bbb s s 241
Change the SOII TP DINAING. .....cviiiiiiciicicietctcete bbb bbbttt h bbb bbb bbb b st b bbbttt bebene 241
CoNFIGUIE SOIM TN FIRCIOUM. ...ttt bbbt sttt b bbb bbb bbbt b bbbttt b e 241
Install and Configure FileCloud Web SErvers fOr HA ..ottt sttt ettt seevens 242
Installing FileCloud web servers for high availability .........c.cccciii bbbt 242
Configuring FileCloud Web Application nodes with MongoDB Cluster and MemMCACKE ...t 242
CONTIGUIE STOTAZE FOr HA ..ottt ettt b et bbb e bbbt bbb et et e s e 248
Set up the managed storage Path iN FILRCIOUT .......c.c.oiiiiiiiii ettt bbb bene 249
SELUP LOAA BALANCINEG .. .uttiuiieiiieiiieieieietrt ettt ettt ettt ettt b e bttt b e b e bt b ettt esees 250
LOAA BALANCET ...ttt bbbt 250
SEELING UP HA-PIOXY wouiiiiiiiiiiiici bbb bbb bbb bbb bbb bbb bbb bbb bbb bbb bbb bbb 250
DOFAULES 1.ttt 251
HOST CONFIGUIATION 1.ttt ettt e h bbb bbb s ea et e b e b e st et e b e st e b e b ea et et e s e s et et e b e s ea et e b e s ea bt e b e s et b ebebea e et ebesen et ebeneneatene 252
SEAMTING HA-PIOXY coeiiiiicii bbb bbb bbb bbb bbb bbb bbb bbb b 252
HA System Tests and License INSTAllation .......c.cccveireirieineere ettt sttt ettt st saebens 253
Configure Cluster AUthentiCation WIth SSL ........civeiriiirieiie ettt ettt 255
ENable MONGOAD AUtRENTICATION: .....c.cviiiii bbb bbbttt bbb bbb bbbt et s ettt 255
Configuration Of MONZOAD 10 USE TLS/SSLiu..uiuiuiiiiiiiiiriieiirii ettt ettt ettt et b b bbb bt ettt bttt bebebne 255
Enable Cluster NOde AULNENTICALION .......c.iviiiiiiiii bbb bbb 258
Configure Other DB URLS IN CONFIG File....c.c.cuiuiiiiiiiiiiiiiiiiieii ettt ettt bbbttt sttt 260
LT v L AT=] V=SOSR 261
MULEI-TENANCY SEELINES ..eoviiieriieieeeeertereet ettt st s e st sae et e s b e et e sbe e tessaesessaensesanensessnens 262
MULEI-TENANCY REGUITEIMENTS ...ttt ettt ettt ettt ettt b et b et et et st ebe st e b et e b et st et st e e saenentesensenens 262
GENEIAL REQUITEIMENTS ...vuiiieieuiteteiei ettt ettt et ae sttt b et et be s st b ebese et e b e s e s et esesea e et e behen et e b ebe s et et ebes et s e s ea et e b ehesea s et e b e s ea s et ebe s e st b et eb e et ebesent et ebenen et ebesenean 262
ENable MULLI-T@NANCY SUPPOIt...cieiiieiiriiteiet ettt ettt ettt sttt b et b ettt et se b sa b et eb et st et st et seenestesesenens 263
Password encryption and logging in to a multi-tenant admin Portal.......c.ccveeveeinernenncc e 263
MANAEE DIffEIENT SITES c.eviuirteirt ettt ettt sttt b et bttt et bt bt e b et st et st e e e ese st ebennenens 264
WHat O YOU WANT TO AO7 ..ttt ettt ettt ettt ettt ettt b et eb bt bebe sttt e b e st sa e b e s a e e s e b e sttt ebea et et e b e bt ae et e b e s ea et e b ehe st b et eben et ebebeae st ebeseneateteban 265
Enable Email Notifications if CLUSTEr IS DOWN ........cucuiiviriiiiiiiiiiiccciicect et e 268
WHat O YOU WANE TO AO7 ..ttt sttt bttt ettt b et b e b e st st e b e b e st sa e b e s st e s e b e sttt ebeh et et e b e b ea e eaebesea et e b ehe st b et eben et ebebeae st ebesene b ebeban 268

Enable Automatic License Renewal and REPOITING ......cccvueuerieueririeririeirieirieienei ettt sttt s et e e sa et seenens 270



FileCloud Server Version 23.252 Storage, High Availability, and Multitenancy



FileCloud Server Version 23.252 Storage, High Availability, and Multitenancy

Storage Settings

FileCloud can access and manage content that is stored locally in your system and content stored remotely in locations
available in your network.

Managed Storage is local storage that can be directly accessed and managed by FileCloud.

Network Folders are storage on your existing network that is not local to FileCloud but can be accessed and managed
by FileCloud.

Managed Storage Set Up Managed Storage
Network Folders Set Up Network Folders
Protecting Your Storage Enable Antivirus Scanning

Set Up Encryption for Managed Storage

Create an IAM User Policy for S3 Access

FileCloud Managed Storage

Data that is stored locally in FileCloud is called Managed Storage.

* Managed Storage is the location where the user files are stored locally and can be accessed directly by
FileCloud.

* When you specify the path to managed storage, you give FileCloud control over the management of the user
content located there.

* Managed Storage can be a file system, a local hard disk, a Storage Area Network (SAN), or a Network Attached
Storage (NAS) disk.

Can | also configure network storage?
Administrators can also configure how users store data on your existing Network infrastructure.

Setting Up Network Folders

Q Managed storage setup must be done BEFORE users are created.
If users are already created and Managed Storage type or location is changed, then the existing users will no
longer be able to access or store data, and their accounts will have to be deleted and recreated.

Setting up Managed Storage
Administrators can configure how users store data on the FileCloud Server site in Managed Storage.
This is the default cloud storage, where the FileCloud server has direct access to the user files stored on the filesystem.

* Managed Storage provides FileCloud complete control over the management of user content.
® The storage can be on filesystems on a local hard disk, SAN, or NAS disks.

Storage Settings 6
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You can configure general storage settings in Settings > Storage > Managed Storage and more specific storage
settings in Settings > Policies. Policies settings include user storage quota and rules for deleted files. You can
assign different storage values in multiple policies and assign them to different users.

To set up Managed Storage:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

G
the Settings navigation page, click Storage .
The Managed Storage settings page opens by default.

Storage Settings
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2. Type the information into the fields as described below.

Managed Storage O Resetto defaults |

Storage path C:\clouddata

Location for storing cloud files (location must be writable by web server)
Example location on Windows: c:\clouddata
Example location on Linux: fopt/cloud/data

Note : To change the storage location after it has been configured, move the contents from the old storage location to the
new.

Number of old versions to keep for each file 3

Set to -1 to turn off versioning and instead create a new copy on each upload.

Manage encryption Encryption enabled

Disable 'My Files'

User storage usage calculation Exclude Shares W

Exclude or include files shared with users when calculating storage used.

Max files uploaded in parallel R Y

Minimum value is 1. Recommended valueis 3to 5

Chunk upload size 20 MB
Minimum is 5. Higher values may lead to slower uploads and block other

activities.

Use Optimized Upload NO w

Use Optimized for faster uploads in Network Folder

Skip versioning for files greater than 954 ME~

To avoid excessive use of space, do not version files over this size.

Email users nearing storage limit o

Send notification emails to users reaching their storage limit.

Percentage Threshold 10

Email users when their available storage falls below the set percentage.
Example: (For 10% enter 10).

Storage Settings 8
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Description

This is the location where all FileCloud user files are stored. Be sure to allow enough options
to expand storage in future.

Note: Changing this Storage Path after installation and after users have uploaded files
has to be done carefully. If not done properly. It could result in data loss.

If a file with the same path and name is uploaded, FileCloud versions the file. This setting
determines number of recent versions that FileCloud should retain. To disable versioning
completely, set the number of versions to 0.

NOTE: Versioned files count towards the user's storage quota.

Appears when encryption is enabled in your system, and allows you to manage encryption.
See Enabling Storage Encryption.

If you are only using the "Network Folders" features of FileCloud and don't want to show "My
Files", you can enable this checkbox. If there are existing data in "My Files" section, the data
will no longer be accessible. Certain functions that depend on My Files will no longer be
available.

When the user storage usage is reported, the shares used by the user can also be counted
towards the quota. This can be changed by selecting the appropriate drop-down option.

Number of files that can be uploaded at the same time when multiple files are uploaded.
Default is 3. The recommended number is 3 to 5. Higher values may slow down the upload
process and lower system efficiency.

The maximum size in MB for chunks uploaded. Default is 20. If size is set too high, the upload
process may slow down and other operations may be blocked.
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Setting Description

Use Optimized upload is available in FileCloud 23.241, and uses a faster method for uploading.
Optimized Choose YES to use optimized upload for S3 Network Folders only. If you don't use Network
Upload Folders or your Network Folders do not use S3 storage, this setting does not have any effect.

If you choose YES, additional fields appear:

Use Optimized Upload
YES v

Use Optimized for faster uploads in Network Folder

Max chunks uploaded in parallel 4

Number of minutes pre-signed URL is valid (minutes) 120

Use Accelerated Endpoint NO

Use the following information to determine the values you want to give these fields:

Max The number of file chunks that can be sent simultaneously to the server.
chunks Choose the highest number of chunks you can send without having a
uploaded detrimental effect on efficiency. The default value is 10, and the minimum

in parallel  valueis 1. Mid-range values are 4 - 20. Values above 20 may decrease
efficiency by blocking other activities and slowing down uploads.

Number of How long the pre-signed URL can be used. Choose a value that is high

minutes enough to enable uploads on large files, and low enough to close the urlin
pre-signed  atimely mannersoitis not a security risk. The recommended value is 30 to
URL is 60.

valid

(minutes)

Use If you have the accelerated feature in the S3 bucket enabled, set to YES to
Accelerate  use the feature to complete downloads and uploads more quickly.

d Endpoint

If you enter YES to use optimized storage, you must also configure a Cross Origin Resource
Sharing (CORS) policy for your S3 bucket. The CORS policy enables you to access resources
from other domains while you are using the optimized upload settings. To configure the
CORS policy, see Setting up FileCloud Managed S3 Storage, Integrate Amazon S3 Storage,
Step 2.

Note: If you are using Network Folders with S3 storage, if you use server-side encryption with
a customer key (SSE-C), optimized upload will fail due to security reasons.

Storage Settings 10
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for files
greater
than
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Description

Any file larger than the specified value will not be versioned.

If this option is enabled then automatic emails with notifications will be sent to users

nearing reaching their storage limit.

storage

limit

Percentage  Defines at what point the percentage of unused managed storage space is considered low.

Threshold For example, if the value is set to 20, then storage is considered low if more than 80% of
managed storage space is used.
When unused storage is less than this value, an automatic email notification is sent to the
admin. If the above option, Email Users Nearing Storage Limit is enabled, an automatic
email notification is also sent to the user if their available storage falls below the set
percentage.

3. Click save.

4. Click the Policies tab.
5. For each policy that you want to change the default storage settings in:
1. Click the edit button.
2. Remain on the General tab.
3. Type the information into the fields as described below:
4. Click Save.
5. Assign the policy with relevant storage settings to each user.

Setting

User storage
quota

Store deleted
filesin the
recycle bin

Storage Settings

Description

This is the storage quota that is provided for every user of FileCloud. Note that, this is only a quota
and does not require physical storage until the user actually consumes the space. Setting this to 0
means each user has no storage quota limit. Changing this setting does not affect the existing user
quota.

For example, if a user has 2 GB quota and if this setting is changed to 10 GB, it only affects newly
created users after this point. To update the quota for an existing user, use the user details panel in
Users section.

Enable this setting if you wish to provide a way to keep deleted files in a Recycle Bin. When this
option is enabled and a user deletes a file/folder, the deleted item gets moved into their personal
deleted files area. Then the user can restore files from their recycle bin or empty the recycle bin
completely. Note: Files in the recycle bin count towards a user's storage quota.

11
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Setting Description

Automatically Number of days after which Deleted Files is emptied automatically. Note that this recycle bin
delete files clearing happens at periodic intervals specified here and any files in any recycle bin are cleared.
from recycle The default is 0 which means that the deleted files are not cleared automatically. Requires a Cron
bin after set Job to be set up.

number days

Do not store Any file larger than this setting is permanently deleted instead of getting moved into Deleted Files
deleted files area.

greater than

€ warning

Do not change the Storage Path once the installation is set up and data is stored.
This should only be set for fresh installs.
Be very careful when changing the storage path. If done improperly, it could lead to data loss.

o The new S3 optimization feature introduced in FileCloud 23.241 is more efficient than the legacy method,
below. The legacy method applies to both local and S3 uploads, but does not work for S3 uploads when Use
Optimized Upload is set to YES (to enable the new feature).

Legacy method of upload optimization
If you upload large numbers of small files from the Web browser interface, to improve upload performance:
1. Open the configuration file:
Windows: XAMPP DIRECTORY/htdocs/config/cloudconfig.php

Linux: /var/www/config/cloudconfig.php
2. Add the line:

define("TONIDOCLOUD_UPLOAD_OPTIMIZATION", 0);

Setting up FileCloud Managed S3 Storage
0 Optimized file upload is available for managed S3 storage beginning in FileCloud 23.241. The settings added

for optimized uploads are noted in the table in Step 3, below.

As an administrator, you can integrate FileCloud Server to store user data on an Amazon S3 storage server.

Storage Settings 12
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e Amazon Simple Storage Service (Amazon S3) is storage for the Internet.

* You can use Amazon S3 to store and retrieve any amount of data at any time, from
anywhere on the web.

* You can accomplish these tasks using the AWS Management Console.

Getting Started with Amazon Simple Storage Service

€ WARNINGS:

¢ Only change the FileCloud storage type to S3 for new installations.
¢ Do not change the FileCloud storage type to S3 if FileCloud has been in use and data is already stored.
¢ Be very careful when changing the storage path, If done improperly it could lead to data loss.
¢ When changing the storage type from local to Amazon S3, the files and folders that have already been
saved to local storage will not automatically be moved to S3 storage.
¢ For existing files and folders, the administrator must manually export them from local storage
before changing the storage type.
¢ After changing the storage type to S3, the administrator must manually import pre-existing files
and folders.
¢ |fthe S3 Bucket Name, S3 Secret or S3 Key is changed after initial S3 configuration then please restart
Cron and fcorchestrator (message queue) service.
¢ The S3 Bucket should NEVER be modified outside of FileCloud subsystem.

¢ Do not add/edit/modify files directly using S3 tools. Doing so will destabilize your FileCloud installation.

Integrate Amazon S3 Storage
1. Change the Storage Type to S3
In this step you will need to access WWWROOT. It is typically located at:

Windows Linux

c:\xampp\htdocs [var/www/html

To enable Amazon s3 storage as the backend:

1. To make sure that your server does not have any time variations, set up the time on your server to be
synchronized.
a. Configure an authoritative time server in Windows Server
b. Synchronize Time with NTP in Linux
2. Open the following file for editing:

WWWROOT/config/cloudconfig.php

3. Find the following line:

Storage Settings
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define ("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "local);

4. Change it to this line:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "amazons3")j

5. Save and close the file.
6. Find the following file:

WWWROOT/config/amazons3storageconfig-sample.php

7.Renameit to:

WWWROOT/config/amazons3storageconfig.php

Nothing needs to be added or edited in amazons3storageconfig.php

2. (Optional) Configure System to Use Optimized Upload

When you are using Amazon S3 storage, certain default procedures may cause uploads to be slower and less efficient
than necessary. For this reason, FileCloud 23.241 includes an Optimized Upload feature which can be enabled in your
system by following the instructions below to configure a CORS policy with the required settings, and to confirm that
your service address is in the .htaccess file.

Note: Although Use Optimized Upload and its associated settings appear in the Managed Storage settings page,
they also apply to S3 Network Folders.

Required CORS policy for Optimized Upload

To use the Optimized Upload feature, configure a CORS policy for your S3 bucket. The CORS policy enables you to
access resources from other domains while you are using the optimized upload settings.

For more information about CORS, see:
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enabling-cors-examples.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManageCorsUsing.html

To configure the CORS policy:

1. Sign in to the AWS Management Console and open the Amazon S3 console at https://console.aws.amazon.com/
s3/.

2. In the Bucket name list, choose the name of the bucket that you want to create a bucket policy for.

3. Choose Permissions, and then choose CORS configuration.

4. In the CORS configuration editor text box, type or copy and paste the following CORS configuration:

"AllowedHeaders": [
([}

1,
"AllowedMethods": [

Storage Settings 14
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IIGETII )
IIPUTII )
"POST",
"DELETE"
1,
"AllowedOrigins": [
"https://my-fc-instance.com"

1,
"ExposeHeaders": [
llETagll
1,
""MaxAgeSeconds'": 3000
}
1
5. Click Save.

To confirm that the service address is configured in the .htaccess file:

1. Open the .htaccess file.
Windows: C:\xampp\htdocs\.htaccess
Linux: /var/www/.htaccess
2. Check if the following line exists, and if it does not, add it:
If you use an external compatible S3 service, add the address to the service instead.

connect-src 'self' *.amazonaws.com

3. Restart the FileCloud server.
In Step 3, below, set Use Optimized Upload to Yes, and customize any of the settings that affect upload efficiency.
3. Configure Credentials and Settings
Now configure your S3 credentials and storage settings.
To configure S3 storage credentials and settings:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
@
the Settings navigation page, click Storage .
The Managed Storage settings page opens by default.
2. Typein or select the S3 settings for your environment (the settings that appear above the Save S3 Settings
button).
Definitions of the settings appear in the table below.
. Click Save S3 Settings.
4. Enter values for the settings below it or leave the default settings.
Definitions of the settings appear in the table below.

w

Storage Settings 15
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5. Click Save.

Storage Settings 16
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Storage §

Managed Storage

D Reset to defaults

S3 Compatible Storage Settings

S3 key

S3 secret

Use |IAM role

S3 bucket name

(Optional) Bucket name. Leave empty to autogenerate. Must be globally unique

and cannot be changed once created.

S3 storage folder

(Optional) Folder name. If specified, a folder with this name will be created in
the bucket and files will be placed under it. Once configured, this cannot be

changed.

S3 region

(Optional) AWS S3 region. Default region is 'us-east-1. Must be a valid region
string as published by Amazon and cannot be changed once the bucket is

created

S3 endpoint URL

(Optional) AWS S3 end point. Leave it empty if using Amazon's S3 service. The
region string will automatically select the correct Endpoint. End point cannot be

changed once the bucket is created

Number of old versions to keep for each file 3

Set to -1 to turn off versioning and instead create a new copy on each upload.

S3 Encryption

Manage encryption of data stored in S3 storage

Save settings

Verify S3 settings and auto-configure any needed S3 configuration

Use Optimized Upload

Use Optimized for faster uploads in Network Folder

Max chunks uploaded in parallel

Number of minutes pre-signed URL is valid (minutes)

etting$/se Accelerated Endpoint

Disable 'My Files'

Sesssssnes @
LA AR L L L L LN @
Leave empty to auto generate
(Optional) Folder name to place the
Ex: us-east-
Ex: https://s3.amazonaws.com
Save S3 Settings
YES w
4
120
YES w
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Field

S3 key

S3 secret

Use IAM role

S3 bucket name

S3 storage
folder

S3region

S3 endpoint
URL

Number of old
versions to keep
for each file

Storage Settings
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FileClo
ud
Version

Description

This is your amazon authentication key (To get your access key, visit Amazon security
portal) . For IAM user, it requires at least the following permissions.

This is your amazon authentication secret (To get your access key, visit Amazon
security portal). For IAM user, it requires at least the following permissions .

Either check Use IAM role or type in authentication credentials in S3 Key and S3
Secret.

Note: To use an IAM role, you must attach it to your E2 instance. See the page Attach
an IAM role to an instance in the AWS documentation for instructions.

Provide a bucket name.

The bucket should be new (in some circumstances, previously used buckets in
FileCloud could be used).

It is very important that the S3 bucket is never modified outside of the FileCloud
subsystem.

Optional: All files will be stored inside this root storage folder.

¢ This folder will be created automatically.

Optional: Provide the region string. If the region is not provided, then US Standard
region will be used.

e |f your bucket is in a different region, (Europe, Asia) provide the correct region
string. The strings should match the region string published by amazon.
¢ Note: For govcloud installs, you must use region string: us-gov-west-1

Optional: This is the S3 endpoint.

¢ Use this to specify your own S3 endpoint (typically S3 compatible storage)
e Usethisifitis a unpublished region.

To use an AWS end point, it must be one of the values published AWS S3 endpoints

If a file with the same path and name is uploaded, FileCloud versions the file. This
setting determines number of recent versions that FileCloud should retain. To disable
versioning completely, set the number of versions to 0.

NOTE: Versioned files count towards the user's storage quota.

18


https://console.aws.amazon.com/iam/home#security_credential
https://console.aws.amazon.com/iam/home#security_credential
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/attach-iam-role.html
http://docs.aws.amazon.com/general/latest/gr/rande.html#s3_region
http://docs.aws.amazon.com/general/latest/gr/rande.html#s3_region

FileCloud Server Version 23.252 Storage, High Availability, and Multitenancy

Field Description FileClo
ud
Version

S3 Encryption Allows you to manage encryption.

Save settings Click this button after you have entered the S3 settings above it to validate them and

configure any automated values.

Use Optimized Optimized upload is available in FileCloud 23.241, and uses a faster method for 23.241
Upload uploading files to S3 storage.
Default is No. If you choose Yes, the next three fields listed in this table appear.

If you enter Yes to use optimized storage, you must also configure a Cross Origin
Resource Sharing (CORS) policy for your S3 bucket. The CORS policy enables you to
access resources from other domains while you are using the optimized upload
settings. To configure the CORS policy, see Step 2, above.

Note: If you use server-side encryption with a customer key (SSE-C), optimized
upload will fail due to security reasons.

Max chunks Only appears if Use Optimized Upload is set to Yes. 23.241
uploaded in The number of file chunks that can be sent simultaneously to the server. Choose the
parallel highest number of chunks you can send without having a detrimental effect on

efficiency. The default value is 10, and the minimum value is 1. Mid-range values are 4
- 20. Values above 20 may decrease efficiency by blocking other activities and slowing
down uploads.

Number of Only appears if Use Optimized Upload is set to Yes. 23.241
minutes pre- How long the pre-signed URL can be used. Choose a value that is high enough to

signed URL is enable uploads on large files, and low enough to close the urlin a timely manner so it

valid (minutes) is not a security risk. The recommended value is 30 to 60.

Use Accelerated ~ Only appears if Use Optimized Upload is set to Yes. 23.241
Endpoint If you have the accelerated feature in the S3 bucket enabled, check this setting to use

the feature to complete downloads and uploads more quickly.

Disable 'My If you are only using the "Network Folders" features of FileCloud and don't want to

Files' show "My Files", you can enable this checkbox. If there are existing data in "My Files"
section, the data will no longer be accessible. Certain functions that depend on My
Files will no longer be available.

User storage When the user storage usage is reported, the shares used by the user can also be
usage counted towards the quota. This can be changed by selecting the appropriate drop-
calculation down option.
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Field

Max files
uploaded in
parallel

Chunk upload
size

Skip versioning
for files greater
than

Email users
nearing storage
limit

Percentage
Threshold
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Description

Number of files that can be uploaded at the same time when multiple files are
uploaded. Default is 3. The recommended number is 3 to 5. Higher values may slow
down the upload process and lower system efficiency.

The maximum size in MB for chunks uploaded. Default is 40. If size is set too high, the
upload process may be slow down and other operations may be blocked.

Any file larger than the specified value will not be versioned.

If this option is enabled then automatic emails with notifications are sent to users
reaching their storage limit.

Defines at what point the percentage of unused managed storage space is considered

low. For example, if the value is set to 20, then storage is considered low if more than
80% of managed storage space is used.

When unused storage is less than this value, an automatic email notification is sent to

the admin. If the above option, Email Users Nearing Storage Limit is enabled, an
automatic email notification is also sent to the user if their available storage falls
below the set percentage.

4. Enable Encryption

To protect data at rest in FileCloud Server, you can use S3 Managed Storage Encryption.

FileClo
ud
Version

23.241

23.241

¢ The communication from FileCloud to AWS will use SSL encryption resulting in complete protection for data in

transit.

e Once encryption is set up correctly, the field S3 Encryption appears.

FileCloud supports the following server side encryption types:

Encryption Type

Server-Side

Encryption with

Amazon S3-
Managed Keys
(SSE-S3)

Storage Settings

Notes

All data is encrypted at rest using AES256 bit encryption. The data can only be accessed using
the supplied key/secret credentials. The data will be accessible via S3 Console (which should

NOT done for FileCloud Managed storage data)
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Encryption Type

Server-Side
Encryption with
AWS KMS-
Managed Keys
(SSE-KMS)

Server-Side
Encryption with
Customer-
Provided Keys
(SSE-C)

FileCloud Server Version 23.252 Storage, High Availability, and Multitenancy

Notes

Similar to SSE-S3 but the key itself is managed using Amazon's KMS service. This allows
management of specific keys and their permissions for encrypting the data. The data is still
encrypted at rest and is accessible via S3 Console with appropriate credentials.

The data is encrypted using the customer supplied 32 bit encryption key. This option has
SLOWER performance due to restrictions on how this data can be decrypted (Amazon server is
NOT be able to decrypt the data; the data has be first downloaded to FileCloud server and
then decrypted). The data is NOT accessible via S3 console as well.

Notes:

* When you choose SSE-C, any backups created before it was chosen will become
invalid, and therefore that data will not be recoverable.

e When SSE-C encryption is enabled, optimized upload is not available for S3 storage
and S3 networks.

€ WARNINGS:

* Enabling encryption will start a process that attempts to encrypt all available data in the bucket as well
as all new data.

* This process can take some time depending on the amount of existing data in the bucket.

* |tis recommended that you modify the encryption setting when there is minimal activity on the
FileCloud Server.

Although changing the Encryption setting can be done at any time, we recommend using off-peak hours to
avoid any unexpected access issues.

To enable S3 encryption:

If you are not running the current version of FileCloud

Server:

You must enable an additional extension in the php.ini file

Storage Settings

1. On the FileCloud server, open the following file for
editing:

WEBROOT\php\php.ini

2. Add the following line to the file:
extension=php_com_dotnet.dl1l

3. Save your changes and close the file.
4. Restart the Apache server.
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If you are running FielCloud Server on Windows 1. On the FileCloud Server, open the following file

AND for editing:

Your xampp folder is installed in a location other than c:

\xampp <your xampp
folder>\htdocs\config\cloudconfig.
You must add a key to the cloudconfig.php file php

® For example, if your xampp folder is in D:
\xampp\htdocs\config\cloudconfig.php

® Then you would add the following
line: define("PHPBIN_PATH","D:\\xampp\\php\

\php.exe");

2. Add the following line anywhere:
Replacing </ocation> with your path to the xampp
folder

define ("PHPBIN_PATH","<location>:\
\xampp\\php\\php.exe");

3. Save your changes and close the file.

Then go to Enabling S3 Storage Encryption

Upload large files on an Amazon S3 storage server

Beginning with FileCloud 23.241, this process is only effective when you choose Legacy for Upload Method.
When you choose Optimized for Upload Method, the value in Chunk Upload Size is used.

The maximum number of parts per upload accepted by AWS is 1000; to successfully upload files and images in excess of
500 GB, set up an appropriate chunk size. You may set the size as high as 5000 MB.
To set a custom chunk size:

1. Open the file amazons3storageconfig.php located in:
Windows: c:\xampp\htdocs\config\
Linux: f[var/www/html/config/
2. Uncomment the following line, and set the value to the necessary chunk size in MB, up to 5000.

define("TONIDOCLOUD_S3_MULTIPART_CHUNKSIZE_IN_MB", 5);
Troubleshoot

Using Override Configuration Keys

The following keys are not typically used, however they may be needed in specific circumstances.

KEY VALUE Description
TONIDOCLOUD_NODE_COMMON_  "/somepath/ In HA installs, temp folder must be a commonly accessible
TEMP_FOLDER location" location. This key must be set in each of the HA nodes
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KEY VALUE Description
TONIDOCLOUD_S3_PROXY "http:// If a proxy is set in the env, then this key must be set to allow
proxyaddress" FileCloud service to use the proxy to access S3 servers
or "http://ip"
TONIDOCLOUD_S3_REDUCED_RE "1 This will store the objects with "reduced redundancy"
DUNDANCY
TONIDOCLOUD_DISABLE_S3_RED  "1" (NOT RECOMMENDED) This will force filecloud server to
IRECT download the file from S3 to the filecloud server system

and then send it to client on file downloads (Can be slow)

How to Correct Issues with Image Previews
If you are having problems in previewing images, you should add a line to the .htaccess file.
To add a line to the .htaccess file:

1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess

b.Linux: /var/www/html/.htaccess

2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' x.live.com; style-src
'unsafe-inline' 'self'jscript-src 'unsafe-inline' 'unsafe-eval' 'self';font-src
'self' data:jimg-src 'self' *.amazonaws.com *.live.com data: *.duosecurity.com"

How to Correct Issues with Text Editors

If you encounter issues where documents stored in AmazonS3 share object storage cannot be edited using a text editor,
you can use a workaround to correct this.

Workaround:

1. Change the Header set in the Content-Security-Policy
2. Use the Amazon S3 console to add a cross-origin resource sharing (CORS) configuration to an S3 bucket.

Change the Content-Security-Policy

Content Security Policy (CSP) is an HTTP header that allows site operators control over where resources can be loaded
from on their site.

® The use of this header is the best method to prevent cross-site scripting (XSS) vulnerabilities.
To change the Header set in CSP:

1. Open a command-line prompt.
2. Type in the following code (or copy and paste):
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Content-Security-Policy: "default-src 'self' *.live.com *.amazonaws.com; style-src
'unsafe-inline' 'self'jscript-src 'unsafe-inline' 'unsafe-eval' 'self'jfont-src
'self' data:jimg-src 'self' data

Add a CORS Policy

To configure your bucket to allow cross-origin requests, you add CORS configuration to the bucket. A CORS
configuration is an XML document that defines rules that identify the origins that you will allow to access your bucket,
the operations (HTTP methods) supported for each origin, and other operation-specific information.For more
information about CORS, see Cross-Origin Resource Sharing (CORS) in the Amazon Simple Storage Service Developer
Guide.

To allow the use of a text editor:
The CORS configuration is an XML file. The text that you type in the editor must be valid XML.

1. Sign in to the AWS Management Console and open the Amazon S3 console at https://console.aws.amazon.com/
s3/.

2. In the Bucket name list, choose the name of the bucket that you want to create a bucket policy for.

3. Choose Permissions, and then choose CORS configuration.

4. In the CORS configuration editor text box, type or copy and paste the following CORS configuration:

<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
<MaxAgeSeconds>3000</MaxAgeSeconds>
</CORSRule>

</CORSConfiguration>

5. Click Save.
How to Correct Issues with playing mp4 videos
If you are having problems in playing mp4 videos, you should add a line to the .htaccess file.
To add a line to the .htaccess file:

1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess

b.Linux: /var/www/html/.htaccess

2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' x.live.com
*,amazonaws.com; style-src 'unsafe-inline' 'self'jscript-src 'unsafe-inline'
'unsafe-eval' 'self';font-src 'self' data:;img-src 'self' *.live.com data:
*.duosecurity.com *.amazonaws.com"
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Add a CORS Policy

To configure your bucket to allow cross-origin requests, you add CORS configuration to the bucket. A CORS
configuration is an XML document that defines rules that identify the origins that you will allow to access your bucket,
the operations (HTTP methods) supported for each origin, and other operation-specific information.

For more information about CORS, see Cross-Origin Resource Sharing (CORS) in the Amazon Simple Storage Service
Developer Guide.

To allow the use of a text editor:
The CORS configuration is an XML file. The text that you type in the editor must be valid XML.

1. Sign in to the AWS Management Console and open the Amazon S3 console at https://console.aws.amazon.com/
s3/.

2. In the Bucket name list, choose the name of the bucket that you want to create a bucket policy for.

3. Choose Permissions, and then choose CORS configuration.

4. In the CORS configuration editor text box, type or copy and paste the following CORS configuration:

<CORSConfiguration>
<CORSRu'le>
<AllowedOrigin>x</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
<MaxAgeSeconds>3000</MaxAgeSeconds>
</CORSRule>

</CORSConfiguration>

5. Click Save.

Setting up S3 Compatible Services

FileCloud officially supports only Amazon S3 storage.

¢ Other Amazon S3 compatible storage systems are supported through our Amazon S3 drivers, including:
¢ Alibaba Cloud object-based storage
¢ Digital Ocean S3 object storage
e Scality
* Wasabi
® Google Cloud object storage
* Backblaze B2
¢ Cloudian S3-Compatible Object Storage
* Oracle Cloud Infrastructure
* Storj

¢ The robustness of these S3 compatible storage systems depends on their compatibility with Amazon S3

API.

Administrators can change the local FileCloud storage type to leverage an S3 compatible storage service you may
already be using.
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e The local FileCloud storage type should only be changed after FileCloud has been installed but BEFORE any data
has been stored.

¢ Although FileCloud doesn't actively test all S3 compatible services, FileCloud should be able to leverage the
storage services similar to Amazon S3.

Integrate with any of the available S3 compatible storage services:

How to Integrate FileCloud with Alibaba Cloud Object Based Storage
How to Integrate Filecloud with Backblaze (B2) Cloud Storage

How to Integrate FileCloud with Digital Ocean Spaces

How to Integrate FileCloud with Google Cloud Object Based Storage
How to integrate FileCloud with Scality Storage

How to Integrate FileCloud with Wasabi Object Based Storage

How to Integrate Filecloud with Cloudian S3-Compatible Object Storage
How to Integrate FileCloud with Oracle Cloud Infrastructure

How to Integrate Filecloud with Storj

How to Integrate FileCloud with Alibaba Cloud Object Based Storage

Administrators can change the FileCloud storage type after FileCloud has been installed but BEFORE any data has been
stored.

* When changing the storage type from local to Alibaba Cloud object storage, the files and folders that have been
already stored in the local storage will not be automatically moved to S3 storage.

¢ In this case, the administrator has to manually export files and folders from local storage before changing the
storage type, and manually import them after changing the storage type.

€ WARNINGS:
® Only change the FileCloud storage type for new installations.
¢ Do not change the FileCloud storage type if FileCloud has been in use and data is already stored.
¢ Be very careful when changing the storage path, If done improperly it could lead to data loss.
¢ The Alibaba cloud Bucket should NEVER be modified outside of FileCloud subsystem
¢ Do not add, edit, or modify files directly using Alibaba cloud tools. Doing so will destabilize your
FileCloud installation.

To change the FileCloud storage path from LOCAL to Alibaba Cloud object storage:
1. Enable Alibaba cloud object storage
NOTES:

Although FileCloud does not have an explicit connector for Alibaba cloud object storage, the Amazon S3 connector can
be used.

In this step you will need to access WIWWROOT. It is typically located at:
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Windows Linux

c:\xampp\htdocs [var/www/html

To enable Alibaba cloud object storage as the backend:

1. To make sure that your server does not have any time variations, set up the time on your server to be
synchronized.
a. Configure an authoritative time server in Windows Server.
b. Synchronize Time with NTP in Linux.
2. Open the following file for editing:
WWWROOT/config/cloudconfig.php

3. Find the following line:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "local");

4. Change it to this line:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "amazons3");

5. Save and close the file.
6. Find the following file:

WWWROOT/config/amazons3storageconfig-sample.php

7. Renameiit to:

WWWROOT /config/amazons3storageconfig.php

Nothing needs to be added or edited in amazons3storageconfig.php
2. Configure Credentials
To configure Alibaba cloud-based object storage:
1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Storage L —

The Managed Storage settings page opens by default.
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2. Type in or select the settings for your environment. See the table below for information about each setting.

Managed Storage O Reset to defaults
S3 Compatible Storage Settings

S3key LA AR L L L LR @
S3secret R @
Use |IAM role

S3 bucket name Leave empty to auto generate
(Optional) Bucket name. Leave empty to autogenerate. Must be globally unique

and cannot be changed once created.

S3 storage folder ptional) Folder name to place th
(Optional) Folder name. If specified, a folder with this name will be created in

the bucket and files will be placed under it. Once configured, this cannot be

changed.

S3 region Ex- uS-east-

(Optional) AWS S3 region. Default region is ‘us-east-1. Must be a valid region

string as published by Amazon and cannot be changed once the bucket is

created

S3 endpoint URL E ps://s3.amazonaws.con
(Optional) AWS S3 end point. Leave it empty if using Amazon's $3 service. The

region string will automatically select the correct Endpoint. End point cannot be

changed once the bucket is created

Number of old versions to keep for each file 3

Set to -1 to turn off versioning and instead create a new copy on each upload.

S3 Encryption
Manage encryption of data stored in S3 storage

Save settings Save S3 Settings
Verify S3 settings and auto-configure any needed S3 configuration

3. Click Save S3 Settings.

Storage Settings
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Field Description

S3 Key Your Alibaba cloud authentication key.

S3 Secret Your Alibaba cloud authentication secret.

Use IAM role When checked, the S3 Key and S3 Secret fields disappear and the IAM role is used to

connect to the S3 bucket.

S3 Bucket Name  Provide a bucket name. The bucket should be new (in some circumstances, a previously
used bucket in FileCloud can be used).

Itis very important that the S3 bucket is never modified outside of the FileCloud

subsystem,
The bucket name is case sensitive. Make sure you are using the exact name of the
bucket.
S3 Storage Optional: Root storage folder that stores all files. (Will be created automatically).
Folder
S3 Region Optional: The region string.

S3 End Point URL ~ The S3 endpoint. Note that for each region there is a specific Endpoint URL.

4. Tofill in the remainder of the settings, see Setting up FileCloud Managed S3 Storage.

Troubleshooting

How to Correct Issues with Image Previews

If you are having problems previewing images, add a line to the .htaccess file.
To add a line to the .htaccess file:

1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess

b.Linux: /var/www/html/.htaccess

2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' x.live.com; style-src
'unsafe-inline' 'self'jscript-src 'unsafe-inline' 'unsafe-eval' 'self';font-src
'self' data:;img-src 'self' *.live.com data: x.duosecurity.com *.aliyuncs.com"

How to Correct Issues with playing mp4 videos
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If you are having problems playing mp4 videos, add a line to the .htaccess file.
To add a line to the .htaccess file:

1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess

b.Linux: /var/www/html/.htaccess

2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' *.live.com *.aliyuncs.com;
style-src 'unsafe-inline' 'self'jscript-src 'unsafe-inline' 'unsafe-eval'
'self';font-src 'self' data:jimg-src 'self' x.live.com data:

*.duosecurity.com *.aliyuncs.com"

How to Integrate Filecloud with Backblaze (B2) Cloud Storage

Administrators can change the FileCloud storage type after FileCloud has been installed but before any data has been
stored.

e When changing the storage type from local to B2 object storage, the files and folders that have been already
stored in local storage will not be automatically moved to S3 storage.

¢ In this case, the administrator must manually export files and folders from local storage before changing the
storage type, and then manually import them after changing the storage type.

Only change the FileCloud storage type for new installations.

Do not change the FileCloud storage type if FileCloud has been in use and data is already stored.

Be careful when changing the storage path; If done improperly it could lead to data loss.

The Backblaze B2 storage should NEVER be modified outside of the FileCloud subsystem.

Do not add, edit, or modify files directly using Backblaze tools. Doing so will destabilize your FileCloud
installation.

To change the FileCloud storage path from LOCAL to Backblaze(B2) object storage:

1. Enable B2 object storage
NOTES:

Although FileCloud does not have an explicit connector for B2 object-based storage, the Amazon S3 connector can be
used.

In this step you will need to access WWWROOT. It is typically located at:

Windows Linux

c:\xampp\htdocs Jvar/www/html
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To enable B2 object storage as the backend:

1. To make sure that your server does not have any time variations, set up the time on your server to be
synchronized.
a. Configure an authoritative time server in Windows Server
b. Synchronize Time with NTP in Linux
2. Open the following file for editing:
WWWROOT/config/cloudconfig.php

3. Find the following line:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "local");

4. Changeit to:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "amazons3");

5. Save and close the file.
6. Find the following file:

WWWROOT/config/amazons3storageconfig-sample.php

7.Renameit to:

WWWROOT/config/amazons3storageconfig.php

Nothing needs to be added or edited in amazons3storageconfig.php

2. Configure Credentials
To configure Backblaze (B2) Credentials

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

9
the Settings navigation page, click Storage L —
The Managed Storage settings page opens by default
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2. Enter the settings for your environment. See the table below for information about each setting.

Managed Storage O Reset to defauilts

S3 Compatible Storage Settings

S3key LR R R R LR LR R @
S3 secret sscsssssee @
Use |AM role

S3 bucket name

{Optional) Bucket name. Leave empty to autogenerate. Must be globally unique
and cannot be changed once created.

S3 storage folder

{Optional) Folder name. If specified, a folder with this name will be created in
the bucket and files will be placed under it. Once configured, this cannot be
changed.

S3 region s3.us-west-004

{Optional) AWS S3 region. Default region is ‘us-east-1. Must be a valid region
string as published by Amazon and cannot be changed once the bucket is
created

S3 endpoint URL

{Optional) AWS S3 end point. Leave it empty if using Amazon's S3 service. The
region string will automatically select the correct Endpoint. End point cannot be
changed once the bucket is created

Number of old versions to keep for each file 3

Set to -1 to turn off versioning and instead create a new copy on each upload.

S3 Encryption Manege

Manage encryption of data stored in S3 storage

Save settings Save S3 Settings

Verify S3 settings and auto-configure any needed S3 configuration

3. Click Save S3 Settings.

4. Enter values for Number of old versions to keep for each file, and, if you are using encryption, click Manage for
S3 Encryption to set the encryption type.

5. Click Save.
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Field

S3 Key

S3 Secret

Use IAM role

S3 Bucket Name

S3 Storage
Folder

S3 Region

S3 End Point URL

Number of old
versions to keep
for each file

S3 Encryption

FileCloud Server Version 23.252 Storage, High Availability, and Multitenancy

Description

Your B2 authentication key.

Your B2 authentication secret.

When checked, the S3 Key and S3 Secret fields disappear and the IAM role is used to
connect to the S3 bucket.

Provide a bucket name. The bucket should be new (in some circumstances, a previously
used bucket in FileCloud can be used).

It is important that the S3 bucket is never modified outside of the FileCloud subsystem,

The bucket name is case sensitive; make sure you are using the exact name of the
bucket.

Optional: All files are stored inside this root storage folder (it is created automatically).

Optional: Provide the region string.

s3.us-west-004

This is the S3 endpoint. note that for each region there is a specific endpoint URL.

When a user uploads a new version of a file, it is saved, and the latest Number of old
versions to keep for each file versions are kept. When set to -1, each upload of a file
overwrites the previous one, and no versions are saved.

By default encryption type is: Backblaze B2 key (SSE-B2), an encryption key that
Backblaze creates, manages and uses for you.

For this integration, only Google-managed key encryption is supported. No additional
actions are need in FileCloud.

6. To fill in the remainder of the settings, see Setting up FileCloud Managed S3 Storage.

To enable HMAC access key for a bucket, go to Account > App Keys, and select the Add a New Application Key button
under "Your Application Keys".

*Selecting "All" under "Allow access to Bucket(s): (optional) is a requirement for this integration. Otherwise it will throw
out a missing capability error.
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B2 Cloud Storage ~ Business Backup ~ Personal Backup  Blog

Buckets - . - ) .
Application keys are used as a pair: Key ID and Application Key. This allows B2 to communicate
Browse Files securely with different devices or apps. Once you generate your Master Application Key, this key has
Snapshots full capabilities. Create your own Application Keys to limit features like read/write. Learn more.
Reports
Caps & Alerts
Master Application Key
Fireball
keylD:
Account
App Keys keyName: Master Application Key
My Settings bucketName: -
Billing capabilities: bypassGovernance,
listKeys, writeKeys, deleteKeys,
listBucketNames, listBuckets, readBuckets, writeBuckets,
deleteBuckets, readBucketEncryption, readBucketRetentions,
writeBucketEncryption, writeBucketRetentions,
listFiles, readFiles, shareFiles, writeFiles, deleteFiles,
readFileRetentions, readFileLegalHolds, writeFileRetentions,
writeFileLegalHolds
expiration: Never
namePrefix: (none)

Generate New Master Application Key

Warning: Generating a new key will cancel the old key.

Your Application Keys

/1 Add a New Application Key
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Add Application Key

Name of Key: [

Allow access to Bucket(s):
(optional) All M

Type of Access:

- @ Read and Write
(optional)

O Read Only

O write Only

File name prefix:
(optional)

Allow access to file names that start with this.

Duration (seconds):
(optional)

Positive integer less than 1000 days (in seconds).

Create New Key

Troubleshooting:

How to Correct Issues with Image Previews

If you are having problems previewing images, add a line to the .htaccess file.
To add a line to the .htaccess file:

1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess

b.Linux: /var/www/html/.htaccess

2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' x.live.com; style-src
'unsafe-inline' 'self'jscript-src 'unsafe-inline' 'unsafe-eval' 'self';font-src
'self' data:jimg-src 'self' *.live.com data: *x.duosecurity.com *.wasabisys.com
*.googleapis.com *.backblazeb2.com"
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How to Correct Issues with playing mp4 videos
If you are having problems playing mp4 videos, add a line to the .htaccess file.
To add a line to the .htaccess file:

1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess

b.Linux: /var/www/html/.htaccess

2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' x.live.com *.wasabisys.com
*.googleapis.com *.backblazeb2.com; style-src 'unsafe-inline' 'self'j;script-src
'unsafe-inline' 'unsafe-eval' 'self'j;font-src 'self' data:jimg-src 'self'
*.,live.com data: *.duosecurity.com x.wasabisys.com *.googleapis.com
*.backblazeb2.com"

How to Integrate FileCloud with Digital Ocean Spaces

Administrators can change the FileCloud storage type after FileCloud has been installed but BEFORE any data has been
stored.

e When changing the storage type from local to Digital Ocean S3, files and folders that have been already stored in
the local storage will not be automatically moved to S3 storage.

¢ In this case, the administrator must manually export files and folders from local storage before changing the
storage type, and then manually import them after changing the storage type.

Q ® Only change the FileCloud storage type for new installations.
¢ Do not change the FileCloud storage type if FileCloud has been in use and data is already stored.
¢ Be careful when changing the storage path; if done improperly it could lead to data loss.
¢ The Digital Ocean S3 Bucket should never be modified outside of FileCloud.
¢ Do not add/edit/modify files directly using Digital Ocean tools. Doing so will destabilize your FileCloud
installation.

To change the FileCloud storage path from LOCAL to DIGITAL OCEAN S3:

1. Enable Digital Ocean S3 object storage
Notes:
Although FileCloud does not have an explicit connector for Digital Ocean, the Amazon S3 connector can be used.

In this step you will need to access WWWROOT. It is typically located at:
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Windows Linux

c:\xampp\htdocs Jvar/www/html

To enable Digital Ocean s3 storage as the backend:

1. To make sure that your server does not have any time variations, set up the time on your server to be
synchronized.
a. Configure an authoritative time server in Windows Server
b. Synchronize Time with NTP in Linux
2. Open the following file for editing:
WWWROOT/config/cloudconfig.php

3. Find the following line:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "local");

4. Changeit to:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "amazons3");

5. Save and close the file.
6. Find the following file:

WWWROOT/config/amazons3storageconfig-sample.php

7. Renameit to:

WWWROOT /config/amazons3storageconfig.php

Nothing needs to be added or edited in amazons3storageconfig.php
2. Configure Credentials
To configure Digital Ocean S3 Credentials
1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

O
the Settings navigation page, click Storage

The Managed Storage settings page opens by default.
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2. Enter the settings for your environment.

Managed StOrage ) Reset to defaults

S3 Compatible Storage Settings

SSkey sssssssnee @
S3 secret sssssssnee @®
Use IAM role

S3 bucket name

(Optional) Bucket name. Leave empty to autogenerate. Must be globally unique
and cannot be changed once created.

S3 storage folder

(Optional) Folder name. If specified, a folder with this name will be created in
the bucket and files will be placed under it. Once configured, this cannot be
changed.

S3 region us-east-1

(Optional) AWS S3 region. Default region is ‘'us-east-1. Must be a valid region
string as published by Amazon and cannot be changed once the bucket is
created

S3 endpoint URL

(Optional) AWS S3 end point. Leave it empty if using Amazon's S3 service. The
region string will automatically select the correct Endpoint. End point cannot be
changed once the bucket is created

Number of old versions to keep for each file 3

Set to -1 to tumn off versioning and instead create a new copy on each upload.

S3 Encryption Manage

Manage encryption of data stored in S3 storage

Save settings Save S3 Settings

Verify S3 settings and auto-configure any needed S3 configuration

3. Click Save S3 Settings.
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Field

S3 Key

S3 Secret

Use |IAM
Role

S3 Bucket
Name

S3 Storage
Folder

S3 Region

S3 End
Point URL
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Description

Your Digital Ocean authentication key.

Your Digital Ocean authentication secret.

When checked, the S3 Key and S3 Secret fields disappear and the IAM role is used to connect
to the S3 bucket.

Provide a bucket name. The bucket should be new (in some circumstance, a previously used
bucket in FileCloud may be used).

It is important that the S3 bucket is never modified outside of FileCloud.

The bucket name is case sensitive; confirm that you are using the exact name of the bucket.

Optional: All files are stored inside this root storage folder (it is created automatically).

Optional: Provide the region string.

The S3 endpoint. Note that for each region there is a specific Endpoint URL.

4. Tofill in the remainder of the settings, see Setting up FileCloud Managed S3 Storage.

Troubleshooting:

How to correct issues with image previews

If you are having problems previewing images, add a line to the .htaccess file.

To add a line to the .htaccess file:

1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess

b.Linux:

/var/www/html/.htaccess

2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' x.live.com; style-src
'unsafe-inline' 'self'jscript-src 'unsafe-inline' 'unsafe-eval' 'self';font-src
'self' data:;img-src 'self' *.live.com data:

*.duosecurity.com *.digitaloceanspaces.com"
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How to correct Issues with mp4 videos
If you are having problems playing mp4 videos, add a line to the .htaccess file.
To add a line to the .htaccess file:

1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess

b.Linux: /var/www/html/.htaccess

2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' x.live.com
*.digitaloceanspaces.com; style-src 'unsafe-inline' 'self'j;script-src 'unsafe-
inline' 'unsafe-eval' 'self'j;font-src 'self' data:jimg-src 'self' x.live.com
data: *.duosecurity.com *.digitaloceanspaces.com"

How to Integrate FileCloud with Google Cloud Object Based Storage

Administrators can change the FileCloud storage type after FileCloud has been installed but before any data has been
stored.

e When changing the storage type from local to GCP object storage, the files and folders that have been already
stored in local storage will not be automatically moved to S3 storage.

¢ In this case, the administrator must manually export files and folders from local storage before changing the
storage type, and then manually import them after changing the storage type.

. ,

Only change the FileCloud storage type for new installations.

¢ Do not change the FileCloud storage type if FileCloud has been in use and data is already stored.
Be careful when changing the storage path; If done improperly it could lead to data loss.

The GCP Bucket should NEVER be modified outside of the FileCloud subsystem.

Do not add, edit, or modify files directly using GCP tools. Doing so will destabilize your FileCloud
installation.

1. Enable GCP object storage
NOTES:

Although FileCloud does not have an explicit connector for GCP object-based storage, the Amazon S3 connector can be
used.

In this step you will need to access WWWROOT. It is typically located at:
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Windows Linux

c:\xampp\htdocs Jvar/www/html

To enable GCP object storage as the backend:

1. To make sure that your server does not have any time variations, set up the time on your server to be
synchronized.
a. Configure an authoritative time server in Windows Server
b. Synchronize Time with NTP in Linux
2. Open the following file for editing:
WWWROOT/config/cloudconfig.php

3. Find the following line:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "local");

4. Changeit to:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "amazons3");

5. Save and close the file.
6. Find the following file:

WWWROOT/config/amazons3storageconfig-sample.php

7. Renameiit to:

WWWROOT /config/amazons3storageconfig.php

Nothing needs to be added or edited in amazons3storageconfig.php
2. Configure Credentials
To configure Digital Ocean S3 Credentials
1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

O
the Settings navigation page, click Storage

The Managed Storage settings page opens by default.
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2. Type in or select the settings for your environment. See the table below for information about each setting.

Managed Storage ) Reset to defaults

S3 Compatible Storage Settings

SSkey LA R R R R R R O
S3 secret esssssscse @
Use IAM role

S3 bucket name

(Optional) Bucket name. Leave empty to autogenerate. Must be globally unique
and cannot be changed once created.

S3 storage folder

(Optional) Folder name. If specified, a folder with this name will be created in
the bucket and files will be placed under it. Once configured, this cannot be
changed.

S3 region

(Optional) AWS S3 region. Default region is ‘'us-east-1. Must be a valid region
string as published by Amazon and cannot be changed once the bucket is
created

S3 endpoint URL

(Optional) AWS S3 end point. Leave it empty if using Amazon's S3 service. The

region string will automatically select the correct Endpoint. End point cannot be
changed once the bucket is created

Number of old versions to keep for each file 3

Set to -1 to tumn off versioning and instead create a new copy on each upload.

S3 Encryption

\Manage encryption of data stored in S3 storage

Save settings Save S3 Settings

Verify S3 settings and auto-configure any needed S3 configuration

I :
3

3. Click Save S3 Settings.

4. Enter values for Number of old versions to keep for each file, and, if you are using encryption,
click Manage for S3 Encryption to set the encryption type.

5. Click Save.
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Field Description
S3 Key Your GCP HMAC authentication key.
S3 Secret Your GCP HMAC authentication secret.
Use IAM role When checked, the S3 Key and S3 Secret fields disappear and the IAM role is used to
connect to the S3 bucket.
S3 Bucket Provide a bucket name. The bucket should be new (in some circumstances, a previously
Name used bucket in FileCloud can be used).
It is important that the S3 bucket is never modified outside of the FileCloud subsystem,
The bucket name is case sensitive; make sure you are using the exact name of the bucket.
S3 Storage Optional: All files are stored inside this root storage folder (it is created automatically).
Folder
S3 Region Optional: Provide the region string.
Generally use: auto
S3 End Point This is the S3 endpoint. note that for each region there is a specific endpoint URL.
URL .
Generally, itis:
https://storage.googleapis.com
Number of When a user uploads a new version of a file, it is saved, and the latest Number of old
old versions versions to keep for each file versions are kept. When set to -1, each upload of a file
to keep for overwrites the previous one, and no versions are saved.N
each file

S3 Encryption

By default encryption type is: Google-managed keys.

For this integration, only Google-managed key encryption is supported. No additional
actions are needed in FileCloud.

6. To fill in the remainder of the settings, see Setting up FileCloud Managed S3 Storage.

To enable HMAC access key for a bucket, go to Google cloud storage > Settings, and select the Interoperability tab.
You should see an empty list and a CREATE A KEY button.
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Google Cloud Platform ¢ mm mm

e Storage Settings

@  Browser Project Access  Interoperability

s Transfer The Interoperability API lets you use HMAC authentication and lets Cloud
Storage interoperate with tools written for other cloud storage systems. Turn on

%= Transfer Appliance this API only if you require interoperable access for the current user. This APl is
enabled per project member, not per project. Each member can set a default

o Settings project and maintain their own access keys
Request endpoint

In the tools or libraries you use with other cloud storage systems like Amazon S3,
change the request endpoint to use the Cloud Storage URI:
https://storage.googleapis.com. Learn more

Default project for interoperable access
The default project is used with the Interoperability API for all create bucket and
list bucket requests

Access keys for your user account

Access key Secret

|

CREATE A KEY

Troubleshooting:

How to Correct Issues with Image Previews

If you are having problems previewing images, add a line to the .htaccess file.
To add a line to the .htaccess file:

1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess

b.Linux: /var/www/html/.htaccess

2. Add the following line:
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Header set Content-Security-Policy: "default-src 'self' x.live.com; style-src
'unsafe-inline' 'self'jscript-src 'unsafe-inline' 'unsafe-eval' 'self';font-src
'self' data:;img-src 'self' *.live.com data: *x.duosecurity.com *.wasabisys.com
*.googleapis.com"

How to Correct Issues with playing mp4 videos

If you are having problems playing mp4 videos, add a line to the .htaccess file.
To add a line to the .htaccess file:

1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess

b.Linux: /var/www/html/.htaccess

2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' x.live.com *.wasabisys.com
*.googleapis.com; style-src 'unsafe-inline' 'self'jscript-src 'unsafe-inline'
'unsafe-eval' 'self'j;font-src 'self' data:jimg-src 'self' *.live.com data:
*.duosecurity.com *.wasabisys.com *.googleapis.com"

How to integrate FileCloud with Scality Storage

Administrators can change the FileCloud storage type after FileCloud has been installed but BEFORE any data has been
stored.

* When changing the storage type from local to Scality, the files and folders that have been already stored in the
local storage will not be automatically moved to S3 storage.

* In this case, the administrator has to manually export files and folders from local storage before changing
storage type and manually import them after changing the storage type.

€ WARNINGS:
® Only change the FileCloud storage type for new installations.
¢ Do not change the FileCloud storage type if FileCloud has been in use and data is already stored.
¢ Be very careful when changing the storage path, If done improperly it could lead to data loss.
¢ The Scality Bucket should NEVER be modified outside of FileCloud subsystem

* Do not add, edit, or modify files directly using Scality tools. Doing so will destabilize your FileCloud
installation.

To change the FileCloud storage path from LOCAL to SCALITY:

1. Enable Scality object storage
NOTES:

Although FileCloud does not have an explicit connector for Scality, the Amazon S3 connector can be used.
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In this step you will need to access WWWROOT. It is typically located at:

Windows Linux

c:\xampp\htdocs [var/www/html

To enable Scality storage as the backend:

1. To make sure that your server does not have any time variations, set up the time on your server to be
synchronized.
a. Configure an authoritative time server in Windows Server
b. Synchronize Time with NTP in Linux
2. Open the following file for editing:
WWWROOT/config/cloudconfig.php

3. Find the following line:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "local");

4. Change it to this line:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "amazons3");

5. Save and close the file.
6. Find the following file:

WWWROOT/config/amazons3storageconfig-sample.php

7. Renameiit to:

WWWROOT /config/amazons3storageconfig.php

Nothing needs to be added or edited in amazons3storageconfig.php
2. Configure Credentials
To configure Digital Ocean S3 Credentials:
1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Storage L —

The Managed Storage settings page opens by default.
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2. Type in or select the settings for your environment. See the table below for information about each setting.

Managed Storage O Reset to defaults
S3 Compatible Storage Settings

S3key LA AR L L L LR @
S3secret R @
Use |IAM role

S3 bucket name Leave empty to auto generate
(Optional) Bucket name. Leave empty to autogenerate. Must be globally unique

and cannot be changed once created.

S3 storage folder ptional) Folder name to place th
(Optional) Folder name. If specified, a folder with this name will be created in

the bucket and files will be placed under it. Once configured, this cannot be

changed.

S3 region Ex- uS-east-

(Optional) AWS S3 region. Default region is ‘us-east-1. Must be a valid region

string as published by Amazon and cannot be changed once the bucket is

created

S3 endpoint URL E ps://s3.amazonaws.con
(Optional) AWS S3 end point. Leave it empty if using Amazon's $3 service. The

region string will automatically select the correct Endpoint. End point cannot be

changed once the bucket is created

Number of old versions to keep for each file 3

Set to -1 to turn off versioning and instead create a new copy on each upload.

S3 Encryption
Manage encryption of data stored in S3 storage

Save settings Save S3 Settings
Verify S3 settings and auto-configure any needed S3 configuration

3. Click Save S3 Settings.
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Field

S3 Key

S3 Secret

Use IAM role

S3 Bucket Name

S3 Storage
Folder

S3 Region

S3 End Point
URL
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Description

This is your Scality authentication key.

This is your Scality authentication secret.

When checked, the S3 Key and S3 Secret fields disappear and the IAM role is used to
connect to the S3 bucket.

Provide a bucket name. The bucket should be new (in some circumstance, previously
used bucket in FileCloud could be used).

It is very important that the S3 bucket is never modified outside of the FileCloud
subsystem,
the bucket name is case sensitive make sure you are using the exact name of the bucket.

Optional: All files will be stored inside this root storage folder (Will be created
automatically).

Optional: Provide the region string.

This is the S3 endpoint. note that for each region there is a specific Endpoint URL.

4. Tofill in the remainder of the settings, see Setting up FileCloud Managed S3 Storage.

Troubleshooting

How to Correct Issues with Image Previews

If you are having problems in previewing images, you should add a line to the .htaccess file.

To add a line to the .htaccess file:

1. Open the following file:

a.Windows:

C:\xampp\htdocs\.htaccess

b.Linux: /var/www/html/.htaccess

2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' x.live.com; style-src
'unsafe-inline' 'self'jscript-src 'unsafe-inline' 'unsafe-eval' 'self';font-src
'self' data:jimg-src 'self' *.live.com data: x.duosecurity.com *.scality.com"
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How to Correct Issues with playing mp4 videos
If you are having problems in playing mp4 videos, you should add a line to the .htaccess file.
To add a line to the .htaccess file:

1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess

b.Linux: /var/www/html/.htaccess

2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' x.live.com *.scality.com;
style-src 'unsafe-inline' 'self'jscript-src 'unsafe-inline' 'unsafe-eval'
'self';font-src 'self' data:jimg-src 'self' x.live.com data:

*.duosecurity.com *.scality.com"

How to Integrate FileCloud with Wasabi Object Based Storage

Administrators can change the FileCloud storage type after FileCloud has been installed but BEFORE any data has been
stored.

e When changing the storage type from local to Wasabi, the files and folders that have been already stored in the
local storage will not be automatically moved to S3 storage.

¢ In this case, the administrator has to manually export files and folders from local storage before changing
storage type and manually import them after changing the storage type.

€ WARNINGS:
® Only change the FileCloud storage type for new installations.
¢ Do not change the FileCloud storage type if FileCloud has been in use and data is already stored.
¢ Be very careful when changing the storage path, If done improperly it could lead to data loss.
* The Wasabi Bucket should NEVER be modified outside of FileCloud subsystem

Do not add, edit, or modify files directly using Wasabi tools. Doing so will destabilize your FileCloud
installation.

1. Enable Wasabi object storage
NOTES:

Although FileCloud does not have an explicit connector for Wasabi Object based storage, the Amazon S3 connector can
be used.

In this step you will need to access WIWWROOT. It is typically located at:
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Windows Linux

c:\xampp\htdocs [var/www/html

To enable Wasabi storage as the backend:

1. To make sure that your server does not have any time variations, set up the time on your server to be
synchronized.
a. Configure an authoritative time server in Windows Server
b. Synchronize Time with NTP in Linux
2. Open the following file for editing:
WWWROOT/config/cloudconfig.php

3. Find the following line:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "local");

4. Change it to this line:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "amazons3");

5. Save and close the file.
6. Find the following file:

WWWROOT/config/amazons3storageconfig-sample.php

7. Renameiit to:

WWWROOT /config/amazons3storageconfig.php

Nothing needs to be added or edited in amazons3storageconfig.php
2. Configure Credentials
To configure Wasabi object-based storage:
1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Storage L —

The Managed Storage settings page opens by default.

Storage Settings 50


https://support.microsoft.com/en-us/help/816042/how-to-configure-an-authoritative-time-server-in-windows-server
https://www.linux.com/learn/how-synchronize-time-ntp-linux

FileCloud Server Version 23.252 Storage, High Availability, and Multitenancy

2. Type in or select the settings for your environment. See the table below for information about each setting.

Ma naged Storage D Reset to defaults
S3 Compatible Storage Settings

SSkey sssssssnee @
S3 secret sssssssnee @®
Use IAM role

S3 bucket name

(Optional) Bucket name. Leave empty to autogenerate. Must be globally unique

and cannot be changed once created.

S3 storage folder

(Optional) Folder name. If specified, a folder with this name will be created in

the bucket and files will be placed under it. Once configured, this cannot be

changed.

S3 region us-east-1

(Optional) AWS S3 region. Default region is ‘'us-east-1. Must be a valid region

string as published by Amazon and cannot be changed once the bucket is

created

S3 endpoint URL

(Optional) AWS S3 end point. Leave it empty if using Amazon's S3 service. The

region string will automatically select the correct Endpoint. End point cannot be

changed once the bucket is created

Number of old versions to keep for each file 3

Set to -1 to tumn off versioning and instead create a new copy on each upload.

S3 Encryption Manage
Manage encryption of data stored in S3 storage

Save settings Save S3 Settings
Verify S3 settings and auto-configure any needed S3 configuration
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Field

S3 Key

S3 Secret

Use IAM role

S3 Bucket Name

S3 Storage Folder

S3 Region

S3 End Point URL

Number of old
versions to keep
for each file

S3 Encryption

FileCloud Server Version 23.252 Storage, High Availability, and Multitenancy

Description

This is your Wasabi authentication key.

This is your Wasabi authentication secret.

When checked, the S3 Key and S3 Secret fields disappear and the IAM role is used to
connect to the S3 bucket.

Provide a bucket name. The bucket should be new (in some circumstance, previously
used bucket in FileCloud could be used).

It is very important that the S3 bucket is never modified outside of the FileCloud
subsystem,
the bucket name is case sensitive make sure you are using the exact name of the bucket.

Optional: All files will be stored inside this root storage folder (Will be created
automatically).

Optional: Provide the region string.

This is the S3 endpoint. note that for each region there is a specific Endpoint URL.

When a user uploads a new version of a file, it is saved, and the latest Number of old
versions to keep for each file versions are kept. When set to -1, each upload of a file
overwrites the previous one, and no versions are saved.

Select No encryption because Wasabi does not support managed key encryption.

3. Tofillin the remainder of the settings, see Setting up FileCloud Managed S3 Storage.

Troubleshooting:

How to Correct Issues with Image Previews

If you are having problems in previewing images, you should add a line to the .htaccess file.
To add a line to the .htaccess file:

1. Open the following file:

a.Windows: C:\xampp\htdocs\.htaccess
b.Linux: /var/www/html/.htaccess

2. Add the following line:
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Header set Content-Security-Policy: "default-src 'self' x.live.com; style-src
'unsafe-inline' 'self'jscript-src 'unsafe-inline' 'unsafe-eval' 'self';font-src
'self' data:;img-src 'self' *.live.com data: *x.duosecurity.com *.wasabisys.com"

How to Correct Issues with playing mp4 videos
If you are having problems in playing mp4 videos, you should add a line to the .htaccess file.
To add a line to the .htaccess file:

1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess

b.Linux: /var/www/html/.htaccess

2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' x.live.com
*.wasabisys.com; style-src 'unsafe-inline' 'self'jscript-src 'unsafe-inline'
'unsafe-eval' 'self'j;font-src 'self' data:jimg-src 'self' *.live.com data:
*.duosecurity.com *.wasabisys.com"

FileCloud Blogs

* Migrating Storage Between Regions

How to Integrate Filecloud with Cloudian S3-Compatible Object Storage

Administrators can change the FileCloud storage type after FileCloud has been installed but before any data has been
stored.

* When changing the storage type from local to Cloudian S3-Compatible Object Storage, the files and folders that
have been already stored in local storage will not be automatically moved to S3 storage.

¢ In this case, the administrator must manually export files and folders from local storage before changing the
storage type, and then manually import them after changing the storage type.

. ,

Only change the FileCloud storage type for new installations.

* Do not change the FileCloud storage type if FileCloud has been in use and data is already stored.

Be careful when changing the storage path; If done improperly it could lead to data loss.

The Cloudian S3-Compatible Object Storage should NEVER be modified outside of the FileCloud
subsystem.

Do not add, edit, or modify files directly using Cloudian tools. Doing so will destabilize your FileCloud
installation.
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To change the FileCloud storage path from LOCAL to Cloudian S3-Compatible Object Storage:

1. Enable Cloudian S3-Compatible Object Storage
NOTES:

Although FileCloud does not have an explicit connector for Cloudian S3-Compatible Object Storage, the Amazon S3
connector can be used.

In this step you will need to access WWWROOT. It is typically located at:

Windows Linux

c:\xampp\htdocs Jvar/www/html

To enable Cloudian S3-Compatible Object Storage as the backend:

1. To make sure that your server does not have any time variations, set up the time on your server to be
synchronized.
a. Configure an authoritative time server in Windows Server
b. Synchronize Time with NTP in Linux
2. Open the following file for editing:
WWWROOT/config/cloudconfig.php

3. Find the following line:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "local");

4. Changeit to:

define("TONIDOCLOUD_STORAGE_IMPLEMENTATION", "amazons3");

5. Save and close the file.
6. Find the following file:

WWWROOT/config/amazons3storageconfig-sample.php

7. Renameiit to:

WWWROOT /config/amazons3storageconfig.php

Nothing needs to be added or edited in amazons3storageconfig.php
2. Configure Credentials

To configure Cloudian S3-compatible object storage:
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1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Storage
The Managed Storage settings page opens by default.
2. Enter the settings for your environment. See the following table for information about each setting.

Managed Storage ) Reset to defaults

S3 Compatible Storage Settings

Sakey LA R L R R R R R L @
S3 secret csssssssce @
Use IAM role

S3 bucket name

(Optional) Bucket name. Leave empty to autogenerate. Must be globally unigue
and cannot be changed once created.

S3 storage folder

(Optional) Folder name. If specified, a folder with this name will be created in
the bucket and files will be placed under it. Once configured, this cannot be
changed.

S3 region us-east-1

(Optional) AWS S3 region. Default region is 'us-east-1. Must be a valid region
string as published by Amazon and cannot be changed once the bucket is
created

S3 endpoint URL

(Optional) AWS S3 end point. Leave it empty if using Amazon's S3 service. The
region string will automatically select the correct Endpoint. End point cannot be
changed once the bucket is created

Number of old versions to keep for each file 3

Set to -1 to turn off versioning and instead create a new copy on each upload.

S3 Encryption Manage

Manage encryption of data stored in S3 storage

Save settings Save S3 Settings

Verify S3 settings and auto-configure any needed S3 configuration
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3. Click Save S3 Settings.

Field

S3 Key

S3 Secret

Use |IAM
role

S3 Bucket
Name

S3 Storage
Folder

S3 Region

S3 End
Point URL

Number of
old
versions
to keep for
each file

S3
Encryptio
n

Description

Your Cloudian S3 authentication key.

Your Cloudian S3 authentication secret.

When checked, the S3 Key and S3 Secret fields disappear and the IAM role is used to connect
to the S3 bucket.

Provide a bucket name. The bucket should be new (in some circumstances, a previously used
bucket in FileCloud can be used).

It is important that the S3 bucket is never modified outside of the FileCloud subsystem.

The bucket name is case sensitive; make sure you are using the exact name of the bucket.

Optional: All files are stored inside this root storage folder (it is created automatically).

Optional: Provide the region string.

This is the S3 endpoint. note that for each region there is a specific endpoint URL.

When a user uploads a new version of a file, it is saved, and the latest Number of old versions
to keep for each file versions are kept. When set to -1, each upload of a file overwrites the
previous one, and no versions are saved.

Select No encryption because Cloudian does not support managed key encryption.

4. Tofillin the remainder of the settings, see Setting up FileCloud Managed S3 Storage.

Troubleshooting:

How to Correct Issues with Image Previews

If you are having problems previewing images, add a line to the .htaccess file.

To add a line to the .htaccess file:
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1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess
b.Linux: /var/www/html/.htaccess

2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' x.live.com; style-src
'unsafe-inline' 'self'jscript-src 'unsafe-inline' 'unsafe-eval' 'self'jfont-src
'self' data:;img-src 'self' *.live.com data: *.duosecurity.com *.wasabisys.com
*,googleapis.com *.cloudian.com"

How to Correct Issues with playing mp4 videos

If you are having problems playing mp4 videos, add a line to the .htaccess file.
To add a line to the .htaccess file:

1. Open the following file:
a.Windows: C:\xampp\htdocs\.htaccess

b.Linux: /var/www/html/.htaccess
2. Add the following line:

Header set Content-Security-Policy: "default-src 'self' x.live.com *.wasabisys.com
*.googleapis.com *.cloudian.com.com; style-src 'unsafe-inline' 'self'jscript-src
'unsafe-inline' 'unsafe-eval' 'self'j;font-src 'self' data:jimg-src 'self'
*.live.com data: *.duosecurity.com x.wasabisys.com *.googleapis.com
*,cloudian.com"

How to Integrate FileCloud with Oracle Cloud Infrastructure

Administrators can change the FileCloud storage type to Oracle Cloud Infrastructure (OClI) after FileCloud has been
installed but before any data has been stored.

* When changing the storage type from local to OCI, the files and folders that have been already stored in the local
storage will not be automatically moved to S3 storage.

¢ In this case, the administrator has to manually export files and folders from local storage before changing the
storage type, and manually import them after changing the storage type.

€ WARNINGS:

¢ Only change the FileCloud storage type for new installations.

¢ Do not change the FileCloud storage type if FileCloud has been in use and data is already stored.

¢ Be very careful when changing the storage path, If done improperly it could lead to data loss.
The OCl bucket should never be modified outside of FileCloud subsystem.

Do not add, edit, or modify files directly using OCI cloud tools. Doing so will destabilize your FileCloud
installation.
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To create the S3 storage bucket and get your S3 key values in Oracle Cloud Infrastructure

Create the S3 storage bucket and generate your S3 keys. In addition, save the values you will need to enter when you
are configuring the OCI/FileCloud integration in the next procedure on this page.

1. Loginto https://cloud.oracle.com.
2. Clic the icon that opens the navigation panel:

ORACLE Cloud Search resources, services, documentation, and Marketplace

Get started Dashboard

v Service links

PINNED RECENTLY VISITED
# Instances Compute Subscriptions Billing
o Virtual cloud networks Networking Object Storage & Archive Storage Storage

Compartments Identity

Buckets Object Storage & Archive Storage

v Quickstarts

APPLICATION DEVELOPMENT @ ARCHITECTURE

3.In the navigation panel, click Storage.

Q [ Home
| Home Pinned
# Instances Compute
Compute # Virtual cloud networks Networking
| Storage
Networking

Oracle Database
Databases
Analytics & Al
Developer Services

Identity & Security

Alist of storage-related pages opens.
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4, Click Object Storage & Archive Storage.

Q Search StOI’age

Block Storage Object Storage & Archive
Storage

Home
Block Volumes

Compute Block Volume Backups HIEEE

[ Storage Block Volume Replicas

Networking Volume Groups
Volume Group Backups

Oracle Database

Volume Group Replicas

Databases Backup Policies
Analytics & Al

’ File Storage
Developer Services File Systems

Identity & Security Ll

Observability & Management

The Object Storage & Archive Storage page opens.
5. Click Create Bucket.

= ORACLE Cloud Search resources, services, documentation, and Marketplace

Object Storage & Archive Buckets in fileCloud (root) Compartment
Storage Object Storage provid€s unlimited, high-performance, durable, and secure data stid
Name Default Storage Tier
List scope
Compartment
filecloud (root) <

Service logs Manage logs

Resources: 0 (0 total logs) ®
Logs enabled: 0
Logs not enabled: 0

Tag filters add | clear
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A Create Bucket dialog box opens.
6. You may give the bucket a new name and change any of the options. Then click Create.

Create Bucket

Bucket Name
filecloud-oci-bucket

Default Storage Tier
© Standard

Archive

The default storage tier for a bucket can only be specified during creation. Once set. you cannot change the storage fier in which a bucket resides. Learn 1|

Enable Auto-Tiering

Automatically move infrequently accessed objects from the Standard tier to less expensive storage. Learn more

Enable Object Versioning

Create an object version when a new object is uploaded, an existing object is overwritten, or when an object is deleted. Learn more

Emit Object Events

Create automation based on object state changes using the Events Service.

Uncommitted Multipart Uploads Cleanup

Create a lifecycle rule to automatically delete uncommitted multipart uploads older than 7 days. Leam more
Encryption
° Encrypt using Oracle managed keys

Leaves all encryption-related matters to Oracle.

Encrypt using customer-managed keys
Requires a valid key from a vault that you have access to. Learn more

Resource logging
Enable resource logging to allow resource tracking, troubleshooting, and data insights

Resource logging disabled

cave

The bucket appears in the list of buckets.
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7. Click the bucket name.

ORACLE Cloud Search resources, services, documentation, and Marketplace

Object Storage & Archive Buckets in filecloud (root) Compartment
Storage Object Storage provides unlimited, high-performance, durable, and secure data storage. Data is upld
Name a | Default Storage Tier
List scope
filecloud-oci-bucket Standard
Compartment
filecloud (root) S

A tab with bucket information opens.
8. Copy and save the value of Namespace to use when you enter the S3 end point URL into FileCloud.

ACLE Cloud Search resources, services, documentation, and Marketplace

Object Storage » Bucket Details

filecloud-oci-bucket

Edit Visibility | | Move Resource || Re-encrypt | | Add tags

Bucket Information Tags

General /

Namespace: idvcjwxdrkau

Compartment: filecloud (root)

Created: Thu, Jul 11, 2024, 15:51:12 UTC
ETag: fe0e2a06-1117-48e7-8060-d2e5ab17c2ca

OCID: .._bux5ybta Show Copy.

Usage

Approximate Object Count: 0 objects @

Approximate Size: 0 bytes @

Uncommitted Multipart Uploads Approximate Count: 0 uploads @

Uncommitted Multipart Uploads Approximate Size: 0 bytes (i)
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9. Get your region