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The FileCloud client applications are not supported in ARM-based processors.

This section includes the following help topics:
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Comparison of FileCloud Sync and Drive

You can use the following FileCloud tools to access and manage your files stored and shared in the
cloud:

¢ FileCloud Sync
e FileCloud Drive

When should | use FileCloud Sync and when should | use FileCloud
Drive?

Deciding on which tool to use depends on how you want to access and manage your files. It can also
depend on some of the following factors:

e Company policy
¢ Internet connectivity

¢ Security policies

Use the information in Table 1 to understand the difference in the tools and choose which is the best
one for you. You can also decide to use them both!

Table 1. FileCloud Sync vs. Drive

FileCloud Sync

Offline copy is needed for reasons such as
traveling & intermittent network access.

Team collaboration

Recommended when lots of files needs to
be moved to the FileCloud Server. The
process is a lot more efficient than
uploads.

Recommended If you are working with
files that are 1 GB or larger, because they
are stored directly in File Explorer.

USE CASES

FileCloud Drive

Offline copy is not needed or not allowed per company policy

View FileCloud server files as a drive. User doesn't want files to
be downloaded for local copy. File downloaded only in edit.

Doesn't consume permanent storage. Ideal for newer laptops
with SSDs where hard disk capacity is limited

Recommended for working with small to medium sized files

When you try to open a large file in an application via FileCloud
Drive, it is not instantaneously available like smaller files.
Depending on your network connectivity, this could take longer
than several seconds.

Comparison of FileCloud Sync and Drive — 2



Locally view FileCloud files & have a
selective and/or all files/folder from
FileCloud as copy on Desktop

Better in editing large files such as
AutoCAD

Better when working on files directly from
your HDD

Better when editing linked documents
such as graphic files that link to multiple
other files.

Ideal Dropbox replacement - great offline
edits.

FileCloud Sync

Requires storage space on the HDD to
store offline files

Are files downloaded to desktop?

¢ Yes, synchronized with FlleCloud
Server periodically

How does locking work?

¢ No deliberate locking can be issued in
FileCloud Sync client.

¢ As files are proactively synced
between FileCloud Server & Sync
Client - Conflicts & updates are
notified on Sync.

FileCloud Sync

Selective Sync - Not all files under
FileCloud is copied to Desktop

FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

Scenario where you need access to TBs of files and don't want
every file to be synced.

Easier on bandwidth usage - all files doesn't need to be
downloaded and uploaded. Use to upload, edit, or download a
small number of files or small documents.

CHALLENGES

FileCloud Drive

Requires active and stable internet connection

Are files downloaded to desktop?
¢ Files are downloaded only on edit
¢ Upon save, file is synchronized back to FileCloud server

How does locking work?
¢ Automatically lock on edit in FileCloud Drive.

¢ If lock is not possible, edit will be prevented and server
copy will not be changed

OTHER FEATURES

FileCloud Drive

Map FileCloud folders as a Drive

Comparison of FileCloud Sync and Drive — 3
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Actively Bi-directional Set limit on file size at Drive level

FileBrowser app to edit and browse all
documents via a explorer like interface

Comparison of FileCloud Sync and Drive - 4
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Using FileCloud for Office

o FileCloud for Office is an MS Office add-in for Word, Excel, and PowerPoint files which can be used
in both Windows and macOS with FileCloud Sync, FileCloud Drive, and FileCloud Desktop. It is
available in FileCloud beginning with version 23.1.

Prior to version 23.1, DoclQ was available for similar operations. DoclQ is still available in Sync and
Drive for previous users, but it is entering the end-of-life process and will no longer be available for
download as of October 1, 2024. Support will no longer be available as of December 31, 2024. For
more information, see https://www.filecloud.com/end-of-life-policy/.

Using FileCloud for Office = 5
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FileCloud For Office . x How do | install FileCloud for Office?

Z FILECLOUD Before installing:

On cloudconfig.php and set your cookie same-site value to None:
define("TONIDOCLOUD_COOKIE_SAME_SITE_TYPE", "None");
For help, see Improving Cookie Security.

Electronic info

@ agreement.docx To add FileCloud for Office to the Office files that you access through
the client app:
Perform the following procedure once each for a Word, an Excel, and a
PowerPoint file in the client.

[5 File is locked
1.
Y%

Open the Office file from the client application.
2. Click File > Get Add-ins.

Prevent download

= Flle e not shared 3. In the Office Add-ins search box, enter FileCloud for Office and click
Enter.
FileCloud for Office is returned.
Versions + x
Office Add-ins
Comments + MY ADD-INS | SHARED FOLDER | ADMIN MANAGED | STORE

Check out our documentation at: filecloud for oft O Sort by: Popularity

Category

= FileCloud for Office
All e C ew details, and co

Best Apps of the Year

Document Review

Click Add to add FileCloud for Office to the Office file.
5. Click Home in the menu bar, and on the right click FileCloud (FFO

Commands).
A panel showing FileCloud for Office opens on the right.
A Avosae @) B D~ S centficate of depos... v £ search Jemiferperins @ & - O X
file Home Insert Pagelayout Formulas Data Review View Automate Help [ Comments
Lay X Yose 2 ) EEF =2 [eeem | EConditonaifomatting~ | Elinsert © 3 v Vom [
e B BN_U - A A v $ v % 9 [FHromatasTablev Fpelete ~ [T~ Ow m; FieCioud
v m-@ A o @ 8 7 cell tytes ~ fHformat~ | &~ Data

Clipboard 5 Aignment 5 Number S Styles Cells Editing analysis  FFO Commands ¥
Rate

£ FILECLOUD

MONTHLY PAVMENT]
‘TOTAL PAYMENT]
TOTAL INTEREST]

L1111

certificate of
deposit.xIsx

My Files

File is unlocked Lock

~
©
1% Prevent download

« File is not shared

Check out our documentation at:

st B & v

LOAN ANALYSIS aF P4 — >

6. Repeat this for the other two types of Office files.

FileCloud for Office is now attached to all Office files in your client folder.
Just click FileCloud (FFO Commands) in the toolbar to view it.

What applications does FileCloud for Office works with?
¢ Word

Using FileCloud for Office — 6
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e Excel
e PowerPoint

What does FileCloud for Office do?

FileCloud for Office works with Office documents to enable you to:
¢ automatically lock and unlock files when they are opened and closed
¢ share files
¢ access different versions of files

For more information, click the link to the individual client section for FileCloud for Office:
Using FileCloud for Office with Sync
Using FileCloud for Office with Drive

Using FileCloud for Office with FileCloud Desktop for macOS

Using FileCloud for Office — 7
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FileCloud Sync

Sync Requirements:
¢ Synchronized files must be on a physically attached disk to the machine running Sync

¢ You cannot synchronize files located by a UNC or Network path

You can use FileCloud Sync to keep local copies of your FileCloud folders and files. You access the
local copies through Windows Explorer or Mac OSX Finder on your desktop. These files and folders
are periodically synchronized with their online copies. In other words, if you have made changes to a
local copy of a file, the changes are replicated to the file on your server. If you make changes to a file
on your server, the changes are replicated to your local copy of the file. (You also have the option of
only copying changes to files made in one of these locations to the other.)

¢ FileCloud Sync is a client application. This is because it allows you to access the FileCloud
Server and the files you store there.

¢ You can access files in Sync like you do in Windows Explorer or Mac OSX Finder.
¢ The same features that are available on the User Portal are also available in Sync.
¢ Sync allows you to easily open the User Portal if you need to.

¢ You can configure Network Folders as well as My Files to be automatically synchronized to your
client.

¢ You can back up Sync files for safekeeping
¢ Sync includes an assistant to make it easy to access Sync files from Microsoft applications.

o FileCloud Sync supports Mac versions OSX 10.14 and above.

Install and Log In to FileCloud Sync

You must install FileCloud Sync before you can begin synchronizing documents on your local
computer to the FileCloud Server site.

You can install FileCloud Sync on computers running the following operating systems:
Windows
Mac OSX

Linux

FileCloud Sync - 8
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Install Sync on Linux

FileCloud for Office is an MS Office add-in for Word, Excel, and PowerPoint which can be used in
both Windows and macOS with FileCloud Sync, FileCloud Drive, and FileCloud Desktop. It is available
in FileCloud beginning with version 23.1.

For instructions on how to install FileCloud for Office, see Using FileCloud for Office.

You must install FileCloud Sync before you can begin synchronizing documents on your local
computer to the FileCloud Server site.

To Install FileCloud Sync on Linux

1. Download FileCloud Sync App from https://www.filecloud.com/additional-downloads/#sync
2. After successfully downloading the App, extract the zip file cloudsync2_linux_amdé4.zip.

To extract files using the terminal, use the following command:

unzip cloudsync2_linux_amd64.zip

3. Now, you will have a bunch of files in the extracted location.
4. Give execute permission to filecloudsync2start.sh and cloudsync file

chmod +x filecloudsync2start.sh
chmod +x cloudsync

5. Open the terminal, go to the location where the FileCloud Sync files were extracted and then
run filecloudsync2start.sh

./filecloudsync2start.sh

What If I'm Using Ubuntu 18.10 or RHEL 9.4?
For Ubuntu 18.10 or RHEL 9.4, follow the steps below:

1. Unzip the Linux Sync app package (cloudsync2_linux_amd64.zip) to any folder
2. cd to the above folder.
3. Give execute permission to filecloudsync2start-ubuntu.sh.

chmod 777 ./filecloudsync2install-ubuntu.sh

FileCloud Sync - 9
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4. Open the terminal, and go to the location where the FileCloud Sync files were extracted and then
run.

apt-get update
./filecloudsync2install-ubuntu.sh install

5. After these steps, the Sync app is shown with the other desktop apps. Double-click the app to
open it.

° If Sync displays the message There appears to be no system tray support in your current
environment, then download the extensions to enable system tray support.

a. To download the necessary extensions, go to the Toplcons Plus extensions page on
the official GNOME site. From here, click Click here to install browser extension.,
then click Allow, and then Add.

b. Return to the GNOME extensions page and refresh it.
If you see the following message:
Although GNOME Shell integration extension is running, native host connector is
not detected. Refer documentation for instructions about installing connector.
click the documentation link in the message, then choose your Linux version, and
execute the corresponding command in the terminal.

c. Return to the GNOME Extensions page and refresh. Click the Off/On button to set it
to On state. Then, click the download and install option.

d. Start the Sync app by double-clicking the Sync icon in the desktop apps.

Install Sync on Mac 0SX

A FileCloud for Office is an MS Office add-in for Word, Excel, and PowerPoint which can be used in
both Windows and macOS with FileCloud Sync, FileCloud Drive, and FileCloud Desktop. It is available
in FileCloud beginning with version 23.1.
For instructions on how to install FileCloud for Office, see Using FileCloud for Office.
Current FileCloud Sync DoclQ users: DoclQ is still available in Sync and Drive for previous users, but
it is entering the end-of-life process.
Now, when you upgrade FileCloud Sync, you are given the choice of using FileCloud for Office or
continuing to use DoclQ. If you choose to use FileCloud for Office, please see the Using FileCloud for
Office with Sync documentation.

o ¢ FileCloud Sync installers do not create a Sync desktop shortcut. However, users can create the
shortcut manually.

FileCloud Sync - 10
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You must install FileCloud Sync before you can begin synchronizing documents on your local
computer to the FileCloud Server site.

To install FileCloud Sync on macOS:

1. Download FileCloud Sync App from https://www.filecloud.com/additional-downloads/#sync
2. After successfully downloading the app, run the downloaded dmg file FileCloudSync64.dmg.
3. Drag and drop FileCloud Sync app to Applications.

& Ay

FileCloud Sync Applications

- Drag and drop into Applications -

L

4. Go to Applications and open the FileCloud Sync App.

Install Sync on Windows

You must install FileCloud Sync before you can begin synchronizing documents on your local
computer to the FileCloud Server site.

To install Sync on Windows:

1. Download FileCloud Sync App from https://www.filecloud.com/additional-downloads/#sync

2. After successfully downloading the App, run the execution file FileCloudSync.exe.
The first screen of the wizard recommends that you use the FileCloud for Office feature.

FileCloud Sync - 11
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ﬁ Setup - FileCloud Sync — X

Welcome to the FileCloud Sync Setup
Wizard

C This will install FileCloudSync2 23.241.0.8835 on your computer. It is
recommended that you close all other applications before continuing.

Click Next to continue, or Cancel to exit Setup.

We recommend FileCloud for Office

FileCloud For Office can lock and unlock files automatically when they are
opened and closed. File sharing is also supported, among many other
functions. It is compatible with Microsoft Word, Excel, and PowerPoint. It is
available for free download from the Office add-ins store.

How to install FileCloud for Office

Next Cancel

3. Click Next.

- 15 Setup - FileCloud Sync = X
Select Additional Tasks ‘
Which additional tasks should be performed? C
Select the additional tasks you would like Setup to perform while installing FileCloud Sync, then click Next.

Install Options:
Windows Explorer Integration (Search and Share options - Requires Reboot)

Back ‘ Next 1 Cancel
4. Leave the checkbox checked, and click Next.
If you are already a Sync user using DoclQ, and this is an upgrade, the next screen gives you the
option of using DoclQ or FileCloud for Office. For more information, see Using FileCloud for
Office with Sync. If you are a new Sync user, the following screen does not appear.

FileCloud Sync - 12
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[}% Setup - FileCloud Sync

FileCloud For Office
Switch to FileCloud for Office (FFO)

DoclIQ will reach its End of Life on December 31, 2024. After this date, DocIQ will no longer be supported by

FileCloud. We recommend using its replacement FileCloud for Office (FFO), that can be downloaded from the
Office Add-ins store.

(O Use FileCloud For Office (Download from the Office add-ins store required) ~ Learn More
(O Continue using DocIQ

Back Next Cancel

The next screen appears.
ﬁ Setup - FileCloud Sync

Ready to Install ~
Setup is now ready to begin installing FileCloud Sync on your computer. C

Click Install to continue with the installation, or click Back if you want to review or change any settings.

Additional tasks:
Install Options:

Windows Explorer Integration (Search and Share options - Requires Reboot)

Back Install Cancel

5. Click Install.
The wizard shows the installation's progress.

FileCloud Sync - 13
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W:‘%‘ Setup - FileCloud Sync - X
Installing "
Please wait while Setup installs FileCloud Sync on your computer. C
Extracting files...

C:\Program Files\FileCloud Sync\cloudsync.exe

Cancel

When installation is complete, the following screen appears:
m‘f—# Setup - FileCloud Sync _

Completing the FileCloud Sync Setup
Wizard

C To complete the installation of FileCloud Sync, Setup must restart your
computer. Would you like to restart now?

O Yes, restart the computer now

() No, I will restart the computer later

| Fnish |

6. Leave Yes, restart the computer now selected to restart your computer and begin using Sync or
the latest version of Sync, and click Finish.

FileCloud Sync - 14
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Sync Installer Options

You can configure additional options by using the command line.

e This is useful mostly to administrators

« |t gives you more flexibility to install FileCloud Sync on a large number of client computers.

FileCloud Sync App Command Line Installer Options

Sync MSiI installer options

Option

/QUIET

NORES
TART

FORCE
RESTA
RT

Notes

Installs quietly (without user interaction). When setup is quiet only some dialog boxes and
command prompts are shown. When setup installs without this option, even fewer dialog boxes and
command prompts are shown.

Does not restart the system (either automatically or by displaying a message) once installation is
complete.

Displays a message when installation is complete asking the user to restart. When used with /
QUIET, restarts automatically without prompting user.

Sync EXE installer options

Option

/SILENT

/
VERYSIL
ENT

/
NOREST
ART

Notes

Installs silently. When setup is silent the wizard and the background window are not displayed but
the installation progress window is. If a restart is necessary and the /NORESTART command isn't
used, setup displays a message asking the user to restart.

Installs very silently. When a setup is very silent the wizard, the background window, and the
installation progress window are not displayed. If a restart is necessary and the /NORESTART
command isn't used setup reboots without asking.

Does not restart the system (either automatically or by displaying a message) once installation is
complete.

FileCloud Sync - 15
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Option Notes

/

Displays a message when installation is complete asking the user to restart. When used with /

FORCER = VERYSILENT, restarts the system automatically without prompting user.
ESTART

/

Installs the explorer integration add-on when using the command line.

TASKS=
"explore
rintegrat

ion

/

Disables installing the explorer integration add-on (avoiding requiring admin privileges).

TASKS=

explorer
integrati

on

Run Sync App as a Service

Install the Sync App to run as a Service

o M N~

Download and Install the sync app as usual

Start it up and enter the URL, credentials etc as usual and set it up to run as needed
Uncheck the Option for automatic Startup on Login.

Exit the app after settings are done.

Edit syncclientconfig.xml and edit the syncclientlocation and syncfolderlocation to be absolute
paths (changed from DEFAULT), for example provided below

The file is available at one of the following locations:
¢ Windows: %APPDATA%\FileCloudSync\syncclientconfig.xml
¢ Mac 0SX: {HomeDir}\syncclientconfig.xml
¢ Linux: {HomeDir}\syncclientconfig.xml

Make sure it matches the sync folder and the data folder that sync has already setup or things
won't work. Also make sure skipdelete approval option is set to 1. Otherwise if files are removed,
sync service will not be able to show the Ul prompt.

<?xml version="1.0" encoding="UTF-8" ?>
<variantrow>
<rowentry>
<name>syncclientlocation</name>
<type>string</type>
<value>C:\Users\Administrator\AppData\Roaming\FileCloudSyncData\client</
value>

</rowentry>
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<rowentry>
<name>syncfolderlocation</name>
<type>string</type>
<value>C:\Users\Administrator\Documents\FileCloud</value>
</rowentry>
<rowentry>
<name>skipdeleteapproval</name>
<type>bool</type>
<value>1</value>
</rowentry>
</variantrow>

7. Copy this syncclientconfig.xml to "C:\Program Files\FileCloud Sync\service" folder.

8. Register the sync client as a service using a command prompt (Administrator Mode). Note the
space after each "="in each param.

sc create cloudsync binpath= "C:\Program Files\FileCloud
Sync\service\cloudsyncservice.exe" displayName= "FileCloudSync Service"

9. Start the sync app normally using the Services Control Panel applet.

Remove the FileCloud Sync app running as a Service

sc delete cloudsync

Start and Log In to Sync

After you install Sync and restart your computer if necessary, you must provide your FileCloud account
information to Sync.

To start and log in to Sync:

1. In your Start menu, expand the FileCloud Sync folder and click the FileCloud Sync icon.

u FileCloud Sync ~
FileCloud Sync %
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2. The Get Started wizard opens to its welcome page:

@ FILECLOUD ® engisn v

Welcome to FileCloud Sync!

FileCloud Sync allows you to keep a local copy of remote files. Changes you
make to the local files are automatically copied to the remote ones.

Select your Sync folder

Locally synced files are downloaded to this folder. Make sure you have enough
space to store all downloaded files.

Local Sync folder:
C:» FileCloud

Allow remote management

Enable your organization to centrally manage your file synchronization
settings.

[v] Allow remote management @

By default, the user interface language is English, the sync folder is your local FileCloud folder,
and remote management is enabled.

3. Change the user interface language to the language you prefer; do not change the other settings
unless instructed to by your administrator.

4. Click Get Started.
The window for Step 1 Log In, opens.

Step 1 Log In

In the window for step 1, Log In, enter your credentials and log in to FileCloud Sync.
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5 Sync for FileCloud

CLOUD NETWORK BACKUP FINISH
STORACGE FOLDERS FOLDERS

Login

Please enter your credentials. When you sign in to your account,
your FileCloud Sync settings will automatically be configured.

Login Method SSO Device Authentication Code

Server URL { https://myFileCloudservel
Account jenniferp
Password ecccccce

1. For Login Method, leave the default of Password, or choose SSO or Device Authentication Code.

2. If you use Password:

a.
b.

C.

In FileCloud Sync Server URL, type the address of yourFileCloud server.

In Account and Password, type in the credentials that were sent to you when your FileCloud
account was created.

Click Log in.

3. If you choose SSO (single sign-on), type the address to the FileCloud server that was sent to you
when your FileCloud account was created.
You are redirected to the SSO Login page, where you can enter your username and SSO
password to log in.

4. If you choose Device Authentication code,

a. In FileCloud Sync Server URL, type the address of your FileCloud server.

b. In Account, type in the username that was sent to you when your FileCloud account was

created.
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An Enter Device Code dialog box opens.

Enter Device Code [ x)

User needs to approve and submit device code:

Enter Code

Open Website

c. Click Open Website.
The log-in screen of the user portal opens.

d. Log-in to the user portal.
e. Inthe upper-right corner of the screen, click your username and choose Settings.
f. In the Settings screen, click Devices.
g. Next to the listing for Cloud Sync, click the check.
General Devices Notifications
Device Name Device Details Last Login Device Status  Actions
Z Android-google-Pixel 2 gFS);):A.Ingdzroid 10, 18;5!::1'3& 9th 2020 Needs Approval « X
—~ . 0S: Windows 10 10.0 (Build 18362), September 9th 2020 \
« Cloud Sync (DESKTOP-D2R3S88) App: 201.0.3737 8:43AM Needs Approval « X

A dialog box with the device authentication code opens.
h. Enter the authentication code into the Enter Device Code dialog box, and click Submit.

5. Or enter Proxy settings.
The window for Step 2, Cloud Storage opens.
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Step 2 Choose which cloud folders to sync

In the window for step 2, Cloud Storage, you choose which files to sync.

@ Sync for FileCloud - X
1 3 4 5
LOGIN NETWORK BACKUP FINISH
FOLDERS FOLDERS

Choose which files to sync

Choose which remote files from FileCloud to sync to this computer. A copy of the

files will be downloaded to the computer, and you can work with them just as you

would any other files on your computer.

® Sync everything (My Files, Team Folders, Shared Folders)
Sync nothing and use only Document Editing mode
Sync only selected folders

1. Choose:

¢ Sync Everything to sync all of your FileCloud files and folders.

¢ Sync nothing and use only Document Editing mode to use Sync to edit your FileCloud files
from your desktop without syncing changes with FileCloud.
« Sync only selected folders to choose which folders' content to sync. If you choose this
option, you are prompted to choose the folders to sync.
i. Click Add Folders.
The Select Folders dialog box opens.

ii. For each folder that you want to sync, in My Files, Team Folders, or Shared with Me,
navigate down to the folder, and choose Select.
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Select Folders [ x ]

» My Files
v DI19-20
» Documents
» Music
» Public Documents
» backups

» Team Folders

A Ol msem al vaotdla NAL

— T

2. Click the right arrow to go to the window for Step 3, Network Folders.

After installation, you can change your sync options.
Step 3 Sync Network Folders

The window for step 3, What would you like to sync from Network Folders?, lets you choose which
FileCloud Network Folders or sub folders you want to sync.
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@ Sync for FileCloud — X
1 2 4 5
LOGIN cLOUD BACKUP FINISH

STORAGE FOLDERS

What would you like to sync from Network Folders?

If you have access to Network Folders, you can choose which folders you would like
to sync to this computer. A copy of those folders and their contents will be
downloaded to this computer, and you can work with them just as you would any
other files and folders on your computer.

® Don't Sync Network Folders (This can be changed later from Advanced Settings)

Sync Network Folders

Choose:

* Don't Sync Network Folders
or

¢ Sync Network Folders.
If you choose Sync Network Folders, an Add Folders button appears.

1. Click Add Folders.
The Select Folders dialog box opens.

2. Expand Network Shares down to the folder that you want to sync.

3. In Schedule, choose how often you want to sync the folder.
If your system is configured to index network folders, the Schedule drop-down list includes the
option Automatically, and you can Sync network folders in real time. See Realtime syncing for
Network Folders for more information. Note that Network Folders that are synced in real time
are included in the Cloud Storage totals in the Main Dashboard.

4. Check Remote Delete if you want network files that you delete locally in your Sync folders to be
deleted on your remote Network Folders during syncing.
By default Remote Delete is disabled to prevent accidental deleting of folders on your
company's network.
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Select Folders (%)

» Network Shares

v Misc
» YourName
Schedule: Every 30 Mins v

Remote Delete

Add Network Folder Cancel

5. Click Add Network Folder.
The Select Folders dialog box closes and the network folder is added for syncing.
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@ Sync for FileCloud - X
1 2 4 5
LOGIN cLouD BACKUP FINISH

STORAGE FOLDERS

What would you like to sync from Network Folders?

If you have access to Network Folders, you can choose which folders you would like
to sync to this computer. A copy of those folders and their contents will be
downloaded to this computer, and you can work with them just as you would any
other files and folders on your computer.

Don't Sync Network Folders (This can be changed later from Advanced Settings)

® Sync Network Folders

Select Network Folders to Sync to this Computer Add Folders

JEXTERNAL/Misc Every 30 Mins X

For information about editing settings for syncing network folders, and for additional
configuration for remote delete, see Sync Network Folders for Offline Access.

6. Click the arrow to go to Step 4, Backup Folders.

Step 4 Backup Folders

If you see the message Backup folders not enabled. This feature is not available, please contact
your administrator, you may continue to set up and log in to FileCloud Sync by clicking the right
arrow in the screen.
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The window for step 4, Would you like to back up your folders to FileCloud?, lets you choose which
folders to back up on FileCloud.

@ Sync for FileCloud - X
LOGIN CLOUD NETWORK FINISH
STORAGE FOLDERS

Would you like to back up your files to FileCloud?

If your administrator has enabled backups to FileCloud, you can select folders to be
backed up on a regular basis.

Do not save back up to FileCloud (This can be changed later from Advanced
Settings)

® Select folders to back up to FileCloud

Select Folders to Back Up Add Folders

Choose one of the options:

* Do not save additional backups on FileCloud (This can be changed later from Advanced
Settings)
¢ Select folders to back up to FileCloud.
If you choose Select folders to back up to FileCloud, you are prompted to choose the folders to back
up.
1. Click Add Folders.
The Select Directory dialog box opens.
2. Choose the folder that you want to back up.
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Select Folders (%]

» Config.Msi

v Custom Images I
» Screenpresso

» DELL

» Downloads
» Updater_SA_Upgrade

» Drivers

Schedule Every 30 Mins v

D Email notification after backup completes

Add To Backups Cancel

3. In Schedule, choose how often you want to back up the folder.

4. Check Email notification after backup completes if you want to be notified each time the folders

in the directory are backed up.

. Click Add to Backups.
The Select Directory dialog box closes and the folder is added for backing up.
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7] Sync for FileCloud

1 2 3 5
LOGIN CLOUD NETWORK FINISH
STORAGE FOLDERS

Would you like to back up your files to FileCloud?

If your administrator has enabled backups to FileCloud, you can select folders to be
backed up on a regular basis.

Do not save back up to FileCloud (This can be changed later from Advanced
Settings)

® Select folders to back up to FileCloud

Select Folders to Back Up Add Folders

C:\Custom Images Every 30 Mins X

For information about editing settings for backing up folders, see Backing Up Files.

Click the right arrow to go to Step 5 Finish.

Step 5 Start using Sync

The window for step 5, Finish lets you start syncing and go to advanced settings.
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ﬁ Sync for FileCloud

1 2 3 4
LOGIN CLOUD NETWORK BACKUP
STORAGE FOLDERS FOLDERS
You're done!
Sync now has all the information it needs to I .
start syncing. You can adjust all these settings [ Start Syncmg

later.

ileCloud Sync offers many options to fine tune your settings. You can configure
sqpe of these settings now or later.

Start syncing and go to advanced settings

Click Start syncing to turn on Sync.

Click Start syncing and go to advanced settings to go to the Settings page of the Sync dashboard.

Exiting or Resetting Sync

When you exit Sync, your session ends, but your username, password, and configuration settings are
saved, so that when you re-open Sync, your settings are automatically filled in.

Resetting Sync removes your username, password, and configuration settings from Sync. When you
reset, the login screen reappears, and you must newly enter your username and password and set up
your Sync configuration.

You can exit Sync or reset Sync from the Account Settings option in the mini-dashboard or the main
dashboard.
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To exit Sync

In the mini-dashboard or the main dashboard, in the upper-right corner, click your username and
choose Exit.

- X

a‘, jenniferp ¥

: Account Settings

\ = Reset

© Exit

Sync closes, but when you reopen it, you are automatically logged in and your configuration settings
are applied.

To reset Sync

1. In the mini-dashboard or the main dashboard, in the upper-right corner, click your username and
choose Reset.
- X

a“, jenniferp ¥
\: Account Settings

a Reset
© Exit

The following confirmation dialog box opens. It alerts you that you will be logged out and your
settings will be cleared.

Log out and reconfigure o

This will log out the user and clear
configuration. Do you wish to
continue?
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2. Click Continue.
You are logged out of Sync and all of your settings are removed.
The Get Started page opens.
In addition to entering your username and password, you are required set up sync folders and
sync schedules again.

Checking for Updates to Sync
To check if there are updated versions of Sync:

1. To open the mini-dashboard, In your system tray, right-click on the Sync icon and choose Open.
2. To open the main dashboard, In the mini-dashboard, click Dashboard.

3. Inthe navigation panel, click Help.

4. In the Help screen, click Check for Updates.

@ Sync for FileCloud - X

e demouser ¥

‘ ﬁ FILECLOUD

.-
=i Dashboard Version 221.0.8079

Check for updates

/

25 Activity

Configuration
& Cloud storage
B9 Network Folders

‘_9 Backup folders
Misc
Q Settings

9 Help

If there are updates to install, you are redirected to the installation link.

Configuration
Export and import Sync
configuration data

Expert settings

Refresh Sync

All configurations, including
Sync/Backup folders & general
settings will be retained

Troubleshooting
Tools for troubleshooting
issues with Sync

Export configuration

Import configuration

Only adjust if instructed by support

Edit

Refresh now

Export Sync log file
Open log folder

If you have the latest version installed, the following message appears at the bottom of the

screen:

© You are already running the latest version X
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Opening and Using Sync Dashboards

Once Sync is installed and running, you can work in the Sync folders in file explorer, and perform Sync
operations in its mini-dashboard and main dashboard.

The mini-dashboard was made to give you a small interface that stays out of your way as you work,
but enables you to run Sync operations and provides you with the information you need about your
data and Sync operations. The main dashboard enables you to fully configure your Sync application as
well as run Sync operations and view Sync logs.

Each time you open Sync, the mini-dashboard opens. From the mini-dashboard, you can access the
main dashboard.

1. Inyour system tray, right-click the Sync icon, and choose Open.
. Open {

Exit

@

The mini-dashboard opens.
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2. At the bottom of the mini-dashboard, click Dashboard.

@ Sync for FileCloud — X

ﬁ FILECLOUD aﬁenniferp v

Cloud Storage
Idle

o Network Folders & Backups
Idle

117 changed 1 removed
12:41 PM Completed
AA-Sharing Flows.pptx
12:41 PM Completed
api-ms-win-core-console-11-1-0.dll

4 12:41 PM Completed

=
] B3 Q o
Dashboard Website Search Settings
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@ Sync for FileCloud

ﬁ FILECLOUD

8BS Dashboard

= Activity
CONFIGURATION

& Cloud Storage
! Network Folders
a° Backups

MISC
£ Settings

Q Help
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Syncis ON

Cloud Storage: Idle
Network Folders / Backup: Idle

Cloud Storage

thing Change

Network Folders
1 folders selected Change

Backup Folders
1folders selected Change

Working in the Mini-Dashboard

- X

a‘, jenniferp ¥

3 files skipped

Sync Now

Backup Now

In the mini-dashboard, you can view Sync information, enable and disable the application, and run Sync
manually.

The Cloud Storage and Network Folders & Backups icons appear checked if syncing is enabled
for them or with a warning sign if there are any file syncing errors.

If Network Folders or Backup is not enabled it is not listed.

If enabled but not syncing, Cloud Storage and Network Folders & Backup display idle.

In the center of the mini-dashboard is a list showing data from the most recent sync.
The number of conflicts (if any) is displayed at the top of the list, and synced files and folders
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are displayed below it.

@ Sync for FileCloud — X

ﬁ FILECLOUD &jenniferp v

Cloud Storage
ldle - Currently not syncing

Network Folders & Backups

NN

Both network folders and
backups are enabled

117 changed 1 removed
12:41 PM Completed

AA-Sharing Flows.pptx
12:41 PM Completed

B

api-ms-win-core-console-11-1-0.dll
12:41 PM Completed

a8 i Q Q

Dashboard Website Search Settings

Network Folders that are synced in real time (Schedule is set to Automatically) are included
in the count for Cloud Storage. See Step 3 Sync Network Folders for information.

¢ The mini-dashboard displays a row of icons that you can click to perform actions or go to other
locations in the Sync interface
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Icon Action

Dashb = Opens the main dashboard
oard

Websit = Opens FileCloud user portal.

e You can also open the FileCloud user portal by right-clicking your username in the mini-
dashboard or main dashboard and clicking Account Settings. In the Account Settings
screen, click the link to the server URL.

Search | Opens Sync search

Setting | Opens the Settings page of the main dashboard.
s
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¢ At the top of the mini-dashboard, click your username to access the options Account Settings,
Reset, and Exit.

ﬁ Sync for FileCloud, _‘ — X
ﬁ FILECLOUD al. jenniferp ¥
a Account Settings
a3 Reset
() Cloud Storage Q &xit

Idle

Q Network Folders & Backups
Idle

|
117 changed 1 removed
12:41 PM Completed
AA-Sharing Flows.pptx
12:41 PM Completed
api-ms-win-core-console-11-1-0.dl|
12:41 PM Completed
o
=8 B Q o
Dashboard Website Search Settings

¢ Click Account Settings to go to the Account Settings page of the main dashboard
¢ Click Reset to clear your settings.

¢ Click Exit to log out of Sync, but save your settings.

Working in the Main Dashboard

You can sync files and folders, change settings, and review information in the main dashboard.

To access the main dashboard:

1. In the system tray, right click on the Sync icon, and choose Open.
Sync's mini-dashboard opens.
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2. At the bottom of the mini—dashb_oaﬁrd, @c_k the Dashbpard_igon.
@ Sync for FileCloud - X

ﬁ FILECLOUD ejessicam v

@ SyncisOn Sl

Cloud storage 729.73 MB
Detecting changes...

Network Folders & Backups 21.60 MB
Idle

Cookiel.jpg
% 2:41 PM Completed

223 uploaded
2:41 PM Completed

viewtracker-views-export-jennifer...
2:41 PM Completed

=
- 5 Q <
Dashboard Website Search Settings

The main dashboard opens. It has several screens, which are listed in the left navigation pane.
Click the name of a screen to open it.
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ﬁ Sync for FileCloud

ﬁ FILECLOUD

Main dashboard, navigation pane

== Dashboard

25 Activity
Configuration

& Cloud storage

! Network Folders

‘_9 Backup folders
Misc

Q Settings

9 Help

o Syncis On

Cloud storage: Idle
Network Folders & Backups: Idle

Q Cloud storage
My Files / Team / Shared Folders /
Real-time Network Folders
Syncing everything Change
729.22 MB , 144 files @

Q Network Folders
1 folder(s) selected Change
21.60 MB, 11 files

Q Backup folders
1 folder(s) selected Change
382 KB, 1files

Sync now

Backup now
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The Dashboard screen is the first screen that opens in the main dashboard. It displays Sync
information and lets you turn Sync on and off as well as run Sync manually.

@ sync for FileCloud

@ FiLEcLoud

== Dashboard

22 Activity
Configuration

& Cloud storage
! Network Folders

& Backup folders
Misc

Q Settings

Q Help

Turn Sync

() Syncis On

Cloud storage: Idle
Network Folders & Backups: Idle

on and off

Q Cloud storage
My File S
Real-ti
Syncing everything Change
729.22 MB , 144 files @

Shared Folders /

> Network Folders

Q Network Folders
1 folder(s) selected Change
21.60 MB , 11 files

Q Backup folders
1 folder(s) selected Change
382 KB, 1files

e jessicam ¥

Run Sync on cloud storage

Run Sync on Network Folders

I\

Sync now

Run Backup
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Activity screen
In the Activity screen, you can view the content of log files, and open files in file explorer.

For more information about the Activity screen, see View or Clear Log Messages in Sync.

@ Sync for FileCloud — X

ﬁ FILECLOUD e jessicam ¥

B2 Dashboard Sync activity
2B Activity Q_ Search activity View All v
Configuration Timea Item Activity
14:41pM certificate of deposit - Copy.xIsx ( 34 KB ) oo
@& Cloud storage My Files\estate documents\certificate of deposit - Uploaded
Copys Open the file in file expl
N tW rkF I r [l(lH e 11e In e ll)(|7 orer
! etwo S or copy its path l
a0 po uo folders 14:41pM certificate of deposit 207" "= '_"“ e }/
- s My Files\estate document Open location Uploaded
2021 - Copy.pdf Copy location to clipboard
Misc
£ Settings 14:41PM  kunst142.gif (26 KB) «ee Uploaded
My Files\kunst142.gif
Q Help
14:41PM  guide-to-geog-major-minor-2020-2021.p... ~ *** Uploaded
My Files\guide-to-geog-major-minor-2020-2021.pdf
. secure-file-sharing-itar-compliant websit...  ***
14:41PM Uploaded

My Files\secure-file-sharing-itar-compliant website Create a sbreadsheet file

page.docx of activities l

Clear the activity log =———[ii] Clear activities ™ Export

FileCloud Sync - 41



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

Cloud Storage screen

The Cloud storage screen enables you to view and change your Sync settings for FileCloud content
in My Files, Team Folders, and Shared with Me.
For more information, see Cloud Storage: Selective Folder Sync.

@ Sync for FileCloud

6 FILECLOUD e jessicam ¥

X

28 Dashboard Cloud storage

25 Activity Choose which remote files from FileCloud Sync to sync to this computer. A copy of
the files will be downloaded to the computer, and you can work with them just as you
Configuration would any other files on your computer.

& Cloud storage O sync everything (My Files, Team Folders, Shared Folders)

@ Sync only selected folders
! Network Folders

a0 Backup folders Select the remote folders to sync to this computer Add folders
-
/jessicam/DI1 19-20 0B x
Misc
/iessicam/Product Offerings 0B x
Q Settings
9 Help
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Network Folders screen

The Network Folders screen enables you to view and change your Sync settings for FileCloud content
in Network Folders.
For more information, see Sync Network Folders for Offline Access.

@ sync for FileCloud

ﬁ FILECLOUD e jessicam ¥

B3 Dashboard Network Folders

25 Activity If you have access to Network Folders, you can choose which folders you would like
to sync to this computer. A copy of those folders and their contents will be
downloaded to this computer, and you can work with them just as you would any
other files and folders on your computer.

Configuration

& Cloud storage
Select Network Folders to sync to this computer Add folders

! Network Folders

JEXTERNAL/Misc Every 30 mins 21.60 MB x
& Backup folders

Misc

Q Settings

Q Help
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Backup folders screen

The Backup folders screen lets you view and change your Sync settings for backing up local content
to FileCloud.
For more information, see Backing Up Files.

@ Sync for FileCloud — X

ﬁ FILECLOUD 0 jessicam ¥

B2 Dashboard Backup folders
25 Activity If your administrator has enabled backups to FileCloud, you can select folders to be
backed up on a regular basis. /
Configuration
Select folders to back up Add folders
& Cloud storage
C:\Policies Every 30 mins 382 KB X

! Network Folders

g Backup folders
Misc

Q Settings

Q Help
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Settings screen

The Settings screen lets you view and change Sync settings.
For more information, see Sync Settings.

@ sync for FileCloud X

ﬁ FILECLOUD e jessicam ¥

:: Dashboard Sync folder location C:\FileCloud\FileCloud
Open Sync folder Change
22 Activity

Upload and download Global: Unlimited Scheduled:Unlimited

Conf ti i
onfiguration Change settings

& Cloud storage

Active sync hours Disabled
! Network Folders
29 Backup folders Remote management o Enabled
Misc Proxy settings Disabled
* Settings
Language English v
Q Help
Sync frequency 120 seconds

Miscellaneous

Z\ Show notifications for Sync activity

(+] Run at Windows startup

v| DoclQ Office integration
(v] Automatic locking in DoclQ

(] Show lock status in icon overlay
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Help screen

The Help screen lets you view log files, import and export Sync configuration, and check for Sync
updates.
For more information, see Sync Logs.

5 Sync for FileCloud - X

° jenniferp ¥

.-
=8 Dashboard

Version 23.1.0.8491
25 Activity Check for updates
Configuration Configuration Export configuration

Export and import Sync

Import configuration
configuration data

& Cloud storage

B8 Network Folders Expert settings Only adjust if instructed by support
a0 Edit
&= Backup folders
o Full Sync Full Sync now
AL Maintain current
configurations, and resync all
* Settings data. For use when there may
be an issue with the
e He|p previously synced data.
Troubleshooting Export Sync log file

Tools for troubleshooting
issues with Sync

Open log folder

Sync Settings

You can view and control Sync settings from the Settings page of the main dashboard.
To get to the Settings page:

1. In the system tray, right click on the Sync icon, and choose Open.
Sync's mini-dashboard opens.
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2. Atthe bottom of the mini-dashboard, click the Settings icon.
ﬁ .

g FILECLOUD a] jenniferp ¥

@ SyncisOn Sync now

() Cloud storage 645.32 MB
Idle
Network Folders & Backups 14.75 MB
Idle
|

23 uploaded

% 10:13 AM Completed
Cookiel.jpg
10:13 AM Completed

tasks.txt
10:13 AM Completed

an B Q o

Dashboard Website Search Settings

The main dashboard opens to the Settings page.
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@ Sync for FileCloud - X

| i@ FiLecLoud @ icvnivero -

:: Dashboard Sync folder location C:\SyncContent
Open Sync folder Change
= Activity
) Upload and download Global: Unlimited Scheduled:Unlimited
Configuration

Change settings
@& Cloud storage

Active sync hours Disabled
18 Offline folders
" Remote management ‘D Enabled
ISC
Q Settings Proxy settings Disabled
0 Help
Language English v
Sync frequency 120 seconds
Miscellaneous v| Show notifications for Sync activity
v Run at Windows startup
v FFO Office integration
(v] Automatic locking in FFO
| Show lock status in icon overlay
Setting Function

Sync folder location  Click Open Sync Folder to open the Sync directories in your file explorer.
Click Change to select a different location (a different drive or folder) for your
Sync folder in file explorer.

Upload and See Limit upload and download rate.

download

Active sync hours See Limit Sync To a Schedule.

Remote Allows Sync users to manage their Sync application by overriding an

management Administrator's settings, but from FileCloud version 19.1 and later,
administrator's may disable the ability to override. See Managing Client
Devices.

Proxy settings Enabled or disabled by default depending on initial Sync configuration.

You can enable, disable, and change proxy settings here. You must restart Sync
for this to take effect.
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Setting Function

Language Change the language of the inteface. You must restart Sync for this to take
effect.

Sync frequency You can change the built-in sync frequency of 120 seconds for cloud

storage. You must restart Sync for this to take effect.

Miscellaneous * Show Notifications for Sync Activity - Yes by default. Uncheck to
change to No. You must restart Sync for this to take effect.

¢ Run at Windows Startup - No by default. Check to change to Yes.

* FFO Office Integration - checked (yes) by default. Uncheck to change
the setting. You must restart Sync for this to take effect.
If you are using DoclQ instead of FFO, the label appears as DoclQ
Office Integration.
For more information about DoclQ or FFO, see Using DoclQ with
Office for Sync Users or Using FileCloud for Office with Sync.

e Automatic Locking in FFO - Checked (yes) by default.
If automatic locking in FFO is checked, when you open a file in
Sync, FFO automatically tries to lock it and give it read-only
access. Check or uncheck to change the setting. You must
restart Sync for this to take effect.
If you are using DoclQ instead of FFO, the label appears as
Automatic Locking in DoclQ.

¢ Trust FFO - Only appears the first time you log in to FileCloud
Sync.

1. Click Trust FFO to use FileCloud for Office.

2. If you are prompted to allow installation of the FileCloud
for Office certificate, click Yes.
The Trust FFO button disappears, and you will not have to
click it again.
Miscellaneous |v] Show notifications for Sync activity
[v] Run at Windows startup
|v] FFO Office integration
\z Automatic locking in FFO
——p Trust FFO

|| Show lock status in icon overlay

¢ Show Lock Status in Icon Overlay - No by default. When checked, if a
user locks a file or folder in Sync, the lock icon overlay appears over it
in the Sync directory in file explorer.

Limit Sync To a Schedule

You can set a schedule for the times when you want the Sync application to run; otherwise, when it is
on, it runs 24 hours, every day.

Scheduling Sync is useful if:
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¢ you are running the FileCloud Sync app on a busy network and want Sync to run at the least busy
times
« you want to save your changes to FileCloud only at the end of each day

0 If you enter settings, the only time syncing occurs is the time specified in the settings.
For example:
If you choose:

¢ Sunday and Tuesday for days of the week
¢ the hours from 8:00 AM To 10:00 AM

Then Sync is active only on Sundays and Tuesdays and only during the hours between 8 AM and 10
AM. It is disabled on other days and times.

Active sync hours (%]

Sync Every day
® Select the days of the week when the Sync app should be active:

Monday |v/| Tuesday Wednesday Thursday

Friday Saturday |v/| Sunday

Select the times on the selected days when the Sync app should be active:

Start time: Stop time:

8 < o =< AM w 0 < o =< AM w

The settings you use impact the Sync application in the following ways:
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Sett Valu

. Impact Notes
ing e

Activ  enabl = Sync is active only during the scheduled times.

g ed e At all other times Sync remains disabled,
Hync which means real-time syncing, offline
S our folders syncing, and backup are disabled.

¢ Sync is off appears on the mini dashboard
and main dashboard.
@ Sync for FileCloud X

@ FiLecLou> a‘, jenniferp ¥

Sync is OFF

Cloud Storage Disabled
Disabled

Network Folder(s) / Backup Disabled
Disabled

2 uploaded
9:45 AM

users.csv
9:45 AM Uploaded

2 changed 5 conflicts 2 removed

9:44 AM
.-
o ~ B Q g
Dashboard Open Website Search Settings

! If you choose the Doc editing only mode, then
you cannot set Active Sync Hours
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e Impact

disabl = Syncis always active.

ed ¢ Sync is on appears on the mini dashboard

and main dashboard.

¢ The Sync Now button appears on the mini
dashboard and the main dashboard.

@ Sync for FileCloud - X
ﬁ FILECLOUD a, jenniferp ¥
@ SyncisON Sync Now
Cloud Storage 12.07 MB

Idle
Network Folder(s) / Backup Disabled
Idle

2 uploaded

9:45 AM

users.csv

9:45 AM Uploaded

2 changed 5 conflicts 2 removed

9:44 AM

2 ~ 5 Q =

Dashboard Open Website Search Settings

enabl = This mode always takes precedence over Active
ed Sync Hours

If you are in Document editing only mode, the
Active Sync Hours settings are disabled.

disabl = Active Sync Hours settings are enabled and a
ed schedule can be set.

To set a schedule for Sync times:

Notes

If the Active Sync Hours settings are
disabled because you are in Document
Editing mode, you can enable them by
clicking Sync is Off in the main
dashboard or mini-dashboard. The
dashboard setting now appears

as Sync is On and Active Sync Hours
settings are enabled.

To use Active Sync Hours settings
again:

¢ Click Sync is Off in the main
dashboard or mini-dashboard. It
now appears as Sync is On and
Active Sync Hours settings are
enabled.

1. In your system tray, right-click on the Sync icon and choose Open.
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2. In the mini-dashboard, click Settings.
The Settings window in the main dashboard opens.

3. In the Settings window, in the Active Sync Hours section, click the toggle to change it to
Enabled.

@ Sync for FileCloud - X

} a FILECLOUD ° jenniferp ¥

== Dashboard Sync folder location C:\SyncContent
Open Sync folder Change
25 Activity

Upload and download Global: Unlimited Scheduled:Unlimited
Change settings

Configuration

@ Cloud storage

Active sync hours Disabled =
18 Offline folders
. Remote management @ cnabled
VIISC
Q Settings Proxy settings Disabled
0 Help
Language English v
Sync frequency 120 seconds
Miscellaneous v| Show notifications for Sync activity

v| Run at Windows startup
v| FFO Office integration
(v Automatic locking in FFO

| Show lock status in icon overlay

The Active Sync Hours dialog box opens.

4. Select Every Day or On a Specific Day.
5. If you choose On a Specific Day, check all of the days that you want Sync active

6. You can only set one time interval. Use the Start Time and Stop Time fields.
If you want an overnight time interval, the End Time must precede the Start Time. Otherwise,
Sync assumes the time interval occurs on each checked day separately. See Special cases for
active sync hours, below.

7. Click Save.
8. Restart Sync to apply your changes.
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Special cases for Active Sync Hours

Case

Active times start and stop at
the same times multiple days,
that is:

Mon10:00 am - Mon 2:00

pm

and

Tues 10:00 am - Tues 2:00
pm

If Stop time is later than Start
time, do not check the next
day; it is assumed that the
time continues into the next
day.

If you check the next day, the
app includes the next day and
its following day as well (see
the example in the next row).

Active times are overnight on
consecutive days, that is:
Mon 9:15 pm - Tue 5:45 am
and

Tue 9:15 pm - Wed 5:45 am
and

Wed 9:15 pm - Thu 5:45 am

How to configure

Active sync hours o

Sync  Everyday
® Select the days of the week when the Sync app should be active:
) Monday (v Tuesday

Wednesday Thursday

Friday Saturday Sunday

Select the times on the selected days when the Sync app should be active:

Start time: Stop time:
10 = 0 s AM w 2 : 0 s PM w

sync Every day
@ Select the days of the week when the Sync app should be active:
v| Monday Thursday

Tuesday Wednesday

Friday Saturday Sunday

Select the times on the selected days when the Sync app should be active:

Start time: Stop time:
7 ¢ 0 % PMw 5 ¢ 0 ¢ AMw
Active sync hours o

Sync  Everyday
@ Select the days of the week when the Sync app should be active:
/| Monday () Tuesday (v) Wednesday (] Thursday

Friday Saturday Sunday

Select the times on the selected days when the Sync app should be active:

Start time: Stop time:
9 : 15 2 PM w 5 : 45 3 AM w
(. e

Notes:

The Sync app does not treat
this as Monday 10:00 am to
Tuesday at 2:00 pm.

The Sync app treats this as
Monday 7:00 pm to Tuesday
5:00 am.

(If you check Monday and
Tuesday, The Sync app would
treat it as

Monday 7:00 pm - Tuesday
5:00 am and

Tuesday 7:00 pm to
Wednesday 5:00 am)

The Sync app does not treat
this as Monday 9:15 pm
through Thursday 5:45 am.
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How to configure

Not possible, instead schedule from

Monday 8am to 7:59 am. The Sync app
assumes that the time period flows into

Active sync hours o
Sync Every day
® Select the days of the week when the Sync app should be active:
) Monday (] Tuesday Wednesday Thursday
Friday Saturday Sunday
Select the times on the selected days when the Sync app should be active:
Start time: Stop time:
8 2 0 : AMw 7 ¢ 59 % AMw

Limit upload and download rate

Notes:

The following setting would
cause sync to never occur:

Active sync hours o

Sync  Everyday

the week when th

Starttime:
8 ¢ 0 2 AMw 8 ¢ 0 % avw

The ability to limit the rate that Sync uploads and downloads files to reduce the impact on the
network is available in FileCloud version 18.2 and later.

If you are running the FileCloud Sync app on a slow network, when Sync transfers files it can quickly
use up the resources of the network.

¢ You can limit Sync's upload and download rate to reduce the impact on your network and
day to day operations.

* Rates are specified in kilobytes (KB/s).
¢ You can set a limit to be used whenever you are running Sync.

¢ You can set a limit that is enforced only during a specific interval of time.
¢ You can set a different rate limit for uploading files than you set for downloading.

¢ [f the available KB/s are less than the specified maximum, then file transfer will be limited to the

available KB/s.

« Sync maintains the file transfer limits even when there are multiple simultaneous uploads or

downloads.

For example,

« |If the default simultaneous uploads or downloads is 4 and you set a 400 KB/s rate limit

¢ If 4 streams are active, then each is limited to 100 KB/s

¢ If only one stream is active then that stream will take up 400 KB/s

If you do not specify a rate limit or if it is set to -1, then Sync will use all of the available KB/s.
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1. In your system tray, right-click on the Sync icon and choose Open.

2. In the mini-dashboard, click Settings.

The Settings window in the main dashboard opens.

3. In the Settings window, in the Upload and Download section, click Change Settings.

ﬁ Sync for FileCloud

} @@ FILECLOUD

!: Dashboard
= Activity
Configuration

& Cloud storage
(8 Offline folders

Misc

Q Settings

9 Help

Sync folder location

Upload and download

Active sync hours

Remote management

Proxy settings

Language

Sync frequency

Miscellaneous

= X
° jenniferp ¥

C:\SyncContent
Open Sync folder Change

Global: Unlimited Scheduled:Unlimited
Change settings =

Disabled

@ cnabled

Disabled
English v
120 seconds
v| Show notifications for Sync activity
v| Run at Windows startup
v FFO Office integration

(v] Automatic locking in FFO

| Show lock status in icon overlay
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The Upload and Download window opens.

Upload and download [}

Global rate limits: Scheduled rate limits:
(] Max upload speed Unlimited = KB/s" (] Max upload speed Unlimited = KB/s
(] Max download speed Unlimited  KB/s (] Max download speed Unlimited = "KB/s"

L1
L1

L1
Ll

4. Under Global Rate Limits, check Max Upload Speed or Max Download Speed and enter a
number for KB/s.

5. To set a limit that is enforced only during a specific time interval:

a. Under Scheduled Rate Limits, check Max Upload Speed or Max Download Speed and enter
a number for KB/s

b. Inthe lower portion of the window:

Leave Every Day checked, or check On a Specific Day and choose the day in the
Select Day drop-down list.

. Leave the Start Time and Stop Time at 0 (to indicate all times) or enter times when

the scheduled rate limits are effective.
In the following example, maximum upload and download speeds have been set to
150 KB/s for Saturdays at 6 am to 9 pm only.
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Upload and download (x)

Global rate limits: Scheduled rate limits:
(] Max upload speed Unlimited =~ KB/s" [v] Max upload speed 150 KB/s
(] Max download speed Unlimited =~ KB/s (] Max download speed 150 "KB/s"

Scheduled rate limits:

Every day Start time:

® On a specific day 6 < S AM w
Saturday v Stop time:

9 3 2 PMw

6. Click Save.
7. Restart Sync to apply your changes.

Synchronizing Files

Automatic Syncing

By default, when FileCloud Sync is on, files and folders in Managed Storage and Network Folders that
you have selected to sync are automatically synced, and folders that you have selected for backup are
automatically backed up.

Automatic Sync schedules

By default, automatic syncing takes place 24 hours/day, every day. However, you may change this
schedule.

e Change the default Sync schedule

Files and folders in Managed Storage are automatically synced every 2 minutes by default, but you can
change this in the setting Sync Frequency.

When you select Network Folders to sync, by default the automatic sync frequency is set to 30
minutes, but you can change that setting during Network Folder selection.
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When you select folders to back up, by default the automatic back up frequency is set to 30 minutes,
but you can change that setting during backup folder selection.

Select Folders

» Network Shares
v Graphics
» Misc

» YourName

N

Schedule:  Every 30 Mins

(7] Remote Delete

Add Network Folder

Manual Syncing

You can also sync files manually from the mini-dashboard or main dashboard at any time.
Manually sync from the mini-dashboard

To manually sync from the mini-dashboard:

1. In your system tray, right-click on the Sync icon and choose Open.
The mini-dashboard opens.

2. If you see Sync is OFF at the top of the mini-dashboard, click the toggle to change the setting to
Sync is ON.
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3. Across from Sync is ON, click Sync Now.
@

ﬁ FILECLOUD a}jenniferp v

@ SyncisOn Sync now

o Cloud storage 645.32 MB
Idle
Network Folders & Backups 14.75 MB
Idle

23 uploaded

% 10:13 AM Completed
Cookiel.jpg

% 10:13 AM Completed

tasks.txt
10:13 AM Completed

an B Q &

Dashboard Website Search Settings

The mini-dashboard indicates if cloud storage or Network Folders and backups are being
processed, lists the files being processed, and indicates any errors or conflicts.
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@ Sync for FileCloud — X

‘ ﬁ FILECLOUD a‘,jenniferpv

@ SyncisOn Processing...

Cloud storage 645.28 MB
Checking changes in Sync folder

ﬁ Network Folders & Backups 14.75 MB

% visitfamily.jpg
3:29 PM Completed

2-90 DM

% tjFreshmanAward.jpg

3:29 PM Cc

% room with a view.jpg
29 PM G

an B Q =

Dashboard Website Search Settings ‘

When processing is complete, Cloud Storage and Network Folders & Backups display Idle next
to them as well as the number of files with errors. To handle error files after syncing
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see Managing Sync Conflicts and Sync Troubleshooting Guide.
@ .

ﬁ FILECLOUD a}jenniferp v

@ SyncisOn Sync now

Cloud storage 645.28 MB
5 Waring(s) © T

Network Folders & Backups 14.75 MB
Idle

% visitfamily.jpg
3:29 PM Completed

% tjFreshmanAward.jpg
3:29 PM Completed

3:29 PM C«

]
H B Q e
Dashboard Website Search Settings

To manually sync from the main dashboard:

% room with a view.jpg

1. Inyour system tray, right-click on the Sync icon and choose Open.
The mini-dashboard opens.

2. Click the Dashboard icon.
The main dashboard opens to the Dashboard screen.

a. Cloud Storage and Network Folders are listed with a Sync Now button next to them if
syncing is enabled and files are available for syncing. Backup Folders is listed with the
Backup Now button next to it if backing up is enabled and files are selected for backing up.
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| @ Sync for FileClou
ﬁ FILECLOUD 0 jessicam ¥
== Dashboard o Syncis On
Cloud storage: Idle
25 Activity

Network Folders & Backups: Idle
Configuration

&
Cloud storage 0 Cloud storage

ng Change

&5 Backup folders 14 files ©
Misc
L settings @ Network Folders I'4
1 folder(s) selected Change
© Herp 2160 M, 1 fles
o Backup folders ¥
1 folder(s) selected Change

b. Click either of the Sync Now buttons or the Backup Now button to begin syncing or backing
up files and folders. (Network Folders and Backup folders both run regardless of which
one you trigger.)

The screen indicates that syncing is occurring by displaying Processing on the sync button
and alerts about the current sync action.
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@ Sync for FileCloud

ﬁ FILECLOUD

88 Dashboard

25 Activity
Configuration

& Cloud storage
! Network Folders
a Backup folders
Misc

Q Settings

0 Help

o Sync is On

Cloud storage: Checking changes in Sync fol...
Network Folders & Backups: Idle

Cloud storage

My Files / Team / Shared Folders /

Real-time Netwo

k Folders
Syncing everything Change
645.31 MB, 163 files @

Network Folders
1folder(s) selected Change
0B, Ofiles

Backup folders
1 folder(s) selected Change
0B, Ofiles

— % ‘
a] jenniferp ¥

S Error
5 files skipped

Please resolve all conflicts

When syncing is complete, the screen displays the size and number of files synced and the
number of skipped files and errors. Files are skipped if there is a problem that prevents
syncing, such as bad characters in the filename. A warning triangle and errors indicate that
there was a conflict due to two recently saved versions of the file or another error that

causes syncing to fail.
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@ FiLecLoud a“, jenniferp ¥ ‘

i S Error
== Dashboard 0 Syncis On . .
5 files skipped

25 Activity Cloud storage: ldle Please resolve all conflicts
Network Folders & Backups: Idle

Configuration

& Cloud storage
_Cloud storage

B9 Network Folders 5 Error(s) © J'S Warhing(s) @
My Files / Team / Shared Folders / Sync now

Real-time Network Folders

Syncing everything Change

645.31 MB, 163 files @

a Backup folders

Misc

Q Settings
@ Hep @ Network Folders

1 folder(s) selected Change
14.75 MB, 10 files ync now

Q Backup folders

1 folder(s) selected Change _
121KB, 1files Backup now

c. To see why files were skipped, resolve conflicts, or review other errors click the skipped
message or error message.

After syncing:

Managing Sync Conflicts
What is a Sync conflict?
Conflict can arise under the following conditions:

* When two people save the same file at approximately the same time. In this case the first
person's changes are saved to the server, and when the second person's sync app tries to save
the file, it realizes there is a new version and prevents the second person's changes from
uploading and overwriting the first person's changes. In this case the first person's file is
downloaded instead and saved locally adjacent to the original file with "Conflict_" appended to it.

¢ While one person was editing a file offline, the file was modified by another user. When the
person who was offline comes back online and the sync app tries to upload the edited version to
the server, it detects that there is a new version available and instead of overwriting the changes
on the server, it downloads the server file locally and mark it as a "Conflict" file.

When two people change the same file at the same time, FileCloud Sync app won't try to merge the
changes.

¢ Instead, Sync will save the original file
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¢ Sync also saves a second version which has the same name but is appended with the
information about the conflict

Conflict files are named as follows, where filename is the name of the file with the conflict, and the
date is the date and time of the conflict:

e For afile in a shared folder, where other is the name of the other user who modified the
file: filename(Conflict_other (Web browser)_2020-03-25-22-50-36).txt

e For afile in a team folder, where teamname is the team folder account name:
filename(Conflict_teamname (Web browser)_2020-03-25-23-01-42).txt

e For aread-only file in a local sync folder,: filename(Conflict_Read-
Only_2020-04-27-21-35-33).doc

By creating a second file, FileCloud Sync ensures that all changes are preserved and one person's
changes do not overwrite another person's work.

Your Sync conflicts appear in two places, and you can resolve them in either.

A conflict file appears in your browser's file listing el eppeam sl pilel e

dashboard
Fax ~ Name .
) 23 Dashboard Sync Activity
@ FileCloud = @ DI_Water_Tower_IC(Conflict jenniferp (Cloud Sync).2020-10-:
My Files = DI_Water_Tower_IC = Activity Q_ Search Activity View  Errors
CONFIGURATION Timea Activity
& Cloud Storage i File Conflict found My Files\DI 19-20\DI_Water_Tower_IC.pdf (0B)
10:00 AM
B8 Network Folders My Files\DI 19-20\DI_Water_Tower_IC.pdf

To resolve an individual conflict from the Sync dashboard:

1. Inyour system tray, right-click on the Sync icon and choose Open.
The mini-dashboard opens. If a previous Sync resulted in conflicts or other errors, it displays an
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error notification.
@ or FileCloud -

ﬁ FILECLOUD a‘,jenniferp -

@ SyncisOn Sync now

Cloud storage 645.28 MB
5 Warning(s) © JILIIS
Network Folders & Backups 14.75 MB
Idle
I

visitfamily.jpg
% 3:29 PM Completed

tjFreshmanAward.jpg
% 3:29 PM Completed

room with a view.jpg
3:29 PM Completed

=8 B Q e

Dashboard Website Search Settings

2. Click the error notification.
The dashboard opens to the Activity window with Error selected in the View drop-down list.
Errors, including conflict errors, are listed below it.

3. To resolve a conflict, click the three dots next to the conflict description.

@ FiLecLoud a“, jenniferp ¥
B2 Dashboard Sync Activity
2 Activity Q_ Search Activity View Errors v
CONFIGURATION Time Activity
& Cloud Storage File Conflict found My Files\DI 19-20\DI_Water_Tower_IC.pdf (0 B) __.
10:00 AM .
BB Network Folders My Files\DI 19-20\DI_Water_Tower_IC.pdf Open Location
Copy Location to Clipboard
. Resolve conflict using local file
MISC File Conflict found My Files\DI 19-20\DI_Tea Resolve conflict using server file
10:00 AM
Q Settings My Files\DI 19-20\DI_Team_Power_IC.pdf

4. Click Resolve conflict using local file to discard the server file and keep your modified local file.
or
Click Resolve conflict using server file to discard the local file and save the file that is currently
on the server.
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5. If you want to go to your Sync folder in file explorer and resolve the conflict there, click Open
Location.

6. If you want to copy and paste the location in a message or file, click Copy Location to Clipboard.

To resolve multiple conflicts from the Sync dashboard:

1. Inyour system tray, right-click the Sync icon and choose Open.
The mini-dashboard opens. If a previous Sync resulted in conflicts or other errors, it displays an

|
g FILECLOUD a‘, jenniferp ¥

@ SyncisOn Sync now

Cloud storage 645.31 MB
| 5 Warn ff,if"l‘ \| Idle

NetwcCrk Folders & Backups 0B
Idle

% 3 changed 5 conflicts 13 removed

2:26 PM Completed

% ActlveSyncHours iPg

6P

2:26 PN ompleted

B FuIISlzeRender MP4

2:26 PM Completed

»
{ B Q o
e L Dashboard Website Search Settings
error notification. _ .

2. Click the error notification.
The dashboard opens to the Activity window with Error selected in the View drop-down list.
Conflicts and other errors are listed below it.
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3. At the bottom of the window, click the Resolve Conflicts link.
rﬁ—siync trfecloud - ?

@ FiLecLous a“. jenniferp ¥

2% Dashboard Sync activity

uk Activity Q_ Search activity View  Error v
Configuration Time a Item Activity
& Cloud storage 14:27 PM README.md se¢ Conflict

My Files\README.md
B9 Network Folders

29 Backup folders 14:27 PM Sample Text File.txt sse Conflict
My Files\Sample Text File.txt
Misc
14:27 PM customerlist.txt sse ;
. : Conflict
n
Q SEHIEE My Files\customerlist.txt
0 Help
14:27 PM tasks.txt eee Conflict
My Files\tasks.txt
14:27 PM calculations.txt eee Conflict
My Files\equipment\calculations.txt
Resolve conflicts [l Clear activities [) Export

The window now displays the file conflicts with checkboxes beside them and a Resolve method
drop-down list.
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4. Click All to check all of the files, or individually check files.

—
& Sync for FileCloud —

@ FiLecLoud a‘. jenniferp ¥

28 Dashboard Sync activity

= Activity Q_ Search conflict files Resolve method v Resolve

Configuration Conflict file list Select: All None

A

& Cloud storage (v] My Files\README.md

Network Folders — ) )
y [vv] My Files\Sample Text File.txt

a0 Backup folders B
|v/] My Files\customerlist.txt

Misc

[v] My Files\tasks.txt
¢ Settings

+| My Files\equipment\calculations.txt
0 Help ) My \equip \

Back to activities

5. In the Resolve method drop-down list:
Choose Resolve with Local to discard the server file and keep your modified local file for each
checked conflict.
or
Choose Resolve with Remote to discard the local file and save the file that is currently on the
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server for each checked conflict.

EE— S —

o
@ Sync for FileCloud = X

@ FiLecLous a“. jenniferp ¥

28 Dashboard Sync activity

= Activity Q_ Search conflict files [ Resolve method 'J

Resolve with local
Configuration Conflict file list Resolve with remote select: All None

& Cloud storage (v) My Files\README.md /

Network Folders — ) )
! [vv] My Files\Sample Text File.txt

Backup olders
-
[v] My Files\customerlist.txt

Misc
[v] My Files\tasks.txt
¢ Settings
+| My Files\equipment\calculations.txt
0 Help [v] My \equip \
Back to activities

6. Click Resolve.

7. In the confirmation box, click Yes.

Resolve a conflict from the Sync directory in file explorer:

1. Inyour system tray, right-click on the Sync icon and choose Open.
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. In the mini-dashboard, click the Open Sync Folder icon.

|
a FILECLOUD a]jenniferp v

@ SyncisOn Sync now

Cloud storage 645.31 MB
=D | |

Network Folders & Backups 0B
Idle

% 3 changed 5 conflicts 13 removed l

2:26 Completed

% ActiveSyncHours.jpg

Completed

% FullSizeRender.MP4

2:26 PM Completed

. -
a8 B Q e
Dashboard Website Search Settings

File explorer opens and displays your Sync directory.

. Open the folder in your Sync directory that contains the conflict file or folder.
A conflict file has a yellow warning icon over it and a name in conflict format in parentheses. It
appears above or below the local version of the file.

v @ FileCloud Sample Powerpoint File.pptx
> My Files & Sample Text File(Conflict_2022-12-14 11-05-33).txt

’ Network Folcers & Sample Text File.txt

Ll P T T T

. Right-click on the conflict file, and choose FileCloud Sync > Resolve conflict.

. " @ Scan for viruses
@| Sample Text File(Conflict_2022-12-14 11-05-33).txt

]
=/ Sample Text File.txt Open with N

FileCloud Sync > Share link
Copy as path View properties

|& Share View in FileCloud site
Restore previous versions Lock file
Sentlic N Unlock file

Resolve conflict

Cut

17071 1740 PM MICrOSOTT wora..

A Resolve Conflict dialog box opens.
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Resolve conflict (%

A

Resolve the file synchronization conflict detected using one of the options below:

@ Use local modified file: Sample Text File.txt Open local

Modified: 2023-03-15 14:44:47; Size: 147 B

Use remote server file: Sample Text File(Conflict_2022-12-14 11- Open remote

05-33).txt

5. If you want to check the content of either file before choosing which copy to save, click Open

local or Open remote.

6. Select Use local modified file: (filename) to discard the server file and keep your modified local

file.
or

select Use remote server file: (filename) to discard your modified local file and save the server

file.

7. Click Resolve, and confirm your change.

The conflict file no longer appears.

Reviewing Skipped Files

When synchronization occurs, some file types in the local Sync folder are not processed by the Sync
client application because they are on the list of ignored files.

¢ Files of this type are not uploaded from your local computer to the server.

The following types of files are currently ignored by the Sync client application:

Description

Files in use

File names matching the skip regex string

File names with special characters

File name extensions which are restricted
by the server

Notes

These are files that have an exclusive write lock or are read-only

This is configured in a file, usually by your administrator

~<>5\ /% 27,\0\n

And also .cache and .tmp.part files

This is configured by your administrator
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To view a list of skipped files:

1. In your system tray, right-click on the Sync icon and choose Open.

2. If there is a Warnings tag in the mini-dashboard, click the tag.

@ Syncfor F ) _
ﬁ FILECLOUD

a} jenniferp ¥

@ SyncisOn Sync now

Cloud storage 645.28 MB
5 Warning(s) © eI
Network Folders & Bé’ckups 14.75 MB
Idle \
I
visitfamily.jpg

2
2
2

=
=l
Dashboard

3:29 PM Completed

tjFreshmanAward.jpg
3:29 PM Completed

room with a view.jpg
3:29 PM Completed

Q

Search

=

Settings

B

Website

The Activity screen opens with Skipped (All) appearing in the View drop-down list.

25 Dashboard Sync activity

2 Activity Q Search activity View Skipped (All) v
Configuration Time Item Activity
& Cloud storage 15:20 PM | Bad characters in file name:|CLFC-50021-... sse Skipped (All)
My Files\README(Conflict_2022-12-14 11-17-06).md
! Network Folders
a Backup folders 15:20 pM Bad characters in file name: CLFC-50021-... ee¢
My Files\Sa el A Skipped (All)
My Files\Sample Text File(Conflict_2022-12-14 11
. 05-33).txt
Misc
Q Settings 15:20 PM  Bad characters in file name: CLFC-50021-... ses Skipped (All)
My Files\tasks(Conflict_2023-03-07 14-57-46).txt
0 Help
. Bad characters in file name: CLFC-50021-... eee
15:20 PM Skipped (All)

My Fil

16 14-

juipment\calculations(Conflict_2023-03-

-29).txt

The description for each file indicates why it was skipped.
3. Click the three dots next to the description for options.
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28 Dashboard Sync activity

2 Activity Q_ Search activity View  Skipped (All) v
Configuration Time Item Activity
& Cloud storage 15:20 PM  Bad characters in file ne—-- "' =" ronn Skipped (All)
My Files\README (Conflict OPen location
y Network Folders Copy location to clipboard
‘_9 Backup folders 15:20 pM Bad characters in file name: CLFC-50021-... see
ftee el S mia Tact FHAIAA~fiine AAAA 47 44 44 Skipped (All)

4. Click Open Location to open the folder in file explorer where the file is stored, or click Copy
Location to Clipboard to copy the storage path so you can paste it into a message or afile.

5. You may go through the files and correct the problems causing them to be skipped and Sync
again.

To export or clear the skipped files:

¢ At the bottom of the screen, click Export or Clear.
Clicking Clear does not only clear records in Skipped (All) view, it clears all Sync Activity
records.

28 Dashboard Sync activity

2 Activity Q_ Search activity View  Skipped (All) v
Configuration Time s Item Activity

| @ Cloud storage 15:20 PM  Bad characters in file name: CLFC-50021-... sss Skipped (All)

‘ My Files\README (Conflict_2022-12-14 11-17-06).md

! Network Folders

l_(? Backup folders 15:20 PM Bad characters in file name: CLFC-50021-... see¢ .
My Fil ample Text File(Conflict_2022-12-14 11- Sklpped (All)
Misc
£ settings 15:20 PM  Bad characters in file name: CLFC-50021-... sss Skipped (All)
My Files\tasks(Conflict_2023-03-07 14-57-46).txt
| (2] Help
: 15:20 pM Bad characters in file name: CLFC-50021-... e
\ o Ei . ) . Skipped (All)
y Files\equipment\calculations(Conflict_2023-03-
16 14-56-29).txt
[i] Clear activities (") Export
Checking Sync Status

You can check the status of your most recent sync in the main dashboard, the mini dashboard, or on
the system tray icon.
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Status in the main dashboard

After a sync operation runs, if there are any errors or skipped files, the main dashboard displays a
count in the upper-right corner. It also displays a a red error sign, a yellow warning sign, or a check (to
indicate a successful run) beside the sync type or backup folder listing.

ﬁ FILECLOUD a} jenniferp ¥

i ' 5 Error
== Dashboard 0 Syncis On
5 files skipped
25 Activity Cloud storage: |dle Please resolve all conflicts
Network Folders & Backups: Idle

Configuration

& Cloud storage
Cloud storage

5 Error(s) © | 5 Warning(s) ©
o Real-time Network Folders
&= Backup folders Syncing everything Change
645.31 MB, 163 files @
Misc
L Settings
] Network Folders
0 Help Q

1 folder(s) selected Change
14.75 MB , 10 files yne Now

0 Backup folders

1 folder(s) selected Change
121 KB, 1 files Backup now

Status flags in the mini-dashboard
¢ |f there were conflicts in the most recent sync operation, the mini-dashboard displays a red error
flag with the number of conflicts.

+ |f there were skipped files in the most recent sync, the mini-dashboard displays a yellow flag
with the number of skipped files.

« |f the most recent sync was successful, a check in a blue circle appears before the type of sync
(Cloud storage or Network Folders & Backups).
Click the red or yellow flag in the mini-dashboard to go to the main dashboard's Sync Activity
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page to see the conflicts or skipped files.

ﬁ FILECLOUD a‘.jenniferp .

@ SyncisOn Sync now

Cloud storage 645.28 MB
5 Warning(s) © I
o Network Folders & Backups 14.75 MB
Idle
|

visitfamily.jpg
% 3:29 PM Completed

% tjFfreshmanAward.jpg

3:29 PM Completed

% room with a view.jpg

3:29 PM Completed

=l
a8 5 Q Q
Dashboard Website Search Settings

Status flags in the system tray

You don't have to open one of the dashboards to check your sync status. Sync alerts you to problems
with a status indicator that appears as a dot overlaying the icon in the system tray:

() 10:55 AM
~@®

“ 1071572021

The color of the dot indicates the status of the most recent sync operation:

Icon Color Status
@ Red Error in Sync activity
?. Yellow Warning about Sync activity
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G None Sync was successful or no activity

@ Black Sync Running
(white circle)

Click the Sync icon to open the mini-dashboard.

Cloud Storage: Selective Folder Sync

Limiting what gets Synced

You can choose to limit which folders in cloud storage get synced. This is useful when you have
terabytes of data in an account and you only want a few gigabytes of folders locally to conserve
space.

To limit which folders are synced:

1. In your system tray, right-click on the Sync icon and choose Open.
2. In the mini-dashboard, click Dashboard.

3. Inthe navigation pane of the dashboard, click Cloud Storage.
The Cloud Storage window opens.

4. Select the radio button for Sync only selected folders.
5. Click Add Folders.
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@ FlLEcLOud

:i Dashboard

= Activity
Configuration

& Cloud storage

18 Offline folders
Misc

¢ settings

0 Help
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= X
|
° jenniferp ¥ |

Cloud storage

Choose which remote files from FileCloud Sync to sync to this computer. A copy of
the files will be downloaded to the computer, and you can work with them just as you
would any other files on your computer.

@) Sync everything (My Files, Team Folders, Shared Folders)
@ Sync only selected folders

Select the remote folders to sync to this computer Add folders

The Select Folders dialog box opens.

Select Folders (%]

v My Files
» DI 19-20
»F
» Photos
» Public Documents
» backups

» Team Folders

A O lemem al aaiiile A A

6. In My Files, Team Folders, or Shared with Me, navigate down to a folder that you want to sync,

and choose Select.

7. Repeat steps 5 and 6 for each folder that you want to sync.
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| @ Sync for FileCloud X

a FILECLOUD o jenniferp ¥ ‘

2% Dashboard Cloud storage

= Activity Choose which remote files from FileCloud Sync to sync to this computer. A copy of
the files will be downloaded to the computer, and you can work with them just as you

Configuration would any other files on your computer.

& Cloud storage O Sync everything (My Files, Team Folders, Shared Folders)

@
8 Offline folders Sync only selected folders

Select the remote folders to sync to this computer Add folders [
Misc
Q Settings /ienniferp/DI 19-20 44.66 MB X
9 Help /SHARED/team folders user/Human Resources 0B X

To view Sync details about your selected sync folders:

« In the Cloud Storage window of the dashboard, click one of the selected folders.
Below it, the details about the most recent sync are listed: the number of folders synced, the
number of files synced, total MB synced, and the number of files ignored (not synced).
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|@ Sync for FileCloud 7 = X
|
a FILECLOUD o jenniferp ¥
2% Dashboard Cloud storage
25 Activity Choose which remote files from FileCloud Sync to sync to this computer. A copy of
the files will be downloaded to the computer, and you can work with them just as you
Configuration would any other files on your computer.
& Cloud storage O Sync everything (My Files, Team Folders, Shared Folders)

@s I lected fold
(™ Offline folders ync only selected folders

Select the remote folders to sync to this computer Add folders
Misc
Q Settings /ienniferp/DI 19-20 44.66 MB .
0 Help /SHARED/team folders user/Human Resources oB %

Folder details
Folder: /jenniferp/DI 19-20

Stats: 1 folders, 20 files, 44.66 MB synced, 0 ignored

To remove a folder from selective sync:

¢ In the Cloud Storage window of the dashboard, click the x to the right of the folder that you want
to remove, and confirm that you want to remove it.

To return to syncing all folders:

¢ In the Cloud Storage window of the dashboard, select the radio button for Sync Everything.
The box and list of selected folders disappears. If you want to do a selective sync again, when
you click the Sync only selected folders radio button, the box will be empty, and you must
manually add the folders for selective sync again.

When you switch from syncing all files to selected files, any existing files in your sync folder will not
be removed automatically. If you want to remove them, you must remove them manually. This is to
prevent accidental deletion of any user files.

Selective Sync Behavior when Centralized Configuration is set

When the Sync app behavior is controlled centrally by the administrator (through User Policy — Device
Configuration settings in the admin portal), users of the Sync app cannot add or remove selective sync
folders unless they are given permission to override central configuration.
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When a user tries to make any changes, the following message is displayed - "Centralized
Configuration is being applied. Settings cannot be changed. Please contact your administrator for
assistance."

Advanced Offline Sync mode

o This is an advanced feature not meant for general use, please enable and use only if there is
something specific that you need to accomplish.

For Local to Remote syncing to be effective, the Allow Users to Backup setting must be enabled in
the admin portal.

For admins, the Allow Users to Backup setting is located in in the admin portal at Settings >
Endpoint Backup.

Some users want more granular control over which local folders are synced to which remote folders
and in which direction.

There is an "advanced offline sync mode" in sync that allows control of such options.
To enable advanced mode:

1. Exit Sync.
2. Open syncclientconfig.xml, at:

Operating System Path

Windows %APPDATA%\FileCloudSync\syncclientconfig.xml
Mac 0SX {HomeDir}\FileCloudSync\syncclientconfig.xml
Linux {HomeDir}\FileCloudSync\syncclientconfig.xml

3. Add the following entry:

<rowentry>
<name>advancedoffline</name>
<type>bool</type>
<value>1</value>

</rowentry>
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4. Restart Sync.
To add a folder in advanced mode:

1. In the system tray, right click the Sync icon and choose Open.
2. In the mini-dashboard, click Dashboard.

3. Inthe navigation panel of the dashboard, click Offline Folders.
4. Click Add Folders.

| @ Sync for FileCloud - X

| @ FiLecLoud a’, jenniferp

[f Dashboard Offline Folders
m Activity Offline Folders to allow more flexibility of syncing
Select Offline Folders Add Folders

b Cloud Storage

\®® Offline Folders

Settings

© Help

The Add New Offline Folder dialog box opens.
5. In Remote Folder, select the location to sync to.
6. In Local Folder, select the location to sync from.
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Add New Offline Folder [ x]
Remote folder: = /EXTERNAL/Misc
Local Folder: C:\Misc

Schedule: Manual v

Mode: Sync v

7. In Schedule, select one of the following:

e Manual - Choose this to run Sync manually instead of automatically on a schedule.

¢ async frequency in minutes or hours - Choose one of these to specify how frequently Sync
should run automatically.

¢ Choose a different schedule - Choose this to run Sync daily or on specified weekdays at a
specific time. The following dialog box, where you can specify your custom schedule,

opens:
Sync: Every Day

® Choose specific days of the week

(Jsun @Mon (JTue (Jwed (JThurs MFri (Jsat

Start Time:

02 w 00 AM ¥

8. In Mode, choose one of the following:

¢ Sync - 2 way sync mode. Files from local are uploaded to remote server. Remote changes
are also synced to local.

¢ Local to Remote - One way sync, where only changes from local are synced to remote
server. No changes are synced from remote to local. Note that files deleted locally are not
deleted remotely. Note:

+ Remote to Local - One way sync, where only changes from remote are synced to local. No
changes are synced from local to remote.

9. Click Add Folder.
Now this location will start working in the advanced offline mode configured.
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@ FILECLOUD

== Dashboard

25 Activity
Configuration

& Cloud storage

™ Offline folders
Misc

Q Settings

Q Help
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o jenniferp ¥

Offline folders

This is an advanced offline feature that offers more user control, including choosing
the sync direction - 2-way sync, remote-to-local, or local-to-remote

Select Offline folders Add folders

JEXTERNAL/... Sync Manual 1.04 MB X

Folder details
Remote folder: /EXTERNAL/Misc
Local folder: C:\Misc

Stats:

0 folders, 3 files, 1.04 MB
synced, 0 ignored

Schedule:

A When advanced offline sync mode is enabled:

¢ The backup option is not available unless the Mode is set to Local to Remote.

¢ For remote to local syncing (Mode is set to Remote to Local), the modified dates of local
folders are updated to the date of syncing, but the server folders keep their original modified
dates. The modified dates of local files retain the value of their modified dates on the server.

Network Folder Syncing

Unlike the files in your My Files folder, Network Folders do not sync automatically by default.

* Network Folders typically store very large amounts of data.

¢ By default, the Sync app doesn't synchronize them automatically to the local machine where
storage might not be available for a large amount of data. However, you can choose to sync
individual Network Folders automatically. See Realtime syncing for Network Folders for more

information.
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¢ |f you need to synchronize Network Folders for offline access, you can - just make sure you have
enough storage space.

In this section:

How Network Folder Offline Access Works

By default, My Files folders are synced automatically, and offline Network Folders are synced on
a schedule of every 30 minutes.

Managed Folders (My Files or Team Offline Network Folders

Folders)
Local Change Immediate: When Local File Changes On a specific schedule or manually
Detection
Remote Change detection of remote files is Change detection of remote files is less
Change efficient efficient than with automatically synced
Detection folders
FAQ's

What is a conflict in an Offline Network File

If a file is changed locally and also modified remotely, when the system is refreshed, the file is marked
as "Conflicted" and is not uploaded to the server. The user must manually resolve the conflict.

Does Offline Access work differently for Network Folders?

Network Folder files may be synced offline by the sync app, similar to the way "My Files" are synced,
but there are some fundamental differences. Network Folders live outside FileCloud and can be
modified and changed outside of FileCloud (via the LAN for example). As a result, by default, FileCloud
Sync does not know which files have been changed automatically. Therefore it has to scan for
changes and download the changed files locally.

To reduce the potential server load when working with lots of network files, offline sync works at
regular intervals instead of real time. However, you can choose to sync individual Network Folders in
real time. See Realtime syncing for Network Folders for more information.

Why can't | make changes to Network Folders with Offline Access?

Depending on how your administrator has configured syncing, you may not be able to make changes
to Network Folders with offline access. If this is the case, if you attempt to make changes, you will see
the message:
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"Centralized Configuration is being applied. Settings cannot be changed. Please contact your
administrator for assistance."

If you are an administrator, you can control how the Sync app interacts with the FileCloud
Server. See Device Configuration XML For Sync for more information.

Sync Network Folders for Offline Access

o Note:

¢ Your administrator must enable Sync Network Folders in settings for network storage.

¢ To be able to sync a network folder, you must have read and write permissions to the folder.
Read-only network folders are not available for Sync.

If you are an administrator, please see Create a LAN-Based Network Folder.

Network Folders are not synced in real time by the sync app.

o By default, only files in My Files (Managed Storage) are synced in real time without user
intervention.
+ Network Folders are typically very large, storing gigabytes (sometimes terabytes), of data.

¢ Therefore, by default, Sync apps don't sync Network Folders in real time to the local machine as
storage might not be available.
However, you can choose to sync individual Network Folders in real time. See Realtime syncing
for Network Folders for more information.

Add Network Folder offline access

1. Inthe System Tray, right-click on the FileCloud Sync icon, and then Open.
The mini-dashboard opens.

2. At the bottom of the mini-dashboard, click Dashboard.
The main dashboard opens.

3. Inthe left panel of the dashboard, click Network Folders.
4. Click Add Folders.
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@ Sync for FileCloud — X

g FILECLOUD a", jenniferp v

28 Dashboard Network Folders

25 Activity If you have access to Network Folders, you can choose which folders to sync to this
computer. A copy of those folders wand their contents will be downloaed to this

CONFIGURATION computer, and you can work with them just as you would any other files and folders

on your computer.
& Cloud Storage

Select Network Folders to sync to this computer Add Folders
! Network Folders

MISC
¢ Settings

Q Help

The Select Folders dialog box opens.
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@ Sync for FileCloud - O X

Select Folders

» Network Shares

Schedule: | Every 30 Mins

(O] Remote Delete

Add Network Folder

5. Expand Network Shares until you reach the folder that you want to sync.

6. In Schedule, choose how often you want to sync the folder.

7. Check Remote Delete if you want to sync delete operations for the Network Folder's files. If you

do not check Remote Delete, when a file is deleted in Sync's content explorer folders, it remains
in the network location after syncing.
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Select Folders (%)

» Network Shares
» Graphics
v MisC g
» YourName

Schedule: Every 1 Hour v ——

Remote Delete <g—

Add Network Folder Cancel

8. Click Add Network Folder.
The Select Folders dialog box closes and the network folder is added for syncing.
@ Sync for FileCloud — X

@ FiLecLoud a“, jenniferp v

28 Dashboard Network Folders

- Activity If you have access to Network Folders, you can choose which folders to sync to this
computer. A copy of those folders wand their contents will be downloaed to this

CONFIGURATION computer, and you can work with them just as you would any other files and folders

on your computer.
& Cloud Storage

Select Network Folders to sync to this computer Add Folders
! Network Folders
JEXTERNAL/Misc Every 1 Hour 0B X
MISC
¢ Settings
e Help
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Edit offline access settings for network folders

1. In the Network Folders window of the dashboard, click the network folder.
The folder's settings appear in the lower portion of the window.

2. Change the Schedule or the setting for Remote Delete.

ﬁ Sync for FileCloud

on your computer.
& Cloud Storage

Folder Details

Folder: /EXTERNAL/Misc

Stats:

0 folders, O files, 0 B
synced, 0 ignored

N

Remote Delete

information.

@@ FiLecLoud a“, jenniferp v
85 Dashboard Network Folders
25 Activity If you have access to Network Folders, you can choose which folders to sync to this
computer. A copy of those folders wand their contents will be downloaed to this
CONFIGURATION computer, and you can work with them just as you would any other files and folders

Select Network Folders to sync to this computer Add Folders
! Network Folders
J/EXTERNAL/Misc Every 1 Hour oB X
MISC
£x Settings
0 Help

o If you set Schedule to Automatically for a selected Network Folder, the size and number of
files synced is included in the Main dashboard under Cloud Storage instead of Network
Folders. The system must be configured correctly for the Automatically option to appear in
the drop-down list and to work correctly. See Realtime syncing for Network Folders for more

- X

Schedule:

Every 1 Hour v m

Last Run: 2020-10-16 14:34:49

Time Taken for Last Run: 1 secs

Sync a network folder manually

1. In the Network Folders window of the dashboard, click the network folder.
The folder's settings appear in the lower portion of the window.

2. Click Run Now.

The file is synced immediately or when the queue is clear.
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@ Sync for FileCloud - X
6 FILECLOUD a" jenn]ferp v
28 Dashboard Network Folders
25 Activity If you have access to Network Folders, you can choose which folders to sync to this
computer. A copy of those folders wand their contents will be downloaed to this
CONFIGURATION computer, and you can work with them just as you would any other files and folders

on your computer.
& Cloud Storage

Select Network Folders to sync to this computer Add Folders
! Network Folders
J/EXTERNAL/Misc Every 1 Hour oB X
MISC
L2 Settings
0 Help

Folder Details

Folder: /EXTERNAL/Misc

Stats: Schedule:

0 folders, O files, 0 B Every 1 Hour v m

synced, O ignored
Last Run: 2020-10-16 14:34:49

Time Taken for Last Run: 1 s

Remote Delete

You can also sync Network Folders manually from the Dashboard screen and from the mini-
dashboard.

For Administrators: Enable deletion of remote network files with offline Sync

By default, for security purposes, deleted local files and folders in your Sync folders in file explorer are
not deleted on the remote server. To enable remote server file delete, users must check the Remote
Delete box as shown above or on the page Step 3 Sync Network Folders.

To enable this option if you are an administrator, enable remote deletion of files via offline sync in the
admin settings for the network share.

1. Open the Admin portal, and in the navigation pane, click Network Folders.
2. Click the edit button for the folder.
3. Check Allow Remote Deletion of Files Via Offline Sync.
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Network Folder Details

Name*
Network Folder Path* C\Misc
Sermiszions DEFAULT A
Smart Mount
Disable Offline Sync
Disablz Notifications
Sharing Allow All Sharss Y
Allow Remote o b_
Deletion of Filez viz
Cffline Sync
Realtime Index for v B Reinde
Automatic Sync and
Search
Sa=ls = = Come = r -
Realtime Index Status 1 folders, 8 files Chack
Search Index Status 0 Chack

ndexed entry count for sear

4. Click Update.

Realtime syncing for Network Folders
Introduction
Normally, network folders are synced offline using a scheduled time (every 30 minutes, 1 hour etc).

It is also possible to sync network folders using a faster, more efficient mechanism similar to the
efficiency seen with "My Files". This is referred to as realtime syncing.
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Windows

Q ¢ Realtime syncing of Smart Mounted Network Folders is not supported.
¢ Setup Automatic realtime syncing only for folders with 100,000 files or less.
¢ Currently it is not possible to do realtime indexing with filecloud server on Linux and helper on

Server configuration for Real time Sync

1. Follow instructions to enable indexing of Network Folders.

2. In the Sync log-in Network Folders Step or in the Network Folders section of the Main
Dashboard, add a new network folder and select the schedule as "Automatically”

ﬁ Sync for FileCloud

@ FiLecLoud

!: Dashboard

= Activity
CONFIGURATION

@ Cloud Storage
! Network Folders
‘_9 Backups

MISC

Q Settings

9 Help

- X

a“, jenniferp ¥

Network Folders

If you have access to Network Folders, you can choose which folders to sync to this
computer. A copy of those folders and their contents will be downloaded to this
computer, and you can work with them just as you would any other files and folders
on your computer.

Select Network Folders to sync to this computer Add Folders

J/EXTERNAL/Misc Automatically (Beta) 21.60 MB X

Folder Details

Folder: [EXTERNAL/Misc

Stats: Schedule:
1folders, 11 files, 21.60 MB Automatically (Beta) v m
synced, 1ignored Every 8 Hours

Every 24 Hours

B Manual
[ | Remote Delete Custom

Automatically (Beta)

3. Save the Network Folder. It should start syncing automatically on local changes as well get
remote server changes as quickly as possible.
Since the Network Folder is synced in real time, it is included in the Cloud Storage totals in the

Main Dashboard.

Note that when using Automatic sync option, the "Remote Delete" option is enabled
automatically and cannot be disabled.
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Delete Remote Network Files

By default, during syncing, deleted local network files and folders are not deleted on the remote
server for security.

¢ You can enable the FileCloud server to delete remote network files with offline access during
syncing if necessary

¢ Your administrator must configure Network Folder Details to allow you to select this setting
To delete Remote Network Files with offline access:

1. In the system tray, right-click on the FileCloud Sync icon, and then choose Open.
The mini-dashboard opens.

2. Click Dashboard.
The main dashboard opens.

In the navigation pane of the dashboard, click Network Folders.
Select a Network Folder.

In the Folder Details section, check Remote Delete.

Click Save.

SN

Centralized Configuration

When Sync app behavior is controlled centrally, users of the Sync app cannot add or remove offline
folders or change the settings for any of the existing ones added through centralized configuration.

When a user tries to make any changes, the following message is displayed - "Centralized
Configuration is being applied. Settings cannot be changed. Please contact your administrator for
assistance."

If you are an administrator, see Configure Centralized Device Management.

Backing Up Files

In addition to syncing files automatically, you can also back up specific folders in your Windows, Mac
or Linux Desktop to FileCloud for safekeeping.

Folders selected for backup are automatically backed up on a schedule selected by the user.
Configure which files are backed up
Configure the backup schedule

View and restore backups
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Important Note: Backup must be enabled by your FileCloud administrator to allow you to back up
your computer's files and folders. If your administrator has disabled backup, you will not see the
Backup link in the navigation pane of the main dashboard.

The following procedure explains how to add or modify file and folder backup in Sync after you have
logged in. To set up backup when you log in to Sync, see Step 4 Backup Folders.

To select the files you want backed up:

1. Launch FileCloud Sync by right-clicking on the icon in your system tray and then selecting Open.
2. In the mini-dashboard, click Dashboard.

3. In the navigation pane of the main dashboard, click Backups.

ﬁ Sync for FileCloud

@ FiLecLoud

!: Dashboard

25 Activity
CONFIGURATION

& Cloud Storage
! Network Folders
&9 Backups

MISC

X Settings

Q Help

- X

a“, jenniferp ¥

Backup Folders

If your administrator has enabled backups to FileCloud, you can select folders to be
backed up on a regular basis.

Select Folder to Back Up Add Folders

C:\Custom Images Every 30 Mins 0B x

4. Click Add Folders.

The Select Folders dialog box opens.
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6 Sync for FileCloud - O X

Select Folders

Schedule ~Every 30 Mins v

() Email notification after backup completes

AddTo Backups

5. Expand the directory to the folder that you want to back up.

6. In Schedule, choose how often you want to back up the folder.

7. Check Email notification after backup completes if you want to be notified each time the folders

in the directory are backed up.
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8. Click Add to Backups.
@ Sync for FileCloud - O X

Select Folders

¥ uowinuaus

» Drivers

+ Dual Enroliment
» Family

» Graphics

» Intel

» Misc

» Name Folders

Schedule ~Every 30 Mins v

Email notification after backup completes
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The Select Directory dialog box closes and the folder is added for backing up.

@ Sync for FileCloud - X
@ FiLecLoud a“, jenniferp ¥
B2 Dashboard Backup Folders
25 Activity If your administrator has enabled backups to FileCloud, you can select folders to be

backed up on a regular basis.
CONFIGURATION

Select Folder to Back Up Add Folders
& Cloud Storage
C:\Custom Images Every 30 Mins 0B X
B Network Folders .
C:\Dual Enrollment Every 30 Mins 0B X
g Backups
MISC
X Settings
Q Help

Configure the Backup Schedule

Important Note: Backup must be allowed by your FileCloud administrator. If your administrator has
disabled backup, you will not have the option to set up backup.

By default, folders selected for backup are backed up every 30 minutes.

To change the schedule:

1. Launch FileCloud Sync by right-clicking on the icon in your system tray and then selecting Open.
2. In the mini-dashboard, click Dashboard.

3.

4. Select a folder path in the box.

In the navigation pane of the main dashboard, click Backups.

Below it, folder details including its schedule are displayed.
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7] Sync for FileCloud

@@ FiLecLoud

== Dashboard

25 Activity
CONFIGURATION

& Cloud Storage
B Network Folders
&9 Backups

MISC

L2 Settings

Q Help

e L

Backup Folders

If your administrator has enabled backups to FileCloud, you can select folders to be

backed up on a regular basis.
Select Folder to Back Up

C:\Custom Images Every 30 Mins
C:\Dual Enroliment Every 30 Mins

Folder Details

Folder: C:\Custom Images
Stats: Schedule:

0 folders, O files, 0 B === | Every 30 Mins
synced, 0 ignored

Last Run: 2020-10-21 13:35:54

Time Taken for Last Run: 1 secs

() Email Notification after backup completes

- X

% jenniferp ¥

Add Folders
0B X
0B X

'm

5. In Schedule, choose a new time interval or Manual or Custom (the last two options in the drop-

down list).

If you choose a new time interval, sync runs immediately after you save the setting, and at the
specified interval from that time on.
If you choose Custom, the following dialog box opens.

Select folder

Sync: O Every day

@® Choose specific days of the week

E\Sunday E‘Monday ‘:\Tuesday E‘Wednesday

[ JThursday (vFriday [ JSaturday

Start time:

12

v

00 v AM w

Save Cancel
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a. Set up your custom schedule. You can only choose one Start Time that the custom backup

runs.
b. Click Save.

c. Torun a backup now, click Run Now.

Viewing and Restoring Backups

Viewing Backups

Files on your computer are backed up to your FileCloud My Files/backups folder.

You can view the backups folder by opening FileCloud in your web browser and opening your My Files/

backups folder.

ﬁ FILECLOUD

Ba AllFiles o
> My Files
> Team Folders ® -

> Network Shares ®

> Shared with Me

© Recent Documents v \

A~ > MyFiles

My Files

—
- backups

Q Search

© Add Files and Folders c

aus
Modified Size sss

Jul 24, 2020 4:08 PM
by you

Tﬁe backups folder includes a sub-folder for each device that is backed up to FileCloud. Each device
folder includes a sub-folder for each folder backed up from that device.

A -~ > MyFiles > backups
backups
Name -~  Filter ltems

. jenniferp_client_logs

. DESKTOPN71N3EH

© Add Files and Folders ¢

Modified Size ass

Jul 24, 2020 4:08 PM
by you

Oct 15, 2020 3:18 PM
by you

0 Note that backed up files are included in the total storage allocated to you in FileCloud.
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Restore Backups

You can restore backups from the FileCloud server by downloading backed up files using the web
portal, FileCloud Drive or the WebDAV app.

Old Versions of Files in Backup

When you edit and modify files that are being backed up, new versions will be uploaded to FileCloud,
and it will create a new version of that file. So it is possible to roll back to a previous version.

Deleted Files and Folders in Backup

When files and folders are deleted in a folder that is backed up, they are not removed from the
FileCloud backup folder. So if files or folders are deleted accidentally, the backup files are not
removed. If you want to remove backed up files or folders you must delete them directly from the
FileCloud web portal.

Globally Backing Up User Files and Folders

This topic is for use by admins.

You can configure Sync backup so that specific local paths on all users' computers and devices are
backed up. This ensures that certain user content, including configuration files, is always backed up
and easy to restore.

Requirements:

¢ Endpoint Backup must be enabled for FileCloud Sync from the Admin Portal.

¢ FileCloud Sync must be installed on the users' computers and Remote Management must be
enabled.

¢ The Sync users' policy in the Admin portal must include this custom device configuration for
Sync.

To configure Sync to globally back up users' files and folders:

1. Enable Endpoint Backup for FileCloud Sync from the Admin Portal.

a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

(@]
the Settings navigation page, click Endpoint Backup .
The Endpoint Backup settings page opens.

b. Enable the Allow Users To Backup option and click Save.
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EndeInt BaCkup D Reset to defaults ]

Allow users to back up

6

Enable users to back up with FileCloud Sync app.

Allow camera uploads

Allow automatic backup of photos and videos from mobile devices.

Backup path

Root storage path for user backups. Admin can override in user details. If "My /SUSERNAME/backups/
Files' is disabled, admin must specify a new path in user details for each user.

Backup notification email

Email for notification of backup status

2. Install FileCloud Sync and enable Remote Management
For the device configurations set up in policies to take effect, enable remote management in
FileCloud Sync.

a. To enable remote management:
either:

¢ Have users manually enable the Remote Management option in the FileCloud Sync
App. They can either do this on the Get Started screen when they log in or in the
Settings screen after they log in.
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ﬁ Sync for FileCloud

@ FlLECLOUD

Welcome to FileCloud Sync!

@ English v

FileCloud Sync allows you to keep a local copy of remote files. Changes you
make to the local files are automatically copied to the remote ones.

Select Your Sync Folder

Locally synced files are downloaded to this folder. Make sure you have enough

space to store all downloaded files.

Local Sync Folder:
C:» FileCloud

Allow Remote Management

Enable your organization to centrally manage your file synchronization

settings.

(v] Allow Remote Management @

/

Allow Remote Management in the Get Started screen.

@ Sync for FileCloud

@ FlLECLOUD

== Dashboard Sync folder location

25 Activity

Upload and download
Configuration

& Cloud storage
Active sync hours
y Network Folders

49 Backup folders Remote management

Misc Proxy settings
£ settings

Language
0 Help

Sync frequency

Miscellaneous

=) X

o jenniferp ¥

C:\SyncContent
Open Sync folder Change

Global: Unlimited =~ Scheduled:Unlimited
Change settings

Disabled
@ cnabled @t——

Disabled
English v
120 seconds

2\ Show notifications for Sync activity
v Run at Windows startup
| FFO Office integration

[v] Automatic locking in FFO

"] Show lock status in icon overlay

Allow Remote Management in the Settings screen.

or:

¢ Enable the remote management setting for a mass deployment (set
allowcentralmgmt to 1). See Mass Deployment - Default Configuration Support for

FileCloud Sync - 104



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

help with the configuration.
Mass deployment registry entries must be created before FileCloud Sync is initialized
in the users' local machines or the configuration in the registry will not take effect.

® You may set a registry key to hide the Allow Remote Management and Remote
Management settings in Sync so that users cannot disable remote management.
See Device Configuration XML For Sync for instructions.

3. Inthe policy used by Sync users, set a default device configuration for FileCloud Sync.
For help creating the XML, see the Device Configuration XML documentation for Sync.

a. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
I
the Settings navigation page, click Policies @ .

The Policies settings page opens.

Policies

New Policy
New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 0 0 0 08X
TEAM FOLDER POLICY 1 0 08X

« < Page‘ 1 ‘of1 > »

2 rows

b. Edit the policy assigned to the user or group.
c. Click the Device Confgiuration tab.
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Enter the configuration in XML format.

Effective Policy: "Global Default Policy" (]

-

General 2FA User Policy Client Application Policy Device Configuration Notifications

Some policy settings will not be applicable for Guest and External users.

Device Configuratior

<xml> i~
<cloudsync>

<allowuserconfigforbackup>0</allowuserconfigforbackup>

<offline_folder_count>7</offline_folder_count>
<offline_folder_1>C:\Users\${USER}\AppData\Roaming\Microsoft\Outlook|/${USERID}/backups/${USERI
D}/Outlook|1|30m|1|0|0</offline_folder_1>
<offline_folder_2>C:\Users\${USER}\Pictures|/${USERID}/backups/${USERID}/Pictures|1|30m|1|0|0</offl
ine_folder_2>
<offline_folder_3>C:\Users\${USER}Desktop|/${USERID}/backups/${USERID}/Desktop|1|30m|1]|0|0</off "+
line_folder_3> Y

Cancel “ “

Below is a sample script to use:

<xml>

<cloudsync>

<allowuserconfigforbackup>0</allowuserconfigforbackup>
<offline_folder_count>7</offline_folder_count>
<offline_folder_1>C:\Users\${USER}\AppData\Roaming\Microsoft\Outlook|/$
{USERID}/backups/${USERID}/Outlook|1|30m|1]|0|0</offline_folder_1>
<offline_folder_2>C:\Users\${USER}\Pictures|/${USERID}/backups/${USERID}/
Pictures|1]|30m|1|0|0</offline_folder_2>
<offline_folder_3>C:\Users\${USER}\Desktop|/${USERID}/backups/${USERID}/
Desktop|1|36m|1]|0|0</offline_folder_3>
<offline_folder_4>C:\Users\${USER}\Music|/${USERID}/backups/${USERID}/Music|1
|30m|1|0|0</offline_folder_4>
<offline_folder_5>C:\Users\${USER}\Favorites|/${USERID}/backups/${USERID}/
Favorites|1|30m|1|0|0</offline_folder_5>
<offline_folder_6>C:\Users\${USER}\AppData\Roaming\Microsoft\Templates|/$
{USERID}/backups/${USERID}/Office_Templates|1|30m|1]|0|0</offline_folder_6>
<offline_folder_7>C:\Users\${USER}\Documents|/${USERID}/backups/${USERID}/
Documents|1|30m|1|0|0</offline_folder_7>

</cloudsync>

</xml>

Notice that the first parameter in Line 5 of the XML above is the local path of the user’s
computer. The lines after it are the other local directories that need to be included in the
Sync Backup.
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e. Save the configuration.
Now, the folders specified in the configuration settings will be backed up for all Sync users
when a Sync backup runs.

You may set a registry key to hide the Allow Remote Management and Remote
Management settings in Sync so that users cannot disable remote management. See Device
Configuration XML For Sync for instructions.

You may set a registry key to hide the Allow Remote Management and Remote
Management settings in Sync so that users cannot disable remote management. See Device
Configuration XML For Sync for instructions.

You may set a registry key to hide the Allow Remote Management and Remote
Management settings in Sync so that users cannot disable remote management. See Device
Configuration XML For Sync for instructions.

You may set a registry key to hide the Allow Remote Management and Remote
Management settings in Sync so that users cannot disable remote management. See Device
Configuration XML For Sync for instructions.

Managing Files in File Explorer

A If you are using FileCloud Sync with Mac 0SX, you must enable the FileCloudSync extension in your
system to be able to view right-click options in explorer. See Mac OSX Finder Right-Click Extension
for help.

You can use FileCloud Sync to synchronize your files with the FileCloud Server.

FileCloud Sync appears as a folder in a file explorer window in Windows Explorer or Mac OSX Finder.
It's sub-folders are My Files, Network Folders, Team Folders, and Shared with Me.

Sync is an alternative to using the user portal to access files stored on the FileCloud Server. With Sync,
the files are stored locally, and you work on them locally.
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In this section:

Browse My Sync Files

FileCloud Sync appears as a mapped drive in a file explorer window in Windows Explorer and Mac OSX
Finder.

To open Sync in file explorer

1. In your system tray, right-click on the Sync icon and choose Open.

2. At the bottom of the mini-dashboard, click the folder icon.
‘ﬁ Sync for FileCloud = X ‘

@@ FiLECLOUD Ojennifer -

@ SyncisOn Sync now

o Cloud storage 539.18 MB
Idle
Network Folders & Backups 0B
Idle

466 uploaded
% 1:31 PM Completed

zip_2MB_6437ed536d616.zip

1:31 PM Completed

% viewtracker-views-export-jennifer...

:31 PM Completed

a8 B Q e

Dashboard Website Search Settings
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Your Sync folder in file explorer opens. It has the same folders for My Files, Network Folders,
Shared with Me, and Team Folders that appear in the FileCloud user portal.

&~ v P ﬁ > This PC » Documents » FileCloud
Fax A Name
FileCloud
@ reriod My Files
My Files Network Folders
Network Folders Shared with Me
Shared with Me Team Folders

Team Folders

Navigate to files and sub-folders as you do for any other files and folders in your explorer
window.

To view FileCloud options:
¢ Right-click on a file or folder and choose Show more options, then hover over FileCloud Sync to
view the FileCloud options.
Archival path ] r I

Archival policy © r

< |

Give access to >
Berkshires Rockport 2022 r

Restore previous versions

DI 19-20 Include in library > T
Employees Pin to Start r
equipment FileCloud Sync . Share link
estate data Copy as path View properties
estate documents Send to N View in FileCloud site
. Lock folder
u
folder0 Unlock folder
Copy

m_ folder1 r

Sharing Files in Sync

File sharing allows you to provide public or private access to files stored in FileCloud and saved in your
Sync folders.

While files can easily be shared by emailing them to someone, sharing files using Sync allows you to:

* Keep track of who you have shared a file with

¢ Add comments about the file

* Monitor file versions

¢ Control changes people make to the file or folder by setting a combination of permissions.
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* Have an allocated amount of personal file storage in a common file system

You can share a file in many different ways.

Requires a FileCloud i .
Permissio
Account
ns
© Anyone with the @ View
link )
can access Download

@ Invite those without = @ View

an account to create (/]
one Download

@ Share

Set Options

@ Share Name
@ Expiration

@ Restrict
Downloads

@ Notifications

@ Require
Password

© Share Name
@ Expiration
@ Notifications

Share with
Everyone

o

© Add Groups to
share

with multiple users
at once

FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

Share with a
Specific User

]

@ With a FileCloud
account

To create a share or manage it, select the Share Link option from the right-click menu.

If the file is already being shared, click the Share Link option to edit or manage the share.

The Share link window opens. By default, the share is private but no recipients are included. You
can add recipients, or make the share public (allow anyone with the link to view the share), and
send the link to the person or people you want to share it with.
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Share link for Admin hold [x)

Share link

http://127.0.0.1/url/yhsxcdiydywevg6t

Shared folder
My Files > Admin hold

Share options Share history

Share name: Admin hold Change
Expires: Never expires

Send email notifications: Yes

Sharing permissions: Allow anyone with link

Allow anyone with link and password

® Allow selected users and/or groups

User @ 3 1

-n -n
View Download Upload

No entries

In this section:

Sharing Files Publicly in Sync

<

Share Sync

Q

w ted

Delete Manage

By default, file shares are private, and you can make them available to specific people. You can share a
file so that anyone can access the file even if they don't have a FileCloud account.

When you share a file:

¢ A Share link window opens to provide the link. By default the share is private.

¢ Under Share options you can change the share to Allow anyone with link.

¢ You can send the link in an email inviting users to access the share.

Create a public share:
In your system tray, right-click the Sync icon and choose Open.

1. At the bottom of the mini-dashboard, click the folder icon.
Your Sync folder in file explorer opens.

Fax A Name Status
ﬁ FileCloud My Files
My Files Network Folders

Network Folders

a

Shared with Me

<}

Shared with Me Team Folders

<]
<]

Team Folders

a

Date modified

10/15/2020 3:37 PM
9/9/2020 3:39 PM

6/15/2020 9:59 AM
6/15/2020 9:59 AM

Type

File folder
File folder
File folder
File folder
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2. Navigate to the file or folder you want to share, then right-click on it and choose Show More
Options. In the next menu choose FileCloud Sync > Share Link.

FileCloud Sync  ==ccddi Share link

&« » v AN > ThisPC > 0S(C:) > SyncContent > My Files
Copy as path View properties
HumanResourcesTeam Name " 12 Share View in FileCloud site
Intel LULIUYT 1IN _13d Restore previous versions Lock file
Misc ! 2023-24 CSS Profile_Si . N Unlock file
&' ActiveSyncHours,jpg PR e
MyfFileCloudData if AD troubleshooting.d Cut Microsoft Word D... 58 KB
Perflogs @ annuityjpg Copy JPG File 76 KB
Program Files @ bank statement - Cop Create shortcut Microsoft Excel Te... 40KB
Program Files (x86) # | BMNT-59 Double Van Delete DWG File 005 KB
Sewanee B certificate of deposit - Rename Microsoft Excel W... 35KB
® certificate of deposit : Adobe Acrobat D... 73KB
g SyncContent . P . i
. @ Colortagging.png roperties PNG File 88 KB
A= B customerlist.txt / Text Document 325KB
Network Folders B customers.docx Microsoft Word D... 14KB
Shared with Me E Electronic info agreement.docx Microsoft Word D... 0KB
Team Folders ® Enterprise File Sharing Best Practices - Fil... Adobe Acrobat D... 414KB

The Share link dialog box opens. By default the share is private.

3. Under Sharing permissions, click Allow anyone with link, Allow anyone with link and password,
or, if it's available, Allow anyone with Secure Web Viewer Link and a password.

4. Change any of the other options under Share options. See Sync: Share options for files for
information about these settings.

5. To copy the link, click the Copy Link icon at the top of the screen.

Share link for customers.docx (x]

copy link
Share link /
https://zerg.codelathe.com/... esfwekdzdkfrpt3t Modify link g
Shared file

My Files > customers.docx

Share options Share history

Share name: iILRQuURFjeYsDvgw Change
Expires: Never expires
Max number of downloads: No Restrictions

Send email notifications: Yes / change to public share

Allow | View + Download v

Sharing permissions: ® Allow anyone with link

Allow anyone with link and password
Allow selected users and/or groups

Allow anyone with Secure Web Viewer Link and a password

Remove share

FileCloud Sync - 112



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

Sharing Files Privately in Sync

When you share a file privately, you share it only with existing FileCloud users or groups, but you can
invite a new user to create a FileCloud account and then access the share.

Sharing files privately:

¢ Provides more security than sharing files publicly.
¢ |s useful when you only have a small number of people you want to share with.
¢ Requires the user to log in with a FileCloud account to access the file on the User Portal.

Users have the following permission options in private shares:

Permission Description

Read permitted Read permission allows users to view, browse and download files.
Removing read permission removes the user from the share completely.

Download permitted = Download permission allows the user to download and save the file.

Share permitted Share permission allows the user to share your file with other users.
Share permission can be provided only if read and download permission are already
provided.

To share files privately in Sync

The procedure for sharing a file privately from the Sync folder in content explorer is nearly identical to
the procedure for sharing a file privately from the user portal, Only the first few steps for selecting the
file and choosing to share it are different.

Initial steps for sharing a file from Sync:

1. In your system tray, right-click on the Sync icon and choose Open.

2. At the bottom of the the mini-dashboard, click the folder icon.
Your Sync folder in file explorer opens.

Fax ~ Name Status Date modified Type
FileCloud
G fletlou My Files 10/15/2020 3:37 PM File folder
My Files Network Folders 9/9/2020 3:39 PM File folder
Network Folders Shared with Me 6/15/2020 9:59 AM File folder
Shared with Me Team Folders 6/15/2020 9:59 AM File folder

Team Folders

<]

3. Navigate to the file or folder you want to share, then right-click on it and choose Show More
Options. In the next menu choose FileCloud Sync > Share Link.
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o o Ch v e .
@ syncContent &) Test testpptx 4/13/2023 451 AM Microsoft PowerPo. 33KB
My Files Test test_6437ed536¢791.pptx 240093 0.0 A2 ~==soft PowerPo. 33KB
Network Folders =) testmd Open le 1KB
Shared with Me test_6437ed536ceb3.docx soft Word D.. 12 KB
Team Folders &/ Tips and Tricks.txt Jocument 1KB
SyncFolder H‘ Travel.png e 73 KB
TeamFoldersyncold viewtracker-views-export-jennife soft Excel Co. 7372KB
viewtracker-views-export-jennife soft Excel Co. 1,013 KB
TurboTax viewtracker-views-export-jennife soft Excel Co. 349 KB
Users &/ Web page reminder.txt locument 1KB
Windows & WF Example image 1.png FileCloud Sync > Share link
xampp & WF Example image 2.png Copy as path View properties

& WF example image 3.png & Share
i WOPI Content-Security-Policy.pd

zip_2MB_6437ed536d616.zip

xampp_2022-06-15-10-08-32
xampp_2022-07-20-12-28-29
xampp 2022-08-03-15-06-33

The Share link dialog box opens. By default, the file is shared privately.

View in FileCloud site
Lock file
Unlock file

Restore previous versions

Send to >

4. Goto Sharing Files Privately and continue from Step 2.

Sync: Share options for files
When you initially share a file or when you edit the share, you can add share options.

Note: To configure share options for a file that has already been shared, right-click a file in the Sync
folder and choose Share FileCloud Link.

Perform advanced share actions:

1. In your system tray, right-click on the Sync icon and choose Open.

2. At the bottom of the mini-dashboard, click the folder icon.
Your Sync folder in file explorer opens.
v ﬁ SyncContent Name

My Files My Files

Network Folders
Shared with Me

<]

Network Folders

<
<]

Shared with Me

<]
<]

Team Folders Team Folders

<]
<]

3. Navigate to the file or folder that you want to share, then right-click on it and choose Share
FileCloud Link.

G SyncContent Name Size
My Files & customerlist.ixt ument 325KB
Network Folders customers.docx t Word D... 14 KB
Shared with Me Electronic info agreement.docx t Word D.. 0KB
Team Folders & Enterprise File Sharing Best Prac crobat D. 414 KB
Ej Feature List.xIsx t Excel W 8KB

SyncFolder
2| file_example_MP3_700KB_6437e 747 KB

TeamFolderSyncold .
2/ file_example_MP4_480_1_5MG_€

FileCloud Sync > Share link
TurboTax &) file_example_PPT_250kB_6437ec c "
. opy as pa View properties
Users file_example XLS 1000 6437eds - ' w_p .p I §
Windows & file0_6437ed5367cf0.txt = ore . Viewn Flecioud ste
» . Restore previous versions Lock file
Xampp file1_6437ed53681f5.txt

xampp_2022-06-15-10-08-32

The Share link dialog box opens.

& file2_6437ed536848b.txt

Send to

By default the share is private.

Unlock file
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Share link for customers.docx (x)

Share link
http://127.0.0.1/url/rgzbjbahapex6dmp Modify link E
Shared file

My Files > customers.docx

Share options Share history

Share name: customers.docx Change
Expires: Never expires

Max number of downloads:  No Restrictions

Send email notifications: Yes

Sharing permissions: Allow anyone with link
Allow anyone with link and password

@ Allow selected users and/or groups

~ -
User ® .‘. .?. < ~ u *

‘ View Download Upload Share Sync Delete Manage

| No entries v

4. Click the icons beside the share link to perform basic actions on it.

Share link for customers.docx X

Copy link Email link

Share link
http://127.0.01/url/rqzbjbahapex6dmp Modify link E
Shared file

h
My Files > customers.docx Open link

¢ Click Copy Link to paste the link into a message or email.
¢ Click Open Link to view the shared file in the FileCloud user portal.
¢ Click Email Link to email the link to one or more users.

5. Change any of the values under Share Options, and click OK.
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Share options Share history

Share name:
Expires:

Max number of downloads:

customers.docx Change
Never expires

No Restrictions

Send email notifications: Yes

Sharing permissions:

Advanced
option

Share Name

Expires

Max number
of downloads

Send email
notifications

Password
(Public
Shares only)

Allow anyone with link
Allow anyone with link and password

® Allow selected users and/or groups

To change

Click the link, and enter a new name in Share Name. This is useful if you want to give the
share a descriptive or memorable name.

Click the link, and click Yes, then choose an expiration date in the date picker.

Click No Restrictions, and select Restricted to. In Max download allowed, enter the
maximum number of downloads. This enables you to prevent excessive distribution of the
file.

Yes, by default. Notifies you when the recipients make changes to the share. Click Yes and
select No to stop receiving these notifications.

Click the link, and click Yes. You may use the automatically generated password or change it
to a more descriptive or memorable one. Check Show Password to check what you've
entered.
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Ad\{anced To change
option

Sharing Select an option:
permissions

¢ If you select Allow anyone with link, the share is public.

¢ If you select Allow anyone with link and password, the share is public, and users must
enter a password to view it. When you choose this option, a password is automatically
generated and listed, but you may change it.

Sharing permissions: Allow anyone with link
@ Allow anyone with link and password
Allow = View + Download v 4gbpexhk @

Allow selected users and/or groups

o (Default) If you selected Allow selected users and/or groups, the share becomes
private and you may add specific users and groups.
Sharing permissions: Allow anyone with link
Allow anyone with link and password

@ Allow selected users and/or groups

User ® .‘. .?. < l’u’
o ownlo are sync

u
i

o
z
@

When available:

¢ |f you choose Allow anyone with Secure Web Viewer Link and a password, the share is
public, and users must view it using a password through a secure viewer. See Using the
Secure Web Viewer for more information.
For help inviting users and groups and setting their permissions, see:
Sharing Files Privately
Public Share Options for Files
Private Share Options for Files

Lock and Unlock Files in Sync

You can set a lock to prevent other users from opening a file.
Locking tells other users that you are actively using that file.
When a file is locked, the following conditions apply:

¢ The owner of the lock has full access to that file and can modify it
¢ An Admin can always override a lock
¢ Users can download and view the locked file

¢ Users cannot modify the locked file

When you lock a file, all of the following clients will be subject to the lock restrictions:
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¢ User Portal accessed from a web browser
¢ FileCloud Drive

¢ FileCloud Sync

¢ Mobile clients

o WebDAV

To lock a file:

1. In your system tray, right-click the Sync icon and choose Open.
2. In the mini-dashboard, click Open.
Your Sync folders open in file explorer.

3. Navigate to the file you want to lock, right-click it, and choose Show more options. Then choose
FileCloud Sync > Lock file.

ROlLE et

FileCloudCommData &j AD troubleshooting.docx 5/16/2023 . KB
HumanResourcesTeam hj annuity,jpg 2/9/2023 1 ERERETRE > k8
Intel bank statement - Copy.xltx 5/29/2020 Open with > k8
Misc BMNT-59 Double Vanity.dwg ] KR
certificate of deposit - Copy.xisx FileCloud Sync 2 Share link
MyFileCloudData & certificate of deposit 2021 - Copy.pdf Copy as path View properties
Perflogs &' Color tagging.png Share View in FileCloud site
Program Files & customerlist.txt Restore previous versions Lock file
Program Files (x86) customers.docx . N Unlock file
G SyncContent aﬂ Electronic info agreement.docx 5/22/2023 . KB
My Files u'\ Enterprise File Sharing Best Practices - Fil..  12/2/2021 cut KB
Network Folders Feature Listxlsx 3/7/2023 3 Copy K8
Shared with Me 2/ file_example_MP3_700KB_6437ed536d13.. 4/13/2023 Create shortcut KB
Team Folders 2/ file_example_MP4_480_1_5MG_6437ed53.. 4/13/2023: Delete KB
ﬁ file_example_PPT_250kB_6437ed536c480... 4/13/2023 Rename KB

If you have checked Show Lock Status in Icon Overlay in Sync Settings, the red lock overlay icon
appears on the file.

v ActiveSyncHours.jpg

E: AD troubleshooting.docx
[ annuity.jpg

E_I bank statement - Copy.xltx
® | BMNT-59 Double Vanity.dwg

To unlock a file:

1. Right-click the file you want to unlock, and choose Show more options. Then choose select
Unlock FileCloud File.
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.ontent > My Files
=

Name

tools

Trash Retention
TWP project

Web Content
2023-03-13_15h27_
2023-03-15_14h07_
& 2023-24 CSS Profil
i ActiveSyncHours,j

(< il < < B < B < < |

E AD troubleshootin,,.... .

[ annuity.jpg

The file is unlocked:
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FileCloud Sync >

Copy as path
Share

Restore previous versions

Send to >

Cut
Copy
Create shortcut

Delete

Rename

Properties

2/9/2023 11:01 AM

& 2023-03-13_15h27_14.png
& 2023-03-15_14h07_13.png
& 2023-24 CSS Profile_S.pdf
i ActiveSyncHours.jpg

55 AD troubleshooting.docx

2| annuity.jpg

Lock and Unlock Folders in Sync

You can set a lock to prevent other users from opening a folder.

Locking tells other users that you are actively using that folder.

When a folder is locked, the following conditions apply:

« The owner of the lock has full access to that folder and can modify it

¢ An Admin can always override a lock

e Users can download and view the locked folder

¢ Users cannot modify the locked folder

Share link

View properties

View in FileCloud site
Lock file

Unlock file

File folder

File folder

File folder

PNG File

PNG File

Adobe Acrobat D...
JPG File

Microsoft Word D...
JPG File

When you lock a folder, all of the following clients will be subject to the lock restrictions:
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¢ User Portal accessed from a web browser
¢ FileCloud Drive

¢ FileCloud Sync

¢ Mobile clients

e WebDAV

To lock a folder:

1. In your system tray, right-click the Sync icon and choose Open.

2. In the mini-dashboard, click Open.
Your Sync folders in file explorer open.

3. Right-click the folder you want to lock, and choose Show more options. Then choose FileCloud

Sync > Lock folder.
Name ~ FileCloud Sync > Share link
Copy as path View properties
Accounts L .
. Send to View in FileCloud site
Admin hold
. Lock folder
Archival path Cut
. . Unlock folder
Archival policy Copy
Berkshires Rockport 20, File folder
Create shortcut .
Employees File folder
. Delete .
equipment File folder
estate data AT File folder
estate documents Properties File folder
Financial 3/19/2043 207 PM File folder

If you have checked Show Lock Status in Icon Overlay in Sync Settings, the red overlay icon
appears on the folder.

B Financial 5/19/2023 2
folder 4/14/2023 11
folderl 4/14/2023 11
folder2 4/14/2023 11
folder3 4/14/2023 11
folderd 4/14/2023 11
folder> 4/14/2023 11
folderb 4/14/2023 11

To unlock a folder:
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1. Right-click the folder you want to unlock, and choose Show more options. Then choose
FileCloud Sync > Unlock folder.

FileCloud Sync > Share link
Name
Copy as path View properties
Acooumts Send to y View in FileCloud site
Admin hold - Lock folder
i t
firchion path . Unlock folder
Archival policy Copy . SRS
Berkshires Rockpc C et File folder
Employees Delete File folder
equipment Rename File folder
estate data File folder
estate documents Properties File folder
A Financial 5/19/2023 2:07 PM File folder
The folder is unlocked:
Employees 4/11/2023
equipment 4/11/2023
estate data 4/11/2023
5/11/2023

Financial 5/19/2023
folderD 4/14/2023
folderl 4/14/2023

Create a Direct FileCloud Link in Sync

You can use this option to create a link to a share that can be accessed by users who are already part
of the share.

The Direct Link option works only with items in the following folders:

¢ Shared with me
e Team Folders

When members of the share click the link, they are prompted to log in to FileCloud, and then they
are taken directly to the selected folder or file.
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In the Shared With Me or Team Folders sections, you may create a link to a folder or a file to send to

users in an existing share without creating a new share.

When users click the link, they are prompted to log in and then taken directly to the selected folder or

file.

A Limitation

For Team Folders, direct links to files in sub-folders that are created by users who have access to
the parent folder and sub-folder will not work for users who only have access to the sub-folder,
because the links will include the parent folder path, which does not exist in the file structure of

those users.

To create a direct link:

1. Navigate to the file or folder in Shared With Me or Team Folders.

2. Hover over the file or folder and click the Direct Link icon.

ﬁ FILECLOUD

Ba AllFiles a
> My Files
> Team Folders ®
> Shared with Me
© Recent Documents v
W Starred v
« Shared by Me
%, Workflows

B File Operations

a- > > Resources

Resources

(7] Name

:\ CompanyProcedures.txt

A Direct Link is Ready message pops up.

ﬁ FILECLOUD

Bm AllFiles a
> My Files
> Team Folders ®

> Shared with Me
© Recent Documents v
W Starred v
« Shared by Me
. Workflows

B File Operations

3. Click Copy Link.

© Add Files and Folders c

Modified Size

ar > > Resources

Resources

Name

CompanyProcedures.txt

© Add Files and Folders ©

Modified Size

Direct Link is Ready

4. Paste the link into an email or a file, and send it to users.
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To create a direct link:

1. In your system tray, right-click the Sync icon and choose Open.

2. In the mini-dashboard, click Open.
Your file explorer opens and displays the Sync folders.

3. Open Team Folders or Shared with Me.

4. Navigate to the item, then right-click it and choose Show More Options. In the next menu
choose FileCloud Sync > Create Direct FileCloud Link.

Program Files (x86) Name Date modified Type Size

@ SyncContent Example Folder

My Files Folder

Network Folders Human Resources

Shared with Me HumanResourcesTeam

Team Folders TestDoc 11/16/2(
SyncFolder
TeamFolderSyncold . N
Ll Restore previous versions
Users Include in library >
Windows Pin to Start
Xxampp
xampp_2022-06-15-10-08-32 FileCloud Sync > Share link
xampp_2022-07-20-12-28-29 Copy as path Copy direct link
xampp_2022-08-03-15-06-33 Send to > View properties
xampp_2022-11-28-14-09-30 an View in FileCloud site
Xampp_2023-03-31-11-43-48 Lock folder

D Unlock fold
xampp_2023-04-05-11-30-14 nlock folder

nnnnn 2022-N4-17-1N-14-25

Create shortcut

The direct link is created and copied to the clipboard. You can now paste it into an email or a
file.

Performing file explorer actions on Sync files

You can perform most file explorer actions on Sync files and folders. Follow the same procedures you
use to perform these actions on other files and folders in file explorer, and they are synced to the
FileCloud server. They include:

¢ Creating a new folder in your Sync folders.
Sync records this as an upload when it syncs with the FileCloud server.

¢ Deleting a Sync file or folder.
Sync records this a deletion when it syncs with the FileCloud server.

¢ Editing a Sync file or folder.
Sync records this as an upload when it syncs with the FileCloud server.

¢ Moving a Sync file or folder within Sync folders.
Sync records this as a deletion and an upload when it syncs with the FileCloud server.

¢ Renaming a Sync file or folder.
Sync records this as a deletion and an upload when it syncs with the FileCloud server.
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Delete Files and Folders in Sync

When you are in your Sync folders in your file explorer, you can delete a file or folder from FileCloud by
moving it from a Sync folder to a folder outside of your Sync folders. When the action is synced to
FileCloud, it is recorded as a deletion.

In the example below, the file Agreement to Receive Electronic Communication is moved from a sub-
folder in the Sync My Files folder to the external folder Requisition.

“— v > This PC_> Documents > FileCloud > My Files > DI 19-20 > Documents > v O
K :
estate documents ~ Name Date modified
external mE configuration 8/17/2020 2:52 PM
requisition am 8/17/2020 2:52 PM
- Custom Office Templates 8/17/2020 2:54 PM
, ::hty [ Move to requisition | dashboard 10/15/2020 3:24 PM
harry 8/17/2020 4:30 PM
ﬁ FileCloud |@] 01 Celebration 6/16/2020 8:26 AM
My Files &] ACTUAL DnD 2 8/17/2020 3:12 PM
Network Folders {09 Agreement to Receive Electronic Communication ~ 8/21/2020 1:32 PM
Shared with Me @ Annuity 8/21/2020 1:51 PM
Team Folders v <

When syncing occurs, the Agreement to Receive Electronic Communication file is logged as a
deletion:
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a FILECLOUD a] jenniferp ¥

@ SyncisON Sync Now

Cloud Storage 349.31MB

dle

Network Folder(s) / Backup 7.86 MB
Idle

Remote File: Agreement to Receive l

Electronic Communication.docx
3:40 PM Deleted

9 changed 5 conflicts 2 removed
3:38 PM

Local File: F
3:38 PM Deleted

a8 = i Q ©

Dashboard Open Website Search Settings

You can also delete the file through the normal process of right-clicking on the file or folder within the
Sync folders and choosing Delete.

Download a File in Sync

If you create a new file or folder in FileCloud, when Sync runs and the file is added to the local Sync
folder, it is recorded as a download action in Sync.

For example, the file onlinecourses.txt is created in a user's My Files folder in the FileCloud user
portal.

A - > MyfFiles

My Files

Name t Modified Size

a [ cr‘hn»:c-@urs»:-:ai.ut
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Sync records the action as a download because it downloads the new file to the local Sync My Files
folder.

ﬁ FILECLOUD a] jenniferp ¥

@ SyncisON Sync Now

Cloud Storage 439.83 MB
Detecting changes...

Network Folder(s) / Backup 47.63 MB
Idle
1 changed I
3:05 PM

onlinecourses.txt /

3:05 PM Downloaded

1 changed
3:03 PM
]
- =7 5 Q o
Dashboard Open Website Search Settings
Upload a File in Sync

How to upload files in Sync

Drag and drop files or folders into the Sync folders to upload them to FileCloud.
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Here, a user drags a file from an external folder and drops it into My Files:

&~ v P > ThisPC » OS(C:) » Graphics >

Documents 2
Documents

FileCloud

My Files

Accounts — Move to My Files
DI 19-20

Public Documents

u'; NewDesigns customer team
Network Folders
Shared with Me

Team Folders
¥ Downloads

" Favorites
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When FileCloud syncs, the action appears as an upload:

@ Sync for FileCloud — X
o jenniferp ¥
@ SyncisON Sync Now
Cloud Storage 439.30 MB
Idle
Network Folder(s) / Backup 4764 MB
Idle
1 uploaded
1:38 PM
bluemorpho.jpg e
1:38 PM Uploaded
Remote File: AppleTrees.jpg
1:34 PM Deleted
-
] (=7 B Q 2
Dashboard Open Website Search Settings

Restrictions on filenames and file extensions
Please note the following restrictions when uploading files to FileCloud:

¢ Files with the same name:

 If you upload a file with the same name and the same case as another file in the same
folder, it overwrites the file.

¢ |f you upload a file with the same name but a different case than another file in the same
folder, you cannot upload the file and the File Operations window displays a file name
conflict message.

« If you upload files with the same name but different file extensions, like myfile.doc and
myfile.docx, they are treated as different files.

¢ FileCloud cannot upload files with leading spaces in the filename.

« By default, files with the extensions php, php5, phar, and phtml cannot be uploaded into
FileCloud.

o For Admins \
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¢ To specify which file extensions may be uploaded into FileCloud, see Managing File Extensions
and Restricting File Extensions.

¢ To restrict certain filenames from being uploaded into FileCloud, see Restricting File Names.

Work with Comments in Sync
You can add comments to a file, or see version information by viewing the properties.
To view properties:

1. Launch FileCloud Sync by right-clicking on the icon in your system tray, and then selecting File
Browser.

2. A File Browser window opens, displaying the contents synchronized with FileCloud.

3. Right-click the item you want to view the properties for, and then select View FileCloud
Properties.

4. Use the following instructions to manage File or Folder Comments.
Resolve conflicts in Sync

Resolve a conflict from the Sync directory in file explorer:

1. Inyour system tray, right-click on the Sync icon and choose Open.
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2. In the mini-dashboard, click the Open Sync Folder icon.

|
a FILECLOUD a]jenniferp v

@ SyncisOn Sync now

Cloud storage 645.31 MB
=D | |

Network Folders & Backups 0B
Idle

% 3 changed 5 conflicts 13 removed l

2:26 Completed

% ActiveSyncHours.jpg

Completed

% FullSizeRender.MP4

2:26 PM Completed

. -
a8 B Q e
Dashboard Website Search Settings

File explorer opens and displays your Sync directory.

3. Open the folder in your Sync directory that contains the conflict file or folder.
A conflict file has a yellow warning icon over it and a name in conflict format in parentheses. It
appears above or below the local version of the file.

v @ FileCloud Sample Powerpoint File.pptx
> My Files & Sample Text File(Conflict_2022-12-14 11-05-33).txt

’ Network Folcers & Sample Text File.txt

Ll P T T T

4. Right-click on the conflict file, and choose FileCloud Sync > Resolve conflict.

. . ) @ Scan for viruses
@| Sample Text File(Conflict_2022-12-14 11-05-33).txt

o
&/ Sample Text File.txt FazneEh 5

FileCloud Sync > Share link
Copy as path View properties

|2 Share View in FileCloud site
Restore previous versions Lock file
SIS N Unlock file
ut Resolve conflict

17071 1740 M MICrOSOTT wora..

A Resolve Conflict dialog box opens.
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Resolve conflict [ x

Resolve the file synchronization conflict detected using one of the options below:

® Use local modified file: Sample Text File.txt Open local
Modified: 2023-03-15 14:44:47; Size: 147 B

Use remote server file: Sample Text File(Conflict_2022-12-14 11- Open remote
05-33).txt

5. If you want to check the content of either file before choosing which copy to save, click Open
local or Open remote.

6. Select Use local modified file: (filename) to discard the server file and keep your modified local
file.
or
select Use remote server file: (filename) to discard your modified local file and save the server
file.

7. Click Resolve, and confirm your change.
The conflict file no longer appears.

View a file or folder's details in Sync

1. In your system tray, right-click on the Sync icon and choose Open.

2. At the bottom of the the mini-dashboard, click the folder icon.
Your Sync folder in file explorer opens.

3. Inyour Sync folders, navigate to the file or folder.

4. Right-click the file or folder and choose Show More Options. In the next menu choose FileCloud
Sync > View properties.
annuity,jpg FileCloud Sync > Share link
bank statement - Copy.xitx Copy as path \\‘\‘-‘/ View properties

BMNT-50 Double Vanity.dwg |2 share View in FileCloud site

certificate of deposit - Copyxl
&) certificate of deposit 2021 - C«

Restore previous versions Lock file

Send to > Unlock file

& Color tagging.png .
f] customerlistixt cut Yocument 3258
customers.docx Copy soft Word D. 14K8B

Electronic info agreement.doc soft Word D. 0KB
Create shortcut

A Properties dialog box opens to the Details, Metadata, and Versions tabs.

5. To view file or folder details, remain on the Details tab.

FileCloud Sync - 131



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

Properties
0 O o
Details Metadata Versions

’ a Color tagging.png
May 11, 2022 9:01 AM

Path

A > jenniferp » Color tagging.png

Permissions
| v Read |
v Write |
‘ v Share
v Sync
v Delete

« If you are viewing details of a file, as in the image above, the filename and last modified
date are shown at the top of the Details tab.

¢ Under Path the path of the file or folder is listed.
¢ Under Permissions, your permissions for the file or folder are listed.

6. To see information about a file's versions, click the Versions tab.
The tab lists details of each version of the file and includes a download arrow beside each
version for downloading it.
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® 0 -O-

Details Metadata Versions
Version 2
2023-Jul-24 14:17:22
jenniferp
|
Version 1
2023-May-15 12:55:39
jenniferp

7. To see information about the files metadata, click the Metadata tab.
For information about working in the Metadata tab, see Work with Metadata in Sync.

Work with Metadata in Sync

You can view the metadata attributes for a file, or add an attribute if your administrator allows it.
To view or add metadata:

1. In your system tray, right-click the Sync icon and choose Open.

2. At the bottom of the the mini-dashboard, click the folder icon. In your Sync folders, navigate to
the file or folder.

3. Right-click the file or folder and choose Show More Options. In the next menu choose FileCloud
Sync > View properties.
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nnnnn ityjpg FileCloud Sync

bank statement - Copy.xitx Copy as path

A Properties dialog box opens to the Details, Metadata, and Versions tabs.

4. Click the Metadata tab.
The metadata sets available for the file or folder are listed.

Properties
Details Metadata Versions

Document Life Cycle metadata ©
Creation Date
May 15, 2023 12:55 PM M
Last Access

Jul 24,2023 2:17 PM -

Last Modification

Jul 24,2023 2:17 PM -

Check Sum

6f7feb9d7761f5e9852475f4b493b37cf614689df

5. View and if you have permission, add or modify metadata values.
For more information about metadata in FileCloud, see Managing Metadata.
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The FileCloud Sync app on Windows shows overlay icons on files and folders to indicate their sync

status.

The overlay icons appear on all files and folders inside MyFiles, Network Shares, Team Folders, and
Shared with Me.

Share with v New folder g== w
0 Name ¥ Date modified Type Size
®. advertisement 1/15/2014 9:51 AM  File folder
@ development 2/28/20141:13 PM File folder
®. Filecloud Pitch 1/14/2014 10:01 AM  File folder
#®. market research 3/5/201410:21 AM  File folder
@ partners 12/13/2013 5:220 PM  File folder
®. pressrelease 2/10/2014 3:45 PM File folder
8. release 1/16/20141:20 PM  File folder
g sales 3/11/2014 11:45 AM  File folder
7. testplan 3/11/2014 3:56 PM File folder
B testresults 3/5/2014 3:00 PM File folder
= g tral 12/5/201311:01 PM  File folder
®. workitems 1/16/2014 4:56 PM File folder
¥] Tonido i0S app press release.docx 2/10/201410:35PM  Microsoft Office ... 16 KB
The following icon overlays are currently supported.
Icon Status
No File or Folder is new and has not been synced to the sync server.
Icon
File or Folder has been synced to server and is up to date.
E File has been modified and has not yet been synced to the server.
& File is in conflict because changes have been made both in the server and locally. It needs to be

resolved by the user.

File is in a lock state and the owner must release the lock for other users to update it. The lock only
appears if you have checked Show Lock Status in Icon Overlay in Sync Settings.
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Mac OSX Finder Right-Click Extension

Mac OSX Finder Right-Click Extension

To include right-click sharing options with FileCloud Sync on Mac 0SX, you must enable FileCloud
Sync extensions.

1. Open your MacOS settings, and go to System Preferences > Extensions.
2. Search on extensions, and enable Finder Extensions for filecloudsync.

@ < 1 Extensions

Use Apple and third-party extensions to customize your Mac.

All . .
Al third-party extensions See all extensions that you have installed on your Mac.
Actions % y
Markup filecloudsync

Finder Extensions
Finder Extensions :
iCloud Drive, filecloudsync N Microsoft OneNote
Photos Editing Share Menu
Markup, Skitch e Skitch
Quick Look Actions
Reminders, Mail Photos Editing
Share Menu

Add to Reading List, Mail, and 6 mor...
Today

Weather, Stocks

Finder

Quick Actions and Preview Pane

Tourch Rar

Now when you go to the Sync folder in the Finder, icons appear to the right of files and folders,
and FileCloud Sync options appear in the right-click menu.

. My Files » | | Client Queries » [ | Contractors >
| Shared with Me 4 B Company [ d| | Deleg e
| Team Folders » [ ] Dell Uniity » B Fun Open in New Tab
|1 Demo » [ Perfo Move to Trash
| Documents » [ Sales
|| For Jean-Michel » [ Videa | [4 Share FileCloud Link
=) For Omar > % View FileCloud Properties
‘ IFF°’" Mac > View in FileCloud Site
| Incoming > . %
Media R a Lock Flle.CIoud Flle.
' Screenshots > @ Unlock FileCloud File
' SOLR > & Resolve Conflict
Get Info
Rename

Compress "Delegated Work"
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Searching in Sync
Beginning with FileCloud Version 20.2, users are able to search for files in Sync using the desktop
client.

How do | access the search window?

1. In your system tray, right-click on the Sync icon and choose Open.

2. In the mini-dashboard, click Search.
The Search window opens. The current path is your local Sync folder.

@ Sync for FileCloud - X
Search
C:/ .../ jenpe/ Documents/ FileCloud -

Q $earc|1 by keyword or filename

Include Folders Advanced Options

Enter a search string
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Basic and Advanced Search

Basic search view Advanced search view

Enter a search term. Searching begins Click Advanced Options in the Basic search to view the
automatically. The files and folders returned are Advanced Options fields. Choose any of the advanced
listed in the lower portion of the Search window. options:

Check Include Folders to search folder names as ¢ All, Name Only, Content Only,or Metadata

well as file names. e Daterange

« Filter by size (check the box, then enter a size
range)

Click Update to begin the search. The results appear in
Basic search view.

@ Sync for FileCloud - X
@ Sync for FileCloud - X
Search
Sea rch Click a breadcrumb to open it
in file explorer. . ) .
C:/ .../ jenpe/ Documents/ FileCloud

C:/ .../ jenpe/ Documents/ FileCloud |
Files : 1| Folders : 2

Files : 1| Folders : 2

Q account
Q account
Check to search folders as well as files.
¥ Include Folders Hide Advanced Options
¥ " Include Folders Advanced Options (
- AccountNames Content Only
/ienniferp/Accounts/AccountNames oo

01 Apr 2020 01 Nov 2020

¥) Filter By Size

- Accounts

/jenniferp/Accounts

30 60

Insurance Policy.docx Update
38 KB

ooo

/SHARED/team folder admin/Human Resource...

Show Content Hit
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Accessing items after searching
Access a file after searching:

1. Inthe Search window, right-click the file.

@ Sync for FileCloud — X
Search
C:/ .../ jenpe/ Documents/ FileCloud |

Files : 2 | Folders : 0
Q Annuity

“J Include Folders Advanced Options

Annuity.docx
61KB

Open File %

Open Folder

/jenniferp/Annuity.d

Open Website

Annuity - Copy.c
61KB 000

/jenniferp/Annuity - Copy.docx

2. To open the file in an application, click Open File.
3. To view the file listing in the Sync folder, click Open Folder.
4. To view the file listing in FileCloud, click Open Website.
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Access a folder after searching:

1. Inthe Search window, right-click the folder.

@ Sync for FileCloud — X
Search
C:/ .../ jenpe/ Documents/ FileCloud |

Files : 3 | Folders : 2
Q Account

¥ Include Folders Advanced Options

- AccountNames

/‘jenniferp/AccolL%tS
Open Folder

Open Website

- Accounts

/ienniferp/Accounts

Photos of property.pdf
317 KB ooo

/SHARED/team folder admin/Human Resource...

2. To view the folder in the Sync folder, click Open Folder.
3. To view the folder in FileCloud, click Open Website.

Also see:
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Changing the Sync search path
You can change the search path without leaving the Search window.
To change the search path from the Search window:

1. Click the folder icon next to the search box.

@ Sync for FileCloud — X
Search
C:/ .../ jenpe/ Documents/ FileCloud |

Q [Search by keyword or filename

/
) Include Folders Advanced Options
All Paths opens:
@ Sync for FileCloud - X
Search
C:/ .../ jenpe/ Documents/ FileCloud [}
> All Paths

— - v "AVAYAR” Y -

2. Click the arrow to expand All Paths, and navigate to the folder you want to search.
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@ Sync for FileCloud — X
Search
C:/ .../ jenpe/ Documents/ FileCloud o

> All Paths

> My Files

> Accounts
> DI 1920
> Public Documents
> backups
> Team Folders

> Network Shares

3. Click the folder.
The Search window displays the new path:

@ Sync for FileCloud - X
Search
C:/ My Files/ Accounts |

Q Search by keyword or filename

@ Include Folders Advanced Options

Content Search in Sync

Content search enables you to search through the text in file types such as txt, pdf, doc, docx, xls, xIsx,
ppt, and pptx.

Note that your admin must have configured content search in FileCloud for content searches to work.

Any files with matches are displayed with the link Show Content Hit below them.

To search in content:
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1. Access the Search window in Sync.

2. Click Advanced Options.
Advanced options appear.

@ Sync for FileCloud - X
Search
C:/ .

Q Search by keyword or filename

U Include Folders Hide Advanced Options

All

All
Name Only

Metadata

3. In the drop-down list, choose Content Only.
4. Enter a search term.
5. Click Update.
The Search window displays the results with the link Show Content Hit below each result.
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@ Sync for FileCloud - X
Search
C: [

Files: 1| Folders: 0

Q pencils
Include Folders Advanced Options
supplies.txt
L"z B 000

/jenniferp/supplies.txt

[Show Content Hit ]

6. Hover your cursor over Show Content Hit to view the text containing the search term:

@ Sync for FileCloud - X
Search
C: [

Files: 1| Folders : 0

Q pencils
Include Folders Advanced Options
supplies.txt
1«2 B 000

Jiannifarn/ciinnliac tvt

es needed: pencils paper glu

(0]
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Metadata Search in Sync

You can search on metadata from any of the metadata sets in Sync.

To search on metadata:

1. Access the Search window in Sync.

2. Click Advanced Options.
Advanced options appear.

3. Inthe drop-down list, choose Metadata.

@ Sync for FileCloud - X
Search
C: -

Q Search by keyword or filename

J Include Folders Hide Advanced Options

Content Only

All
Name Only
Content Only
Metadata

N

A Conditions defined field appears.
4. To define conditions, click + to the right of the field.
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@ Sync for FileCloud = X
Search
C [
0 conditions defined +
Include Folders Hide Advanced Opti%ons
Metadata
Start Date - | End Date
Filter By Size

A Generate Metadata Conditions window opens. Add search conditions in this window.
5. In the drop-down list, choose a metadata type.
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@ Sync for FileCloud — X

Generate Metadata
Conditions ®

Keywords
Image metadata
Document Life Cycle metadata

Microsoft Office Tag metadata

Author Details >

A drop-down list of the metadata type's attributes appears below it.
6. Choose an attribute.
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@ Sync for FileCloud — X

Generate Metadata
Conditions ®

Microsoft Office Tag metadata

Title

Creator
Keywords
Description
Last Modified By
Created

Modified
Category

A field for the attribute value appears below it.
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@ Sync for FileCloud — X

Generate Metadata
Conditions ®

Microsoft Office Tag metadata

Subject
Subject
Investments
Add
Set Attribute Value Clear
Microsoft Office Tag metad Investment y

Subject

N

ata

7. Enter a value in the attribute field, and click Add.
The value is case-sensitive.

8. Add any number of additional conditions, and click Apply.
The search results are returned.
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@ Sync for FileCloud — X
Search
C:/ FileCloud [ |

Files : 1| Folders : O

1 condition defined +

) Include Folders Advanced Options

Annuity3.docx

61KB voo

/jenniferp/Misc/Annuity3.docx
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Refreshing Sync

Users can refresh Sync from the Sync dashboard. Admins can refresh Sync for a particular user or
users from the Device Management screen by entering a command.

For users: Refresh Sync from the dashboard

1. To open the mini-dashboard, In your system tray, right-click on the Sync icon and choose Open.
2. To open the main dashboard, in the mini-dashboard, click Dashboard.

3. In the navigation panel, click Help.

4. Click Full Sync Now.

@ Sync for FileCloud X

° jenniferp ¥

T
=8 Dashboard Version 231.0.8491

2= Activity Check for updates

Configuration Configuration Export configuration
F'i“[: . "‘”‘“ ! lf“’\ Syne Import configuration
configuration data

@ Cloud storage

B9 Network Folders Expert settings Only adjust if instructed by support
~ Edit

&5 Backup folders

Full Sync Full Sync now

M

c all

Q Settings Y
9 Help

Troubleshooting Export Sync log file

ools for troubleshooting

Open log folder

with Sync

Files and folders are immediately re-synced.
Refresh Sync Complete appears at the bottom of the dashboard.

o jenniferp ¥

== Dashboard

Version 23.1.0.8491
o Activity Check for updates
Configuration Configuration Export configuration

Ex

Import configuration
@ Cloud storage

B9 Network Folders Expert settings Only adjust if instructed by support
o Edit

&% Backup folders

Full Sync Full Sync now

Maintain current

nd resync all

Q Settings
9 Help

Troubleshooting Export Sync log file
Tools for troubleshooting

Open log folder

ths

@ Refresh Sync complete X

For admins: Refresh Sync from the admin portal
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A This command only works correctly when run in the Manage Devices screen, as shown in this
procedure. Do not use it by entering it into the Device Configuration tab of a policy, as this will
cause the command to run and refresh Sync every 5 minutes.

Log in to the admin portal, and in the navigation panel, click Devices.
In the Manage Devices screen, select the check boxes of the Sync devices to refresh.
3. In the upper-right corner of the screen, click Command.

@ FiLeclous & admin v

HOME a [[] Manage Devices
@} Dashboard /

USERS / GROUPS & Filter Q  Username, Device name/details Access Filter : All v AMessage BGetlogs FCommand @ Delete

& Users
2% Groups Health Type Username Device Name Device Details Last Access Status Access  Action  Logs
£ Admins A i ds Adm
& pp version Needs Admin -
] neny iPhone Blocked v 1
O ¢ v 0s.i05- approva
MANAGE &
App version: 19.2.0.2241
03 Team Folders . FileCloud Drive 0 Needs User
o o 2 tester ad D 0S: Windows & - 6.2 (Build e |
2 Network Share 9200
< User Share App version: 20.2.0.4524 2021
FileCloud Drive == Needs U:
o & machan oud o 05: Windows 8 - 6.2 (Build ieeds et |
£ Folder Permissions 9200) pproval —
2 Notifi
2\ Notifications / Coud Sy App version: 22.1.0.7817 Today 5t 0128 oMt fom S
o~ ferpe Cloud Sync o Today at 01:29 PM N - -
» £ jennifer.perkins 0S: Windows 10 - 100 5 Approved Allowed v |
DEVICESIS (Build 19044) 5
[] Device Management —
App version: 21.3.30 (275) o |
el Ph 13 Approved Allowed v
o & demo iPhone JRAS pprove
GOVERNANCE &
@ Dashboard App version: 1.0 (1) —
—_ — ,EP — 1 .

The Send Config Command dialog box opens.

4. Enter the following xml:
<cloudsync><refreshsync>1</refreshsync></cloudsync>

Send Config Command [ X

<cloudsync> <refreshsync>1</refreshsync> </cloudsync>
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5. Click Send.

o Full Sync now and Reset (from the username drop-down list) are two different actions. Full Sync
now clears your sync database and performs a new Sync without clearing your Sync configuration.
Reset clears your configuration (the folders you have set up to sync) and also clears your sync
database.

Note: Clicking Sync Now in the main dashboard or mini dashboard, performs an immediate sync of
any changes so you don't have to wait for the automatic sync to run. It neither clears your Sync
database nor clears your Sync configuration.

View or Clear Log Messages in Sync

You can view log messages to troubleshoot Sync issues, or clear the log if the file is getting too large.

To view log messages:

1. In your system tray, right-click the Sync icon and choose Open.
2. In the mini-dashboard, click Dashboard.

3. Inthe navigation pane of the dashboard, click Activity.

The Sync Activity page opens. By default, View is set to All, and all Sync activities are listed.

@ Sync for FileCloud X

o jenniferp ¥

H Seere] Sync Activity

2B Activity Q_ Search Activity View All v
CONFIGURATION Timea  Activity '
& Cloud Storage 15:45 PM  Annuity3.docx (61KB) e«

B9 Network Folders My Files\Annuity3.docx

)
&= Backups 15:40 PM  Annuity2.docx (61KB) ee

My Files\Annuity2.docx

MISC
¢ Settings 13:38 PM  bluemorpho.jpg (27 KB) s
9 HeIp My Files\bluemorpho.jpg

13:32 PM AppleTrees.jpg (4.21 MB) s+

My Files\AppleTrees.jpg

13:29 PM tofuvermicelli.png (147 KB) ee*

My Files\tofuvermicelli.png

[ii] Clear Activities ™ Export
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4. To view only certain types of log files, choose from the options in the View drop-down list.
The full list of options in the View drop-down list is:

e All

¢ Uploaded

¢ Downloaded

¢ Errors - You can resolve errors in this view. See Resolve conflicts in Sync.
o Skipped (All)

¢ Skipped (My Files)

¢ Skipped (Network Folders)

¢ Skipped (Backup Folders)

¢ Skipped (Root Folder)

Note: For more information about skipped files, see Reviewing Skipped Files.
5. To search for a file in your current view, enter a string into the search bar.
To export activities:
* To export a spreadsheet file of the list of files in your current view, click Export.
To clear the log file:

1. On the Activity screen, click Clear Activities.
This clears all entries from the log, not just the entries for the current view.

Updating a Changed Password in Sync

If your password is updated outside of Sync while you are working in Sync, a message tells you that
you must enter the changed password.

To update to the changed password so you can continue working in Sync:

1. When the following message pops up, click on the text:

o Incorrect password

Please click here to enter a new
password
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The following screen opens:
@ Sync for FileCloud - X

\ 6 FILECLOUD ao jenniferp ¥
\

!; Dashboard

Account settings

= Activity

Server URL http://127.0.01
Configuratior

@& Cloud storage Account Name jenniferp  Reset

F Network Folders

49 Backup folders Password e =

£ settings

0 Help

2. Enter the changed password into Password and click Save.
A message that Sync has saved the password and is validating it appears.

3. Continue working in Sync.

The Password field on the Account Settings screen cannot be used to change your password
from Sync; you can only use it to update your password in Sync after it has been changed
outside of Sync.

Syncing Folder Permission Changes

* Beginning in FileCloud 23.1, by default, when a user changes a managed storage folder's
permissions on the server, the new permissions are applied in FileCloud Sync or FileCloud
ServerSync immediately.

¢ Prior to FileCloud 23.1, by default, when a user changed a managed storage folder's permissions
on the server, the new permissions were not applied in FileCloud Sync or FileCloud ServerSync
unless it was reset (or used for the first time).
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¢ For admins of FileCloud 23.1 and later, if your users do not use FileCloud Syng, it is not
necessary to use additional resources to apply the settings in Sync or Server Sync immediately.
You can change the default to leave out the immediate sync.

¢ For admins of versions prior to 23.1, if your users use Sync, you may want to be sure that they
have the modified folder permissions immediately. In this case, you can change the default to
include the immediate sync.

To change the default, add one of the following settings to specify whether or not the changes are
applied immediately in Sync and ServerSync:

1. Open the FileCloud config file:
Windows: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux: /var/www/config/cloudconfig.php

2. To wait to apply the settings until Sync or ServerSync are reset, add the line:

define ("TONIDO_PROPAGATE_ACLCHANGES_TOSYNC", 0);

To apply the settings to Sync or ServerSync immediately, add the line:

define ("TONIDO_PROPAGATE_ACLCHANGES_TOSYNC", 1);

Expert Settings

Beginning with FileCloud 20.3, expert settings for Sync are available from the Help page in the main
dashboard. Only change these settings with help from FileCloud support.

Prior to FileCloud 20.3, expert settings were configured through the Sync xml file. See XML Options
for Sync.

To access expert settings:

1. Inyour system tray, right-click the Sync icon and choose Open.
2. In the mini-dashboard, click Dashboard.

3. In the navigation pane of the dashboard, click Help.
The Help page opens.

4. In the section Expert Settings, click Edit.
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@ Sync for FileCloud

ﬁ FILECLOUD

== Dashboard
25 Activity
Configuration

& Cloud storage

E Network Folders

49 Backup folders

Misc
Q Settings

9 Help

Version

Configuration
Export and import Sync
configuration data

Expert settings

Refresh Sync

All configurations, including
Sync/Backup folders & general
settings will be retained

Troubleshooting
Tools for troubleshooting
issues with Sync

22.1.0.8079
Check for updates

Export configuration

Import configuration

Only adjust if instructed by support

Edit <—

Refresh now

Export Sync log file
Open log folder

“‘. jenniferp ¥

The Expert Settings dialog box opens.
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Expert settings

Only adjust if instructed by support

Delete locally synced folder No

Always Resolve Conflict With None

Show All Error Notifications No

Allowed File List Not Configured
Skipped Files Notification No

SSL Level CLIENT
Backup Restrictions None

Backup Size Limit Unlimited
Check for Updates Yes

5. Check with support before making changes to these settings.

Expert Settings and their definitions

Setting Definition
Always Made available in FileCloud Version 20.2.
Resolve

Allows you to set up automatic file conflict resolution using either the local or server file.

Conflict Conflict files are not created when this setting is included.

With
Values:

* None - (default) Automatic file conflict is not enabled.
¢ Local - Automatic file conflict is set to always resolve to the local file.
« Server - Automatic file conflict is set to always resolve with the server file.
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Show All
Error
Notificatio
ns

Allowed
File List

Skipped
Files
Notificatio
n

SSL Level

Backup
Restriction
s

Backup
Size Limit

Check for
Updates
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Definition

Made available in FileCloud Version 20.2.

Allows you to display error and other important notifications are disabled.

Values:
* No - (default) Do not show important notifications when notifications are disabled.
¢ Yes - Show important notifications when notifications are disabled.

Made available in FileCloud Version 19.1.
Allows users to sync file types like Ink, ini and thumbs.db.

Value
Enter the file types that you want to allow separated by a vertical bar, for example: Ink|ini
To display hidden files, enter *.*

If any files were skipped during syncing, displays the notification "Some files were ignored by
Sync. Please check Activity Log for details."

Values:
¢ No - (default) Do not display the message when files are skipped.
¢ Yes - Display the above message when files are skipped.

Specifies the version of TLS that the Sync application uses.
Values:
¢ Client - (default) Use the highest value supported by the server.

e TLS 1.x - Use the version of TLS selected. (Chosen version must be supported by server or
you will not be able to connect.)

Allows you to specify the file types that should be ignored during Sync backup.

Value
Enter the file types to ignore separated by a vertical bar, for example: mp3|bat

Not available for FileCloud ServerSync.

Allows you to specify the upload size limit during Sync backup.

Value
Enter a size in MB.

Not available for FileCloud ServerSync.

Whether or not to check for updates on Sync startup.
Values:

e Yes - (default) Check for updates on startup.

¢ No - Do not check for updates on startup.
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Remove
Unshared

Check
Modificati
on Time

Check
CRC

Exclude
Paths
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Definition

Whether or not to remove local shared folders when their synced folders are removed from the
remote server.

Values:

¢ No- (default) Do not remove folders from the local server if their synced folders are
removed from the remove server.

¢ Yes - Remove folders from the local server if their synced folders are removed from the
remove server. Use this option with caution as data loss might happen if a user has added
files to shared folders.

Whether or not to use file modification times as well as changes in file sizes to detect file
changes.

Note: By default, only changes in file sizes are used to detect changes to local files. If you
change files without the file size changing (like XLS and XLSX), to enable Sync to detect these
changes and upload them to the server, enable this option.

Values:

¢ No - default. Do not use file modifications to detect file changes; only use changes in file
size.

¢ Yes - Use file modifications and changes in file size to detect file changes.

After enabling this option, restart the sync app and re-login. Enter your account information to
continue. When data is resynced, new file changes will be detected and synced automatically.
Also see Internal Sync Options.

Whether or not to use CRCs as well as changes in file sizes to detect file changes.

Note: By default, only changes in file sizes are used to detect changes to local files. Using CRCs
to detect changes enables you to determine if files have changed even when their file size has
not changed. However, if possible, use only the Check Modification Time option, above, as using
CRCs increases CPU load when scanning for changes. It is also possible to combine CRC
checks with modtime checks for additional verification.

Uses file CRCs additionally to detect file changes. Use only checkmodtime option above if
possible as using CRCs increases CPU load when scanning for changes. It is also possible to
combine CRC checks with modification time checks for additional verification.

Values:
¢ No - default. Do not use CRCs to detect file changes.
¢ Yes - Use CRC's in addition to changes in file size to detect file changes.

After enabling this option, restart the sync app and re-login. Enter your account information to
continue. When data is resynced, new file changes will be detected and synced
automatically. Also see Internal Sync Options.

Specify a list of paths to exclude from backups

Values:
* None - (default) Backup all paths.
¢ Enter the paths to exclude separated by a vertical bar, for example: C:\data\TS|C:\data
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Setting Definition
Skip Whether or not to check for approvals for file deletes
Delete Values:
Approval
e No - (default) Check for approvals for file deletes.
¢ Yes - Do not check for approvals for file deletes.
Delete Minimum percent of local files changed that triggers a confirmation alert that requires the user
Approval to approve changes before they are synced to the FileCloud server. If the user does not confirm,
Percentag = the changes are reverted.
e
For example, if you enter 50, when 50% or more of local content is changed, you are prompted to
confirm syncing of changes.
Skip in Whether or not to check if files are in use.
Use Check Values:
e No - (default) Check if files are in use.
¢ Yes - Do not check if files are in use.
Skip New Whether or not to skip syncing temporary new folders.
Folders Values:
¢ Yes - (default) Do not sync temporary new folders.
¢ No - Sync temporary new folders.
SSL Verify ~ Whether or not strict SSL verification is used when connecting to servers over HTTPS (SSL)
Values:
e Yes - (default ) Use strict SSL verification.
¢ No- Do not use SSL verification.
Max Maximum number of simultaneous download threads.
Threads
By default, the max download thread limit for Sync is set to 4, but you may decrease this.
Value:
Enter an integer specifying the maximum number of threads that can be downloaded
simultaneously; default is 4.
XML Options for Sync

There are some advanced sync options to control the behavior of FileCloud Sync. Only use an option if
you need its function since some of the options are experimental.
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For administrators: Most of these options are also available for ServerSync, and you can add them to
the file %APPDATA%\FileCloudServerSync\syncclientconfig.xml.
If an option is not available for ServerSync, it is indicated in the NOTES column in the table below.

To enable these options open the syncclientconfig.xml and add the following entries

The file is available at the following location

¢ Windows: %APPDATA%\FileCloudSync\syncclientconfig.xml
¢ Mac 0SX: {HomeDir}\FileCloudSync\syncclientconfig.xml

¢ Linux: {HomeDir}\FileCloudSync\syncclientconfig.xml

OPTION

<rowentry>
<name>backuprestrictio
ns</name>
<type>string</type>
<value>mp3</value>

</rowentry>

<rowentry>
<name>backupsizelimi
t</name>
<type>double</type>
<value>2</value>

</rowentry>

<rowentry>

<name>checkupdates</

name>
<type>bool</type>
<value>0</value>

</rowentry>

NOTES

Allows you to specify the file types that should be ignored during Sync
backup.

¢ Multiple values can be specified by using "|" - for example "mp3|bat"

Not available for FileCloud ServerSync.

Allows you to specify the upload size limit during Sync backup.
¢ Must be specified in MB.
Not available for FileCloud ServerSync.

By default, on sync startup, it will check and report availability of a new
version. Setting this option to 0 skips the version check.
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<rowentry>

<name>removeunshared

</name>
<type>bool</type>
<value>1</value>

</rowentry>

<rowentry>

<name>checkmodtime</

name>
<type>string</type>
<value>1</value>

</rowentry>

<rowentry>

<name>checkcrc</

name>
<type>string</type>
<value>1</value>

</rowentry>

<rowentry>

<name>excludepaths</
name>
<type>string</type>

<value>C:
\data\backup\subl|C:
\data\backup\sub2</

value>

</rowentry>
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NOTES

By default, once a shared folder is removed at the remote server local
shared folders are not removed.

Enabling this option will remove all folders if they are no longer being

synced.

Use this option with caution as data loss might happen if the user had
added some files to those shared folders.

Uses file modification times additionally to detect file changes. Only
applicable when using My Files (Managed Storage).

By default, only change in file sizes are used to detect changes to local
files. If you are changing some files where the file sizes do not change
(like XLS, XLSX) files, then the file size might not change with changing
the file under some cases. To detect these changes and upload to the
server, enable this option. After enabling this option, restart the sync app
and then select "More options" -> Reset all sync data. The app will
prompt you to re-login. Enter your account information to continue, once
it resyncs all the data then new file changes will be detected and synced
automatically.

Uses file CRCs additionally to detect file changes. Only applicable when
using My Files (Managed Storage). Use only checkmodtime option above
if possible as using CRCs increases CPU load when scanning for
changes. It is also possible to combine CRC checks with modtime
checks for additional verification.

After enabling this option, restart the sync app and then select "More
options" -> Reset all sync data. The app will prompt you to re-login. Enter
your account information to continue, once it resyncs all the data then
new file changes will be detected and synced automatically.

Specify a list of paths that are excluded from backups
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<rowentry>

<name>skipdeleteappr

oval</name>
<type>bool</type>
<value>1</value>

</rowentry>

<rowentry>

<name>deleteapproval

pct</name>
<type>string</type>
<value>1</value>

</rowentry>

<rowentry>

<name>skipinusecheck

</name>
<type>bool</type>
<value>1</value>

</rowentry>

<rowentry>

<name>skipnewfolders

</name>
<type>bool</type>
<value>1</value>

</rowentry>
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NOTES

Skip checking for approval for file deletes

Determines what percent of removed files will trigger a confirmation
before remote server delete.

For example,
0 will show alerts for all changes.
50 will show alerts only when at least 50% of files change.

Disable checks for in use files

Disable skipping temporary new folders "New folder"
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<rowentry>

<name>sslverify</

name>
<type>string</type>

<value>VERIFY_NONE</

value>

</rowentry>

<rowentry>
<name>ssllevel</
name>
<type>string</type>
<value>CLIENT_USE</
value>

</rowentry>

<rowentry>
<name>maxthreads</
name>
<type>int</type>
<value>2</value>

</rowentry>

<rowentry>
<name>httpproxyhost<
/name>
<type>string</type>
<value>10.1.0.1</
value>

</rowentry>
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NOTES

Determines if strict ssl verification is used when connecting to servers
over HTTPS (SSL)

VERIFY_STRICT - SSL Verification is enabled which is the default since
FC 15.0

VERIFY_NONE - SSL Verification is disabled

Specifies the version of TLS that the Sync application uses.

CLIENT_USE (default)
TLSV1_x_CLIENT_USE

By default, the max download limit for sync is set to 4.
To reduce the number of downloads at a time you can change the value.

eg: 1-only 1 file will be downloaded at a time.

If FileCloud sync client has to use a HTTP Proxy server for outside
connections, use this parameter to configure proxy server address.

For example, if your proxy server is 10.1.0.1, it can be configured as
shown.
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<rowentry>
<name>httpproxyport<
/name>
<type>string</type>
<value>8080</value>

</rowentry>

<rowentry>
<name>httpproxyuser<
/name>
<type>string</type>
<value>proxyuser</
value>

</rowentry>

<rowentry>
<name>httpproxypassw
ord</name>
<type>string</type>
<value>passwOrd</
value>

</rowentry>

<rowentry>

<name>disablenotificatio
ns</name>
<type>bool</type>
<value>1</value>

</rowentry>

<rowentry>

<name>showallerrornotifications
</name>
<type>bool</type>
<value>1</value>
</rowentry>
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NOTES

If FileCloud sync client has to use a HTTP Proxy server for outside
connections, use this parameter to configure proxy server port.

For example, if your proxy server listens at port 8080, it can be
configured as shown.

If FileCloud sync client has to use a HTTP Proxy server for outside
connections, use this parameter to configure proxy server user.

For example, if your proxy server needs to authenticate with a user
proxyuser, it can be configured as shown.

If FileCloud sync client has to use a HTTP Proxy server for outside
connections, use this parameter to configure proxy server user.

For example, if your proxy server needs to authenticate with a password
passwOrd (for configured proxy user), it can be configured as shown.

Made available in FileCloud Version 19.3.

Allows you to disable notifications when files are uploaded and
downloaded.

This is an alternative to the Disable Notifications setting in Settings >
Other Settings > Advanced, which disables all notifications.

See showallerrornotifications, below, to display error and other
important notifications only.

Made available in FileCloud Version 20.2.
Allows you to display error and other important notifications when
disablenatifications is set to 1.
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<rowentry>

<name>allowedfilelist</
name>
<type>string</type>
<value>lnk|ini</
value>

</rowentry>

<rowentry>

<name>skippedfilesnotific

ation</name>
<type>bool</type>
<value>1</value>

</rowentry>

<rowentry>

<name>alwaysresolveconfli
ctwith</name>
<type>string</type>
<value>local</
value>

</rowentry>
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NOTES

Made available in FileCloud Version 19.1.
Allows users to sync file types like Ink, ini and thumbs.db. To also display
hidden files, set <value>to *.*

For example, to sync Ink and ini file types, which are normally not synced,
configure as shown.

For .Ink files on Network Folders
Beginning in FileCloud 21.3, you can add a setting that allows these files
to be synced on Network Folders.

1. Open cloudconfig.php:
Windows Location: XAMPP DIRECTORY/htdocs/config/
cloudconfig.php
Linux Location: /var/www/config/cloudconfig.php

2. Add the following:

define('TONIDOCLOUD_ALLOW_LNK_FILE_LISTING_NETWORK
_FOLDERS' ,true);

When set to 1, if any files were skipped during syncing, displays a
notification message which says "Some files were ignored by Sync.
Please check Activity Log for details."

Not available for FileCloud ServerSync.

Made available in FileCloud Version 20.2.

Allows you to set up automatic file conflict resolution using either the
local or server file. Conflict files are not created when this setting is
included.

Set value to local to always resolve with the local file.

Set value to server to always resolve with the server file.
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<rowentry>
<name>deleteapprovaltimed
iff</name>
<type>string</type>

<value>10</value>

</rowentry>

<rowentry>

<name>logfilesize</name>

<type>string</
type>

<value>10 M</
value>
</rowentry>

<rowentry>

<name>numlogfiles</name>

<type>string</
type>
<value>10</
value>
</rowentry>

Yes, if you are working with XLS files (which don't change size when edited) you will need this

option.

¢ Why isn't this an default option?

Most files today including XLSX, or DOCX etc always change file size when anything is changed.
Adding the checkmodtime or checkcrc results in additional CPU load as the sync app has to do more
work to detect changes so this is not a default option.

+ How can we avoid further data loss of local data after enabling "checkmodtime” or perhaps
"checkcrc” and doing an "reset all sync data"?

¢ Do you recommend enabling "checkmodtime" or perhaps "checkcrc" in this case?
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NOTES

Made available in FileCloud Version 21.2.

When a large number of files are modified or deleted, Sync asks for user
approval. After user approval is given, Sync scans for changes. Scan time
depends on the user's total number of files

By default, if scan takes longer than 10 minutes, Sync asks for a fresh
approval. If this occurs, increase the amount of time allowed for
scanning before FileCloud prompts for approval again by setting value
for deleteapprovaltimediff to an amount (greater than 10) that reflects
how long scanning will take.

Made available in FileCloud Version 21.3.

By default, the size of each log file in Sync/ServerSync is 1T0MB. This
setting enables you to increase the log size, so that more information is
stored temporarily before the logs are overwritten.

Important: Enter the value for logdfilesize as 10 M if the log file size
should be 10 MB, 10 K for 10 KB and so on.

Made available in FileCloud Version 21.3.

By default, the number of log files in Sync/ServerSync is 10. This setting
enables you to increase the number of logs, so that more information is
stored temporarily before the logs are overwritten.
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After enabling this option, sync will download everything from the server to ensure it has a clean
slate. You should not have local modified files in this case.
After it is fully synced, this will never happen again.

Internal Sync Options

OPTION NOTES
<rowentry> By default, when checkcrc and checkmodtime is enabled, resetting sync data will
. redownload all files from the server irrespective whether the file already exists
<name>skipdownl locally.
oadsforadvancedchec  aqqing this flag will skip files that already exist locally. The possible issue is that
ks</name> you might have locally modified files that will not again upload to the server after
3 the initial sync (because sync assumes this is the local state)
<type>string</
type>
<value>1</
value>
</rowentry>

Using DoclQ with Office for Sync Users

New FileCloud Sync users: DoclQ has been replaced with FileCloud for Office. Please see
the FileCloud for Office with Sync documentation.

Current FileCloud Sync users (DoclQ users): FileCloud no longer supports DoclQ. Later this year,
DoclQ will be fully deprecated. Although you can continue to use DoclQ with the current release, we
recommend using FileCloud for Office, which can be downloaded from the Office add-ins store. Now,
when you upgrade FileCloud Sync, you are given the choice of using FileCloud for Office or
continuing to use DoclQ. If you choose to use FileCloud for Office, please see the FileCloud for
Office with Sync documentation.

DoclQ is a Microsoft Office add-in for FileCloud Sync and FileCloud Drive clients.
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Install DoclQ with Sync
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DoclQ works with the following Microsoft Office applications:

Word
Excel
PowerPoint

DoclQ works with Office documents to help you manage shared files.

DoclQ gives you the ability to:

A WODN =

manage file locking
collaborate with your colleagues through comments
see how shared files are being managed

You open an Office application such as Word, Excel or
PowerPoint.

Inside the Office application, you open a file saved to a
FileCloud Sync or FileCloud Drive folder.

DoclQ displays as a task panel inside the Office application
with the following information:

o File details
e Lock status
¢ File sharing details

e Comments attached to the file

. Install DoclQ with Sync.

. Configure DoclQ for Sync.

. Work with file locking.

. Troubleshoot Doc IQ issues.

For users who begin using FileCloud in version 23.1 or users who have not used DoclQ previously:
You will not see an option to install DoclQ when you install or upgrade FileCloud Sync. Instead, you
will be given the option of installing FileCloud for Office.

Current FileCloud Sync users (DoclQ users): Later this year, DoclQ will be deprecated, and FileCloud
will no longer support it. Although you can continue to use DoclQ, we recommend using FileCloud for
Office, which can be downloaded from the Office add-ins store. Now, when you upgrade FileCloud
Sync, you are given the choice of using FileCloud for Office or continuing to use DoclQ. If you choose
to use FileCloud for Office, please see the Using FileCloud for Office with Sync documentation.

DoclQ allows you to easily manage FileCloud options for a file directly in Microsoft Office applications.

To install DoclQ, you just need to update your FileCloud Sync software to the latest version.
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Install FileCloud Sync

FAQ's

Do I need to do anything before installing it?

It's easy! Just make sure you have this:

Microsoft Office - Version 2007 or later for Windows

DoclQ does not support Microsoft Office for Mac OS. If you are a macOS user, install FileCloud for
Office (FFO).

How do | continue to use it?

You may continue to use DoclQ when you update the FileCloud Sync Client.
When you reach this screen in the setup wizard, choose Continue using DoclQ.

| §5! Setup - FileCloud Sync - X

FileCloud For Office @
DocIQ is now FileCloud For Office C

Later this year, DocIQ will be deprecated, and FileCloud will no longer support it. Although you can
continue to use DoclIQ, we recommend using FileCloud for Office, which can be downloaded from the
Office add-ins store.

(O Use FileCloud For Office (Download from the Office add-ins store required) Learn More

© Continue using DocIQ

Back Next Cancel

Install FileCloud Sync
Where is DoclQ installed on my computer?

DoclQ is installed in the following folder:

program files(x86) / DocIQ
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Configure DoclQ for Sync

DoclQ gets all configuration information from FileCloud Sync and Drive.

For example, when a file is opened from Sync, DoclQ will know which FileCloud account you are using.

¢ This allows DoclQ to show you information about the file that is uploaded to the FileCloud Server
site in the Office application.

There are a few properties that can be configured in Sync and Drive for DoclQ:

Option

Enable or Disable
DoclQ Integration

Description

This option removes the DoclQ panel
that is shown in a Microsoft Office
application after DoclQ is installed
and enabled.

This option is useful if you only need
to disable DoclQ for a short time while
troubleshooting computer issues.

This option does not permanently
remove DoclQ. To remove DoclQ, you
have the following options:

¢ uninstall Sync or Drive

¢ use the Windows Programs
Control Panel to remove DoclQ

How to Configure

1. Inyour system tray, right-click on the
Sync icon and choose Open.

2. At the bottom of the mini-dashboard,
click Settings.
The Settings page opens in the main
dashboard.

3. Beside Miscellaneous, disable DoclQ by
unchecking DoclQ Office integration.

4. To enable DoclQ again, check DoclQ
Office integration.

This configuration can be set in the admin
portal (via centralized device configuration)
using the following command:

<cloudsync>
<officehelperdisabled>0</
officehelperdisabled>
</cloudsync>

Setting this value to 0 will enable DoclQ
automatically, and setting it to 1 will disable
DoclQ automatically.
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This creates the following scenario: 1. Inyour system tray, right-click on the

N
u ¢ When a supported file from Sync Sync icon and choose Open.

Automatically or Drive is opened 2. gtigrlzesl:?tti?;s] of the mini-dashboard,

enable Lock on file ¢ DoclQ will automatically attempt The Setti i .
open to lock the file, with read allowed e Settings page opens in the main
status. dashboard.

3. Beside Miscellaneous, disable
automatic locking in DoclQ by
unchecking Automatic locking in
DoclQ.

4. To enable automatic locking in DoclQ
again, check Automatic locking in
DoclQ.

This configuration can be set in the admin
portal (via centralized device configuration)
using the following command:

<cloudsync>
<officehelperlockonedit>1</
officehelperlockonedit>
</cloudsync>

Setting this value to 1 will enable locking
automatically, and setting it to 0 will disable
locking automatically.

Work with DoclQ File Locking in Sync

You can use file locking to:

¢ See if you have the file locked for editing
¢ Easily turn locking on and off

¢ Prevent or enable downloads of this file
Locking is critical for shared files, since another user can also open the file and make changes.

* When one user opens a file, DoclQ automatically locks the file for editing.
¢ The lock is shown right in the Office application you are using to edit the file.

FAQ's

How do | know the status of a lock?

1. In a Microsoft Office application, open a file saved to your Sync folder.

2. Inthe DoclQ panel, under the file name, location, and date information, you can see the lock
status.
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& FileCloud DoclQ X »
~ Information (v1.0.0.31688)

Metadata Integration.docx

/My Files/Metadata Integration.docx
Sep 17, 2018 2:32:12 PM 103 KB

File is not locked

v/ Lock

File is not locked when:
e Lockis OFF

& FileCloud DoclQ X »
~ Information (v1.0.0.31688)

Metadata Integration.docx

/My Files/Metadata Integration.docx
Sep 17, 2018 2:32:12 PM 103 KB

File is locked (read allowed)...

v/ Lock — )

¥ Prevent Download —

File is locked (read allowed) when:
.
e Lockis ON
¢ Prevent Download is OFF
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& FileCloud DoclQ X »
~ Information (v1.0.0.31688)

Metadata Integration.docx

/My Files/Metadata Integration.docx
Sep 17, 2018 2:32:12 PM 103 KB

File is locked (read blocked)...

v/ Lock — |

¥ Prevent Download —( )

File is locked (read blocked) when:

e Lockis ON
¢ Prevent Download is ON

The following table describes what each lock status means and how it impacts what you can do with
the file and others you have shared it with.

Lock Status Access by lock owner Access by others
File is locked (read Read and Modification allowed = Only read is allowed, no modification is
allowed) allowed

File is locked (read Read and Modification allowed = No Read and Modification is allowed

blocked)

File is not locked Read and Modification allowed | Read and Modification allowed

When does the lock status change?

In the following scenario:

¢ When a supported file from Sync or Drive is opened

¢ When automatic lock on an open file is enabled
DoclQ will automatically attempt to lock the file, with read allowed status.
For a file with a Read Blocked status:
If USER1 has locked (read blocked) the file:

¢ FileCloud Sync will not download the file for USER2

However, if USER2 has already downloaded the file, then:
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¢ FileCloud Sync will allow DoclQ to open the file

¢ FileCloud Drive will not allow the file to be opened by USER2, unless Drive has already cached

the file

You can use the following table to understand the status of lock:

Action

An unlocked file is
opened by USER1

An unlocked file is
opened by USER1

A file locked by USER1
is opened by USER1

A file locked by USER1
is opened by USER1

A file locked by USER1

is opened by USER1

A file locked by USER1
is opened by USER2

A file locked by USER1
is opened by USER2

A file locked by USER1
is opened by USER2

Doc IQ
Lock
Enable

®

&)

&)

Preve
nt
Downl
oad

®

®

®

&

®

&

Lock Status
Before Open

File is not locked

File is not locked

File is Locked
(Read Allowed) by
User 1

File is Locked
(Read Allowed) by
User 1

File is Locked
(Read Blocked) by
USER1

File is Locked
(Read Allowed) by
USER1

File is Locked
(Read Allowed) by
USERT1

File is Locked
(Read Blocked) by
USER1

Lock Status
After Open

File is locked (read
allowed) by USER1

File is not locked

File is Locked (Read

Allowed) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read

Blocked) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read
Blocked) by USER1

Lock Status
After close

File is not
locked

File is not
locked

File is not
locked

File is not
locked

File is not
locked

File is Locked
(Read
Allowed) by
USERT1

File is Locked
(Read
Allowed) by
USER1

File is Locked
(Read
Blocked) by
USERT1
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- Note that you cannot enable Prevent Download unless DoclQ Lock is also enabled.

How can | prevent another using from downloading a file | am working on?
When you lock a file, you can block other users from reading the file by enabling Prevent download.

&k FileCloud DoclQ X »
~ Information (v1.0.0.31688)

Metadata Integration.docx

/My Files/Metadata Integration.docx
Sep 17, 2018 2:32:12 PM 103 KB

File is locked (read blocked)...

v/ Lock —:: )
¥ prevent Download o )

= Note that you can not enable Prevent Download unless DoclQ Lock is also enabled.
If another user, USER2, attempts to download the file, USER2 will see the following conditions:

¢ The file cannot be downloaded from the FileCloud User Portal
¢ FileCloud Sync will not download the file that is locked and read-blocked.
¢ FileCloud Drive will not open the file that is locked and read-blocked.

¢ DoclQ will open the file from a Sync path when file is already available in the Sync client
(previously downloaded).
¢ DoclQ will open the file from a Drive path when the Drive client allows a file to be opened.

Troubleshoot DoclQ in Sync
DoclQ is very straightforward to install, configure, and use.

If you encounter issues, try using these troubleshooting tips.
Tips for general issues
Review the DoclQ Log files

DoclQ logs are found in %appdata%/DoclQ/data/DoclQaddin.log

DoclQ is not diplayed in your Office app

Check if DoclQ office integration is enabled in Sync/Drive Path:
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1. Check if the file you opened is in a Sync or Drive folder
2. Reconnect to Drive or Sync.

a. From the System Tray, right-click the FileCloud icon, and select Exit; then start Sync again.

3. In an Office application, such as Word, open File Options
a. From the menu, select File, then Options.
a. In Add-ins, under Active Application Add-ins verify that FileCloud DoclQ is listed.

DoclQ cannot get file details
Check if file is available in FileCloud by logging into the FileCloud User Portal.

Logging in to the User Portal

To temporarily disable DoclQ to troubleshoot other computer issues, you can

Configure DoclQ for Sync

If you need to, you can uninstall DoclQ in the following ways:

Word Options X
General L )
La View and manage Microsoft Office Add-ins.
Display
Proofing Add-ins [
Seve lName - [ chcahon [Type =
Langusge Active Applka(ifd ins .
Date (XML) C\...oft Shared\Smart Tag\MOFL.DLL  Action
Ease of Access FileCloud DocIQ C\....AddIn\bin\Release\adxloader.dll COM Add-in
Advanced Instant Messaging Contacts (English) C\...red\Smart Tag\IMCONTACT.DLL  Action
Hav,
Measurement Converter (Measurement Converter) C\..hared\Smart Tag\METCONV.DLL  Action
Customize Ribbon Telephone Number (XML) C\...oft Shared\Smart Tag\MOFL.DLL  Action
Quick Access Toolbar Inactive Application Add-ins
= ActionsPane Schema for Add-Ins ¢\t Shared\VSTO\ActionsPane3xsd XML Schema -
| Add-ins |
Add-in: Date (XML)
Trust Center Publisher: Microsoft Corporation
Compatibility: No compatibility information available
Location: C:\Program Files (x86)\Commeon Files\Microsoft Shared\Smart Tag\MOFL.DLL
Description: Additional actions specified in hist description files.
Manage: | COM Add-ins v Go...
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From the Windows Control Panel

1.

Next to the Start button (

), in the search box, type

2. From the results, select
3. Select , and then select
4. At the top of the list, next to Organize, click

Uninstall the Sync application

DoclQ will be uninstalled when Sync application is uninstalled.

1.

Next to the Start button (

), in the search box, type

2. From the results, select

3. Select , and then select

4.

At the top of the list, next to Organize, click

Uninstall the Drive application

DoclQ will be uninstalled when Drive application is uninstalled.

1.

Next to the Start button (

), in the search box, type

2. From the results, select

3. Select , and then select

4. Atthe top of the list, next to Organize, click

Using FileCloud for Office with Sync

FileCloud for Office is an MS Office add-in for Word, Excel, and PowerPoint which can be used in

both Windows and macOS with FileCloud Sync, FileCloud Drive, and FileCloud Desktop. It is available

in FileCloud beginning with version 23.1.

For instructions on how to install FileCloud for Office, see Using FileCloud for Office.

If you have been using FileCloud Sync with DoclQ, see the instructions for previous users of DoclQ at

the bottom of this page.
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Before using FileCloud for Office with Sync
The first time you install Sync or upgrade Sync to use FileCloud for Office you must:

¢ In your cloudconfig.php file, set your cookie same-site value to None.
For help, see Improving Cookie Security.

¢ Confirm that you trust FileCloud for Office and enable it as shown in the following procedure.
To confirm that you trust FileCloud for Office:

1. After you log in to FileCloud Sync, click the Settings tab.
2. Click the Trust FFO button.

The Trust FFO button disappears, and the checkboxes for FFO Office integration and Automatic

locking in FFO are automatically checked:
@ Sync for FileCloud - X

| i@ FiLecLoud @ icvniero -

EB Dashboard Sync folder location C:\SyncContent
Open Sync folder Change

C

25 Activity
Upload and download Global: Unlimited Scheduled:Unlimited
Change settings

& Cloud storage

- Active sync hours Disabled
1“8 Offline folders
Remote management ‘:) Enabled
Q Settings Proxy settings Disabled
@ Help
Language English v
Sync frequency 120 seconds
Miscellaneous v’| Show notifications for Sync activity

v/| Run at Windows startup
v| FFO Office integration
v/| Automatic locking in FFO

Show lock status in icon overlay

FileCloud for Office is now enabled in Sync, but to use it in Office files, you must include the add-
in in each type of Office file (Word, Excel, and PowerPoint) in your FileCloud Sync directory.

Note: To use FileCloud for Office without the automatic locking feature, uncheck Automatic
locking in FFO.
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Working with FileCloud for Office in Sync

The FileCloud for Office task panel displays information about a file and enables you to:

e Lock or unlock a file.
¢ Prevent or allow download of a file while locked.
e Share afile.

¢ Manage file versions, and view file details and metadata.

Lock or unlock a file
Locking and unlocking files
You can use the file locking function in FileCloud for Office to:

¢ See if you have a file locked for editing
e Turn a file lock on or off

¢ Prevent or enable downloads of a locked file

If a shared file is not locked when you open it for edit, another user can also open the file and make
changes.

To avoid this, by default, FileCloud for Office automatically locks files for editing when they are
opened.

When you open an Office file in your client directory, the FileCloud for Office panel shows File is
locked, and by default, users are allowed to download or read the file (Prevent download is disabled).

X ", FileCloud For Office voX

£ FILECLOUD

]AA Auto Mechanics

Billings and Sons

Carlisle Insurance m Qgstomers.docx

File is locked

& [ |

}J/Q Prevent download
- « File is not shared
-+

Versions
-

© Check out our documentation at:

« To prevent other users from downloading or reading the file while it is locked, click the Prevent
download slider.
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FileCloud For Office Vo X

Z FILECLOUD

m customers.docx
@ File is locked Unlock

« File is not shared Create

11/0 Prevent download o
+

Versions

© Check out our documentation at:

¢ To unlock the file while you have it opened for edit, click Unlock. Now other users can modify as
well as view and download the file.
Note: Prevent download cannot be enabled when the file is unlocked.
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FileCloud For Office v X

Z FILECLOUD

m customers.docx

File is unlocked Lock

~
0
)1/0 Prevent download

« File is not shared
+

Versions

Check out our documentation at:

The following table describes what each lock status means and how it impacts what you and others
you have shared the file with can do with the file.

Lock Status Access by lock owner Access by others
File is locked (download Read and modification Only read is allowed, no modification is
allowed) allowed allowed
File is locked (download Read and modification Neither read nor modification is allowed
prevented) allowed
File is not locked Read and modification Read and modification allowed

allowed

For a locked file with download (read) prevented:
If USER1T has locked (and read blocked) the file:
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e The FileCloud client will not download the file for USER2

However, if USER2 has already downloaded the file in Sync or Drive, then:
¢ FileCloud Sync will allow FileCloud for Office to open the file.

¢ FileCloud Drive will not allow the file to be opened by USER2, unless Drive has already cached
the file.

If an admin prevents file locking after a user has locked a file in a client:
¢ The lock is automatically removed from the file

¢ Additional files cannot be locked using FileCloud for Office, and when you attempt to lock a file,
an error message similar to the following appears:

FileCloud For Office Voo X

Z FILECLOUD

File not
uploaded

We were not able to
lock this file, it
might still be
uploading or you
don't have write
access.

Check out our documentation at:

If you are an admin and want to disable locking, see Managing User Locks.

You can use the following table to understand the status of lock:
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Action

An unlocked file is
opened by USER1

An unlocked file is
opened by USER1

A file locked by USER1
is opened by USER1

A file locked by USER1
is opened by USER1

A file locked by USER1

is opened by USER1

A file locked by USER1
is opened by USER2

A file locked by USER1
is opened by USER2

A file locked by USER1
is opened by USER2

Share a file

Sharing a file

To share afile or folder that is opened with FileCloud for Office:

Doc IQ
Lock
Enable
d

®

Preve
nt
Downl
oad

®

®

®

®

Lock Status
Before Open

File is not locked

File is not locked

File is Locked
(Read Allowed) by
User 1

File is Locked
(Read Allowed) by
User 1

File is Locked
(Read Blocked) by
USER1

File is Locked
(Read Allowed) by
USER1

File is Locked
(Read Allowed) by
USERT1

File is Locked
(Read Blocked) by
USER1

Lock Status
After Open

File is locked (read
allowed) by USER1

File is not locked

File is Locked (Read

Allowed) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read

Blocked) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read
Blocked) by USER1
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Lock Status
After close

File is not
locked

File is not
locked

File is not
locked

File is not
locked

File is not
locked

File is Locked
(Read
Allowed) by
USER1

File is Locked
(Read
Allowed) by
USER1

File is Locked
(Read
Blocked) by
USER1
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1. In the FileCloud for Office panel, click Create.

L | e | e 4 s | )
£ . FileCloud For Office voX
. -
. Z FILECLOUD
P\A Auto Mechanics
a
Billings and Sons
- m customers.docx
. Carlisle Insurance My Files
- A oo
i (1) Fileislocked
o )1'0 Prevent download
« File is not shared
N Versions +
-
. Check out our documentation at:
- v
-] >
Page1of 1 8words [[}  TextPredictions: On % Accessibility: Good to go [ Display Settings 1Y, Focus e ———4+——+ 100%

A Share Link screen that is nearly identical to the one in the user portal opens:

Share link for customers.docx Q
Share link
http://127.0.0.1/url/vkzsyjks4fefndwb Modify link g
Shared file

My Files > customers.docx

Share options Share history

Share name: customers.docx Change
Expires: Never expires

Max number of downloads:  No Restrictions

Send email notifications: Yes

Sharing permissions: Allow anyone with link
Allow anyone with link and password

@ Allow selected users and/or groups

~ -
User ® & L < [ [ ] e
View Download Upload Share Sync Delete Manage
No entries e
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2. Share the file using the same settings and options that you would for a share in the user portal.

See Sharing Files and Folders for help.
Note: The option for downloading the share QR code, which is available for shares created from

the user portal, is not available for shares created in FileCloud for Office.
After you have shared the file, the FileCloud for Office panel displays details of the share:

FileCloud For Office v X

Z FILECLOUD

m customers.docx

File is locked m

Prevent download

a)

<

You have shared
this file privately

© Check out our documentation at:

3. Click Manage to change the options or permissions in the share.

Download versions, view details and metadata

Downloading versions, viewing details, viewing metadata

Versions
To view a file's version information in FileCloud for Office:

1. At the bottom of the FileCloud for Office panel, click the + across from Versions.
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FileCloud For Office v X

£ FILECLOUD

m customers.docx
My F

Fl i locked

(I3
4’0 Prevent download

«§ May 16, 20: 11:17 AM
You have shared this file
privately &

Versions +

9 Check out our documentation at:

The expanded Versions section shows you version information about the file.
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FileCloud For Office Voo X

£ FILECLOUD

@ File is locked m

j[/o Prevent download

 § M 20: 11:17 AM
You have shared this
file privately @

Versions _

Manage versions
B, 202 10:35 AM

You created version 2

You created version 1

¥ Check out our documentation at:

To download file versions in FileCloud for Office:

1. Inthe Versions section of the FileCloud for Office panel, click Manage versions.

FileCloud Sync — 189



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

FileCloud For Office v X

Z FILECLOUD

File is locked

()
}J/O Prevent download

« May16,2023 11:17 AM
You have shared this
file privately @

Versions -

Manage versions
10:35 AM

You created version 2

You created version 1

9 Check out our documentation at:

The Properties dialog box opens to the Versions tab.
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Properties [ x]

® O -O-

Details Metadata/( Versions

Version 2
2023-May-16 10:35:02
jenniferp

Version 1
2023-May-15 14:42:58
jenniferp

2. Click Download for the version that you want to download, and save it.

Details
To view file details:

1. Inthe Versions section of the FileCloud for Office panel, click Manage versions.
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FileCloud For Office

Z FILECLOUD

File is locked

()
}J/O Prevent download

FeN

You have shared this
file privately @

Versions

Manage versions
10:35 AM

You created version 2

You created version 1

FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

v

9 Check out our documentation at:

The Properties dialog box opens to the Versions tab.
2. Click the Details tab.
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® u -O-

Details Metadata Versions

m customers.docx
May 16, 2023 1:46 PM

Path

a > jenniferp ¥ customers.docx

Permissions
v Read
v Write
v Share
v Sync

v Delete

The details shown are the filename and type, the last modified date, the path of the file in
FileCloud, and your permissions for the file.

Metadata
To view metadata information for the file:

1. Inthe Versions section of the FileCloud for Office panel, click Manage versions.
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FileCloud For Office v X

Z FILECLOUD

File is locked

()
}J/O Prevent download

o May16,2023 11:17 AM
You have shared this
file privately @

Versions -

Manage versions
10:35 AM

You created version 2

You created version 1

9 Check out our documentation at:

2. The Properties dialog box opens to the Versions tab.
3. Click the Metadata tab.
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I

Properties
Details Metadata Versions

Document Life Cycle metadata
Creation Date
May 15, 2023 2:42 PM =
Last Access
May 16, 2023 1:47 PM B
Last Modification
May 16, 2023 1:47 PM B

Check Sum

165d306630bc3b6566e62affe311c23a15¢ca3572

Each metadata set applied to the file is listed with the values for its fields.

FileCloud for Office log locations

Locating FFO logs

The locations of log files for FileCloud for Office in Windows and macOS are the following:
Windows: %appdata%/FFOServer

macOS: /Users/[USERNAME]/Library/Preferences/FFOServer

View and add comments

Viewing and adding comments

Comments added to files and folders in FileCloud for Office also appear in the user portal and any of
the other client apps.

To view and add comments in FileCloud for Office:

1. If Comments is not visible in the FileCloud for Office panel, scroll down to the bottom of the
panel.
2. Click the + across from Comments.
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FileCloud For Office vooX

Z FILECLOUD

A

File is locked

~
o
11’0 Prevent download

P
)
P
w
N
N

You have shared

this file privately

o
Versions +
Comments +

Check out our documentation at:

Any existing comments added to the file or folder here or anywhere else in FileCloud appear
above the Comments box.
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FileCloud For Office vooX

Z FILECLOUD

Comments -

1:10 PM
jenniferp

Please review this list of our current
customers.

10:04 AM
davidm

Please add Vermont Health

¥ Check out our documentation at:

3. To add a new comment, click inside the Comments box and enter the comment.
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FileCloud For Office vooX

Z FILECLOUD

Comments -

9,2023 110PM
jenniferp

Please review this list of our current
customers.

10:04 AM
davidm

Please add Vermont Health

Added - thank you

Check out our documentation at:

4. Click Add comment.
The comment is added.
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FileCloud For Office vooX

Z FILECLOUD

Comments -

jenniferp

Please review this list of our current
customers.

Nov 21, 2023 10:04 AM
davidm

Please add Vermont Health

Nov 21,2023 10:30 AM
jenniferp

Added - thank you

& Check out our documentation at:

For previous users of DoclQ

If you have never used FileCloud Sync with DoclQ before, the installer will automatically configure Sync
for use with FileCloud for Office, and this section does not apply to you.

If you have previously been using FileCloud Sync with DoclQ, when you run the FileCloud Sync installer,
the first screen of the wizard introduces you to FileCloud for Office:
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15' Setup - FileCloud Sync = X

Welcome to the FileCloud Sync Setup
Wizard

&

This will install FileCloudSync2 23.1.0.8500 on your computer. It is
recommended that you close all other applications before continuing.

Click Next to continue, or Cancel to exit Setup.

Introducing FileCloud For Office for Sync

FileCloud For Office can lock and unlock files automatically when they are
opened and closed. File sharing is also supported, among many other
functions. It is compatible with Microsoft Word, Excel, and PowerPoint. It
is available for free download from the Office add-ins store.

Learn More

Next ‘ Cancel

The installer prompts you to choose whether you want to continue using DoclQ or switch to FileCloud
for Office (DoclQ will be deprecated in the future).
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JB‘ Setup - FileCloud Sync = X

FileCloud For Office
DoclIQ is now FileCloud For Office

Later this year, DocIQ will be deprecated, and FileCloud will no longer support it. Although you can
continue to use DoclQ, we recommend using FileCloud for Office, which can be downloaded from the
Office add-ins store.

() use FileCloud For Office (Download from the Office add-ins store required) Learn More

(O Continue using DoclQ

Back Next Cancel
Choose whether you want to use FileCloud for Office or DoclQ. If you choose FileCloud for Office, you

are also required to install an add-in.
The installer configures your Sync installation to function with the option you have chosen.

Sync for Netgear ReadyNAS

A command line version of the sync app is provided for Netgear ReadyNAS series of Network
Attached Storage devices. Currently only x86-64 versions running ReadyNAS 0S 6.0 and above are
supported. (ReadyNAS 312 for example is known to work)

Installation

Download the regular Linux x86-64 package and unzip the contents to any location on your NAS.
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Configuration

In the unzipped folder, create an xml file called syncconconfig.xml and enter the credentials to the
filecloud server to which to sync to.

Value

url

account

password

limitfolder
s

offline_fol
der_count

offline_fol
der_n

Notes

URL to the FileCloud server to use

Name of the user account to be used for syncing

Password for the user account to be used for syncing

If specified, only the folders specified are synced. Multiple folders
can be specified using the '|' as the delimiter

This entry is optional and can be omitted.

If specified, the folders specified are connected for 2 way sync,
backup or one way read-only copy of remote files.

This entry specified the number of offline folders to be specified.
Each Offline Folder is further specified by adding an appropriate
"offline_folder_n" entry.

Note that n starts from 1 and goes till the max specified.

This entry is optional and can be omitted.

Specifies the offline folder sync settings. The folder value is
specified using 6 parameters using the following format

<LOCAL FOLDER>|<REMOTE FOLDER>|<SYNCTYPE>|<SCHEDULE>|
<RECURSE INTO DIRECTORIES>|<ALLOW REMOTE DELETION>

<LOCAL FOLDER> = E.g: C:\data\localfolder
<REMOTE FOLDER> = E.g.: /john/folder1

<SYNC TYPE> = 0 - 2 Way Sync, 1 - Backup from Local to Remote, 2 -

Read only copy of remote files to local

<SCHEDULE>= 1h (every 1 hour), 2h (every 2 hours), 4h (every 4
hours), 8h (every 8 hours), 24h (every 24 hours), 30m (every 30
minutes)

<RECURSE INTO DIRECTORIES> = 1 - Recurse (top level and sub
folders are synced), 0 - Not Recurse (only top level folder is synced)
<ALLOW REMOTE DELETION> = 1- Allowed (Local deletes are
propagated to server) , 0-Disallowed (Local deletes are not
propagated to server)

Example

http://files.company.com

john

password

/john/folder1|/john/
folder2|/john/folder3

C:\data\local|/john/
folder1/0|30m|1]|0

<?xml version="1.0" encoding="UTF-8" ?>
<variantrow>

<rowentry>

<name>url</name>
<type>string</type>
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<value>http://files.company.com</value>
</rowentry>
<rowentry>
<name>account</name>
<type>string</type>
<value>john</value>
</rowentry>
<rowentry>
<name>password</name>
<type>string</type>
<value>passwordl123</value>
</rowentry>

<rowentry>
<name>limitfolders</name>
<type>string</type>
<value>/john/folderl|/john/folder2|/john/folder3</value>
</rowentry>

<rowentry>
<name>offline_folder_count</name>
<type>int</type>
<value>2</value>

</rowentry>

<rowentry>
<name>offline_folder_1</name>
<type>string</type>
<value>C:\data\local|/john/folderl|0|1h|1|0</value>
</rowentry>

<rowentry>
<name>offline_folder_2</name>
<type>string</type>
<value>C:\data\local2|/john/folder2|1|36m|1]|0</value>
</rowentry>
</variantrow>

Also, adjust the contents of the xml file called syncclientconfig.xml and adjust the paths to whatever
that you need.

Value Notes

syncfolderl = This location is where the sync folder is created. Any files added or modified here are synced
ocation back to the filecloud server.

syncclientl  This location is where sync stores temporary files as well as all the sync state information. It is
ocation recommended to delete the folder to reset the state or when changing to a different sync
server.
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Value Notes

lockmutex This value has no effect, just leave it at 0

loglevel This value affects the amount of logging performed by the sync client. 'trace’ is the default and
allows full logging

<?xml version="1.0" encoding="UTF-8" ?>
<variantrow>
<rowentry>
<name>lockmutex</name>
<type>bool</type>
<value>0</value>
</rowentry>
<rowentry>
<name>loglevel</name>
<type>string</type>
<value>trace</value>
</rowentry>
<rowentry>
<name>syncclientlocation</name>
<type>string</type>
<value>/root/FileCloudSyncData</value>
</rowentry>
<rowentry>
<name>syncfolderlocation</name>
<type>string</type>
<value>/root/FileCloud</value>
</rowentry>
</variantrow>

Startup

Create a startup script to startup the sync app and save it to a file called filecloudsyncconstart.sh

#!/bin/sh -e
export LD_LIBRARY_PATH=.
./filecloudsynccon 2> /dev/null 1>&2

Make sure to set the executable permissions on the file

chmod +x ./filecloudsyncconstart.sh

Finally to start the application, do the following:
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./filecloudsyncconstart.sh

Sync Troubleshooting Guide

The FileCloud Sync client ensures that the content of your local files is exactly the same as the same
files on the FileCloud server.

But, because of the wide variety of local computer environments and network and server
configurations, there may be occasional issues when synchronization occurs.

You can troubleshoot synchronization issues by understanding how sync works and taking steps to
resolve specific issues.

Files that don't sync

Under the following conditions, FileCloud sync client might be unable to sync files to or from your
FileCloud installations.

Long Filenames or Paths

Windows Operating Systems only allow files and folder names of around 260 characters or less. So
paths longer than those are not synced. If the entire file path and name exceed 260 characters,
shorten the name or move the file or folder to a higher-level folder within your FileCloud.

Note: This is a limitation of Windows explorer, not a limitation of FileCloud Sync.

Names Ending with "." or ",

Files and folders ending with these characters will cause an error. The files must be renamed.

Special Characters

FileCloud Sync doesn't sync some files with characters that are incompatible with some operating
systems.

Rename them to something more suitable for use across multiple operating systems.

0 e The * character
e The < character
e The > character
e The: character
e The\ character
e The/ character

e The | character
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e The ? character
e The * character

e The ~ character

The following files will also not be synchronized:

o ¢ tonido.db

e Thumbs.db

e desktop.ini

¢ Anything ending with .tmp

¢ Anything ending with .Ink

¢ Files or Folders ending with space

¢ .tonidocache

¢ Folders with the name .cache

¢ Anything starting with Conflict_

e sync.ico

* .ds_store (starting with 4.71 version of Sync Client)

* Any hidden files (usually files starting with . in Linux and files with hidden attribute in windows)
¢ File names and file extensions which are restricted by the server admin
¢ Files that are in use

Beginning in Version 19.1, FileCloud supports overriding file type restrictions. To allow users to sync
file types such as Ink, ini and thumbs.db, as well as hidden files, use the allowedfilelist option on
page XML Options for Sync.

Sync only detects changes when the file size changes. If the file size does not change, then the file
modification is not detected by sync.

Change Sync Folder Location

The FileCloud Sync app stores synchronized files at the following default locations:

¢ Windows: C:\users\<user>\Documents\FileCloud
e Mac 0SX: {HomeDir}\FileCloud
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¢ Linux: {HomeDir}\FileCloud
To change the Sync folder location:
1. Inyour system tray, right-click the Sync icon, and choose Open.

The mini-dashboard opens.

2. At the bottom of the mini-dashboard, click Settings
The main dashboard opens to the Settings screen.

3. Across from Sync Folder Location, click Change.

@ Sync for FileCloud — X
ﬁ FILECLOUD a, jenniferp ¥
!: Dashboard Sync Folder Location C:\FileCloud
Open Sync Folder Change
25 Activity
L Upload and Download Global: Unlimited = Schéduled: Unlimited
SR Rate Limits Change Settings
& Cloud Storage
Active Sync Hours Disabled
! Network Folders
a0 Backups Remote Management Disabled
VISC Proxy Settings Disabled
¢ Settings
Language English v
O Help
Sync Frequency 120 seconds
Miscellaneous [vv| Show Notifications for Sync Activity

[v/] Run at Windows Startup
|v] DoclQ Office Integration
v/| Automatic Locking in DoclQ

( Show Lock Status in Icon Overlay

Your content explorer opens.

4. Choose a new Sync folder.
At the bottom of the Settings screen, the message Changes Saved. Restart Sync to apply the
changes is shown.

5. Restart Sync.

You can also change the Sync folder location in the syncclientconfig.xml file
The file is available at one of the following locations:

¢ Windows: %APPDATA%\FileCloudSync\syncclientconfig.xml
¢ Mac 0SX: {HomeDir}\syncclientconfig.xml
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¢ Linux: {HomeDir}\syncclientconfig.xml

To change the default location:

1. Stop the FileCloud Sync App.

2. Open syncclientconfig.xml file, and modify the value key of syncfolderlocation entry to the path
you want.
For example, if you want synchronized files to store at H:\data change:

<rowentry>
<name>syncfolderlocation</name>
<type>string</type>
<value>DEFAULT</value>
</rowentry>

to

<rowentry>
<name>syncfolderlocation</name>
<type>string</type>
<value>H:\data</value>
</rowentry>

3. WARNING: If you set incorrect paths, sync might not work properly.

4. Make sure to copy all the files (if you had synced files earlier) from the old sync folder to the
new location, e.g. H:\data\FileCloud

5. Restart the Sync app.

Changing FileCloud Sync Cache Folder
FileCloud Sync app stores temporary files in a cache folder.
The default locations of this cache folder are listed below:

¢ Windows: %APPDATA%\FileCloudSyncData
e Mac 0SX: {HomeDir}\FileCloudSyncData
¢ Linux: {HomeDir}\FileCloudSyncData

This can be changed by overriding the syncclientconfig.xml file
The file is available at the following locations:

¢ Windows: %APPDATA%\FileCloudSync\syncclientconfig.xml
¢ Mac 0SX: {HomeDir}\FileCloudSync\syncclientconfig.xml
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¢ Linux: {HomeDir}\FileCloudSync\syncclientconfig.xml

To change the default location:

1. Stop the FileCloud Sync App.

2. Copy the contents of the FileCloudSyncData folder to the new folder (for example, copy it to "H:
\FileCloudSyncData)".

3. Change the syncclientconfig.xml file, and modify the value key of syncclientlocation entry to the
new path.
For example, change:

<rowentry>
<name>syncclientlocation</name>
<type>string</type>
<value>DEFAULT</value>
</rowentry>

to:

<rowentry>
<name>syncclientlocation</name>
<type>string</type>
<value>H:\FileCloudSyncData</value>
</rowentry>

4. Restart the Sync app

FileCloud Sync icon overlays not appearing

The registry entries (related to icons overlay) have been updated so that icon overlays are
automatically seen and no manual changes need to be made in FileCloud Server version 19.1 and
later.

In Windows 10, Microsoft installs OneDrive icon overlays and makes other app overlays disappear.
There is a limit of 8 or 9 max overlay handlers that can work. For more info, please see

http://stackoverflow.com/questions/31964627/tortoisesvn-icons-overlay-not-showing-after-updating-
to-windows-10
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For example using regedit check the registry entries at -
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\explorer\ShelllconOverlayl

dentifiers (see image below).
Remove the unneeded entries and restart and the sync icons should show back up.

The ones you need are OverlayExtension, OverlayExtensionConflict and OverlayExtensionModified

@ Registry Editor

File Edit View Favorites Help

Sharing A || Name

Shell Folders ab] (Default)

ShellExecuteHooks i

v ShelllconOverlayldentifiers
OneDrivel
OneDrive2
OneDrive3
OneDrived
OneDrive5
1110verlayExtension
1110verlayExtensionConflict
1110verlayExtensionModified
1-OverlayExtension
2-OverlayExtensionConflict
3-OverlayExtensionModified
EldoslconOverlay
EldoslconOverlay-cbfs5
EnhancedStorageShell
Offline Files

ShellServiceObjects

StartMenu

StartPage

StartupApproved

Sync Logs

If the FileCloud Sync client stops working, you might need to send Sync data logs to Technical
Support, so they can help address the issue.

To access log files:

1. Inyour system tray, right-click the Sync icon and click Open.
2. In the mini-dashboard, click Dashboard.
3. In the main dashboard, click Help.
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@ sync : |
| -
@ FiLecLoud a, jenniferp v

.-
=8 Dashboard

Version 22.1.0.8079
m Activity Check for updates
Configuration Configuration Export configuration

Export and import Sync

Import configuration
configuration data ‘

& Cloud storage

B8 Network Folders Expert settings Only adjust if instructed by support

o Edit |
&- Backup folders |

|
- Refresh Sync Refresh now
5e All configurations, including
i Sync/Backup folders & general

Q Settings settings will be retained
© Help

Troubleshooting Export Sync log file “~
Tools for troubleshooting
issues with Sync

Open log folder

¢ To get the most recent log file, click Export Sync Log File.

¢ To get all the log files, click Open Log Folder.
The folder where the synclient.log files are located opens. Sometimes there are multiple
syncclient.log files numbered syncclient.log.0, syncclient.log.1, etc. You can copy them all to a
zip file and send it via email to support.

N > ThisPC > Local Disk (C:) > data » FileCloudSyncData

I Desktop * 2 Name C
4 Downloads 4 cache 3
p2p o webedit 2
Dump #* £ offline.db 2
§ FileCloud * &2 syncclient.db 3
= Documents N I Q{ syncclient.log I 3
[._3{ syncclient.log.0 3

&= Pictures *

Sync Engine Types

FileCloud Sync has two types of synchronization engines.

¢ Arealtime synchronization engine
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¢ A periodic synchronization engine

Real-time Synchronization

Real-time synchronization synchronizes files as they change locally and with minimum delay from the
server. You can initiate a sync immediately using the Sync Now option. Real-time synchronization
works for all files inside Managed Storage (My Files and Shared with Me) and for Network Folders set
up with real-time sync.

Periodic Synchronization

Periodic synchronization synchronizes files on a specified time interval starting at every 30 minutes, 1

hour, etc, depending on your setting in Sync Frequency in the Settings screen of the main
dashboard. Periodic synchronization works for all files inside Network Folders. Backing up files from
your local computer to your remote server is also a form of periodic synchronization.

Local Change

Real-time Synchronization

Uploads local changes as soon as a local file

Periodic Synchronization

Uploads changes after specific

Upload changes. intervals.

Frequency

Remote Default is every 2 minutes; can be changed by Downloads changes after specific

Change changing the Sync Frequency in the Settings screen  intervals.

Download of the main dashboard.

Frequency

Type of Managed Storage (My Files and Shared with Me) Local to remote backup, Network

Remote as well as Network Folders set up with real-time Folders

Storage
sync.

Initial Setup Folders under My Files and Shared Folders with User manually chooses folders to
Sync permissions are automatically downloaded. download and sync.

Limits * Managed Files (no limit, tested up to 300,000 Efficient up to 500-1000 folders.

files).

* Network Folders with real-time sync (50,000
Files).

The more folders, the longer it takes
to synchronize.
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View Sync Error Details
View errors from the Sync Activity screen

To view details about an error from the Sync Activity screen:

1. Inthe system tray, right-click the Sync icon and choose Open.
2. In the mini-dashboard, click Dashboard.

3. In the main dashboard, click Activity.
The Sync Activity screen opens.

4. In the View drop-down list, choose Errors.
The screen lists activities that resulted in errors along with the location of the error.

5. To access options for managing the conflict, click the three dots next to the error description.

@ FiLecLoud a} jenniferp v

8% Dashboard Sync Activity
2 Activity 2 view [ Eries -

Time & Activity

& Cloud Storage File Conflict found My Files\DI 19-20\DI_Water_Tower_IC.pdf (0 B) ...
10:00 AM Open Locati
B9 Network Folders pen ocat,'on .
Copy Location to Clipboard
Resolve conflict using local file
File Conflict found My Files\DI 19-20\DI_Tea Resolve conflict using server file
10:00 AM

L% Settings

6. To resolve file conflicts, see Managing Sync Conflicts.

View errors from the log file
To view error details from the log file:

1. Inthe system tray, right-click the Sync icon and choose Open.
2. In the mini-dashboard, click Dashboard.

3. In the main dashboard, click Help.
The Help screen opens.

4. To save a log file with the most current data, click Export Sync Log File, navigate to the folder
where you want to save the log file, and click Save.

5. To open the log for searching, click Open Log Folder, and open the file you just saved.
The default file name is syncclient.txt.

6. Open the file and search for errors in the log.
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Sync Errors: Causes and Resolutions

Because of the wide variety of local computer environments and the many network and server
configurations, there can sometimes be issues when synchronization occurs.

Click an issue in the following list to read more about it.

Shared with Me Folder is not syncing

Cause

The shared folder must have permissions set in order for you to sync with it.
Resolution

Make sure the shared folder has Sync permissions enabled.

Private Share Permissions for Folders

Team Folders are not synchronizing

Cause

FileCloud treats Team Folders in the same way as Managed Storage.

« [f one file fails to synchronize because it is locked, the sync operation is cancelled, and no files
in Team Folders are synced..

Resolution

Verify that none of the files on the server that you are trying to sync are locked.
Initial sync is taking too long

Cause

When starting up for the first time on a new computer, Sync:

1. Downloads all the files from the FileCloud server; and
2. Stores the files in the temporary Sync cache folder; and
3. Copies the files into the Sync folder.

If there are a large number of files and data on the FileCloud server, initially downloading the files will
take a long time.

Subsequent file synchronization will be faster.

Resolution
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¢ At the top of the mini-dashboard or the main dashboard (in the Dashboard screen) confirm that you
see the message Sync is ON, which indicates that Sync is enabled.

ﬁ g

ﬁ FILECKOUD a}jenniferp v

Q Cloud storage 645.32 MB
Idle
() Network Folders & Backups 14.75 MB
Idle
I
% 23 uploaded
10:13 AM Completed

Cookiel.jpg
% 10:13 AM Completed

tasks.txt
10:13 AM Completed

- B Q e

Dashboard Website Search Settings

¢ In the main dashboard, on the Activity screen, in the View drop-down list, choose Errors.

@ FiLeclous &‘. jenniferp ¥

B2 Dashboard Sync Activity
@& Activity Q_ Search Activity View Errors v
CONFIGURATION Time « Activity
& Cloud Storage File Conflict found My Files\DI 19-20\DI_Water_Tower_IC.pdf (0B) .,
10:00 AM
B® Network Folders My Files\DI 19-20\DI_Water_Tower_IC.pdf

If there are errors, please find the description of the error type on this page.
Download Sync Error

Cause

FileCloud Sync - 215



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

After downloading files, Sync finds an inconsistency with the downloaded file from the server. This
could be due to several factors:

e Aninterruption in the download

* Atemporary interruption in network availability

¢ A problem with the file on the server

Resolution

¢ Download the same file via the web browser and see if it downloads correctly.
¢ Note the size of the file. Does the size match the size displayed in the web browser listing?
» [f the size matches then there could be a transient network condition. Try syncing the files
again.
¢ |[f the file size doesn't match then there is something wrong with storage. Please contact
FileCloud support.

Upload Sync Error

Cause

Sync is unable to upload a file back to the server.
Resolution

¢ Try uploading the same file to the same location using the web browser.
« |If the upload fails, then note the error.

¢ The problem could be that the location you are trying to upload to has no permissions or that
there is an issue with a server configuration or the environment.

¢ Check with your administrator to see if the server has sufficient disk space in the drive FileCloud
is installed on.

¢ |f you are storing files on a network path, make sure the network path is available and that the
FileCloud server can write to the network share.

¢ Check the file name for any special characters that could make the upload fail.
o |[f this is the issue, try renaming the file and see if the upload works.

File Overlays not appearing on Windows

Cause

The computer requires a reboot after installation.
Resolution

¢ Check if Windows Explorer integration was installed and the PC was rebooted.

¢ See FileCloud Sync icon overlays not appearing.
Some files are not syncing

Cause
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FileCloud restricts the use of certain special characters in file names. If a file contains one of these
characters it is not synchronized.

FileCloud allows an administrator to restrict certain types of files for security reasons.
Resolution

¢ Check the full list of special characters that don't get synchronized.
¢ Check if the file has an extension that is disallowed for Sync by server.
¢ For example, by default, PHP, PHP5 file extensions don't get synced.
¢ You can change the allowed file types on the server and restart the sync

Sync is looping continuously on some folders
Cause

If you try to share a folder that contains other folders already being shared, Sync might continuously
try to sync those folders.

For example:

¢ You share
¢ And a sub-folder inside the folder is also being shared

Resolution

Check if there is a share set up for a top folder and one of its sub-folders, both of which have sync
permissions.

¢ Only sync the top-level folder, which will also cause the sub-folder to be synchronized.
File changes are not uploading

Cause

FileCloud Sync - 217



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

Sync uses file sizes to detect file changes and then upload them. Some file formats like XLS don't
change the file size when content is changed so these files might not be uploaded.

Resolution

e Try changing to XLSX format if possible

* Use the optional parameters to detect changes using file checksums or modified timestamps
(or both). See: Document Life Cycle Metadata in Working With Built-In Metadata

Number of synced files and sizes don't match Mac OSX Finder
Cause

Finder includes files and folders in the total list of items so that number will be different from the
number of files reported in Sync.
Also .DS_Store files are not synced by sync app, so those files will not be synced.

A ='find . -type f | wc -l
B = 'find . -type f -name ".DS_Store" | wc -I'

Number of files in sync will match A-B

Finally, the size reported by Finder uses a different way of calculating GB size vs FileCloud.
Windows uses the standard GB while Macs use a GB = 1,000,000,000 bytes.

No error is shown when a user copies/pastes a file/folder into the parent folder

Filecloud Sync does not show an error every time a user copies and then pastes a file or folder into a
read-only parent folder. In FileCloud Drive, the same action displays an error that the parent folder is
read-only. The user can be confused when no error is shown in FileCloud Sync but is shown in Drive.

Cause: In FileCloud Sync, these errors are shown every 3 hours only.

¢ The user will see the message: Skipping top level files or folders that are not inside a sync-able
folder
e The message is displayed in the Activity log and also as a pop-up notification

¢ Only the name of the very first folder or file that cannot be synchronized is displayed in the
Activity log and pop-up (Instead of every file and folder name)

Delete Local Folders Removed From Selective Sync

o The deletelocallysyncedfolder setting is available in FileCloud version 22.1 and later.

By default, when a user removes a FileCloud file from selective sync, the file is not deleted from the
local drive. To offer the user the option of deleting a file from the local drive when the user removes it
from selective sync, add the deletelocallysyncedfolder setting to the Sync configuration file,
syncclientconfig.xml, and set it to 1.
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To enable users to delete local folders removed from selective sync:

1. Stop the FileCloud Sync App.

2. Open the syncclientconfig.xml file.
Windows location: %APPDATA%\FileCloudSync\syncclientconfig.xml
Mac OSX location: {HomeDir}\FileCloudSync\syncclientconfig.xml
Linux location: {HomeDir}\FileCloudSync\syncclientconfig.xml

3. Add the following setting:

<rowentry>
<name>deletelocallysyncedfolder</name>
<type>bool</type>
<value>1</value>

</rowentry>

4. Restart FileCloud Sync.
When a user removes a file from selective Sync, this message appears:

Alert! (%)

Are you sure you want to stop syncing the folder
/ ?

Yes ' No |

After the user clicks Yes, the following message appears:
Alert!

Please note that the folder will be permanently deleted
from the sync folder. Are you sure you want to delete the

locally synced folder for / ?

Yes No

If the user clicks Yes, the folder is deleted locally.
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FileCloud Drive

o FileCloud Drive versions below 22.1 do not support MacOS Ventura. If you are using MacOS Ventura,
please install or upgrade to FileCloud Drive 22.1.

FileCloud Drive now supports Big Sur Version 11.3 and higher running on Apple Silicon. However, a
change to your security settings is required. See FileCloud Drive: Configuration for Big Sur Running
on Apple Silicon.

You can use FileCloud Drive to store, access, and share files to collaborate with the people you work
with or share data with.

« FileCloud Drive is a client application that allows you to access FileCloud and the files you store
there.

¢ You can access files in Drive in the same way you access them on a Windows PC in Windows
Explorer.

¢ The same features that are available on the User Portal are available in Drive.
¢ Drive allows you to easily open the User Portal.
¢ You can access Drive files from Microsoft applications.

This section describes how to use Drive on a Windows computer; however, you can also use Drive on a
Mac with FileCloud Drive for Mac.

What is FileCloud Drive?

FileCloud Drive allows you to access files in FileCloud the same way you access them in Windows.

If you are used to working with Windows File Explorer, you may think that changing to a Web-based Ul
will reduce your efficiency. Traditionally, with a Web-based Ul, you must open the website to download
files, then modify them in their application, and then open the website again to upload them back to
the Web Ul. This effort is eliminated when you work through FileCloud Drive. You can actually edit files
the same way you edit them in Windows because the files (and folders) appear virtually in File Explorer
and are directly accessible.
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This is how our files are accessible in the FileCloud Server application.

Files

Shared Files O . My Files
O - Network Shares
O - Shared with me

Player

When you open one of your Drive folders, the same contents that appear in the FileCloud user portal
are listed. Files are cached when they are initially accessed (either by the system during download or
by you when you initially open them).

To help you determine how quickly you can access files, checkmark overlays appear on files:

« Files with icons overlaid with a white check on a blue background ﬂj are cached.

« Files with icons overlaid with a blue check on a white background are not cached.

— v 1 > This PC > FileCloudDrive (\\FileCloudDrive) (E) > My Files > DI 19-20
5 Documents () Name h
¥ Downloads
Documents
b Music Music
&= Pictures cached =y #! 01 - Lou Rawls - For What It 's Worth (Stop Hey...
m Videos 01 - Sympathy For The Devil
£50S(C) not cached — 01 (They Call It) Stormy Monday

01 Bigger Than My Body
01 feelin alright

| 01 Intro _ Sweet Jane

01 Louie, Louie
01-Smooth Operator
Team Folders 1-11 Stormy Monday

=~ FileCloudDrive (\\FileCloudDrive) (E:)
My Files
Network Shares

Shared with Me
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The following FileCloud options are available for Drive from the Explorer window when you right-
click on a file or folder in My Files or Network Folders and choose Show More Options >
FileCloud Drive:

A File A Folder

FileCloud Drive > Share link FileCloud Drive > Share link
View properties View properties

N Search

When you right-click on a file or folder in Team Folders or Shared with Me and choose Show More
Options, you also see an option to share a link with someone who already has access to the Team
Folder or Shared with Me. To share a link with someone who already has access to a folder, see
Sending a link from a Team Folder or Shared With Me

A File in a Team Folder or Shared with Me A Folder in a Team Folder or Shared with Me
FileCloud Drive > Share link FileCloud Drive > Share link
View properties View properties
Copy direct link Search

Copy direct link

Understanding FileCloud Drive

FileCloud Drive provides a virtual view of your FileCloud files and makes it appear as if the files are
actually local, but in reality they are not. When you open them in your explorer or finder, they are
downloaded to a local cache. When you save the files, they are saved to the cache and then uploaded
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to FileCloud's remote server.

T = > ThisPC > FileCloudDrive (\\FileCloudDrive) (E:)

“& Documents & Name
¥ Downloads My Files
J’ Music Network Shares
&= Pictures Shared with Me
ﬂ Videos Team Folders
270S (@)
The Drive files appear to be
=~ FileCloudDrive (\\FileCloudDrive) (E:) ocal but thev are remote. and
My Files are downloaded to ¢ Al cach
when them
Network Shares

Shared with Me

Team Folders

When you save your files, confirm that they have been uploaded to FileCloud by looking for the
notification in the Drive app or the FileCloud user portal notifications.
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i FileCloud Drive - X

@@ FiLecLoud ‘: jenniferp

-/\- Recent Activity

All activity = Any date w

® 1files of total: 1 have been su
Apr 19, 2021 02:47 PM

ssfully uploaded!

@ File Utility Receipts.pdf uploaded successfully.
Apr 19, 2021 02:47 PM

4 Uploading \My Files\Utility Receipts.pdf.
Apr 19, 2021 02:47 PM

4 Uploading \My Files\Utility Receipts.pdf U
Apr 19, 2021 02:47 PM

@® Mounting disk
Apr 19, 2021 12:36 PM

@® Adding mount point

() W Q 3

Live Activity Search Settings

File upload notification in Drive app.
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Install mobile and
Bl desktop apps

Shared with Me

File upload notification in FileCloud user portal.

Network
Dependency

Network must be

available.

File
size determines
download time.

Description

FileCloud Drive depends on your
network to download files from the
remote FileCloud server and to upload
them back to it.

When you have a large file, for
example 1 GB, and you try to open it in
an application via FileCloud Drive, it is
not instantaneously available like
smaller files. The time it takes to be
downloaded from the remote
connection and then opened is visible
to you, and depending upon your
network connectivity this could take a
while.

- A a‘, Emma v
-

a» You )
4
added My Files/Utility
Receipts.pdf

seconds ago

a~ You
'

downloaded My
Files/README.md

a» You
'
downloaded My

Files/README.md

Best Practice

v . .
Use a reliable network connection.

Use FileCloud Drive to work with small to
medium sized files

Use FileCloud Drive to edit documents

Use FileCloud Drive to upload a small
number of files or download small
documents.

FileCloud Drive is more convenient than
using the web portal to edit files because it
avoids manually downloading the file first,
editing it, and then re-uploading it to the
server.

FileCloud Drive's explorer window
automatically opens the document in the
application, allows you to edit, saves it, and
then uploads the file back to the server.

Use FileCloud Sync If you are working
with files that are 1 GB or larger, because
they are stored directly in File Explorer.
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LT 2 Description Best Practice
Dependency

Network When you choose an action like copy Wait for the cursor to stop moving
connectivity or delete from the system tray menu, before choosing another action.
determines how the cursor icon animates until all
long it takes to operations are committed to the

complete an action. FileCloud Server. When the action is
complete, the cursor stops animating.
The time it takes the action to
complete depends on the speed of
your network connection. That is why
it is better to use Drive with small files
and small amounts of files at once.

Installing FileCloud Drive

Beginning in FileCloud Version 21.3, Drive installs into the folder Program Files instead of the folder
Program Files(x86).

To install FileCloud Drive:

1. Download FileCloud Drive from the following URL:
http://www.filecloud.com/additional-downloads/#drive

2. Torun the installation wizard, click the FileCloudDrive2eSetup.exe execution file you just
downloaded.
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The first screen recommends that you use the FileCloud for Office feature.
9 Setup - FileCloud Drive — X

Welcome to the FileCloud Drive Setup
Wizard

C This will install FileCloudDrive2e 23.241.0.8835 on your computer. It is
recommended that you close all other applications before continuing.

Click Next to continue, or Cancel to exit Setup.

We recommend FileCloud for Office

FileCloud For Office can lock and unlock files automatically when they are
opened and closed. File sharing is also supported, among many other
functions. It is compatible with Microsoft Word, Excel, and PowerPoint. It is
available for free download from the Office add-ins store.

How to install FileCloud for Office

Next Cancel

3. Click Next.
79 Setup - FileCloud Drive = X

Select Additional Tasks "
Which additional tasks should be performed? C
Select the additional tasks you would like Setup to perform while installing FileCloud Drive, then click Next.

Install Options:
Windows Explorer Integration (Search and Share options - Requires Reboot)

Back [ Next ’ Cancel

4. Leave the checkbox checked, and click Next.
If you are already a Drive user using DoclQ, and this is an upgrade, the next screen gives you the
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option of using DoclQ or FileCloud for Office. For more information, see Using FileCloud for

Office with Drive. If you are a new Drive user, the following screen does not appear.
15 Setup - FileCloud Drive

FileCloud For Office
Switch to FileCloud for Office (FFO)

DocIQ will reach its End of Life on December 31, 2024. After this date, DocIQ will no longer be supported by

FileCloud. We recommend using its replacement FileCloud for Office (FFQ), that can be downloaded from the
Office Add-ins store.

(O Use FileCloud For Office (Download from the Office add-ins store required) ~ Learn More
(O Continue using DocIQ

Back Next Cancel

The next screen appears:
m%‘ Setup - FileCloud Drive

Ready to Install
Setup is now ready to begin installing FileCloud Drive on your computer.

Click Install to continue with the installation, or click Back if you want to review or change any settings.

Additional tasks:
Install Options:

Windows Explorer Integration (Search and Share options - Requires Reboot)

Back Install Cancel
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5. Click Install.
The wizard shows the installation's progress.

9 Setup - FileCloud Drive = X
Installing ‘
Please wait while Setup installs FileCloud Drive on your computer. C
Extracting files...

C:\Program Files\FileCloud Drive\clouddrive.exe

Cancel

When installation is complete, the following screen appears:
75 Setup - FileCloud Drive =

Completing the FileCloud Drive Setup
Wizard

C To complete the installation of FileCloud Drive, Setup must restart your
computer. Would you like to restart now?

o Yes, restart the computer now

‘ No, I will restart the computer later

Finish |
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6. Leave Yes, restart the computer now selected to begin using Drive or the latest version of Drive,
and click Finish.

Terminal Server Support

FileCloud Drive can be used in Terminal server environment.
Note that:

The FileCloud Drive application binaries are installed in C:\Program Files folder. This can be modified
only by an Administrator. Users can only execute the application (but not change the config files in
that location)

The FileCloud Drive data is stored in %APPDATA%/FileCloud Drive folder. This is created for each user
and only user-specific data is stored. Therefore, every user in the Terminal server environment can
launch and mount their specific account.

There is a limitation due to the number of available mount points in the system. Every time a volume
is mounted by a user, that drive letter cannot be used by a different user. In some cases, if two users
start Drive at the same time, they may attempt to mount a FileCloud volume to the same Drive letter
and it will fail for one of the users. In that case, the user that had the failure must select a different
drive letter and mount the FileCloud volume.

If FileCloud Drive cannot map drives and the Drive logs fill up and display the error:
“Tonido::TonidoCbfs::addMountPoint: Exception :Cannot create a file when that file already exists."
Add the parameter <useuniquemountlabel>1</useuniquemountlabel> in config.xml for FileCloud
Drive.

The config.xml file is located at C:\Program Files\FileCloud Drive\service

Once the changes are made restart Drive or reboot the server

Drive Installer Options
You can configure additional options by using the command line.

¢ This is useful mostly to administrators

¢ It gives you more flexibility to install FileCloud Drive on a large number of client computers.
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FileCloud Drive App Installer Command Line Options
Drive MSlI installer options

Option Notes

/QUIET Installs quietly (without user interaction). When setup is quiet only some dialog boxes and
or /QN command prompts are shown. When setup installs without this option, even fewer dialog boxes
and command prompts are shown.

/ Does not restart the system (either automatically or by displaying a message) following a
NORES successful installation.
TART

Drive EXE installer options

Option Notes

/SILENT
Installs silently. When setup is silent the wizard and the background window are not displayed but
the installation progress window is. If a restart is necessary and the /NORESTART command isn't
used, setup displays a message asking the user to restart.

/ Installs very silently. When a setup is very silent the wizard, the background window, and the

VERYSIL installation progress window are not displayed. If a restart is necessary and the /

ENT NORESTART command isn't used setup reboots without asking.

/ Does not restart the system (either automatically or by displaying a message) once installation is

NOREST complete.

ART

/ Installs the explorer integration add-on when using the command line.

TASKS=

"explore

rintegrat

ion"

/ Does not install the explorer integration add-on (to avoid requiring admin privileges).

TASKS=

Il!

exploreri

ntegrati

0nll
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Checking for Drive Updates
To check if there are updated versions of Drive:

1. Click your username in the upper-left corner of the dashboard, and choose Check for updates.

rﬂ FileCloud Drive = —Xj

i@ FILECLOUD @ iciter -

[] Open website

{5} Settings -
M Check for updates
Enable download limit (@) Help
50 MB (= Logout
© Exit
Notifications Enable all notificat v
Lock files automatically on edit
Disable FFO Office integration [ ¢
Run at Windows startup [
‘ Clear cache ’ ‘ Get logs ’

‘ Commit pending changes to server ’

() W Q 3

Live Activity Search Settings

If there is a new version of Drive available, the message A newer version is now available.
Updating is highly recommended. Download the new version and exit now? appears.

2. Click Yes.
Drive is closed and the new installation file is downloaded to your system.

3. Save and run the installation file.
The new version of Drive is installed and you are prompted to restart your computer.
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Start and Log In to Drive

After installation and restarting your computer, FileCloud Drive should open automatically.

¢ The same content that is available from the User Portal is listed locally as a drive.
¢ You can add/delete/edit files that are stored on your FileCloud Server folder from the drive.

Starting Drive

Starting Drive and the startup wizard
If Drive did not run after you restarted your computer:

1. From the Start menu, click FileCloud Drive > More > Run as administrator.

ﬁ FileCloud Drive
-3 Pin to Start

More > - Pin to taskbar

[l  Uninstall £SO Run as administrator

A log-in window opens.
i FileCloud Drive — X

@ FILECLOUD

Welcome

Let's take a few minutes to setup Drive

®

english ¥
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2. To change the user interface language from English, use the drop-down list at the bottom of the
screen.

3. Click the Get Started banner to go to the next screen.
Step 1: The wizard's log-in screen

After you click the Get Started banner in the first wizard screen, the Login screen opens:
& FileCloud Drive

2 3 4

DOWNLOAD LIMIT GENERAL SETTINGS FINISH

Login to your account

Please log in using one of the methods below.

Login Method SSO Device Authentication Code

Server URL http://127.0.0.1
Account jenniferp
Password secseens ]

1. Choose a Login Method.
To log in with SSO, see Log In Using Single sign-on (SS0).
To log in using a device authentication code, see Using Code Based Authentication for Drive.

2. In Server URL, enter your server address.
3. In Account, enter your username.

4. In Password, enter your FileCloud account password.
You may enter proxy settings instead. See Proxy server for FileCloud Drive.

5. Click Login.
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Server
URL

Account

Passwor
d

SSO

Device
Authenti
cation
Code

Proxy
Settings
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Description

The URL to the FileCloud Server.
You can find this URL

¢ In the Welcome to FileCloud email you received with your
user account

¢ By contacting your Administrator

Your FileCloud account name or email address.

You can find this URL
¢ Inthe Welcome to FileCloud email you received
¢ By contacting your Administrator

The password to your FileCloud account.

Single sign-on (SSO) is a user authentication process that
permits you to enter one name and password in order to access
multiple applications.

This allows you to get a Device Authorization Code to connect
to the server instead of a username and password.

Your administrator must configure this option. If they do:

1. You must enter the server URL, the user account name (or
email), and then click the "Request Access" button.

2. If the request access was successful, you will get the
following dialog which needs a device authorization code

to login.
Enter Device Code (%
Enter Code

Open Website

If your company requires a proxy server to connect to internet,
then you must provide that information. In the log-in screen of
the dashboard, click Proxy Settings in the wizard's Log In
screen.

Step 2: The wizard's Download Limit screen

Example

https://
<myteam>.<filecloud_site>.co
m

<user name>

username@myteam.myfileclo
ud.com

Drive users can read about:

Log In Using Single sign-
on (SS0)

Administrators can read
about:

Configuring Desktop
Apps Login support - Code
Based Authentication

Drive users can read about:

Using Device
Authorization Codes

Enter Proxy Settings
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After you click Login, the Download Limit screen opens.

i FileCloud Drive

1 2 3

LOGIN DOWNLOAD LIMIT GENERAL SETTINGS

Download Limit

Important: This setting impacts which files you can
access in Drive.

Download limit refers to the individual file size limit that can be
downloaded by Drive for caching. Usually a size of 50 MB is
recommended for most files. Note that this limit does not apply
on document file formats.

Learn More
50MB
| Unlimited
D 4
| 10 25 50 100

4

FINISH

Before a user can read or update a file in Drive, the file must be fully downloaded, which may lead to
heavy bandwidth usage. To limit this, FileCloud Drive has a maximum file size download limit setting
which is set to 50 MB by default. You may adjust this setting depending on your system's performance

and the size of files that your users commonly access in Drive.

The download limit does not apply to the following file
types: .txt, .rtf, .doc, .docx, .xIs, .xIsx, .ppt, .pptx, and .indd.

1. To change the Download Limit, move the arrow to the left or right.

2. Click the right arrow to go to the next wizard screen.

Step 3: The wizard's General Settings screen
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After you click the right arrow in the Download Limit screen, the General Drive Settings screen opens.

@ FileCloud Drive - X
LOGIN DOWNLOAD LIMIT FINISH

General Drive settings

These settings are recommended for most users.

Mount point E:vw

Recovered folder location Edit
C:\Users\jenpe\AppData\Roaming\FileCloud Drive\htt...

Mute all notifications
Lock Office files automatically on edit

Run at Windows startup -

1. Mount Point is entered automatically as your next available drive letter.
Optionally, choose a different drive letter in the Mount Point drop-down list.

2. By default, Recovered folder location is set to %APPDATA%/FileCloudDrive/data/Recovered.
Click Edit to select a new location.
For information about recovering files, see Recover Files After Interrupted Drive Uploads.

3. By default, system notifications are enabled. To turn off system notifications, click the slider
button for Mute all notifications until it is enabled.

4. By default, when Office files are opened for edit, they are not locked. To lock Office files files
when they are opened, click the slider button for Lock Office files automatically on edit until it is
enabled.

5. By default, Drive runs when Windows starts up. To disable running of Drive when Windows
starts, click the slider button for Run at Windows startup until it is disabled.

6. Click the right arrow to go to the next wizard screen.

Setting the mount point's the volume name:
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By default, FileCloud Drive autogenerates the volume name as FileCloudDrive. This appears in the
volume label.

3 This PC

) 3D Objects

I Desktop

ﬁi Documents

< Downloads

b Music

| Pictures

B Videos

- 0S(C)

- New Volume (E:)
- New Volume (F:)

== FileCloudDrive (\\FileCloudDrive) (G:)

=¥ Network

To have the volume label use the user's display name:

1. Open the FileCloud Drive configuration file for editing.
It is located in Program Files/FileCloud Drive/service/config.xml.
2. Add the following key:
<useuniquemountlabel>1</useuniquemountlabel>
Now the user's display name appears in the volume label.
@ This PC

- 3D Objects
I Desktop

j Documents

¥ Downloads

J’ Music

| Pictures

E Videos

L9 0S (@)

= jenniferp_E: (\\FileCloudDrive) (E:)

Allowing multiple instances to run:

For a server environment where multiple sessions are simultaneously running, use the keys:
<multimount> and <useuniquemountlabel>
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1. Open the FileCloud Drive configuration file for editing.
It is located in Program Files/FileCloud Drive/service/config.xml.

2. To allow multiple instances to run, include the key:
<multimount>1</multimount>

3. Also include the key:
<useuniquemountlabel>1</useuniquemountlabel>

Step 4. Finish
After you click the right arrow in the General Settings screen, the Finish screen opens.

i@ FileCloud Drive

. 1 2 3

LOGIN DOWNLOAD LIMIT GENERAL SETTINGS

© |

Setup completed

|:|/' Start using Drive

Click Start using Drive to open the Recent activity screen of the Drive dashboard and the mounted
Drive folder in file explorer.
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£ FileCloud Drive - X 1 =~ > ThisPC > FileCloudDrive (\\FileCloudDrive) (E) v 0o £
a FILECLOUD e jenniferp « 1 ffmpeg64.20190806 A Name -
; morefiles My Files
_\/\r Recent Activity i The Blue Carrot Cafe Shared with Me
versiontest (1) Team Folders

ersiontest (2)

All activity = Any date w
versiontest (3)

. . ¢ versiontest

@® Mounting disk
May 03, 202103:36 PM Screenshots

stairs

@® Adding mount point
May 03, 2 3:36 PM Video Projects

¥ Photos
@ Setting up storage in local computer .
e ¢ Photos2
‘ ; Photos3
@ Verifying server connection and authentication B Videos
M: 3,202103:36 PM
£90S(C)
@ Verifying server connection and authentication ~- FileCloudDrive (\\FileCloudDrive) (E)
s My Files
@ CLFC-90017-Failed to mount cloud server. Verify that Shared with Me

tha aradantiale arn rarrant and that tha canmr ie

Team Folders

() W Q Gy

Live Activity Search Settings

Related topics

Log In Using Single sign-on (SSO)

0 Note: Filecloud only supports SAML SSO. It does not support NTLM SSO.

Single sign-on (SSO) is a type of a user authentication that enables you to log in once to multiple
software applications. If your admin sets it up, they will provide you with an SSO username and
password.
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During FileCloud Drive login, you may choose SSO in the Login screen of the Startup wizard.
i@ FileCloud Drive - X

2 3 4

DOWNLOAD LIMIT GENERAL SETTINGS FINISH

Login to your account

Please log in using one of the methods below.

Login Method Password m Device Authentication Code

Server URL http://127.0.0.1

To login to FileCloud using SSO:

1. Inthe Login screen of the Drive wizard, for Login Method, click SSO.
2. In Server URL, enter your FileCloud address.

3. Click Login.
You are logged in and taken to the next Drive wizard screen, Download Limit.

Using Code Based Authentication for Drive
Your Administrator may require you to log in with a code instead of a user name and password.
To login to the FileCloud Server using a code:

1. Inthe Login screen of the Drive wizard, for Login Method, click Device Authentication Code.

2. Type in the server URL and the user account name (or email).
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& FileCloud Drive

2 3 4

DOWNLOAD LIMIT GENERAL SETTINGS FINISH

Login to your account

Please log in using one of the methods below.

Server URL http://127.0.0.1

Account jenniferp

Proxy Settings Login

Login Method Password SSo Device Authentication Code

3. Click Login.

4. If the request access was successful, a window for opening the Device Authorization code
opens:
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& FileCloud Drive - a X

Enter Device Code

Enter Code

Open Website

5. Sign in to the FileCloud user portal, and go to Settings > Devices.

6. Approve the device.
The following message appears:

Device Approved for Use

Device Authorization Code:

R2726J

Please enter the above authorization code in your device to login.

Close

7. Copy the Device Authorization Code and paste it into the authorization code field.
8. Click Submit to log in.

9. You are logged in and taken to the next Drive wizard screen, Download Limit.
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FileCloud Drive Two-Factor Authentication

FileCloud Drive supports two-factor authentication (2FA) codes when your administrator enables
2FA in the FileCloud server.

¢ The code is required the first time a new device is connected.
¢ On subsequent logins to FileCloud Drive the user is prompted to enter a new 2FA code.

« Two-Factor authentication codes are required if the device record is removed by your Administrator
from the Device Management panel

To log in when 2FA is enabled:

1. When you log in to Drive for the first time, the dashboard appears as:
£ FileCloud Drive - O X

Enter 2FA Code

Enter Code

You receive your authentication code by the method configured by you administrator, such as email or
SMS.

1. Enter the code, and click Submit.
2. You are logged in and taken to the next Drive wizard screen, Download Limit.
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Proxy server for FileCloud Drive
FileCloud Drive can use a proxy server to connect with FileCloud server.

To enter proxy settings:

1. In the Login screen of the Drive wizard, for Login Method, click Proxy Settings.

2 3

DOWNLOAD LIMIT GENERAL SETTINGS

Login to your account
Please log in using one of the methods below.

Login Method Device Authentication Code

Server URL http://127.0.0.1
Account jenniferp
Password ‘ | ‘

Proxy Settings

The Proxy Settings dialog box opens:.
2. Fillin the proxy settings and click Save.
3. Click Login.

4. You are logged in and taken to the next Drive wizard screen, Download Limit.

FileCloud Drive System Tray Options

4

FINISH

You can use system tray icons to quickly access menu options for opening the FileCloud Drive
dashboard, navigating to drive in file explorer, searching for files and exiting FileCloud Drive.

To open the right-click menu:

1. In the lower right corner of your Windows desktop, open the system tray.
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2. Right-click on the FileCloud Drive icon.

O & 0 ®
g B o

fm in =

a & O &

The menu of options opens:

O & 0 ®
m C Dashboard

Open Folder
i |

Search

& @ [ Exit

Optio

n Description

Dash Opens a window of FileCloud Drive activity and settings.
board

Open Launches an explorer window that displays the contents of the mounted drive volume. If the
Folder = remote server is not available or configured then nothing is launched.

Searc  Opens a FileCloud Drive Search window where you can type in a keyword, browse to a specific
h folder, and set Advanced Search options. For more information, read Searching in Drive.

Exit Unmount and exit FileCloud Drive application.

Exit or Log Out of Drive

When you exit Drive, your session ends, but your username, password, and configuration settings are
saved, so that when you re-open Drive, your settings are automatically filled in.
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Logging out of Drive removes your username, password, and configuration settings and takes you
back to the startup wizard, where you must enter your server URL, account, and and password and
configure Drive.

You can exit or log out of Drive from the user drop-down list in the Drive dashboard.
i FileCloud Drive = X

’ i@ FILECLOUD ° jennifer
|

[~] Open website

-\ Recent activity
(*) Check for updates

(?) Help

All activity - Any date

(- Logout
® Mounting disk

09-08-2023 12:16 PM 0 Exit

® Adding mount point

09-08-2023 12:16 PM

@® Setting up storage in local computer

09-08-2023 12:16 PM

® Verifying server connection and authentication

09-08-2023 12:16 PM

() W Q &

‘ Live Activity Search Settings

Settings

To change settings for FileCloud Drive:

1. Log in to Drive.
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2. At the bottom of the Drive dashboard, click the Settings button.
i FileCloud Drive — X

i@ FiLEcLoud e jenniferp ~

-/ Recent Activity

All activity w Any date w
® Mounting disk
May 03, 2021 03:36 PM

@® Adding mount point
May 03, 2021 03:36 PM

@® Setting up storage in local computer

May 03, 2021 03:36 PM

@® Verifying server connection and authentication
May 03, 2021 03:36 PM

@® Verifying server connection and authentication
May 03, 202103:36 PM

@® CLFC-90017-Failed to mount cloud server. Verify that

tha Aradantiale ara rarrant and that tha caruar ic

() W Q €3

Live Activity Search Settings

The Settings screen of the dashboard opens. The first time you open it after installing, a Trust
FFO button appears (unless you have chosen to continue to use doclQ.)
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rﬁ FileCloud Drive

i@ FiLecLoud

{5} Settings

Enable download limit

50 MB

Notifications

Setup FFO

Run at Windows startup

= X

o jennifer ¥

v

Enable all notificat v

Lock files automatically on edit

Disable FFO Office integration

i Trust FFO

[ Clear cache

} ‘ Get logs }

[ Commit pending changes to server ’

() W

Live Activity

Q €

Search Settings

After you click Trust FFO once, it does not appear on the settings screen again. Now when you
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click Settings, the following screen appears.

rﬁ FileCloud Drive = X 1
i@ FlLECLOUD Q jennifer ¥
{5} Settings

Enable download limit [ ¢
50 MB v
Notifications Enable all notificat v

Lock files automatically on edit

Disable FFO Office integration

Run at Windows startup

Show dashboard at startup

[ Clear cache ] [ Get logs }

[ Commit pending changes to server J

(¢2) W Q €3

Live Activity Search Settings

3. Change any settings.

For more information about the settings, click or expand the links below:

Enable and set the download limit

FileCloud Drive sets a limit on the size of files you can download (with exceptions for some file types)
to 50MB by default.

0 File types that this limit does not apply to are: .txt, .rtf, .doc, .docx, .xls, .xIsx, .ppt, .pptx, and .indd.

FileCloud Drive — 250



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

This default limit is set for the following reasons:

¢ FileCloud Drive must download a file from the server before it can be read, modified, or updated.

* Windows can pre-fetch files to improve user experience and can request files that are not
actively used.

« This activity can sometimes cause heavy bandwidth usage.

¢ To limit this, FileCloud Drive has a maximum file size limit setting to prevent downloading large
files.

To change the download limit size, slide the pointer to the left or right.
To disable the download limit, click the Enable download limit slider until it appears gray.
Notifications

The default setting is Enable all notifications, which enables display of both Drive system toast
notifications and floating status notifications.

You may change the setting to:

Mute all notifications - Disables display of both system toast and floating status notifications. Note:
File transactions and important notifications may be missed.

Mute system notifications - Disables display of system toast notifications, but enables display of
floating status notifications.

Mute app notifications - Disables display of floating status notifications, but enables display of system
toast notifications. Note: File transactions and important notifications may be missed.

Lock files automatically on edit

Lock files automatically on edit

Use the automatic lock feature to lock a file on the FileCloud server while it is being edited by one user
to prevent another user from editing it at the same time.

By default, the automatic lock feature is disabled. To enable it, click the Lock files automatically on
edit slider.

Note that only certain types of files can be automatically locked. For more information, see Automatic
Locking in FileCloud Drive.

Disable FFO Office integration

If you have installed FileCloud for Office, the first time you log in and view settings, a Set up FFO label
and a Trust FFO button appears. You must click the Trust FFO button to install the certificate for FFO.
This removes the Set up FFO label and Trust FFO button from Settings. They will not appear again.
However, to use FFO, you are still required to include the FFO add-in.

FileCloud for Office is enabled by default. To disable it, click the Disable FFO Office Integration slider
so that it turns blue.

Run at Windows Startup

By default, FileCloud Drive is run on Windows startup. To prevent Drive from automatically running on
startup, click the Run at Windows Startup slider so that it turns gray.

Show Dashboard At Startup
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By default, when FileCloud Drive starts, it automatically displays the dashboard. To prevent Drive from
automatically displaying the dashboard when it starts, click the Show Dashboard At Startup slider so
that it turns gray.

Clear Cache

If Drive is not displaying updated information or is running slowly, clear your cache by clicking the
Clear Cache button.

Get Logs
To open the folder that stores Drive log files, click the Get logs button.
Commit Pending Changes to Server

If you experience a lag between the time you perform an action and the time it is committed it to the
server, click Commit Pending Changes to Server to commit the changes to the server now.

Automatic Locking in FileCloud Drive

Automatic locking is only supported for certain file types in Drive. When you open file types that do not
have automatic lock support, you must manually lock them to ensure that Drive does not attempt to
upload them while they are being edited.

Automatic locking of Adobe and Quickbooks files
In Drive in Windows, automatic locking is supported for the following file types:

¢ Microsoft Word

¢ Bluebeam Revu

¢ Adobe InDesign

¢ Adobe lllustrator

¢ Microsoft PowerPoint
¢ Microsoft Excel

e Corel WordPerfect

¢ Quickbooks

e AutoCAD

To enable the automatic lock feature, see 23.261b Settings#Lock-files-automatically-on-edit.

Working in FileCloud Drive

In this section:
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How do | access the search window?

Initiating search from
the Drive system tray

The taskbar Search option Name

opens the basic Search My Files

Ul with the default search ?h“ldvkvst:w
path.

Team Folders
O & 8 B
R «

Dashboard
Open Folder
- I
Search
a @ | Ext

Basic and Advanced Search

Basic search view

Initiating search from the
Drive folder

Open
Open in new window

Pin to Quick access

@ Scan forviruses
@ Check reputation in KSiy
Restore previous versions

Pin to Start

[# Share FileCloud | rive Link

/O Search FileCloud Drive Site

Y View FileCloud Drive Properties
% Copy Direct FileCloud Drive Link

Initiating search from the dashboard

- X
0 jenniferp «

i@ FileCloud Drive

@ FiLEcLoud

-/ Recent Activity
All activity v Any date =

@® Mounting disk

@® Adding mount point

@ Setting up storage in local computer

@ Verifying server connection and authentication

@® Verifying server connection and authentication

Search Settings

() W

Live Activity

Advanced search view
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Enter a search term, and click Enter. The files and
folders returned are listed in the lower portion of
the Search window.

By default, file names, content, and metadata are
searched. To include folders in the search or to
filter the search, click Show advanced options.

The number of items found appears in the red oval
near the Search icon at the bottom of the view.

i FileCloud Drive - X

@ FiLecLoud

custome|

Show advanced options

m customers.docx
0 B - Last modified on May 14, 2021 12:50 PM

a > My Fi... ¥ Public Docume... ¥ customers.d...

m Annuity3.docx

61KB - Last

202112:5

modified on May 14
Employee Name, Job Title at Company Name. Positive ...
a

> My Fil... » Public Docume... » Annuity3.do...

m Annuity.docx

() Wo

Live Activity

o 5

Search Settings

Click Show advanced options in the basic search to
view the advanced options fields. Configure any of the
advanced options:

¢ Search Location - Click Edit and navigate to the
folder path that you want to search

¢ Include Folders - Toggle the button to include
folders as well as files in the search

¢ Search type - All content (default), Name only,
Content only, or Metadata

« Date - Enter a date range
e Size (KB) - Enter a size range

Click Start search to begin the search. The results
appear in the basic search view.

The number of items found appears in the red oval near
the Search icon at the bottom of the view.

i@ FileCloud Drive — X
a FILECLOUD e jenniferp «
account
Hide advanced options
Search Location : /jenniferp/Custome... Edit
Include Folders ‘
Search type All content v
Date  05-01-2021 - 05-30-202
Size (KB) -
Start Search
0 «»
() W Q 3
Live Activity Search Settings
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After your search results are returned, you can access any location in the item's path in content

explorer by clicking on it.

Click here:

To open here:

@ FileCloud Drive

account

Show advanced options
g accountnames.txt
28 B - Last modified on May 24, 2021 10:08 AM

a

. Account Names Folder

- x
@@ FiLecLoud e jenniferp +

> MyF... » CustomerAcco... » accountname...

a > My ... ¥ CustomerAc... 2 Account Names...

= FileCloudDrive (\\FileCloudDrive) (E:)

account names folder

Account Names Folder

() o o 5
Live Activity Search Settings
Also see:

Content Search in Drive

Name

Account Names Folder _~

u] accountnames <
&/ announcements

@ CharacterSheet_3Pgs_Complete
% FCShareExpiry

Content search enables you to search through the text in file types such as txt, pdf, doc, docx, xls, xIsx,

ppt, pptx. Search results display the matching term in bold.

Note that your admin must have configured content search in FileCloud for content searches to work.

To perform a content search:

1. Access the Search window in Drive.

2. Click Show advanced options.
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i FileCloud Drive X

@@ FiLEcLoud e jenniferp

Hide advanced options

Search Location : Everywhere Edit

Include Folders

Search type All content v
All content
Date Name only
Content only
Metadata
Size (KB) =

Start Search

() w/\r°

Live Activity

Q e

Search Settings

3. Inthe drop-down list, choose Content Only.
4. Enter a search term.
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i FileCloud Drive X

i@ FiLECLOUD e jenniferp

Ioad

Hide advanced options

Search Location : Everywhere Edit

Include Folders

Search type Content only v

Date -

Size (KB) -

() S

Live Activity

Q e

Search Settings

5. Click Start Search.

The search returns files that include the search term in their content. The phrase including the
search term appears in bold.
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& FileCloud Drive X

@ FiLEcLoud e jenniferp
loan a

Show advanced options

. bank statementl.pdf

70 KB - Last modified on May 17, 2021 1:24 PM

page LOAN ANALYSIS WORKSHEET RATE 35101215 ...

A > My K... 2 Public Docu... » bank statemen...

certificate of deposit.pdf
S

73 KB - Last modified on Nov 20, 2020 9:25 AM
$156.58 $146.87 $139.13 $135.89 $134.48 LOAN ANAL...

a > My Files ¥ certificate of deposit.pdf

(@) W9 o 3

Live Activity Search Settings

Metadata Search in Drive
You can search on metadata from any of the metadata sets in Drive.
To search on metadata:

1. Open the Search window in Drive.
2. Click Show advanced options.

3. Choose Metadata as the Search type and define search conditions.

This video shows you how:

FileCloud Drive — 258



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

Viewing FileCloud Drive Activity

The ability to cancel pending and in progress downloads and to view a count of pending downloads
is available in FileCloud version 21.3 and later.

You can view live activity as well as the history of recent activity in FileCloud Drive.
To view live activity in Drive:

1. Log in to Drive, or in the system tray, right-click on the Drive icon, and choose Dashboard.
Click the Live button at the bottom of the page.
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ﬁ FileCloud Drive —
a FILECLOUD a“, jenniferp «

() Live - 0in progress, 1 pending

&J No downloads &J No uploads

No file operations

() - Q e

Live Activity Search Settings

The number of uploads and downloads pending and in progress appears at the top of the
dashboard.
While uploads and downloads occur, their progress is shown on the dashboard.
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ﬁ FileCloud Drive -

ﬁ FILECLOUD a“, jenniferp «

() Live - 4in progress, 8 pending

<% Nodownloads &% 4 uploads

4 Screenshot 2021-01-25 at 2.3411 PM.png  100%

Uploading to: /jenniferp/DI 19-20/Custom Images/Screenshot
2021-01-25 at 2.34.11 PM.png

4 Screenshot 2021-01-25 at 2.34.07 PM.png  100%

Uploading to: /jenniferp/Dl 19-20/Custom Images/Screenshot
2021-01-25 at 2.34.07 PM.png

4 Screenshot 2021-01-25 at 2.34.02 PM.png  100%

Uploading to: /jenniferp/DI 19-20/Custom Images/Screenshot
2021-01-25 at 2.34.02 PM.png

4 upload(s)/download(s)
Nn1_ D DAAE DA e anno

W >

Activity Search Settings

To cancel pending or in-progress downloads in Drive:

While a file's download is still in progress, a cancel button appears to its right on the Drive dashboard.

¢ Click the Cancel button to cancel the download.
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ﬁ FHEl - : : g

a FILECLOUD a". jenniferp «

(¢)) Live - 1in progress, 0 pending

<% 1downloads 2 No uploads

4 2021-10-01_.09h19_13.avi.png 100%
Downloading from: /jenniferp/Thumbnails/2021-10-
01_09M9_13.avi.png

Cancel

1 upload(s)/download(s)

. Q 3

L Activity Search Settings

To view recent activity in Drive:

1. Log in to Drive, or in the system tray, right-click on the Drive icon, and choose Dashboard.
If the dashboard does not display the Recent Activity screen, click the Activity button at the
bottom of the page.
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i FileCloud Drive - X

@ FiLEcLoud e jenniferp

-/ Recent Activity

All activity v Any date w

® Mounting disk
@® Adding mount point

@® Setting up storage in local computer

@® Verifying server connection and authentication

@® Verifying server connection and authentication

() W Q €3

Live Activity Search Settings

Sharing Files in Drive

File sharing allows you to provide public or private access to files stored in FileCloud Server and saved
in your Drive folders with various levels of access privileges.

Sharing files allows you to:

e Keep track of who you have shared a file with

¢ Add comments about the file

* Monitor file versions

¢ Control changes people make to the file or folder by setting a combination of permissions to
read, view, modify, copy, or delete it

You can share a file in many different ways.
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Requires a FileCloud Set Set Obtions Share with Share with a
Account Permissions P Everyone Specific User
Pu  ® Anyone with the O View @ Share o o
blic = link ® Download Name
can access ® Share @ Expiration
@ Restrict
Downloads
o
Notifications
@ Require
Password
Pri @ Invite those without =~ @ View @ Share © Add Groups of © With a FileCloud
vVal ' an account to create @ Download Name muILlpIe usfehr S
one ® Share @ Expiration to share wit
o

Notifications

Sharing Files or Folders Publicly in Drive

You can share a file or folder so that anyone can access the share even if they don't have a FileCloud
account.

If you want more security but still want a large number of people to access the file, you can enable
password protection.

Create a public share:

1. Open your Drive folder and navigate to the file or folder that you want to share.
2. Right-click on the file or folder and choose Show More Options > FileCloud Drive >Share Link.

FileCloud Drive >
Copy as path
E |2 Share

Restore previous versions

Share link

View properties

P &
) & W N S Send to R
. Cut
2do v C S
Copy
Name Create shortcut 'pe Size
Donations melas le folder
Rename
&) certificate of deposi le 35 KB
Properties
&@ certificate of deposit 2021.pat 372172023 9:42 AM Microsoft Edge ... 73 KB
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The Share Link dialog box opens. By default the share is private.

3. Under Sharing permissions, click Allow anyone with link, Allow anyone with link and password,
or, if it's available, Allow anyone with Secure Web Viewer Link and a password.

Share link for certificate of deposit 2021.pdf (x)

Share link ,
http://127.0.0.1/url/hymhnumxtnbnyf7d Modify, link g
Shared file

My Files > certificate of deposit 2021.pdf

Share options Share history

Share Name: zZUbXgM2ENGI6uT8k Change
Expires: Never Expires

Max number of downloads: No Restrictions

Send email notifications: Yes

Sharing permissions: ® Allow anyone with link <&
Allow  View + Download v
Allow anyone with link and password
Allow selected users and/or groups

Allow anyone with Secure Web Viewer Link and a password

4. Change any of the options under Share options.
The Max number of downloads setting is available for files but not for folders.
See Public Share Options for Files or Share Options for Public and Private Folders for help
changing the settings.

5. If you click Allow anyone with link and password, the share is still public, but requires users to
enter the password shown.
You may change the password, and click Save to save it.

6. Click the Copy link button to paste the link (and password if it exists) in a message and send it
to users to give them access to the shared file
OR
Click the Email link button to open an email message that includes the link (and password if
included). Fill in the addresses of recipients you want to send the email to.

For information about additional options and settings when sharing files and folders, see Sharing Files
and Folders

FileCloud Drive — 265



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

Sharing Files or Folders Privately in Drive

When you share a file or folder privately, you can either share it with existing FileCloud users or groups
or invite a new user to create a FileCloud account and then access the share.

Sharing files or folders privately:

* Provides more security than sharing files or folders publicly.
¢ |s useful when you only have a small number of people you want to share with.

¢ Requires the user to log in with a FileCloud account to access the file or folder on the User
Portal.

To share files or folders privately with users or groups
Share a file or folder privately with an existing or new user

1. Open your Drive folder and navigate to the file or folder that you want to share.
2. Right-click on the file or folder and choose Show More Options > FileCloud Drive >Share Link.

FileCloud Drive 2 Share link
Copy as path View properties
E & Share

Restore previous versions

Send to >
. Cut
2do v O S
Copy
Name Create shortcut 'pe Size
Donations mekas le folder

Rename

&) certificate of deposi le 35 KB
Properties

&@ certificate of deposit 2021.pat 372172023 9:42 AM Microsoft Edge ... 73 KB

The Share Link dialog box opens.

3. Change any of the settings under Share Options.
See Private Share Options for Files or Share Options for Public and Private Folders for help
changing the settings.
The Max number of downloads setting is not available for folders.

4. In the Sharing Permissions section, click Invite Users.
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Share link for certificate of deposit 2021.pdf

http://127.0.0.1/url/wpu7ffwnptudcgsm Modify link a

Shared file

My Files > estate documents > certificate of deposit 2021.pdf

Share options Share history

Share Name: certificate of deposit 2021.pdf Change
Expires: Never Expires

Max number of No Restrictions

downloads:

Send email notifications:  Yes

Sharing permissions: Allow anyone with link
Allow anyone with link and password

— @ Allow selected users and/or groups

&* Invite users

‘ User @ * -?- < e .

View Download Upload Share Sync Delete Managu

L Remove share Ok

5. Click Invite Users.
An Invite Users to this share dialog box opens.

In the Add email address or account box, enter the email address or username of an existing
user or a new user's email address.
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Add email address or account

jessica

jm2344311@gmail.com

) send Email

Add
s

Adding an existing user.

Add email address or account

| liz@example.com| Ia
° liz@example.com

email will be sent to liz/ ple.com with

Adding a new user: when you click Invite, an account is
created for the user and the account password is sent to
their email.

7. Click Add to add an existing user or Invite to invite a new user.

8. Add any number of share users. When you are done adding users, click Add Users to this Share.
The users are added to the share and emails are sent to them with a link to the share. For
information about sending and editing share emails to users, see Sending an email notification
for a private share, below.
For any new user(s) you have added to the share, a FileCloud account is automatically created
for them and an email with the account password is sent to them.

The Users tab lists the users with checkboxes for various types of permissions next to them.
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Share options Share history

Share Name:

Expires:

Max number of
downloads:

Send email notifications:

Sharing permissions:

Remove share

certificate of deposit 2021.pdf Change
Never Expires

No Restrictions

Yes

Allow anyone with link
Allow anyone with link and password

® Allow selected users and/or groups

User @ -‘- :-

View Download Upload

jm2344311@gmail.com X v \2\ \:\

View is selected by default, and cannot be edited.
The permissions available for files and folders are different. See Private Share Permissions for
Files or Private Share Permissions for Folders for more information.

9. Change any of the permissions.

10. Click OK.

&+ Invite users

w o]

Delete Manage

If you are not able to invite a new user to access your share, contact your administrator about
allowing new user account creation. See Sharing Files Privately with New Users.

Sharing files or folders privately with a group

The procedure for sharing files or folders privately with a group is similar to sharing them privately

with a user.

1. Follow steps 1 through 3, above, in Share a file or folder privately with an existing or new user.

2. In the Share Links dialog box, click the Groups tab.
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Share link for certificate of deposit 2021.pdf

hittp://127.0.0.1/url/wpu7ffwnptudcgsm Modify link . E

Shared file

My Files > estate documents > certificate of deposit 2021.pdf

Share options Share history

Share Name: certificate of deposit 2021.pdf Change
Expires: Never Expires

Max number of No Restrictions

downloads:

Send email notifications:  Yes

Sharing permissions: Allow anyone with link
Allow anyone with link and password

® Allow selected users and/or groups

8% Add group
| Group °© & 1, < (54 w o
View Download Upload Share Syne Delete Manage 7

| .

3. Click Add Group.
An Add Group dialog box opens:

Add group

CustomerService
EVERYONE

Human Resources Group
Marketing
ProjectManagers

ProjectTeam

Purchasing
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4. Choose a group and click Add.

5. The Groups tab lists the group with checkboxes for various types of permissions.

Share link for certificate of deposit 2021.pdf

Share options Share history

Share Name:

Expires:

Max number of
downloads:

Send email notifications:

Sharing permissions:

L Remove share

certificate of deposit 2021.pdf Change
Never Expires

No Restrictions

Yes

Allow anyone with link
Allow anyone with link and password

® Allow selected users and/or groups

Group @

View

CustomerService

/
/
/
£7 383 Add group
& s (5 w e
Download Upload Share Sync Delete Manage
v O O

BN

6. View is selected by default, and cannot be edited.

7. Change any of the permissions.

8. Add any number of additional groups.

9. Click OK.

Sending an email notification for a private share

Sending an Email Notification for a Private Share

By default, when you are adding a user to a private share, the Send Email box in the Invite users to this

share dialog box is checked.

If you leave the box checked, an email with the share link is sent to users added to the share.

To not send the email to share members:

1. Uncheck Send Email before clicking Add Users to this Share.
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Invite users to this share Qo

Add email address or account

Search Users...

Invited Users

2

Jared
jaredtaylor978@gmail.com

s

(O send Email Edit

To customize the email content

Cancel

] Add Users to this Share

1. Leave Send Email checked and click Edit.

Invite users to this share [ x]

Add email address or account

Search Users...

Invited Users

2

Jared
jaredtaylor978@gmail.com

r'd

Send Email Edit

Cancel

] Add Users to this Share

An email form with the subject and text message of the email opens.
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Customize Email [x)

< Back

Subject

Jennifer has shared files with you|

Message

Jennifer has shared files with you

2. If you want to change the subject or text of the message, change it here, and click OK.
3. If you want to add additional recipients, change the format of the email, or remove the link, click

Advanced.
An email form with additional customization options opens.
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Customize Email [x]

& Back

To

Enter comma separated emails

0 jaredtaylor978@gmail.com

Subject

Jennifer has shared files with you

] Send a copy to myself

Message

B I U H % v == B @#

W

FILECLOUD

Jennifer has shared files with you.

o]

4. Make any changes, and click OK.

Editing a Share Link in Drive
From the Share Link dialog box, you can edit the name of a link to be more descriptive.

1. In the Share Link dialog box, click Modify Link.
The portion of the link that you can change becomes highlighted.

Share Link For insurance form.docx (x ]

Share Link

hittp://127.0.0.1 url R e s Modify Link E
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2. Enter a new name for the link, and click Save.

Share Link For insurance form.docx ()

Share Link

http://127.0.0.1/url/InsuranceForm Save E I

The link name is changed, and you are prompted to confirm whether or not you want to send an
email to share recipients with the updated link:

]

Do you want to send an email informing users about the change in the shared link?

Note: If this is the first time you are adding a user to the share, they will receive an email with the
link regardless of whether you choose OK or Skip Email.

Copying a Share Link in Drive
In the Share Link dialog box, you can copy a link and then post it in a site or send it to a user.

¢ Inthe Share Link dialog box, click the Copy icon next to the share link.

Share Link For dicom (%)

Your share has been created!

Share Link

http://127.0.0.1/url/ckd6vbhmnbrfdwnt Modify Link g

The link is now copied and you may paste it into website or message.
Previewing a Share in Drive

From the Share Link dialog box, you can view a share as it appears to recipients when they click the
share link.
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o Click the Preview icon next to the share link.

Share Link For dicom (%)

Your share has been created!

Share Link

http://127.0.0.1/url/ckd6vbhmnbrfdwnt Modify Link a

The share link opens in the browser as it would for a user who clicked the link:

@ FiLEcLoud B deom &

dicom
883 KB

& Download File

Emailing a Share Link in Drive

From the Share Link dialog box, you can email a link to users to give them initial access to your share
or to resend a private link to share recipients.

1. Inthe Share Link dialog box, click the Email icon next to the share link.

Share Link For dicom (%)

Your share has been created!

Share Link

http://127.0.0.1/url/ckd6vbhmnbrfdwnt Modify Link B

A Send Share Link via Email dialog box opens.
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2. Enter a To address and a message.

Send Share Link via Email For dicom (%}

Your Name

Emma

Your Email

To Email

David@example.com

Share Link

http://127.0.0.1/url/ckd6vbhmnbrfdwnt

Message

Click this link to see the accounts file]

Close ‘ Send Email

3. Click Send Email.

Sending a link from a Team Folder or Shared With Me

You can use the Direct Link option to copy a link to an item and send it to others who already have
share access to it. That means they must already have permission to access the item.

The Direct Link option works only with items in the following folders:

e Shared with me
e Team Folders

After clicking the share link, the user must log in to FileCloud Server, and is then taken directly to
the selected folder or file.

In the Shared With Me or Team Folders sections, you may create a link to a folder or a file to send to
users in an existing share without creating a new share.
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When users click the link, they are prompted to log in and then taken directly to the selected folder or

file.

A Limitation

For Team Folders, direct links to files in sub-folders that are created by users who have access to
the parent folder and sub-folder will not work for users who only have access to the sub-folder,
because the links will include the parent folder path, which does not exist in the file structure of

those users.

To create a direct link:

1. Navigate to the file or folder in Shared With Me or Team Folders.

2. Hover over the file or folder and click the Direct Link icon.

ﬁ FILECLOUD

Bn AllFiles a
> My Files
> Team Folders ®

> Shared with Me
© Recent Documents v
r Starred v
« Shared by Me
% Workflows

B File Operations

a - > > Resources

Name Filter ltems Modified Size

[J companyProcedures.txt ® & @ <

B

_ME

A Direct Link is Ready message pops up.

ﬁ FILECLOUD

Bm AllFiles a
> My Files
> Team Folders @

> Shared with Me
© Recent Documents v
W Starred v
«, Shared by Me
it Workflows

B File Operations

3. Click Copy Link.

a- > > Resources

] Name Iter ltems Modified Size

®
’/C
&
&
R
[

!
(3}

() CompanyProcedures.txt

Direct Link is Ready
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4. Paste the link into an email or a file, and send it to users.

To share a file by creating a direct link:

1. Launch FileCloud Drive by right-clicking on the icon in your system tray and choosing Open
Folder.
A File Explorer window opens, displaying the contents of your mapped drive.

2. Open a Team Folder or Shared with Me folder, right-click the item you want to share, and then
select Copy Direct FileCloud Drive Link.

&= AnNnou s v ’
= FileCloudDrive (\\FileCloudDrive) (E:) .
5 Create\
My Files '#" FCDisa| [2 Share FileCloud Drive Link
Network Shares '8 FCFold £ View FileCloud Drive Properties
Shared with Me % FCSwit @y Copy Direct FileCloud Drive Link
Team Folders &/ FCUser Restore previous versions 1?.‘:»
# fc-worl "\\
¥ Network 2 happy Send to \ >

The link is copied to the clipboard and if alerts are enabled, the following alert appears:

FileCloud Drive
Direct Share Link copied to clipboard

2:03 PM

3. Paste the link and send it to a user.

Using DoclQ with Microsoft Applications

A New FileCloud Drive users: DoclQ has been replaced with FileCloud for Office. Please see the Using
FileCloud for Office with Drive documentation.

Current FileCloud Drive users (DoclQ users): FileCloud no longer supports DoclQ. Later this year,
DoclQ will be deprecated. Although you can continue to use DoclQ with the current release, we
recommend using FileCloud for Office, which can be downloaded from the Office add-ins store. Now,
when you upgrade FileCloud Drive, you are given the choice of using FileCloud for Office or
continuing to use DoclQ. If you choose to use FileCloud for Office, please see the Using FileCloud for
Office with Drive documentation.

DoclQ is a Microsoft Office add-in for FileCloud Sync and FileCloud Drive clients.
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& FileCloud DoclQ X »
~ Information (v1.0.0.31688)

Metadata Integration.docx

/My Files/Metadata Integration.docx
Sep 17, 2018 2:32:12 PM 103 KB

File is not locked

Vv Lock
4 Pprevent Download

~ Shares

~ You have PRIVATELY shared this on Oct 2,
2018 06:06 PM

Manage
~ Versions

You created this version on Sep 17, 2018 02:32
PM

: ~ Comments

v

Add a comment

Install DoclQ

FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

DoclQ works with the following Microsoft Office applications:
e Word
e Excel
¢ PowerPoint
What does DoclQ do?
DoclQ works with Office documents to help you manage shared files.
DoclQ gives you the ability to:
¢ manage file locking
¢ collaborate with your colleagues through comments
¢ see how shared files are being managed
How do | use DoclQ?
1. Open an Office application such as Word, Excel or PowerPoint.

2. Inside the Office application, you open a file saved to a
FileCloud Sync or FileCloud Drive folder.

3. DoclQ displays as a task panel inside the Office application
with the following information:

File details
e Lock status
¢ File sharing details
e Comments attached to the file
How do I install and work with DoclQ?
1. Install DoclQ.
2. Configure DoclQ.
3. Work with file locking.
4. Troubleshoot Doc IQ issues.

A DoclQ is no longer supported, and can no longer be installed. When you install or upgrade FileCloud
Drive, you will be given the option of installing FileCloud for Office.

Install FileCloud Drive

Where is DoclQ installed on my computer?

DoclQ is installed in the following folder:

program files(x86)/DocIQ
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Configure DoclQ

DoclQ gets all configuration information from FileCloud Sync and Drive.
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For example, when a file is opened from Drive, DoclQ will know which FileCloud account you are using.

¢ This allows DoclQ to show you information about the file that is uploaded to the FileCloud Server
site in the Office application.

There are a few properties that can be configured in Sync and Drive for DoclQ:

Option

Enable or Disable DoclQ
Integration

Mute all notifications in
DoclQ

Description

This option removes the DoclQ panel
that is shown in a Microsoft Office
application after DoclQ is installed and
enabled.

This option is useful if you only need to
disable DoclQ for a short time while
troubleshooting computer issues.

This option does not permanently
remove DoclQ. To remove DoclQ, you
have the following options:

¢ uninstall Sync or Drive

¢ use the Windows Programs
Control Panel to remove DoclQ

When other users access a file you have
open, DoclQ displays notifications in the
DoclQ panel.

Select this option when you do not want
to see notifications.

Work with DoclQ File Locking

You can use file locking to:

» See if you have the file locked for editing

¢ Easily turn locking on and off

How to Configure

. In the system tray, right-click

on the FileCloud Drive icon,
and then select Dashboard.

. Click @3

Settings open.

. To disable DoclQ, select

Disable DoclQ Office
integration.

. To enable DoclQ, select

Disable DoclQ Office
integration again.

. In the system tray, right-click

on the FileCloud Drive icon,
and then select

. Click @3

Settings open.

. To mute notifications for

DoclQ (as well as all other
notifications for FileCloud
Drive) in Notifications, select
Mute all Notifications.

. To turn back on notifications

for DoclQ (as well as all other
notifications for FileCloud
Drive) in Notifications, select
Enable all Notifications.
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¢ Prevent or enable downloads of this file

Locking is critical for shared files, since another user can also open the file and make changes.

* When one user opens a file, DoclQ automatically locks the file for editing.
e The lock is shown right in the Office application you are using to edit the file.

FAQ's

How do | know the status of a lock?

1. In a Microsoft Office application, open a file saved to your Drive folder.
2. Inthe DoclQ panel, under the file name, location, and date information, you can see the lock

status.

£ FileCloud DoclQ
~ Information (v1.0.0.31688)

Metadata Integration.docx

/My Files/Metadata Integration.docx
Sep 17, 2018 2:32:12 PM 103 KB

File is not locked

v/ Lock

File is not locked when:
e Lockis OFF

& FileCloud DoclQ X »
~ Information (v1.0.0.31688)

Metadata Integration.docx

/My Files/Metadata Integration.docx
Sep 17, 2018 2:32:12 PM 103 KB

o B

v/ Lock B

4 Prevent Download

File is locked (read allowed) when:

e Lockis ON
¢ Prevent Download is OFF

& FileCloud DoclQ X »
~ Information (v1.0.0.31688)

Metadata Integration.docx

/My Files/Metadata Integration.docx
Sep 17, 2018 2:32:12 PM 103 KB

File is locked (read blocked)...

v/ Lock

¥ prevent Download -

File is locked (read blocked)
when:

e Lockis ON
e Prevent Download is ON

The following table describes what each lock status means and how it impacts what you can do with
the file and others you have shared it with.

Lock Status

File is locked (read
allowed)

File is locked (read
blocked)

Access by lock owner

Read and Modification allowed

Read and Modification allowed

Access by others

Only read is allowed, no modification is
allowed

No Read and Modification is allowed
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Lock Status Access by lock owner Access by others

File is not locked Read and Modification allowed | Read and Modification allowed

When does the lock status change?
In the following scenario:

e When a supported file from Sync or Drive is opened

¢ When automatic lock on an open file is enabled

DoclQ will automatically attempt to lock the file, with read allowed status.

If USERT has locked (read blocked) the file:
¢ FileCloud Sync will not download the file for USER2
However, if USER2 has already downloaded the file, then:

¢ FileCloud Sync will allow DoclQ to open the file

¢ FileCloud Drive will not allow the file to be opened by USER2, unless Drive has already cached
the file

You can use the following table to understand the status of lock:

Doc IQ Preve

Action Lock nt Lock Status Lock Status Lock Status
Enable Downl Before Open After Open After close
d oad

An unlocked file is ® File is not locked File is locked (read File is not

opened by USER1 allowed) by USERT locked

An unlocked file is ® ® File is not locked File is not locked File is not

opened by USER1 locked

A file is locked by USER1 ® File is Locked File is Locked (Read File is locked

before it is opened by
USER1

(Read Allowed) by
User 1

Allowed) by USERT
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Action

A file is locked by USER1
before it is opened by
USERT1

A file is locked by USER1
before it is opened by
USER1

A file locked by USER1 is
opened by USER2

A file locked by USER1 is
opened by USER2

A file locked by USER1 is
opened by USER2

Doc IQ
Lock
Enable
d

Preve
nt
Downl
oad

®)

®)

Lock Status
Before Open

File is Locked
(Read Allowed) by
User 1

File is Locked
(Read Blocked) by
USER1

File is Locked
(Read Allowed) by
USER1

File is Locked
(Read Allowed) by
USERT1

File is Locked
(Read Blocked) by
USER1

Lock Status
After Open

File is Locked (Read
Allowed) by USER1

File is Locked (Read

Blocked) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read
Blocked) by USER1

Note that you cannot enable Prevent Download unless DoclQ Lock is also enabled.

How can | prevent another using from downloading a file | am working on?
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Lock Status
After close

File is locked

File is locked

File is Locked
(Read
Allowed) by
USER1

File is Locked
(Read
Allowed) by
USER1

File is Locked
(Read
Blocked) by
USER1

When you lock a file, you can block other users from reading the file by enabling Prevent download.
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& FileCloud DoclQ X »
~ Information (v1.0.0.31688)

Metadata Integration.docx

/My Files/Metadata Integration.docx
Sep 17,2018 2:32:12 PM 103 KB

File is locked (read blocked)...

v Lock o— )

L prevent Download o )

- Note that you can not enable Prevent Download unless DoclQ Lock is also enabled.

If another user, USER2, attempts to download the file, USER2 will see the following conditions:

¢ The file cannot be downloaded from the FileCloud User Portal

FileCloud Sync will not download the file that is locked and read-blocked.

FileCloud Drive will not open the file that is locked and read-blocked.

DoclQ will open the file from a Sync path when file is already available in the Sync client
(previously downloaded).

DoclQ will open the file from a Drive path when the Drive client allows a file to be opened.

Automatically unlocking files after a time period

o In FileCloud version 20.1 and later versions, you can configure DoclQ to automatically unlock files

after they have been locked for a specified amount of time.
Note: Automatic unlocking only works with files that have been locked automatically. File locks set

manually in DoclQ are not automatically unlocked.

By default, when DoclQ locks a file, and an action that unlocks it does not occur (for example, the user
who has opened the file forgets to close it), another user who wants to access the file must contact
the admin. However, you can configure DoclQ to automatically unlock files after they have been locked

for a specified period of time.

1.

In C://Program Files (x86)/DoclQ open:
FC.OfficeHelper.AddIn.dll.config

2. Locate:

<add key="enableautounlock" value="0" />

and change the value to "1":

FileCloud Drive - 285




FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

<add key="enableautounlock" value="1" />

By default, the file remains locked for an hour, and then is unlocked.

3. To change the amount of time the file remains locked, locate:

<add key="autounlocktimerinhrs" value="1" />

and change the value. Value indicates number of hours.

Manual file locking in DoclQ

Please note that whether or not manual file locks are released when a file is closed depends on the
setting for automatic locking:

¢ Manual locks are released when closing a file and Drive Automatic Locking is not active.
¢ Manual locks are not released when closing a file and Drive Automatic Locking is active.

Troubleshoot, Disable, and Uninstall DoclQ

DoclQ is very straightforward to install, configure, and use. If you encounter issues, try using these
troubleshooting tips.

Tips for general issues
Review the DoclQ Log files

DoclQ logs are found in %appdata%/DoclQ/data/DoclQaddin.log

DoclQ is not displayed in your Office app
Check if DoclQ office integration is enabled in Sync/Drive Path:

1. Check if the file you opened is in a Sync or Drive folder
2. Restart Drive or Sync.
3. In an Office application, such as Word, open File Options
a. From the menu, select File > More > Options.
a. In Add-ins, under Active Application Add-ins verify that FileCloud DoclQ is listed.
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Word Options ? X
G | ) . . .
enere [Ta, View and manage Microsoft Office Add-ins.
Display
Proofing Add-ins
Save |Name ~ | Location | Type Lb
Language Active Applicati -ins
Date (XML) C:\...oft Shared\Smart Tag\MOFL.DLL  Action
Ease of Access FileCloud DocliQ C\....AddIn\bin\Release\adxloader.dll COM Add-in
Advanced Instant Messaging Contacts (English) C\..red\Smart Tag\IMCONTACT.DLL  Action
Measurement Converter (Measurement Converter) C:\..hared\Smart Tag\METCONV.DLL  Action
Customize Ribbon Telephone Number (XML) C\...oft Shared\Smart Tag\MOFL.DLL  Action
Quick Access Toolbar Inactive Application Add-ins
I Add-ins I »Achon'.Pane Schema for Add-Ins ¢\t Shared\VSTO\ActionsPane3xsd XML Schema v
Add-in: Date (XML)
Trust Center Publisher: Microsoft Corporation
Compatibility: No compatibility information available
Location: C:\Program Files (x86)\Common Files\Microsoft Shared\Smart Tag\MOFL.OLL

Description: Additional actions specified in list description files.

Manage: | COM Add-ins v Go...

DoclQ is present but does not appear when | open an Office application

This occurs if the Office application is storing DoclQ as an inactive add-on. To fix this problem,
activate the DoclQ add-on:
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1. In the Office application, with the file open, select File, then Options.
An Options dialog box opens:

Word Options ? >4
G | a=] 3 . $
iy IE_I@ View and manage Microsoft Office Add-ins.

Display

Proofing Add-ins

Save Name | Location | Type -]

Language Active Application Add-ins
Date (XML) C:\...rosoft Shared\Smart Tag\MOFL.DLL  Action

Ease of Access FC_Office_AddIn C:\...FileCloudOfficeAddIn\adxloader.dll COM Add-in

Advariced Instant Messaging Contacts (English) Ci\...hared\Smart Tag\IMCONTACT.DLL  Action
Measurement Converter (Measurement Converter)  C:\...t Shared\Smart Tag\METCONV.DLL  Action

Customize Ribbon Telephone Number (XML) C:\...rosoft Shared\Smart Tag\MOFL.DLL  Action
WinZipExpressForOffice C\..xloader.WinZipExpressForOffice.dll ~ COM Add-in

Quick Access Toolbar

Inactive Application Add-ins
ActionsPane Schema for Add-Ins c:\...oft Shared\VSTO\ActionsPane3.xsd XML Schema

Trust Center FileCloud DoclQ S i 6)\DoclQ\adxloader.dll COM Add-in
Microsoft Actions Pane 3 XML Expansion Pack]
OneNote Linked Notes Add-In C:\... Office\root\Office16\ONBttnWD.dll COM Add-in
OneNote Notes about Word Documents C:\...ice\root\Office16\ONWordAddin.dll COM Add-in
Time (XML) C:\...rosoft Shared\Smart Tag\MOFL.DLL  Action

Document Related Add-ins =
No Document Related Add-ins

Add-in: FileCloud DoclQ

Publisher: <None>

Compatibility: No compatibility information available
Location: C:\Program Files (x86)\DoclQ\adxloader.dll

Description:  AddinModule

Manage: | COM Add-ins " | Go...

oK I | Cancel

In the navigation bar, click Add-ins.
Look for FileCloud DoclQ under Inactive Application Add-ins.

If it is listed there, make sure the Manage drop-down list at the bottom of the dialog box displays
COM Add-ins.

5. Click Go.
The COM Add-ins dialog box opens.
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COM Add-ins ? X

Add-ins available:
W[FC_Office_ Addin
[V | FileCloud DoclQ Cancel
OneNote Linked Notes Add-In
l:] OneNote Notes about Word Documents Add

WinZipExpressForOffice Sl

Remove

Location: C:\Program Files (x86)\FileCloudOfficeAddIn\adxloader.dll
Load Behavior: Load at Startup

6. Check FileCloud DoclQ.

7. Click OK.
The Office document should now display DoclQ.

To temporarily disable DoclQ to troubleshoot other computer issues, see Configure DoclQ.

If you need to, you can uninstall DoclQ in the following ways:
From the Windows Control Panel

1. Next to the Start button (

), in the search box, type Control Panel.

From the results, select Control Panel.

. Select Programs.

. Select Programs and Features, and then select Doc/0.

oA W N

. At the top of the list, next to Organize, click Uninstall.

Uninstall the Sync application
DoclQ will be uninstalled when Sync application is uninstalled.

1. Next to the Start button (

L

), in the search box, type Control Panel.
From the results, select Control Panel.
. Select Programs.

. Select Programs and Features, and then select FileCloudSync.

oA W N

. At the top of the list, next to Organize, click Uninstall.
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Uninstall the Drive application
DoclQ will be uninstalled when Drive application is uninstalled.

1. Next to the Start button (

), in the search box, type Control Panel.

From the results, select Control Panel.

Select Programs.

Select Programs and Features, and then select FileCloudDrive.

a k0D

At the top of the list, next to Organize, click Uninstall.

Using FileCloud for Office with Drive

o FileCloud for Office is an MS Office add-in for Word, Excel, and PowerPoint which can be used in
both Windows and macOS with FileCloud Sync, FileCloud Drive, and FileCloud Desktop. It is available
in FileCloud beginning with version 23.1.
For instructions on how to install FileCloud for Office, see Using FileCloud for Office.
If you have been using FileCloud Drive with DoclQ, see the instructions for previous users of DoclQ at
the bottom of this page.

Before using FileCloud for Office with Drive
The first time you install Drive or upgrade Drive to use FileCloud for Office you must:

 In your cloudconfig.php file, set your cookie same-site value to None.
For help, see Improving Cookie Security.

¢ Confirm that you trust FileCloud for Office and enable it as shown in the following procedure.
To confirm that you trust FileCloud for Office and enable it:

1. After you log in to FileCloud Drive, click the Settings tab.
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2. Click the Trust FFO button.

i@ FileCloud Drive = X
i@ FlLECLOUD @ inicer -
5} Settings

Enable download limit (
50 MB v
Notifications Enable all notificat v

Lock files automatically on edit

Disable FFO Office integration

[ Clear cache ] [ Get logs ]

[ Commit pending changes to server ]
() W Q oy
Live Activity Search Settings

The Trust FFO button disappears, and Disable FFO Integration remains automatically turned off:
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(ﬁ FileCloud Drive = X W
i@ FILECLOUD Q@ initer -
{5} Settings

Enable download limit (
50 MB v
Notifications Enable all notificat v

Lock files automatically on edit

Disable FFO Office integration

Run at Windows startup -

[ Clear cache ] [ Get logs J

[ Commit pending changes to server J
() W Q @
Live Activity Search Settings

FileCloud for Office is now enabled in Drive, but to use it in Office files, you must attach the add-
in to to each type of Office file (Word, Excel, and PowerPoint) in your FileCloud Drive directory.

Working with FileCloud for Office in Drive
The FileCloud for Office task panel displays information about a file and enables you to:

¢ Lock or unlock a file.

* Prevent or allow download of a file while locked.

¢ Share afile.

* Manage file versions, and view file details and metadata.

Lock or unlock a file
Locking and unlocking files
You can use the file locking function in FileCloud for Office to:

¢ See if you have a file locked for editing
e Turn a file lock on or off
e Prevent or enable downloads of a locked file
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If a shared file is not locked when you open it for edit, another user can also open the file and make
changes.

To avoid this, by default, FileCloud for Office automatically locks files for editing when they are
opened.

When you open an Office file in your client directory, the FileCloud for Office panel shows File is
locked, and by default, users are allowed to download or read the file (Prevent download is disabled).

L2
&

_ — ' = — = ' . GA FileCloud For Office VX

: £ FILECLOUD

ll-\A Auto Mechanics

Billings and Sons

Carlisle Insurance m C\ljlsﬁomers-dOCX

File is locked

~
O
jl/o Prevent download

« File is not shared
+

Versions

v

© Check out our documentation at:

¢ To prevent other users from downloading or reading the file while it is locked, click the Prevent
download slider.
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FileCloud For Office Vo X

Z FILECLOUD

m customers.docx
@ File is locked Unlock

« File is not shared Create

11/0 Prevent download o
+

Versions

© Check out our documentation at:

¢ To unlock the file while you have it opened for edit, click Unlock. Now other users can modify as
well as view and download the file.
Note: Prevent download cannot be enabled when the file is unlocked.
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FileCloud For Office v X

Z FILECLOUD

m customers.docx

File is unlocked Lock

~
0
)1/0 Prevent download

« File is not shared
+

Versions

Check out our documentation at:

The following table describes what each lock status means and how it impacts what you and others
you have shared the file with can do with the file.

Lock Status Access by lock owner Access by others
File is locked (download Read and modification Only read is allowed, no modification is
allowed) allowed allowed
File is locked (download Read and modification Neither read nor modification is allowed
prevented) allowed
File is not locked Read and modification Read and modification allowed

allowed

For a locked file with download (read) prevented:
If USER1T has locked (and read blocked) the file:
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e The FileCloud client will not download the file for USER2

However, if USER2 has already downloaded the file in Sync or Drive, then:
¢ FileCloud Sync will allow FileCloud for Office to open the file.

¢ FileCloud Drive will not allow the file to be opened by USER2, unless Drive has already cached
the file.

If an admin prevents file locking after a user has locked a file in a client:
¢ The lock is automatically removed from the file

¢ Additional files cannot be locked using FileCloud for Office, and when you attempt to lock a file,
an error message similar to the following appears:

FileCloud For Office Voo X

Z FILECLOUD

File not
uploaded

We were not able to
lock this file, it
might still be
uploading or you
don't have write
access.

Check out our documentation at:

If you are an admin and want to disable locking, see Managing User Locks.

You can use the following table to understand the status of lock:
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Action

An unlocked file is
opened by USER1

An unlocked file is
opened by USER1

A file locked by USER1
is opened by USER1

A file locked by USER1
is opened by USER1

A file locked by USER1

is opened by USER1

A file locked by USER1
is opened by USER2

A file locked by USER1
is opened by USER2

A file locked by USER1
is opened by USER2

Share a file

Sharing a file

To share afile or folder that is opened with FileCloud for Office:

Doc IQ
Lock
Enable
d

®

Preve
nt
Downl
oad

®

®

®

®

Lock Status
Before Open

File is not locked

File is not locked

File is Locked
(Read Allowed) by
User 1

File is Locked
(Read Allowed) by
User 1

File is Locked
(Read Blocked) by
USER1

File is Locked
(Read Allowed) by
USER1

File is Locked
(Read Allowed) by
USERT1

File is Locked
(Read Blocked) by
USER1

Lock Status
After Open

File is locked (read
allowed) by USER1

File is not locked

File is Locked (Read

Allowed) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read

Blocked) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read
Blocked) by USER1
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Lock Status
After close

File is not
locked

File is not
locked

File is not
locked

File is not
locked

File is not
locked

File is Locked
(Read
Allowed) by
USER1

File is Locked
(Read
Allowed) by
USER1

File is Locked
(Read
Blocked) by
USER1
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1. In the FileCloud for Office panel, click Create.

L | e | e 4 s | )
£ . FileCloud For Office voX
. -
. Z FILECLOUD
P\A Auto Mechanics
a
Billings and Sons
- m customers.docx
. Carlisle Insurance My Files
- A oo
i (1) Fileislocked
o )1'0 Prevent download
« File is not shared
N Versions +
-
. Check out our documentation at:
- v
-] >
Page1of 1 8words [[}  TextPredictions: On % Accessibility: Good to go [ Display Settings 1Y, Focus e ———4+——+ 100%

A Share Link screen that is nearly identical to the one in the user portal opens:

Share link for customers.docx Q
Share link
http://127.0.0.1/url/vkzsyjks4fefndwb Modify link g
Shared file

My Files > customers.docx

Share options Share history

Share name: customers.docx Change
Expires: Never expires

Max number of downloads:  No Restrictions

Send email notifications: Yes

Sharing permissions: Allow anyone with link
Allow anyone with link and password

@ Allow selected users and/or groups

~ -
User ® & L < [ [ ] e
View Download Upload Share Sync Delete Manage
No entries e
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2. Share the file using the same settings and options that you would for a share in the user portal.

See Sharing Files and Folders for help.
Note: The option for downloading the share QR code, which is available for shares created from

the user portal, is not available for shares created in FileCloud for Office.
After you have shared the file, the FileCloud for Office panel displays details of the share:

FileCloud For Office v X

Z FILECLOUD

m customers.docx

File is locked m

o
11/23 Prevent download

You have shared
this file privately

© Check out our documentation at:

3. Click Manage to change the options or permissions in the share.

Download versions, view details and metadata

Downloading versions, viewing details, viewing metadata

Versions
To view a file's version information in FileCloud for Office:

1. At the bottom of the FileCloud for Office panel, click the + across from Versions.

FileCloud Drive — 299



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

FileCloud For Office v X

£ FILECLOUD

m customers.docx
My F

Fl i locked

(I3
4’0 Prevent download

«§ May 16, 20: 11:17 AM
You have shared this file
privately &

Versions +

9 Check out our documentation at:

The expanded Versions section shows you version information about the file.
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FileCloud For Office Voo X

£ FILECLOUD

@ File is locked m

j[/o Prevent download

 § M 20: 11:17 AM
You have shared this
file privately @

Versions _

Manage versions
B, 202 10:35 AM

You created version 2

You created version 1

¥ Check out our documentation at:

To download file versions in FileCloud for Office:

1. Inthe Versions section of the FileCloud for Office panel, click Manage versions.
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FileCloud For Office v X

Z FILECLOUD

File is locked

()
}J/O Prevent download

« May16,2023 11:17 AM
You have shared this
file privately @

Versions -

Manage versions
10:35 AM

You created version 2

You created version 1

9 Check out our documentation at:

The Properties dialog box opens to the Versions tab.
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Properties [ x]

® O -O-

Details Metadata/( Versions

Version 2
2023-May-16 10:35:02
jenniferp

Version 1
2023-May-15 14:42:58
jenniferp

2. Click Download for the version that you want to download, and save it.

Details
To view file details:

1. Inthe Versions section of the FileCloud for Office panel, click Manage versions.
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Z FILECLOUD

File is locked

()
}J/O Prevent download

FeN

You have shared this
file privately @

Versions

Manage versions
10:35 AM

You created version 2

You created version 1

FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

v

9 Check out our documentation at:

The Properties dialog box opens to the Versions tab.
2. Click the Details tab.
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® u -O-

Details Metadata Versions

m customers.docx
May 16, 2023 1:46 PM

Path

a > jenniferp ¥ customers.docx

Permissions
v Read
v Write
v Share
v Sync

v Delete

The details shown are the filename and type, the last modified date, the path of the file in
FileCloud, and your permissions for the file.

Metadata
To view metadata information for the file:

1. In the Versions section of the FileCloud for Office panel, click Manage versions.
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FileCloud For Office v X

Z FILECLOUD

File is locked

()
}J/O Prevent download

o May16,2023 11:17 AM
You have shared this
file privately @

Versions -

Manage versions
10:35 AM

You created version 2

You created version 1

9 Check out our documentation at:

2. The Properties dialog box opens to the Versions tab.
3. Click the Metadata tab.

FileCloud Drive — 306



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

I

Properties
Details Metadata Versions

Document Life Cycle metadata
Creation Date
May 15, 2023 2:42 PM =
Last Access
May 16, 2023 1:47 PM B
Last Modification
May 16, 2023 1:47 PM B

Check Sum

165d306630bc3b6566e62affe311c23a15¢ca3572

Each metadata set applied to the file is listed with the values for its fields.

FileCloud for Office log locations

Locating FFO logs

The locations of log files for FileCloud for Office in Windows and macOS are the following:
Windows: %appdata%/FFOServer

macOS: /Users/[USERNAME]/Library/Preferences/FFOServer

View and add comments
Viewing and adding comments

Comments added to files and folders in FileCloud for Office also appear in the user portal and any of
the other client apps.

To view and add comments in FileCloud for Office:

1. If Comments is not visible in the FileCloud for Office panel, scroll down to the bottom of the
panel.
2. Click the + across from Comments.

FileCloud Drive — 307



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

FileCloud For Office vooX

Z FILECLOUD

A

File is locked

~
o
11’0 Prevent download

P
)
P
w
N
N

You have shared

this file privately

o
Versions +
Comments +

Check out our documentation at:

Any existing comments added to the file or folder here or anywhere else in FileCloud appear
above the Comments box.
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FileCloud For Office vooX

Z FILECLOUD

Comments -

1:10 PM
jenniferp

Please review this list of our current
customers.

10:04 AM
davidm

Please add Vermont Health

¥ Check out our documentation at:

3. To add a new comment, click inside the Comments box and enter the comment.
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FileCloud For Office vooX

Z FILECLOUD

Comments -

9,2023 110PM
jenniferp

Please review this list of our current
customers.

10:04 AM
davidm

Please add Vermont Health

Added - thank you

Check out our documentation at:

4. Click Add comment.
The comment is added.
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FileCloud For Office vooX

Z FILECLOUD

Comments -

jenniferp

Please review this list of our current
customers.

Nov 21, 2023 10:04 AM
davidm

Please add Vermont Health

Nov 21,2023 10:30 AM
jenniferp

Added - thank you

Check out our documentation at:

For previous users of DoclQ

If you have never used FileCloud Drive with DoclQ before, the installer will automatically configure
Drive for use with FileCloud for Office, and this section does not apply to you.

When you run the FileCloud Drive installer, the first screen of the wizard introduces you to FileCloud for
Office:
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ﬁ-" Setup - FileCloud Drive — X

Welcome to the FileCloud Drive Setup
Wizard

Q

This will install FileCloudDrive2e 23.1.0.8500 on your computer. It is
recommended that you close all other applications before continuing.

Click Next to continue, or Cancel to exit Setup.

Introducing FileCloud For Office for Drive

FileCloud For Office can lock and unlock files automatically when they are
opened and closed. File sharing is also supported, among many other
functions. It is compatible with Microsoft Word, Excel, and PowerPoint. It
is available for free download from the Office add-ins store.

Learn More

Next Cancel

If you have been using FileCloud Drive with DoclQ, the installer prompts you to choose whether you
want to continue using DoclQ or switch to FileCloud for Office (DoclQ will be deprecated in the future).
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i5 setup - FileCloud Drive — X

FileCloud For Office H
DocIQ is now FileCloud For Office C

Later this year, DocIQ will be deprecated, and FileCloud will no longer support it. Although you can
continue to use DocIQ, we recommend using FileCloud for Office, which can be downloaded from the
Office add-ins store.

© use FileCloud For Office (Download from the Office add-ins store required) Learn More

O Continue using DocIQ

Back Next Cancel

Choose whether you want to use FileCloud for Office or DoclQ. If you choose FileCloud for Office, you
are also required to install an add-in.
The installer configures your Drive installation to function with the option you have chosen.

Viewing Your File Permissions

In Drive, you can view the permissions you have on a file or folder by right-clicking it in content explorer
and choosing Show more options > FileCloud Drive > View properties:

B S 4

Add to Favorites

S

Name Size
© Share with Skype
Donations
. @ Scan for viruses
®  certificate of deposit 0 35 KB
@ certificate of d it 2021.pdf 73 KB
4 certificate of depos p Srenoi 5
5 IMG_0420,jpg 257 KB
FileCloud Drive > Share link
Copy as path T View properties
|#> Share
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Drive's Properties window opens to the Details tab, which displays your permissions for the file or
folder.

® n -O-

Details Metadata Versions

certificate of deposit 2021.pdf

Nov 20, 2020 10:25 AM

Path

a > jenniferp ¥ estate documents
> certificate of deposit 2021.pdf

Permissions
v Read
v Write
v Share
v Sync
v Delete

Viewing and Modifying Metadata

You can see version and metadata information or add metadata tags by viewing file or folder
properties.

To view properties:

1. Launch FileCloud Drive by right-clicking on the icon in your system tray and choosing Open
Folder.

2. AFile Explorer window opens, displaying the contents of your mapped drive.

FileCloud Drive - 314



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

3. Right-click the item you want to view the properties for, and then select View FileCloud Drive

Properties.
W Lneckreputauon in KSN

@ Beach
&/ HotDrink |& Share
] IMG_20190720_1305482 Open with >

] IMG_20190720_131358:
(& justblue [2 Share FileClod Drive Link

(%] pexels-blank-space-290 A View FileCloud Drive Properties

& pexels-bongkarn-thany. Restore previous versions

The Properties dialog box opens.
4. Click the Metadata tab.
5. View the metadata. Modify any values with edit permission,

Properties [x)

® O -O-

Details Metadata Versions

Add Metadata

v Add

Image metadata ©

Width

2448

Height

3264

Image Orientation

Imaage Orientation - Numeric
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Viewing and Downloading File Versions in Drive

When a file is modified in FileCloud, the original file is saved as the prior version.
In Drive, you can view and download all versions of a file by right-clicking it in content explorer and

choosing Show more options > FileCloud Drive > View properties:
v CIIELK ’f‘[,‘._. Lauuyu I NDIN
&/ customerlist.txt ) xt Document 1KB
Open with >
customers (1).docx licrosoft Word D... 12 KB

eds-icap dIp function.xlsx FileCloud Drive \ Share link
Copy as path View properties

£ Fnterorise File Sharina Rest F ..~
Drive's Properties window opens. Click the Versions tab.
The Versions tab displays each version of the file and enables you to download it.

® u -O-

TSRO Pusoae e

Details Metadata Versions
Version 2
2023-Mar-27 12:51111
jenniferp
Version 1
2022-Nov-30 14:40:38
jenniferp
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Checking Drive Status

Drive indicates its status by the icon shown in the system tray:

Icon Image Status

ﬁ Drive standard icon Drive action was successful or no activity
é Hourglass Drive is performing an action

ﬂ_a Hourglass with red dot Error in Drive activity

Click the icon to open the dashboard.

Modifying Drive configuration Files

Besides using the basic settings found in the menu options, you can further configure FileCloud Drive
to work in a way that best suits your daily tasks.

How Do You Want to Configure Drive?

Advanced XML Drive Options

FileCloud Drive supports various config options that can be used to change its behavior.
Typically these changes are not required or recommended
The config file is stored at location C:\Program Files\FileCloud Drive\service\config.xml

Changing config options always requires a restart of FileCloud Drive.

KEY VALUE Description
ssllevel "CLIENT_USE" Specifies the version of TLS that the Drive application uses.
Values:

e Client - (default) Use the highest value supported by the server.

e TLS 1.x - Use the version of TLS selected. (Chosen version must be
supported by server or you will not be able to connect.)
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KEY

sslverify

maxdo
wnload
sizeinm
b

mountp
ointover
ride

loglevel

cachelo
cation

multimo
unt

VALUE

"VERIFY_STRICT"
and
"VERIFY_NONE"

Valid number or
0

Valid drive letter
or "DEFAULT"

debug or
information

valid path in
system or
"DEFAULT"

Valid numberis 1
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Description

Determines if strict ssl verification is used when connecting to servers over
HTTPS (SSL)

Example: <sslverify>VERIFY_NONE</sslverify>

This key will set the file size limits in MB (0 will set it to not use any limit) .
This can be changed by user using system tray option

For example, to set the max file download size to 10 MB, add the following
key

<maxdownloadsizeinmb>10</maxdownloadsizeinmb>

This key will cause drive to use the specified drive letter to mount the
FileCloud server. Note that if the drive letter is not valid or available, the mount
will fail

For example, to set FileCloud to be mounted on "U:", set

<mountpointoverride>U:</mountpointoverride>

This key set the log level of the debug messages generated by drive. The
default value is "information". This can be changed to "debug" to generate
verbose logs for debug purposes

To set the level to "debug”

<loglevel>debug</loglevel>

The default cache path is %APPDATA%/FileCloud Drive/ . This path can be
changed to a different location (Ensure the path has correct permissions. The
path should be a local path with fast access.

For example, to change path to D:\drivecache, change the key to

<cachelocation>D:\drivecache</cachelocation>

This will allow starting multiple FileCloud Drives on the same computer (and
allow mounting different cloud locations simultaneously) NOTE: THIS WILL
NOT SAVE THE LOGIN INFORMATION AND WILL REQUIRE ENTERING THE
INFORMATION EVERY TIME ON DRIVE STARTUP

Default: (not allow multiple instances to run)

<multimount>0</multimount>
To allow multiple instances to run

<multimount>1</multimount>
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KEY

autoche
ckforup
dates

allowth
umbsdb
upload

drivedef
aultstor
ageingb

disable
autologi
n

harddel
ete

VALUE

1 - Enabled
0 - Disabled

1 - Enabled
0 - Disabled

By Default it is
set to 15. As per
your requirement
you can add any
number.

0 - Enable auto-
login

1 - Disable auto-
login

To enable:

<harddelete>
"true'"</
harddelete>
To disable:
<harddelete>
"false"</

harddelete>
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Description

Automatic check for updates will be done if this setting is set to 1. Set it to 0
and restart FileCloud Drive to disable to automatic check.

To disable:
<autocheckforupdates>0</autocheckforupdates>
To enable:

<autocheckforupdates>1</autocheckforupdates>

Allow/Prevent thumbs db to be uploaded to the FileCloud server.
To disable:
<allowthumbsdbupload>0</allowthumbsdbupload>

To enable:

<allowthumbsdbupload>1</allowthumbsdbupload>

This will increase the storage space of the FileCloud Drive user.

Note: The FileCloud user must have unlimited storage quota. Only then
drivedefaultstorageingb value will be applied.

By default, auto-login is enabled. Disabling auto-login prevents Drive from
remembering the password. To disable it, set "disableautologin” to "1".

To enable auto-login (default):
<disableautologin>0</disableautologin>
To disable auto-login:

<disableautologin>1</disableautologin>

If enabled, when a file or folder is deleted, it is not placed in the local recycle
bin.

Instead of entering the <harddelete> tags in the config file, you can add a key
to your Registry Editor:

1. Open your Registry Editor.

2. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE

3. Create the subkeys: CodeLathe\FileCloud\DefaultCfg\harddelete.
4. To enable, set harddelete to "true”; to disable, set it to "false".
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KEY VALUE Description

enables  1-Enabled Changes long cache path composed of FileCloud URL + username to a
hortcac ~ 0 - Disabled random 10-digit name.

hepath

To enable the short path:
<enableshortcachepath>1</enableshortcachepath>
To disable the short path and use the FileCloud URL + username (default):

<enableshortcachepath>0</enableshortcachepath>

Centrally Increasing Drive Storage

When a user's storage quota is unlimited in FileCloud, Windows automatically assigns 15 GB as the
storage limit for Drive. This can be changed through a user's Drive configuration file, using
the drivedefaultstorageingb setting. It can also be changed centrally for all Drive users.

To centrally configure default Drive storage in your registry:

1. Make sure that the users whose storage you want to apply this to have unlimited storage set in
User Storage Quota in their policy settings.

2. Open your Registry Editor.
3. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\CodeLathe\FileCloud\DefaultCfg.

4. Create the setting drivedefaultstorageingb_override and set it equal to the new storage quota in
GB.
For example, here it is set to 56GB:
-
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Codelathe\FileCloud\DefaultCfg
v [ Computer A

Name Type Data
HKEY_EULA;;SEE;;RL?SC; ab] (Default) REG_SZ (value not set)
HKEY._ - ab| drivedefaultstorageingb_override REG_SZ 56

v HKEY_LOCAL_MACHINE
BCD00000000
HARDWARE
SAM
SECURITY

v SOFTWARE
AdoptOpen)DK
Apple Inc.

ASIO
Canon
Classes
Clients
v Codelathe
v FileCloud
DefaultCfg

Changing the Default Cache Path
FileCloud stores cached files in %APPDATA%/FileCloudDrive/data/ folder.

¢ Cache is automatically cleared each time that FileCloud is closed.
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To change the default cache location:

1. Create a new cache location (for example: C:\fcd).
2. Using the system tray menu, stop FileCloudDrive.
3. In Windows Explorer, open the following location:

C:\Program Files\FileCloud Drive\service

4. Open the following file in notepad

config.xml

5. Change the following key

<cachelocation>DEFAULT</cachelocation>

to

<cachelocation>c:\fcd</cachelocation>

6. Save the config.xml file and close it.
7. Using the system tray menu, start FileCloud Drive.

To shorten the cache path by replacing the FileCloud URL and username

The default convention of Including the FileCloud URL and username in the cache path may cause the
path to exceed the 256-character Windows limit. To fix this, you can add a parameter to the Drive
configuration file which causes it to generate a random 10-digit path that replaces the URL and
username.

For example, a cache path with the FileCloud URL and username could appear as:
C:\Users\sara\AppData\Roaming\FileCloud Drive\data\fcext.fileclouddrive.com.sara.s\Cache\My

Files

but with the URL and username replaced with the random 10-digit path, it would appear as:
C:\Users\sara\AppData\Roaming\FileCloud Drive\data\2255566438\Cache\My Files
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To replace the URL and username portion of the cache path with a random 10-character name:

1. Open C:\Program Files\FileCloud Drive\service\config.xml
2. Add the following:

<enableshortcachepath>1</enableshortcachepath>

Using FileCloud Drive in a Remote Desktop Service Environment.

Configuration Requirements
¢ FileCloud Drive needs to have multi-mount enabled. To enable multi-mount, add the parameter
<multimount>1</multimount> in config.xml.

¢ To avoid mount letter overwrites, add the parameter <useuniquemountlabel>1</
useuniquemountlabel> in config.xml.

+ config.xml file is located at C:\Program Files\FileCloud Drive\service.
Environment Requirements

e Windows Server 2012-2019 x64

¢ The Remote Desktop Service environment containing the following minimum requirements (1
Domain controller /1 RD Connection Broker /1 RD Session Host /1 RD Gateway & Licensing / 1
RD Web Access (lIS) ).

Additional Information.

¢ The Remote Desktop Service Terminal Server will share its resources across all active user
sessions. Due to this FileCloud Drive's performance may be impacted if the server does not have
enough resources. Please be sure to assign enough resources to your server depending on your
usage.

o FileCloud Drive will be hosted on the terminal server, but it will mount directly on the user's
computer.

¢ Make sure FileCloud Drive is visible in RD Web Access once you have published it.

¢ The config.xml file is located at C:\Program Files\FileCloud Drive\service.
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RD connection

Active Directory User
! Authentication

I‘N"w-. Firewall)

N7

'.\‘:\‘E'ffj """""""""""""""""""""""""
NN

i Apache jMongoDB E
| RN A Database !
: e NTFS Enforced Permissions E
E i Active Directory User Auth '
: A !

AD/RDS Server - Windows Server ﬁ FILECLOUD

FileCloud Drive Remote Desktop Service Access

In order to provide access to remote users, install FileCloud Drive within the hosting Remote Desktop
Service server, and then publish it.

To publish FileCloud Drive:

1. Go to Windows Server Manager > Remote Desktop Services> Collections.

2. In the navigation panel, under Collections, choose your collection.
In the image below, the selected collection is FileCloud Deployment.

3. Under Remoteapp Programs, in the Tasks drop-down list, choose Publish RemoteApp
Programs.
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fE Server Manager

Server Manager * Remote Desktop Services * Collections * FileCloud Deployment

PROPERTIES CONNECTIONS
Overnew, [ Properties of the collection [Tasks ] Last refreshed on 7/1/2019 2:37:35
Servers Collection Type Session -
T P REEETS il
User Group FILECLOUDSERVER\Domain Users Server FODN | User | Session Stat

FileCloud Deplo...

REMOTEAPP PROGRAMS

Last refreshed on 7/1/2019 3:31:04 PM | Published RemoteApp programs |9 total
. Publish RemoteApp Programs
@

Filter L ® > [ Unpublish RemoteApp Programs
RemoteApp Program Name  Alias Visible in RD Web Access
Calculator win32cale  Yes 2
FileCloudDrive2 CloudDrive2  Yes
Paint mspaint Vs
Remote Desktop Connection  mstsc Yes
Snipping Tool SnippingTool Yes
Task Manager taskmgr  Yes
Windows Media Player wmplaver _Yes
HOST SERVERS
Last refreshed on 7/1/2019 2:37:32 PM | All servers |1 total TASKS ¥
Filter o ® v v
Server Name Type Virtual Desktops ~ Allow New Connections
WIN-692ESKFKPBN RD Session Host N/A True

The Publish RemoteApp Programs dialog box opens.
4. Select FileCloudDrive2 from the list and click Next.

R Se

Server Manager * Remote Desktop Services * Collections * FileCloud Deployment

==y PROPERTIES CONNECTIONS
Overview D Properties of the collection TASKS ¥ Last refreshed on 7/
S Collection Type | T Publish RemoteApp Programs - o X =
Filter
| [ Collections Resources
i FileCloud Deplo... User Group Select RemoteApp programs Server FODN  Use
o
=
= o> e e Select the RemoteApp programs to publish to the FileCloud Deployment collection. To add a
= RemoteApp program to the list, click Add.
o Confirmation
P The RemoteApp programs are populated from WIN-692ESKFKPEN. FILECLOUDSERVER.US.
[[] RemoteApp Program Location
REMOTEAPP PR( [J E¥Active Directory Administrative Ce - %SYSTEMDRIVE%\Windows\system32\dsac.exe
Last refreshed on 7/ [[] E¥Active Directory Module for Wind  %SYSTEMDRIVES:\Windows\system32\Window...
[ #Calculator S%SYSTEMDRIVEZ\Windows\system32\win32cal...
[ ##Character Map S%SYSTEMDRIVEZ\Windows\system32\charmap...
[] & Defragment and Optimize Drives  %SYSTEMDRIVES\Windows\system32\dfrgui.exe
RemoteApp Progrg [] 2 Disk Cleanup %SYSTEMDRIVE%\Windows\system32\cleanmg...
M
Calculator =aa HSYST y exe
e hFileCloudDrive2 SSYSTEMDRIVE%\Program Files (x86)\FileCloud...

Paint T
[] Winternet Information Services (IIS)  %SYSTEMDRIVEZ%\Windows\system32\inetsni\..

Remote Desktop C §

Snipping Tool

Task Manager
Windows Media 7 Verify that the program is installed on all the RD Session Host servers in the collection.

HOST SERVERS < Publish
Last refreshed on 7/
o ® v <
Server Name Type Virtual Desktops ~ Allow New Connections
WIN-692ESKFKPBN RD Session Host N/A True
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5. Then click Publish.

&

[ Overview

i Servers

[ Collections

W

2% 8B
v

PROPERTIES
Properties of the collection

TASKS ¥

Colection Type [ Publish RemoteApp Programs - o X

Resources

Confirmation

User Group

RemoteApp Pr Confirm that the list of RemoteApp programs to be published is correct, and then click Publish.

1 RemoteApp program:

Location
Files (x86)\FileCloud.

RemoteApp Program
&hFileCloudDrive2 og

REMOTEAPP PR¢

Last refreshed on 7/

RemoteApp Progr:

Calculator
Paint

Remote Desktop C:
Snipping Tool
Tesk Manager
Windows Media P

HOST SERVERS
Last refreshed on 7/

s B @~ O

Server Name Type Virtual Desktops  Allow New Connections

WIN-692ESKFKPBN  RD Session Host N/A

6. When publishing completes, close the window.
FileCloudDrive2 appears under RemoteApp Program Name.

(REMOTEAPP PROGRAMS )

Last refreshed on 7/8/2019 10:48:23 AM | Published RemoteApp programs | 10 total

Fitter

Calculator

Accessing FileCloud Drive via Remote Desktop Web Access.

RemoteApp Program Name

Windows Media Player

= N
(iz) »w (R) »
p =/ \E/

Visible in RD Web Access

Alias

win32calc Yes

FileCloudDrive2 CloudDrive2 Yes

Paint mspaint Yes
Remote Desktop Connection mstsc Yes
Snipping Tool SnippingTool Yes
Task Manager taskmgr Yes

wmplayer Yes

@ ¥ Server Manager * Remote Desktop Services * Collections * FileCloud Deployment

CONNECTIONS

Last refreshed on 7/1/2019 2:37:35 PM | All connections
Filter IR OR

Server FQDN  User Session State  Log On Time ' Di

v

After you publish FileCloud Drive, if it is enabled in your RemoteApp and Desktops setup, your users
will have access to it via Web.

To access FileCloud Drive via web:

1. Enter the web IP or URL, and once authenticated, you will see Work Resources with FileCloud

Drive listed.

2. To open a remote desktop protocol, click on the FileCloud Drive icon.
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3. Click on a file to open it in FileCloud Drive.
NOTE: You may be asked to authenticate your windows credentials as well as FileCloud Drive
credentials on the first run.

[ Work Resources
09

RemoteApp and Desktop Connection

RemoteApp and Desktops Sign out

Current folder: /

DrveTaols  FileCloud (€
e Share  View  Manage
© 4 m o ThiEPC 5 FileCloud E) v O | Search FileCloud (£)

Date modified Type Size
My Files

Network Shares

Shared with Me

Team Folders

Accessing FileCloud Drive via Remote Desktop

To access FileCloud via Remote Desktop, connect via RDP using the URL or IP provided by the system
administrator, and authenticate with your username and password. Once done
you will be able to access FileCloud Drive from within the virtual machine.

@I P vamoe Tk view Hep

« TS~
e o v
N OriveTools FleCloud () T Y
Home  Share  View | Manage File O ew
D THiSPC > FieCloud () v[ 0] | Search FileCloud €) » Processes [efbmmanc| 1= Dobaf) SniEes
- Date modified Type 5% 20%
Filefolder Neme PU| Memory
File older T~ Apps (5) .
e . e
5 Mot % osme
3 0% 126ME
4% coms
o o2me
Background processes (30)
9 Bockground sk Host 0% e3me
a e (2 bit) 0% s3me
@ Cloudbrive2 (2t 0% 35m8
) Data Exchange Host o 22me
59 Disributed File System Replicati. o n2me
5 Domsin Name System (ONS) S % 2178
1 Host Process for Windows Tasks % 19v8 e
() Fewer detais Endtask
%

o0 € Mk e arF

Troubleshooting Drive

e Limitations:
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« If Sophos Antivirus is installed, Drive application performance with large files (10MB+) is
impacted.

FAQ - FileCloud Drive

Here are some of the Frequently Asked Questions (FAQ) about FileCloud Drive.
Click on a link to expand it.

Where Are the Log Files?

Log files are located at %APPDATA%/FileCloud Drive/data

Why Are My Shortcuts Not Working?

There is a limitation to creating shortcuts to FileCloud Drive. When a user reboots their PC shortcuts
no longer work because the map FileCloud Drive uses to build the path to your files is deleted when
the PC reboots. You can create a new shortcut after you navigate through the application, and the map
is recreated.

Which Special Characters Cannot Be Used in File and Folder Names?

Folder and file names cannot contain:

e |
Why, when my computer is restarted, does Drive log me in as the previous log-in user?

By default, Drive automatically logs you in as the previous log-in user even after
your machine is restarted. To disable auto-login, see disableautologin on the
page Advanced XML Drive Options.
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Can | See a List of My Recent Activities?

How Do | Use a Proxy Server to Connect?

Can | Change the Default Cache Location?

How Do | Use Terminal Server to Connect?

Can | Edit XML Settings for Drive?

How Do | Lock Files that | Am Editing?

Can | Use Two-Factor Authentication to Connect?
Can | Upload Files Larger Than the Storage Quota?
Drive File Issues

Drive File Issues

FileCloud Drive may be unable to upload files and folders with the following naming characteristics.

o These differ slightly for Drive for Mac.

Special Characters

FileCloud Drive doesn't upload some files with characters that are incompatible with certain operating
systems.

Please rename them to something more suitable for use across multiple operating systems.

0 e The * character
e The < character
e The > character
e The: character
e The\ character
e The / character

e The | character
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e The ? character
e The * character

e The ~ character

The following file and folder names are also not uploaded.

tonido.db

Thumbs.db

desktop.ini

* tmp*

* ~tmp

* Ink

Files or Folders ending with space
Files or folders ending with "." or ","

.tonidocache

Anything starting with Conflict_

sync.ico

.ds_store

Any hidden files (usually files starting with . in Linux and files with hidden attribute in windows)
* fuse_hidden

*.crdownload

* partial

*part

*.download

* MACTF

*.dwl

* dwl2

Issues with Uploading a File to Drive

Restrictions on filenames and file extensions

Please note the following restrictions when uploading files to FileCloud:

¢ Files with the same name:

¢ If you upload a file with the same name and the same case as another file in the same
folder, it overwrites the file.
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 If you upload a file with the same name but a different case than another file in the same
folder, you cannot upload the file and the File Operations window displays a file name
conflict message.
¢ If you upload files with the same name but different file extensions, like myfile.doc and
myfile.docx, they are treated as different files.
¢ FileCloud cannot upload files with leading spaces in the filename.

» By default, files with the extensions php, php5, phar, and phtml cannot be uploaded into
FileCloud.

o For Admins

¢ To specify which file extensions may be uploaded into FileCloud, see Managing File Extensions
and Restricting File Extensions.

¢ To restrict certain filenames from being uploaded into FileCloud, see Restricting File Names.

Why can't | upload files larger than the storage quota to a Network Folder or
Team Folder?

¢ To create a drive in Windows, FileCloud must specify a size.

¢ When FileCloud mounts a virtual drive, your storage quota is used as the size of the drive.

¢ This mechanism restricts uploading files larger than the total size of the drive.

You must have Administrator privileges to reset your storage quota.
If you do not, please contact your administrator to change it for you.

If you need to change the storage quota for a particular user, you can edit their current
policy settings or create a new policy.

Administrators can read more about Setting the Storage Quota for Users

To change the upload limit and size of the drive by changing the User Storage Quota:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies @ .
The Policies page opens.

2. Click the New Policy button.
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Policies

New Policy \
New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 0 0 O 208 x@ X
TEAM FOLDER POLICY 1 0 208 X

« < Page‘ 1 ‘0f1 > »

2 rows

3. Inthe New Policy dialog box, type in a name for the policy, and then click Create.
4. Click the edit button for the policy you just created.

Policies
New Policy
New Policy

Create a new policy

A Policy Name User Count Group Count Default Acyé

Admin user policy 0 0 208 X%

Global Default Policy 0 0 o 0 & @ X

TEAM FOLDER POLICY 1 0 208 @ X%

« < Page‘ 1 of1 > »
3 rows

5. On the General tab, change the User storage quota.
To set unlimited storage quota for the user, set User storage quota to 0.

6. Click Save.
7. From the left navigation pane, click Users.

8. On the Manage Users screen, click the user who you want to add to the new policy, and then
click the edit button (
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).
9. On the User Details screen, click Manage Policy.
10. On the User Policy screen, across from Selected Policy click Select.
11. On the Policy List page, select the policy you created for this user, and then click Select.
12. On the User Policy screen, click Close.
13. On the User Details screen, click Save.

To change the upload limit and size of the drive by using a custom size for Drive:

This option enables you to leave a non-zero setting for User Storage Quota, but change the storage
size of Drive.

1. Open the Drive configuration file at %PROGRAMFILES%/FileCloudDrive/service/config.xml
2. Add the following setting:

<enablecutomsizewhenserverquota>l</enablecutomsizewhenserverquota>

3. To set a 100 GB limit on the size of files that can be uploaded to Drive, save and close the file.
or
To set a custom limit on the size of files that can be uploaded to Drive, add the setting
<drivedefaultstorageingb> to the Drive configuration file and set it to the custom size of files
that can be uploaded to Drive, and then save and close the file. See the steps below under To
change the default storage size in Drive for instructions on adding the
<drivedefaultstorageingb> setting.

To change the default storage size in Drive:

o If User Storage Quota is set to 0, the following setting may be used without
<enablecutomsizewhenserverquota> to change the storage size of FileCloud Drive.
If User Storage Quota is set to 1, the following setting must be used with
<enablecutomsizewhenserverquota> to change the storage size of FileCloud Drive.

1. To edit the config.xml file, on the computer running Drive, navigate to the following directory:

C:\program files\FileCloud Drive\service
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2. Open the following file for editing

config.xml

3. Set the following option to the new storage quota size:

<drivedefaultstorageingb>20</drivedefaultstorageingb>

4. Save and close the file.
5. Using the system tray menu, exit Drive.
6. Navigate to the following directory:

%APPDATA%/FileCloud Drive/data/

7. Delete the following file:

fcd2.sq

8. Using the system tray menu, start FileCloud Drive.
9. Type in your credentials and login.

FileCloud Drive is now set to the value specified in <drivedefaultstorageingb>.

Recover Files After Interrupted Drive Uploads

In the following scenarios, an upload may be interrupted because of network issues or other
reasons:

¢ saving documents using FileCloud Drive
¢ uploading files using FileCloud Drive

In these cases the uploaded file is saved to a Recovered folder.
If there are any recovered files in the Recovered folder, your Live screen alerts you and displays
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an Open recovered files folder and Clear recovered files folder buttons.

g FileCloud Drive

i@ FiLEcLoud

3 recovered files found

Open recovered files folder

Clear recovered files folder

() Live -There are O items in progress

&% No downloads &2 No uploads

No file operations

To retry the upload:

1. Click the Open recovered files folder button.
Your file explorer opens to the Recovered folder location.

2. Copy the interrupted file to the server and retry the upload.
To avoid looping, first copy the files into another local directory (for example Downloads) and
from there into the Drive folder for the upload.

To empty the Recovered folder:

e Click the Clear recovered files folder button.
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Cannot Lock XSL Files in Drive

When DoclQ is not enabled, locking of XSL files is not supported in Drive. In other words, When one
user has opened an XSL file, other users can open it as well.

However, locking other types of files, including XSLX files, is supported when DoclQ is not enabled.
Blank Error Messages in FileCloud Drive

Problem

In the following scenarios, FileCloud Drive users may see a blank error message when connecting:
Attempted Retry without Admin Intervention

A new device using FileCloud Drive tries to login to the FileCloud Server site.

An error notification appears without providing any text.

The FileCloud user clicks OK in the error message dialog box and then exits FileCloud Drive.
The user tries to open FileCloud Drive again.

o > N~

An error notification appears without providing any text.
Attempted Retry with Admin Intervention

A new device using FileCloud Drive tries to login to the FileCloud Server site.

An error notification appears without providing any text.

The FileCloud user clicks OK in the error message dialog box and then exits FileCloud Drive.
The administrator logs on to the Admin Portal and deletes the device.

The user tries to open FileCloud Drive again.

o gk wNd =

An error notification appears without providing any text.

Cause
This is a known issue when all of the following conditions are set:
Condition For more information

The Administrator enables and configures two-factor authentication Enable Two-Factor Authentication

The Administrator creates and configures a workflow to block client

Using Workflows
access

You are running FileCloud Server version 18.1 or earlier FileCloud Server 18.1 Notes
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Resolution
This issue is fixed in FileCloud Server 18.2.
When the following conditions occur:

+ The Administrator enables and configures two-factor authentication
* The Administrator creates and configures a workflow to block client access

¢ You are running FileCloud Server version 18.2 or later

The FileCloud Drive user now sees the error message with text:

FileCloudDrive X

@ The legin id of this device has been blocked by Administrator.

Upgrade FileCloud

Windows Can't Access This Disk in Drive

Problem

FileCloud Drive users may see the following error message when connecting:

Microsoft Windows

Windows can’t access this disc
The disc might be corrupt. Make sure that the disc uses a

format that Windows recognizes. If the disc is unformatted,
you need to format it before using it.

Close

Cause
In the following scenario:

1. The Administrator enables and configures two-factor authentication.
2. The Administrator creates and configures a workflow to block client access.
3. A new device using FileCloud Drive tries to login to the FileCloud Server site.
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4. An error notification appears.

This error appears by design. It is the expected result when all of the following conditions are set:

Condition For more information
The Administrator enables and configures two-factor authentication Enable Two-Factor Authentication
The Administrator creates and configures a workflow to block client Using Workflows
access
Resolution

Administrators can explain to the user why the device is blocked by their company policies.

How to uninstall FileCloud Drive

FileCloud Drive can be uninstalled from Windows "Add/Remove Programs" widget.

To Uninstall FileCloud Drive silently from Windows Machines you can run below command from the
installation folder, generally C:\Program Files\FileCloud Drive

unins000.exe /VERYSILENT /NORESTART
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FileCloud Drive for Mac

FileCloud Drive for Mac is entering the end-of-life process and will no longer be available for
download as of October 1, 2024. Support will no longer be available as of March 31, 2025. For more
information, see https://www.filecloud.com/end-of-life-policy.

FileCloud Drive versions below 23.1.2 do not support macOS 14 (Sonoma). If you are using mac0S
14, please install or upgrade to FileCloud Drive 23.1.2 or higher.

FileCloud Drive versions below 22.1 do not support macOS Ventura. If you are using macOS Ventura,
please install or upgrade to FileCloud Drive 22.1 or higher.

o FileCloud Drive version 21.1 and higher supports Catalina and Big Sur.

Please note that for Drive running on Apple Silicon M1, Big Sur 11.3 or higher is required and security
settings have to be adjusted.
See FileCloud Drive: Configuration for Big Sur 11.3 or later versions Running on Apple Silicon.

FileCloud Drive for Mac is a client application available for macOS (Catalina and later).

It allows you to access your FileCloud server files like you would access any other files in Mac through
the Mac Finder. The files can be edited from and saved directly to your FileCloud server

About FileCloud Drive for Mac

o Beginning with FileCloud 23.1, Drive for Mac includes FileCloud for Office.

Although FileCloud Drive for Mac makes your remote FileCloud server files available as if it is a local
drive in your MacOSX Computer, it is important to understand the underlying technology powering
FileCloud Drive so that you can use it most efficiently for it's intended purpose.

FileCloud Drive for Mac provides a virtual view to your FileCloud files and makes it appear as if the
files are actually local, but in reality they are not. The files are present on the remote server and if the
underlying network connection is not available, FileCloud Drive for Mac cannot work. So in cases when
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you are going to be offline and want access to your files, FileCloud Drive for Mac is not a suitable tool
and it is recommended to use the FileCloud Sync app instead which keeps a copy of the remote server
files locally on your computer.

Also, note that when you have a large file (for example, 1 GB) and you try to open it in an application
via FileCloud Drive for Mac, it will first have to be downloaded from the remote connection and then
opened. Depending upon your network connectivity this could take a while. So even though these files
appear connected to your MacOSX, they are in reality in the FileCloud server.

So it is best to use FileCloud Drive for Mac to work with small to medium sized files, to edit documents
and use it for uploading small number of files or downloading small documents etc. FileCloud Drive for
Mac is more convenient than using the web portal to edit files because it avoids downloading the file
first, editing and then re-uploading it back. This can be done seamlessly by just opening the document
in the application via explorer, editing and then saving it to upload it back to the FileCloud.

Viewing FileCloud Drive for Mac Activity

FileCloud Drive for Mac provides a way that shows the activities being performed by FileCloud Drive
for Mac and this provides "under the hood" view.

Select the "View Activity" option in FileCloud Drive for Mac task bar menu

Activity

2017-01-12 20:00:28 :

2017-01-12 20:00:32

2017-01-12 20:00:33 :
2017-01-12 20:00:33 :
2017-01-12 20:00:33 :
2017-01-12 20:00:35 :
2017-01-12 20:00:40 :

2017-01-12 20:03:11
2017-01-12 20:30:38
2017-01-12 20:30:39

2017-01-12 20:31:03

Upload Queue
Nothing to upload ...

FileCloud MacDrive v14.90.0.34031 Starting

: Logged into https: /[y ssswssm ww= ‘anisad)
Authentication succeeded
Mounting https:///& % asa®s 2w to /Users/user/cloudmount/

Clearing cache
Call from OS to get listing for /
Call from OS to get listing for /

: Call from OS to get listing for /

: Call from OS to get listing for /

: Call from OS to get listing for /My Files
2017-01-12 20:30:44 :
2017-01-12 20:30:49 :
2017-01-12 20:30:54 :
2017-01-12 20:30:59 :

Call from OS to get listing for /

Call from OS to get listing for /My Files/Anis Abdul Astro

Call from OS to get listing for /My Files

File /anisad/Anis's iPhone 6s plus-img_0276.jpg downloaded

: Call from OS to get listing for /My Files/anis

Status
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FileCloud Drive for Mac Menu Options

This section describes the various menu options in FileCloud Drive for Mac.

) 4 GRS = L 2% %)  Thu 2:21PM

Open Drive

Settings
v/ Run at Startup Safari as Def
. v Open Finder Window on Startup

Clear Cache Advanced >
Open Log Folder ‘ Vien ey
v Lock Automatically on Edit C:W . <f:t|v1ty :
Mute All Notifications " :ac ontpcdies
Max Single File Limit > elp
- |
ing Google Quit ®Q
Open This will launch a finder window to the mounted drive volume. If the remote server is not available
Drive or configured then nothing will be launched
Setting  This will display the dialog window to input new server information. If a server is already mounted,
S then it will be first unmounted and the new server will be mounted.
Run at This will start FileCloud Drive for Mac automatically when the user logs into the computer.
Startup
View Open a window that shows the current activity as well as transfer details
Activity
Check This will check if there is a newer version of FileCloud Drive for Mac is available
for
Update
S
Help Launch browser to open online documentation
About Display version information

FileCloud Drive for Mac — 340



Exit

Clear
Cache

Open
Log
Folder

Lock
Automa
tically
on Edit

Mute
All
Notifica
tions
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File
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Unmount and exit FileCloud Drive for Mac application

FileCloud Drive for Mac stores locally accessed file in a local cache. This cache location will be
cleared when this option is selected and the volume will be remounted. Any further access to files
will cause FileCloud Drive for Mac to download it first. Care must be taken to make sure there are
no existing application are actively using files during this operation.

This option will launch explorer window to the location containing FileCloud log files. This is used
for debug purposes.

This option will lock a file on file open action and will unlock a file on file cloud action. NOTE this
function is a file system level behaviour and FileCloud Drive CANNOT KNOW IF A FILE IS
OPENED IN AN APPLICATION AFTER THE CONTENTS ARE READ. This also attempts to detect
special cases such as Microsoft Office apps and will attempt to keep the lock enabled when a
document file is edited but changes in behaviour to MS Office apps can affect this algorithm.

FileCloud Drive for Mac will try to show notifications on various conditions and selecting this
option will prevent those notifications from being displayed

FileCloud Drive for Mac will cache a file locally when windows explorer requires it (Typically Finder
will try to pre-cache files for quicker access or to display thumbnails or previews). The files are also
cached on file open/copy operations. This option will set a limit to max file size that can be
accessed. This is primarily meant to manage bandwidth usage .

How Can | Change the Log Level in Drive for Mac?

You can use the following the steps:

1. Open the Terminal and navigate to this location cd /Applications/filecloudmacdrive.app/
Contents/MacOS

2. Open config.xml (either use vi or use any editor)

3. Now change <loglevel>information</loglevel> line to <loglevel>debug</loglevel> and Save the

file.

4. Start FileCloud Drive for Mac and let it hit disconnection.

5. Now, get the log files and send it to us.

6. At last be sure to revert back to "information" log level (else the performance will be very slow).
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How Can | Increase File Size Limits for FileCloud Drive for Mac?

FileCloud Drive for Mac downloads a file from server before it can be read/modified/updated FileCloud
Drive for Mac. MacOSX can prefetch files to improve user experience and can request files that are not
actively used . This can sometimes cause bandwidth usage. To limit this, FileCloud Drive for Mac has
maximum file size limit setting to prevent downloading large files. This limit is set to 30MB by default.
You can change this value from the FileCloud Drive for Mac context menu.

PRV Y T L 9% T

Open Drive
| Settings -
)raceKey=cloud&fromPageld=14221315 % % v Run at Startup A
le Sto... Class Aws\S3\S3Cli... » v/ Open Finder Window on Startup

Clear Cache Advanced
v Lock Automatically on Edit View Activity

Mute All Notifications Check for Updates

10 MB | Max Single File Limit gy Help
{  About

v 30 MB
50 MB , Quit %Q

+ 100MB ) :
| Unlimited |

How to Fix Problems Uploading Large Files

If you are trying to upload a file of 3-5 GB to Drive for Mac and see an error message or a Waiting to
Start message that doesn't disappear, you may be able to resolve the problem by granting Drive full
disk access.

To enable full disk access:

1. Go to System Preferences > Security and Privacy.

2. Click the Privacy tab.

3. Click Full Disk Access in the left panel.

4. If the CloudDrive application does not appear in the window, click the +, and add it.
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Security & Privacy

General  FileVault  Firewall Privacy

Accessibility Allow the apps below to access data like Mail,

Messages, Safari, Home, Time Machine backups, and
Input Monitoring certain administrative settings for all users on this

Mac.
- Full Disk Access

ﬁ clouddrive
I Files and Folders

@ Screen Recording

Media & Apple Music

.} HomeKit

~

ﬂ Click the lock to prevent further changes. Advanced...

Drive now has full disk access.

Proxy Server for FileCloud Drive for Mac

FileCloud Drive for Mac can use proxy server to connect with FileCloud server.
The information should be supplied when you log in to Drive for Mac.

1. Click Proxy Settings to open the Proxy settings dialog box.
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FileCloud Drive

2 3 4

DOWNLOAD LIMIT GENERAL SETTINGS FINISH

Log in to your account

Please log in using one of the methods below.

Login method SSO Device Authentication Code
Server URL

Account

Password

The Proxy settings dialog box opens.
2. Fillin the fields and click Save.
3. Tolog in to FileCloud, click Login.

Enable Right-Click Support in Drive for Mac

Starting in FileCloud Version 20.1, you can enable right-click support in Drive for Mac.
To enable right-click support in Drive for Mac:

1. Start FileCloud Drive for Mac.

2. Click the Apple logo in the top left corner of the page and choose System Preferences >
Extensions.

3. Inthe left pane, click All.
4. Under clouddrive, check the box for Finder Extensions.
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] < HH Extensions Q

Use Apple and third-party extensions to customise your Mac.

All - -
All third-party sxtensions See all extensions that you have installed on your Mac.

Actions

Markup clouddrive

( Finder Extensions ]

Finder Extensions

iCloud Drive, clouddrive

Photos Editing
Markup

Quick Look

Mail, Reminders

Share Menu

Add to Reading List, Mail, and 7 mor.

Today

Calendar, Stocks, Weather

Finder
Quick Actions and Preview Pane

5. To relaunch Finder, click the Apple logo in the top left corner of the page and choose Force Quit
-> Finder -> Relaunch.

6. Restart your computer.
7. Start FileCloud Drive for Mac again.

Viewing a Crash Report for Drive for Mac

In addition to log file, if the app exits without user intervention, a crash report file is also very
useful.

1. Inthe Spotlight window, type "console"
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| Q console)

Indexing...
TOP HIT

= Console
DEFINITION

B console
OTHER

console_vc8.veproj - wxWidgets-3.1.0
console_vcO.veproj - wxWidgets-3.1.0
console_vc7.vecproj - wxWidgets-3.1.0
console.bkl - wxWidgets-3.1.0

console.dsp
console.bkl - 3.0.0

console_vc7vcproj - 3.0.0

console_vc8.vcproj - 3.0.0
FOLDERS

7 Console
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Console

filecloudmacdrive_2017-01-25-092558_Dannys-...
1/26/17, 8:13 AM

filecloudmacdrive_2017-01-25-084217_Dannys-...
1/26/17, 8:12 AM

filecloudmacdrive_2017-01-25-084412_Dannys-...
1/26/17, 8:13 AM

filecloudmacdrive_2017-01-25-084217_Dannys-...
1/26/17, 8:12 AM

FileCloudMacDrive.log
1/31/17, 8:46 PM

Elanlaiidannndelicn ANAT A4 AN AAAAAN nciinnn

2. Locate the "User Diagnostic Reports" section.

3. Expand the User Diagnostic Reports section and locate the report that starts with
"filecloudmacdrive" and the latest time stamp.

e0e 1] filecloudmacdrive_2017-01-25-084217_Dannys-MacBook-Pro.crash
B s G 5
Hide Log List Clear Display Reload Ignore Sender Insert Marker Inspector Filter
Process: filecloudmacdrive [1584]
S AT Path: /Applications/filecloudmacdrive.app/Contents/Mac0S/ilecloudnacdrive
All Messages Identifier: com. codelathe.macdrive
Version: 14.90.0.34042
DIAGNOSTIC AND USAGE INFORMATION Code Type: X86-64_(Native)
Diagnostic and Usage Messages parent Process: m
9" 9 9f Responsible: filecloudmacdrive [1584]
¥ User Diagnostic Reports User 10: 501
CEEREEERD = -2017-01-0-  pate/Tine: 2017-01-25 08:42:16.753 +0100
om.apple.dt.Xcode. .2017-01-0... | 0S Version: Mac 05 X 10.11.6 (1561217)
Report Version: 1
m.apple.dt.Xcode. ubversion_2017-01-0.. anonymous UUID: 3BFF2AB1-028E-FD33-DES4-E330CB4D2EB2
Je.dt.Xcod o .2017-01-0...
Sleep/Wake UUID: 02EE6464-7099-4A04-851C-5BEDSIVECF20
m.apple.dt.Xcode. ubversion_2017-01-0...
- . Tine Awake Since Boot: 8900 seconds
Tine Since Wake: 140 seconds
filecloudmacdrive_2017-01-30-112432_Aniss-Mac.crash
filecloudmacdrive_2017-01-30-112502_Aniss-Mac.crash System Integrity Protection: disabled
filecloudmacdrive_2017-01-30-112517_Aniss-Mac.crash Crashed Thread: 10
A i i e Exception Type: EXC_BAD_ACCESS (SIGBUS)
Xcode_2017-01-16-100734_Aniss-Mac.crash Exception Codes: KERN_PROTECTION_FAILURE at 8x00007fb18520090
XcodeBuittinExtensions_2017-01-06-115838-1 Aniss-Mac... | CxcePtion Note: EXC_CORPSE_NOTIFY
XcodeBuiltinExtensions_2017-01-06-115838_Aniss-Mac.c.. VM Regions Near 0x7{fb18520d90:
—" s MALLOC_TINY 000071 b18400000-00007 7 Tb18500000 [ 1024K] rw-/rwx SM=PRV
= Aniss-.. > MALLOC_TINY 000071 7b18500000-00007 7 fb18600000 [ 1024K] rw-/rwx SM=COW
» System Diagnostic Reports MALLOC_TINY 000071 b18600000-00007 1 Tb18800008 [ 2048K rw-/rwx SM=PRV
FILES Thread 0:: Dispatch queue: com.apple.main-thread
Libsysten_kernel.dylib 0x000077ff9d28af72 mach_msg_trap + 10
system.log 1 libsystem_kernel.dylib 0x0000771f9428a3b3 mach_msg + 55
» ~JLibrary/Logs 2 con.apple.CoreFoundation 0x00007ff8fba2124 __CFRunLoopServiceMachPort + 212
3 com.apple.CoreFoundation 0x00007 71 fBfbalSec _CFRunLoopRun + 1356
» [Library/Logs 4 com.apple.CoreFoundation 0x000071f8fbade38 CFRunLoopRunSpecific + 296
» Ivarjlog 5 com.apple.HIToolbox 0x0000771f9bd28935 RunCurrentEventLoopIntode + 235
6 com.apple.HIToolbox 0x00007ff0bd2876 ReceiveNextEventCommon + 432
7 com.apple.HIToolbox 0x0000771f9bd285af _BlockUntilNextEventMatchingListInModeWithFilter + 71
8  com.apple.AppKit 0x00007fffBed5cdf6 _DPSNextEvent + 1067
9 com.apple.AppKit 0x0000771Bed5c226 ~ [NSApplication _r i ilDate: 1+ 454
10 com.apple.AppKit 0x00007fffBed50d80 ~ [NSApplication run] + 682
11 com.codelathe.nacdrive
12 com.codelathe.nacdrive
13 com. codelathe.macdrive 0x000000810cadbBd1 wxEventLoopBase: :Run() + 175
14 com.codelathe.nacdrive 0x000000010ca2d78¢c wxAppConsoleBase: :MainLoop() + 96
15 com. codelathe.nacdrive 0x000000810c93116b wxApp: :0nRun() + 29
16 com.codelathe.nacdrive 0x000000010cabbeed wxEntry(ints, wchar_tex) + 100
17 com. codelathe.nacdrive 0x000000810c873000 main + 48
18 Libdyld.dylib 0x00007fffBcfa3sad start + 1
] Size: 53 KB - v

4. Right click the report and select "Reveal in Finder" and email that file.
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SYSTEM LOG QUERIES
All Messages

DIAGNOSTIC AND USAGE INFORMATION
Diagnostic and Usage Messages
¥ User Diagnostic Reports
m.appl

dt.Xcode.

m.apple.dt.Xcod b

m.apple.dt.Xcode.

le.dt.Xcode b

filecloudmacdrive_2017-01-06-133921_Aniss-Mac.crash
filecloudmacdrive_2017-01-30-112432 Aniss-Mac.crash

com.apple.dt.Xcode.sourcecontrol.Subversion_2017-01-0...
ubversion_2017-01-0...
-2017-01-0...
ubversion_2017-01-0...
_2017-01-0...

eo0e
Hide Log List Clear Display Reload Ignore Sender Insert Marker Inspector

Process:

Path:
Identifier:
Version:

Code Type:
Parent Process:
Responsible:
User 10:

Date/Time:
05 Version:
Report Version:
Anonymous UUID:

uuID:

|7 filecloudmacdrive_2017-01-30-112502_Aniss-Mac.crash

filecloudmacdrive [3798]
/Applications/filecloudmac
com. codelathe.macdrive

772
X86-64 (Native)
722 (1]
filecloudmacdrive [3798]
501

drive.app/Contents/Mac0S/filecloudmacdrive

2017-01-30 11:25:02.553 -0600

Mac 05 X 10.11.6 (1561108)

58FCBOCB-EBED-5DC5-C7E1-ECAAIBFC237A

Time Awake Since Boot:

Svstem Integrity Protec

410000 seconds

tion: enabled

filecloudmacdrive_2017-
filecloudmacdrive_2017;
Xcode_2017-01-06-115¢

Move to Trash
Mail
Reveal in Finder

Xcode_2017-01-16-1007 | TEGIIGY DETEDESE IS

XPCKeychainSandboxCheck_2017-01-10-120902_Aniss-...

D eg Threas: ]
tption Type:
iption Ci

®R EXC_BREAKPOINT (SIGTRAP)

g

eption Note: EXC_CORPSE_NOTIFY

XcodeBuiltinExtensions_2017-01-06-115838-1_Aniss-Mac...
XcodeBuiltinExtensions_2017-01-06-115838_Aniss-Mac.c...

Application Specific Information:
dyld: launch, loading dependent libraries

» System Diagnostic Reports

Dyld Error Message:
Library not loaded: /usr/local/lib/libPocoFoundation.31.dylib
Referenced from: /Applications/filecloudmacdrive.app/Contents/Mac0S/filecloudmacdrive

10Kit. framework/Versions/A/I0Kit

Size: 3KE

FILES Reason: image not found
system.log Binary Inages:
» ~[Library/Logs 0x7160da2000 — 0x7f16bdd9ad7 dyld (360.22) <DCBICCID-651A-3A45-8809-9282820528D3> /usr/Lib/dyl
, 0x7fff88875000 -  Ox7fff8896afff com.apple
» [Library/Logs _

d
. framework.I0Kit (2.0.2 - 1179.50.2) <AS@9D3AE-9D48-31B7-89C7-326A7A2007B2> /Systen/Library/Frameworks/

» varfiog 0x7£8C340000 - @x7fff8c34efff com.apple.opengl (12.1.0 - 12.1.8) <0718DB60-BA4F-3CF7-A117-18A2515D931F> /System/Library, ks/0penGL. framework/

Versions/A/OpenGL

0x7f 7187179000 - @x7fff8f179fff com.apple.Cocoa (6.11 - 22) <807787AB-D231-3F51-A99B-A9314623C571> /System/Library/Frameworks/Cocoa. framework/Versions/A/
Cocoa

0x77£91203000 - @x7fff91679f7 com.apple.CoreFoundation (6.9 - 1259) 1. /Systen/Library works/
CoreFoundation. framework/Versions/A/CoreFoundation

0x7f£91774000 - Ox7fff91775ffb libSystem.B.dylib (1226.10.1) <@1254BCD-614D-3AF@-B3B1-676F427D2CD6> /usr/lib/libSystem.B.dylib

0x7f7f99ba000 - 0x7fff99f38ff7 com.apple.WebKit (11601 - 1161.7.8) 10-7A /System/Library/Frameworks/WebKit. framework/
Versions/A/WebKit

0x7f1792021000 — 0x7fff92021fff com.apple.Carbon (154 - 157) <BF6ED602-5943-3E29-A793-BC331E2C183D> /System/Library/Frameworks/Carbon. framework/Versions/A/
carbon

0x7£9b8C6000 — 0x7f119bBc6Tff  com.apple.CoreServices (728.13 - 728.13) <E3DFECD2-ECEA-3242-972D-95B9646B57B8> /Systen/Library/Frameworks/
CoreServices. framework/Versions/A/CoreServices

0x7ff9b8C7000 — 0x7fff9ba6dff7 com.apple.audio. toolbox.AudioToolbox (1.13 - 1.13) <370E95BC-956C-3962-86CC-BA14CFEAR3BI> /System/Library/Frameworks/

&

- v

FileCloud Drive: Configuration for Big Sur 11.3 or later versions
Running on Apple Silicon

Beginning in FileCloud Version 21.1, Drive supports using Big Sur versions 11.3 and higher.

However, you must configure a workaround for FileCloud to run the kernel extension (kext) that Drive
uses.

Note that prior to version 21.1, Drive does not support Big Sur 11.3 or later versions.

To configure FileCloud Drive to use Big Sur 11.3 or later versions running on Apple Silicon:
1. Follow the instructions in macOS User Guide to change the level of security used on your startup
disk to Reduced Security.
2. Install Drive for Mac.
When Drive attempts to start, the message System Extension Blocked appears.

Note: If you see the message, "FileCloudDrive" can't be opened because Apple cannot check
if for malicious software, see the workaround below.
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FileCloud Drive

ﬁ FILECLOUD e v

-\~ Recent Activity

System Extension Blocked

A program tried to load new system
extension(s) signed by “Benjamin
Fleischer™ If you want to enable these
extensions, open Security & Privacy
System Preferences.

OK

Open Security Preferences : .

Q e

Search Settings

() W
Live

Activity
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3. To open Security and Privacy settings in MacOS, click Open Security Preferences.

Security & Privacy

General FileVault Firewall Privacy

A login password has been set for this user = Change Password...

Require password after sleep or screen saver begins

Show a message when the screen is locked

Allow apps downloaded from:

App Store
® App Store and identified developers

System software from developer “Benjamin Fleischer” was blocked
from loading.

£ Click the lock to prevent further ¢ Advanced...

4. Click Allow.

A restart is required before new
system extensions can be used.

Restart Not Now

5. Click Restart.
6. When MacOS restarts, you can start Drive normally.
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Workaround
If you see this message when Drive initially attempts to open:

“FileCloudDrive” can’t be opened
because Apple cannot check it
for malicious software.

This software needs to be updated.
Contact the developer for more
information.

Open

Show in Finder

Cancel

a. On the Drive icon, click CTRL + right-click and choose Open.

FileClc Open
Show Package Contents

Drive opens.
b. Reboot your system.

c. Attempt to open Drive again.
You should now see the System Extension Blocked message shown in Step 2, above, and can

proceed to Step 3.

How to uninstall FileCloud Drive for Mac

To uninstall FileCloud Drive for Mac, first you have to quit the Drive app.
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Then navigate to Applications, select Filecloud Drive for Mac and click Move to Trash.

& App Store

Favorites -
. & Automator
£ Al My Files T calculator

<7 iCloud Drive & calendar

/3 Applications @ Chess
/: L B Contacts
[ Desktop @® Dashboard
M Documents @ Dictionary
& DVD Player
© Downloads K FaceTime
3 LawShareUser = fileclougmardriva 14
) ® fileclous  Open
(53 FileCloud B FontBo Show Package Contents
. @ GameC
Devices
21 £l Canitan R O iBooks Move to Trash
| apitan Ret...
— % !;nagec Get Info
Tags ; 'Lau"esh Rename
UNC .
® Red H LawShaI Compress “filecloudma
A Burn “filecloudmacdrive’
Orange = Mail e
= Maps uplca.e
Make Alias
Quick Look “filecloudmacdrive’

Share
Copy “filecloudmacdrive”

Show View Options

Tags...
@

o000

Reveal in Finder

To clear the data of FileCloud Drive for Mac, open terminal and navigate to
Support/FileCloud/Mac Drive" and delete '‘Mac Drive' Folder

'~/Library/Application

o rm - rf Mac Drive

-Mac:i~ | $ cd

-Mac:~ | $ cd /Library/Application\ Support/
-Mac:Application Support % cd

-Mac:~ | $ cd Library/

-Mac:Library ° " % cd Application\ Support/
-Mac:Application Support $ cd FileCloud/
-Mac:FileCloud $ cd MacDrive/

To Uninstall FileCloud Drive silently from Windows Machines you can run below command from the
installation folder, generally C:\Program Files\FileCloudDrive

unins000.exe /VERYSILENT /NORESTART
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Enabling Thumbnail Previews in Drive for Mac

Drive for Mac must download all content within a folder in order to generate a thumbnail. To avoid
potential performance issues, thumbnail previews are disabled by default in Drive for Mac, and files
are only downloaded when selected. However, thumbnail previews may be enabled in Drive for Mac
manually.

To enable thumbnail previews in Drive for Mac:

1. Login to Drive for Mac.
2. At the bottom of the Drive dashboard, click the Settings button.
3. Click the Enable Thumbnail Preview slider (so that it appears blue).

D FileCloud Drive
ﬁ FILECLOUD 0 v
Settings
Enable download limit o
50 MB kcd

Lock Office files automatically on edit

Run At MacOS Startup -
Show Dashboard At Startup -
Open Finder Window On Startup -
Enable thumbnail preview /

‘ Clear cache ’ ‘ Get logs ’

’ Commit Pending Changes To Server ‘

| Q &

Search Settings

Live Activity

MacDrive file issues

FileCloud MacDrive may be unable to upload files and folders with the following naming
characteristics.
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Filename length limit

The MacOS operating system only allows file names of 255 characters or less.

Special Characters

FileCloud Drive doesn't upload some files with characters that are incompatible with certain operating
systems.

Please rename them to something more suitable for use across multiple operating systems.

o e The * character
¢ The < character
¢ The > character
¢ The: character
¢ The\ character
¢ The/ character
e The | character
e The ? character
¢ The * character

The following file names are also not uploaded.

o e tonido.db

e Thumbs.db

¢ desktop.ini

e *tmp*

o * ~tmp*

e *Ink

¢ Files or Folders ending with space
¢ Files beginning with a space

¢ Files or folders ending with "." or ","
¢ .tonidocache

e Conflict_*.*

® sync.ico

e .ds_store

e Any hidden files (usually files starting with . in Linux and files with hidden attribute in
windows)~*

o ~*
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o *fuse_hidden
e *crdownload
e *partial

e *part

¢ *download*
e *MACTF

o *dwl

o *dwl2

The following folder is not uploaded

0
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FileCloud for Outlook Add-In

The FileCloud for Outlook Add-in enables you to save Outlook email attachments to FileCloud and
attach FileCloud files to Outlook emails as attachments or share links.

The FileCloud for Outlook Add-in is available in:

¢ Windows and macOS
¢ the classic and the new Outlook interfaces
e Qutlook desktop and Outlook Web

=
Z
v jennifer Inbox W = o . W Z FILECLOUD

o
“

1
-
2

& Inbox v 2025
To

7 Drafts 38 Jennifer
FileCloud Admin Summary...  12/31/2025 Cc
B> sent ltems Summary Email Overview Server: https.... [ o *

W Deleted Items 3 Add a subject Draft saved at 1234PM 8 Al Files Recent Starred

£3 Junk Email ~ A MyFiles
Type / to insert files and more

| .

(P Notes estate documents
3 Archive

B2 Conversation Hi... ! O [ Addresses.docx
£3 RSS Feeds

£Q Search Folders

4

283 Goto Groups

@ Attach to Emai

(2 Upload & Share

22 No.. XHZP No.. X & No.. X

The FileCloud for Outlook Add-in can only be opened from within an email, either one you are
composing or one you have received. The add-in appears as a side panel to the right of the email.

Installing the add-in

For FileCloud admins

Central deployment

As an admin, you can deploy the add-in centrally using the Microsoft 365 Apps admin center. This
enables you to control who has access to it, and to remove or add access at any time. In addition in
enables you to automatically insert the add-in into the users' Outlook ribbon, eliminating the
requirement that they install it themselves.

To deploy the add-in centrally, see the Microsoft 365 Apps admin center.

User download

The add-in is also available in the Microsoft Office store for individual users. You can allow users to
install the add-in from there, but you are not able to manage it centrally if they download it this way.
User steps for installing the add-in are listed below under For FileCloud for Outlook Add-in users.
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For SSO login

To be able to log in with SSO, users must also have the Auth Agent application running on the client
they are using to access Outlook.
To install and run the SSO Auth Agent, see Install and Run the SSO Auth Agent .

For FileCloud for Outlook Add-in users

Check with your admin whether the Outlook add-in is available to you already when you click the Apps
icon 2gl in Outlook, or if you need to add it yourself from the Microsoft Apps store.

To install the add-in from the Microsoft Apps store:

1. Open Outlook, and click the Apps icon.
2. Then click Add apps.

33t Outlook Q_ Search

| o = Home View Help
» w8
iy
ol | Ql
-
X
v
Q X NF
. Bookings Go to Excel Go to OneNote
[
S % @ @

Go to Go to Word Viva Engage
PowerPoint

©

Welcome Guide
for Microsoft 365

Add apps

3. In the window that opens, enter FileCloud for Outlook in the search bar.

4. Inthe window that opens, click Add, and then click Open.
The FileCloud for Outlook app is now added to Outlook.

5. Tolog in to the add-in with SSO, you must also download the FileCloud Helper service and run it
on the client where you are running the add-in.
To install and run the SSO Auth Agent, see Install and Run the SSO Auth Agent .
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Logging in to the Outlook add-in

When you open the FileCloud for Outlook add-in, if you are not already logged in to FileCloud, you can

log in through the add-in.
You can log in by entering your FileCloud server address, username, and password, or if it is enabled,

you can click the SSO tab and log in using SSO. If 2FA is enabled, you are prompted to log in using
MFA.

If you are logging into Outlook using SSO through Google Chrome, you must disable Local Network

Access Checks.
To disable Local Network Access Checks in Chrome:

1. Enter the web address:
chrome://flags/#local-network-access-check

2. Change the setting for Local Network Access Checks to Disabled.

3. Restart Google Chrome.
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7| FileCloud for Outlook X

>

Log in to your account

Please log in using one of the
methods below.

Login method

Server URL

Account

jennifer

Password

Opening FileCloud for Outlook from an email

1. Open Outlook.
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2. Click Home in the menu bar, and then click New mail.

Outlook Q search B QA ] Q — x
| =} = Home View Help New Outlook o
- & New mail 8 O SA r) S & Wi I Quicksteps ¥ &) Mark all as read ) [ ) R = 9 .
o & Mail Create a new email message. | * o= 1
5 Event 2
Yy Jennifer
b/ X » Please review these n...  Tue 11:26 AM
No preview is available.
"4 @ Storyline Post
z 2 Latest Counts.pdf
e Document
[ ] Spreadsheet
N 3
0 Presentation
€3 Junk Email
B Archive
(@ Notes

B2 Conversation History
g Outbox

B RsS Feeds

B3 search Folders

ﬂ > @) Shared with me

Select an item to read & (No subject)

An empty email opens.

3. Click the Apps icon (28], which appears when Message is selected in the menu bar, and choose
FileCloud Outlook.

W Deleted Items 3 Add apps

£3 Junk Email

Outlook Q search Q_ Find an app E g &
| o = Home View Help  Message Insert Format text J rouﬂook Q
L
o D~ @~ §  Aptos v12 v B I U S @ UU[] ﬁ ‘ S
Viva Insights Polls FileCloud for i T
o = Outlook )
22 > Favorites Inbox 0 = utioo 9
FileCloud for Outlook
@ v jennifer ~ Last month D 5
, cC
Jennifer 2
& Inbox JP My Templat
v Please review these numb... 2/4/2025 v jempiates
7’ Drafts 15 No preview is available.
L > Sk |5} Latest Counts.pdf saved at 2:43 PM
ent Items - 0 0 0

5 Archive

3 Natec

The FileCloud Outlook add-in opens as a panel to the right of the screen.

4. If you are not already logged in to FileCloud, log in.
All of your FileCloud folders appear in the Outlook add-in.

FileCloud for Outlook Add-In — 359



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

Outlook Q Search
=) =  Home View Help Message Insert Format text Draw Options
- z
—
s Favorites Inbox W 2@ = N P send |+
o jennifer Last month »
Jennifer
4 Inbox v
v @ Please review these numb...  2/4/2025 Ce
7 Drafts No preview is available
a
B> Sent ltems
)
® W Deleted ttems 3 Type / to insert files and mor .
£ Junk Email E
I Archive
7 Notes

(2 conversation Hi

[3 Outbox

THE

€3 RSS Feeds
B Search Folders

@) Shared with me

Attaching a file from FileCloud to an Outlook email

Begin composing a new email.

C o 8 - 0

New C

@ FileCloud for Outlook

£ FILECLOUD

y | Q

= 0 *

ANl Flles Recent Stamed

«

. |

2. Open and log in to FileCloud for Outlook, then navigate to the file that you want to add to the

email, and select it.

3. Click the attachment icon at the bottom of FileCloud Outlook and choose Attach to Email.

~ jennifer Inbox W O¢ =N ’

g

&3 Inbox v 2025
To

7 Drafts 39 e Jennifer

FileCloud Admin Summary... ~ 12/31/2025 Cc
B> Sent items Summary Email Overview Server: https:...
W Deleted ltems 3 Add a subject
€3 Junk Email

Type / to insert files and more

(@ Notes |
T Archive

B2 Conversation Hi...
B3 RSS Feeds

BQ Search Folders

¢85 Go to Groups

& (No subject)

Select an item to read

An Attachment Options dialog box opens.

a
-
Z FILECLOUD
W
e {é} Q search
i (Y *
Draft saved at 1:47 PM ﬁ; All Files Recent Starred
¥
A > My Files » estate documents
a

O BY  zpple graphicjpg
bank statement1.pdf

O B  certificate of deposit - Copy.xisx

@] certificate of deposit 2021 - Co.

L" 0 a certificate of deposit.xlsx

% O BY romsoffie
@ Attach to Email

O B fieclouc 2 Upload & Share v

1item selected \pn
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=) = Home View Help  Message  Insert Format text
—_
o
— > Favorites Inbox W
o ~ jennifer- v Lastmonth
Jennifer
& Inbox
v O Please review these numb.
7 Drafts 22 No preview is available
a
B> Sent Items
W Deleted ltems 3
£3 Junk Email
3 Archive
& Notes

£ Conversation Hi...
Eg Outbox

£ RSS Feeds

4 Search Folders

> (8 Shared with me

4. Choose Attach as a File or Attach as a Link, and click Attach.

Options
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e o = -

New C

@ FileCloud for Outlook

Attachment Options

If you attach as a file, the file appears as an attachment in the email:

To

@

t to attach the fite

Attach as a File
The file will ba attached to the

u Attach as a Link

Cancel Attach

Bcc

Cc

Add a subject

Draft saved at 11:06 AM

70 KB

2 bank statement1.pdf

If you attach as a link, a share link appears in the email
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E=In 0. B

To Bcc
Cc
Add a subject Draft saved at 9:56 AM

bank statement1.pdf:
http://127.0.0.1/url/

The type of share link created is the default share type in your FileCloud system. If the default share
type in your system is Public, you are not prompted to do anything else.If the default share type in your
system is Private, you are required to add share recipients. See Adding share recipients to a FileCloud
share below.

Note: Once you insert the share link, the share is created in FileCloud, even if you do not send the email
or if you delete the link.

Upload a local file to FileCloud and share in an email

When you are creating an email in FileCloud for Outlook, you can upload a local file to FileCloud, and
once uploaded, it is automatically attached to the email as a share link.

1. Begin composing a new email.
2. Open and log in to FileCloud for Outlook.
3. Click the attachment icon at the bottom of FileCloud for Outlook, and choose Upload and Share.
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¢ FILECLOUD

All Files Recent Starred

N ' My Files
[

1 item selected I— u

4. Select the local file that you want to upload and share.
5. You are prompted to choose a FileCloud folder:
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Select Upload Folder X

. My Files

Select a different folder

[S -

6. Navigate to your destination folder, check it, and click Select.
The file is added to the folder and added as a link to your email.

(ST v

£ FILECLOUD

)>Send @ w

To Bec
[C(j?} Q Search

Cc
Add a subject Draft saved at 1:23 PM § All Files Recent Starred
b
A > My Files
Preview.png: i
http://127.0.0.1/url/ by
} O . estate documents

O m Addresses.docx

0 E Preview.png

The type of share link created is the default share type in your FileCloud system. If the default share
type in your system is Public, you are not prompted to do anything else. If the default share type in
your system is Private, you are required to add share recipients. See Adding share recipients to a
FileCloud share below.

Note: Once you insert the share link, the share is created in FileCloud, even if you do not send the email
or if you delete the link.

Adding share recipients to a FileCloud share

If the default share type in your system is private, when you add a FileCloud share link to an email
through FileCloud for Outlook, you are prompted to choose users to share with.

The email recipient is not automatically added to the share; if you want to add this recipient and other
users, add them now.
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7| FileCloud for Outlook X

Attachment Options

Private share created for 1 file. Add
users to this share:

user3@example.com

Recipients:

Add some users to this share

Add any number of users to the share, and click Done.

A confirmation that the users have been added to the share appears.

The share gives the user view and download permissions, and sets the other share options to the
defaults for your system. Later, you can open the FileCloud user portal and change the share options.

O m customers.docx

O n income statement.xIs

@ Success

Users successfully added to shares.

If the default share type in your system is Public, the link is added directly to the email, and you are not
prompted to do anything else.
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Attaching a large file to an email

The limit on the size of an email in Outlook is 20 MB. If including an attachment would cause the email
to be greater than 20 MB, the FileCloud Outlook add-in attaches it as a share link instead, and it is
added as a share in FileCloud.

Attaching file to email

© Attaching files as links
Selected files do not meet Outlook's

attachment criteria. They will be attached as
links.

As with other shares added to emails, the share is the default type in your system. If the default share
type is private, you are prompted to add recipients.

Uploading an Outlook attachment to FileCloud

1. In the navigation panel click Inbox or Sent Items, and then open an email.
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Outlook Q search ZEal ey 9 = @ %
| =} = Home View Help New outlook @D
Py W38 Ov ¢ By & &« ~ v W P auicksteps v QRead/Unread Ov B v £ Ov Fv © : Rl

o Inbox ¢ =N Please review these numbers
M Jennifer 8 F £ 2 B Latest Countspdf
Please review these n...  Tue 11:26 AM
<, No preview is available. W
[ Latest Counts.pdf » Jennifer © « &« ~» 9
P To: ® Jennifer Tue 2/4/2025 11:26 AM
B I;ah::st Counts.pdf o

\ Reply 7 Forward

i,

2. In the upper-right corner of the email, click the Apps icon, and choose FileCloud Outlook.
(Click More if the Apps icon is not listed).

( Outlook Q search Al s Q) = g
| <] = Home View Help New Outlook o
s £33 View settings £ Messages ~ = Collapse conversation ~ @ Zoom G Sync @ Layol Q Find an app ‘ | »
= —
0y Inbox o =1 Please review these numbers @ u
»  Last month 6
o 2 o) Latest Counts.pdf Viva Insights Send to FileCloud for
Jennifer 2 — OneNote Outlook Apps
v O Please review these numb... 2/4/2025 Jennifer - !E;]
No preview is available. P
To: Jennifer Perkins 5 11:26 AM
e 5} Latest Counts.pdf I
Latest C ts.pdf
B 71:5 ounts.pt

Add apps
Q €\ Reply > Forward

The FileCloud Outlook add-in opens as a panel to the right of the email.

3. If you are not already logged in to FileCloud, log in.
By default, the email's attachments are listed at the bottom of the screen, and the Save button is
not yet available.
(You can also configure custom upload settings. See Automatically uploading an email
attachment to FileCloud, below.)
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=  Home View Help

—_ @ FileCloud for Outlook <
@ -8 0 ¢ ey & &« -~~~ [T 7 Quick steps v & Read / Unre;
-
Z FILECLOUD
Inbox ¥ o =1 Please review these numbers <
v Last month 2 {5} Latest Counts.pdf
O Jennifer 2 — — @ Q search
Please review these numb... 2/4/2025 Jennifer C
No preview is available.
% To: ® Jennifer L LY *
Latest Counts.pdf All Files Recent Starred
Latest Counts.pdf
= 7M8 e A

O E My Files

<\ Reply > Forward 0 a Team Folders

1 attachment found in the mail

Latest Counts.pdf
7.29 MB

| _ P . o s ~

4. Navigate to and check the FileCloud folder you want to store the file in.

= Home View Help .
= @ FileCloud for Outlook X
Wy 8 Ov ¢ By & & ~v i  Quick steps ~ & Read / Unre; .
-
= FILECLOUD
— . .
Inbox ¥ o =17 Please review these numbers
Vv Last month 2 [5) Latest Counts.pdf
O Jennifer 2 — @ Q search
Please review these numb... 2/4/2025 Jennifer e
No preview is available.
To: Jennifer . o *
5} Latest Counts.pdf All Files Recent Starred
2 I;zi;:st Counts.pdf o A > MyFiles
a
. Email attachments
“ Reply ~ Forward bank statement1.pdf
m customers.docx
Fd  inrnma ctatemant vie v
1 attachment found in the mail
Ieaot::tts of Save File to Email
= 7.29 MB i attachments
v

5. Click Save.
The file is now stored in FileCloud.

Automating attachment upload

You can specify a default FileCloud folder where Outlook attachments are saved.
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You can also automatically save attachments to that folder.
To enter upload settings:

1. After you open the FileCloud Outlook add-in in an email, click the cog icon next to the search bar.

7| FileCloud for Outlook X

£ FILECLOUD

@ Q Search
[ 0 *

All Files Recent Starred

1 attachment found in the mail

Latest . .
Save File to Email
A Counts.pdf
729 MB attachments

Upload settings appear.
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7| FileCloud for Outlook X

X Settings

Upload

Select Default Folder

Files will be automatically sent to the chosen
default folder.

Select Default Folder

Auto-Upload

Attachments will be automatically uploaded

«) Log out

To set up a default upload folder:

a. Click Select Default Folder.
Your FileCloud folders appear.

b. Navigate to a folder and select it.
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7| FileCloud for Outlook X

Select Default Folder

. Email attachments

Currently Selected Folder: Email attachments

Cancel Save

c. Click Save.

d. If you want email attachments to be automatically saved to your default folder when you
open an email, enable Auto-Upload.
Note: The file is automatically saved only when the email is open and the Outlook add-in is
opened beside it.
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7| FileCloud for Outlook X

X Settings

Upload

Select Default Folder

Files will be automatically sent to the chosen o
default folder.

Select Default Folder

Auto-Upload o

Attachments will be automatically uploaded

«) Log out
When the FileCloud Outlook add-in is opened, if you have set up a default folder, but you have not set

up auto-upload, the FileCloud dashboard gives you the option of saving to the default folder without
requiring you to navigate to it:
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7| FileCloud for Outlook X

2 FILECLOUD

@} Q Search
[ U w

All Files Recent Starred

1 attachment found in the mail

Latest ) ]
Save File to Email
A Counts.pdf
7.29 MB attachments

You can click Save to save to the default folder or navigate to another folder and select it, and then
click Save.
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When the FileCloud Outlook add-in is opened, if you have set up auto-upload, the FileCloud dashboard
uploads the email attachment to FileCloud when you open it.

=  Home View Help .
| e Sm— @ FileCloud for Outlook %

- Wy 38 Oy ¢ B8y & & ~ v W D quicksteps © O Read/Unre‘

-

= FILECLOUD
& Inbox o =7 Please review these numbers %
P v Last month 2 1o Latest Counts.pdf

O Jennifer 2 ) @ Q search
v Please review these numb... 2/4/2025 Jennifer C
No preview is available. JP To: Jenol [ o S
O: Jenniter
L] o4 Latest Counts.pdf All Files Recent Starred
2 5a':Eest Counts.pdf o A
0 E My Files
€\ Reply 7 Forward O m Team Folders

Q File saved

Latest Counts saved to /jennifer/Email

attachments

Restrictions on filetypes and file extensions in FileCloud
Please note the following restrictions when uploading files to FileCloud:

¢ Files with the same name:
« If you upload a file with the same name and the same case as another file in the same
folder, it overwrites the file.
¢ If you upload a file with the same name but a different case than another file in the same
folder, you cannot upload the file and the File Operations window displays a file name
conflict message.
¢ If you upload files with the same name but different file extensions, like myfile.doc and
myfile.docx, they are treated as different files.
¢ FileCloud cannot upload files with leading spaces in the filename.

* By default, files with the extensions php, php5, phar, and phtml cannot be uploaded into
FileCloud.

o For Admins

¢ To specify which file extensions may be uploaded into FileCloud, see Managing File Extensions
and Restricting File Extensions.

¢ To restrict certain filenames from being uploaded into FileCloud, see Restricting File Names.
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Troubleshooting

| am not able to see the FileCloud Outlook add-in inside Outlook.

At times, MS Outlook may disable an add-in if there is a 0.234 second delay in starting Outlook for any
reason. In Outlook, go to File > Options > Add-Ins. Find the FileCloud Outlook Add-In from the
disabled add-ins list and enable the add-in. You can set Outlook to always enable FileCloud Outlook
add-in so that it does not get disabled.

Install and Run the SSO Auth Agent

To log in to the Microsoft Outlook Add-in for FileCloud with SSO, you must have the SSO Auth Agent
running on the client.

1. On the device that you'll be using the Microsoft Outlook Add-in for FileCloud, go to https://
www.filecloud.com/additional-downloads/ and click the Add-ons tab:

Client Downloads

Desktop Clients Mobile Apps Add-Ons

Note: You need a FileCloud license to use these client apps.

Add-ons

FileCloud for Qutlook requil

g

Download

FileCloud for Outlook required

Download

2. Click the Download button for SSO Auth agent for Mac or SSO Auth agent for Windows
depending on your system.
The download is installed on your client.

3. Locate the Auth Agent installer exec in your downloads and open it.
The installation wizard opens:
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& FileCloud Auth Agent Setup — X

Choose Installation Options O
Who should this application be installed for? “0

Please select whether you wish to make this software available to all users or just yourself

() Anyone who uses this computer (all users)

© Only for me

There is already a per-user
installation.(C:\Users'  \AppData'Local\Programs\FileCloud Auth Agent)
Will reinstall juparade.

FileCloud Auth Agent 1.0,0

cac

A A

4. Choose Anyone who uses this computer or Only for me, and click Next.
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& FileCloud Auth Agent Setup — X
Choose Install Location )
Choose the folder in which to install FileCloud Auth Agent. HQ

Setup will install FileCloud Auth Agent in the following folder. To install in a different folder,
dick Browse and select another folder. Click Install to start the installation.

Destination Folder

S —— Bromse..

Space required: 286.5 MB
Space available: 174.6 GB

FileCloud Auth Agent 1.0.0

<o cac

A

5. You may change the Destination Folder.

6. Click Install.
When installation is complete, the wizard displays the screen:
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' FileCloud Auth Agent Setup =

Completing FileCloud Auth Agent
Setup

FileCloud Auth Agent has been installed on your computer.

Click Finish to close Setup.

8 Run FileCloud Auth Agent

< Back Cancel

7. Leave Run FileCloud Auth Agent checked, and click Finish.

8. If you are prompted to install certificates, accept the prompts. Icons appear on your screen and
in your tray to indicate that the Auth Agent is running:

4

FlliCllojuie
AUthYAgent

9. If you accidentally reject installation of the certificates, install them by right-clicking the icon in
the tray and choosing Trust FFOL.

7 & & [d e

@ Exit B,
Trust FFOL
'ﬁ B \
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Integration With Office

FileCloud allows users to share any file or folder with custom permissions.

Install the FileCloud Office Add-In

The FileCloud Office Add-In is the recommended tool for adding FileCloud as a place because it
provides a richer experience.

* |t supports more versions of Microsoft Office and allows you to configure some of the
associated settings.

¢ |Installing the FileCloud Add-In allows you to work from your own workspace using your own
software.

Installing the Office Add-In
To install the FileCloud Office Add-In:
1. Meet System Requirements

System Requirements

Requirement Version Notes

0s Windows 7 and above Older versions of Windows may work but have not
been tested

Microsoft Office = Subscription to the latest version = Microsoft Office 2007 is the minimum version tested
is recommended

2. Install the Add-In
To install the FileCloud Office Add-In:

1. Download and install the FileCloud Office Add-In through the link in your FileCloud customer
portal.
2. Accept any security warning and continue installation.

3. Once the installation is complete, restart any open MS Office applications, such as Word or
Excel.

Once installed, FileCloud will appear as a Ribbon on the main window with the following buttons:
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=) o

File Home Insert Design Layout References Mailings Review View FileCloud

P D Gp 4%

Open Save SaveAs Settings

FileCloud

¢ Open (from FileCloud)
Save (to FileCloud)
Save As (to a new name or location in FileCloud)

« Settings (specify login credentials, default folders, and any proxy settings)
3. Enter Your Login Credentials

The login credentials, when set, are encrypted and stored securely.

® FileCloud Settings — O X

Account Settings  Upload Folder Proxy Settings About

Account Settings

Domain URL lhttp://filecloud.mycompany.com l

Username Ijohn l

Password

EE TS S e T s |

Login

To enter your FileCloud credentials:

In your MS Office application, on the FileCloud menu, click the Settings icon.
Click the Account Settings tab.

In Domain URL, enter the FileCloud URL.

In Username, enter the name you use to log in to FileCloud.

o b~ w2

In Password, enter the string of numbers, letters and characters you use to log in to FileCloud.
6. Click Login.

4. Specify a Default Folder

If you do not specify a default folder, you will be prompted for a folder path every time you upload a
file. If you have one place where you consistently save files, you can avoid this prompt and specify a
default upload folder.
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To specify a default upload folder:

1. In your MS Office application, on the FileCloud menu, click the Settings icon.
2. Click the Upload Folder tab.

5. Configure Proxy Settings

If your network uses a proxy server or you want the FileCloud Office Add-In to use a proxy server, you
can configure proxy settings.

. To get the Proxy Server Address, Port, Username and Password to connect to your proxy server,
contact your network administrator.

To configure proxy settings:

1. In your MS Office application, on the FileCloud menu, click the Settings icon.
2. Click the Proxy Settings tab.

Using the Office Add-In

Home Insert Design Layout References Mailings Review View FileCloud

B D Gp 3%

Open Save SaveAs Settings

FileCloud

To Use the Add-In Options:

1. To open afile, in your MS Office application, on the FileCloud menu, click the Open icon.

2. To Save a file to FileCloud, in your MS Office application, on the FileCloud menu, click the Save
icon.
. If the file was originally opened from FileCloud, the file will be automatically saved to that
corresponding folder in FileCloud.
. If the file is new, then you must choose the FileCloud path to save the file.

3. To save the file to a different location or with a different name, in your MS Office application, on
the FileCloud menu, click the Save As icon.

Configure Sync for Edit in Desktop
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Edit in Desktop requires the Sync App to be installed on the local computer.
Edit in Desktop does not work when the Sync App is set to run as a service.

Edit in Desktop allows you to select a document file from the Web Ul and automatically open it locally
in its native document editor. Changes you save automatically appear in the cloud as new versions.
This function is ideal for users who need to edit files on their desktops, but don’t want to install
FileCloud Drive or sync all files to their local machine. It's also more convenient than downloading,
editing, saving and uploading the saved version back to the cloud.

File types supported in Edit in Desktop include DOCX, DOC, PPTX, PPT, XLSX, XLS, IDD, PSD, XLSB, TXT
and MD.

To perform Edit in Desktop, first install the Sync application locally on your computer.
When setting up account information, you may select the option to disable syncing and only provide

document editing support. If you leave it unchecked, you will be able to use Edit in Desktop as well as
Offline Syncing.

& Sync for FileCloud ) i
1 2 3 A .
LOGIN CLOUD NETWORK BACKUP FINISH

STORAGE FOLDERS FOLDERS

Choose which files to sync

Choose which remote files from FileCloud to sync to this computer. A copy of the
files will be downloaded to the computer, and you can work with them just as you
would any other files on your computer.
\ Sync everything (My Files, Team Folders, Shared Folders)
® Sync nothing and use only Document Editing mode

Sync only selected folders

Next select any file in the web browser, and then click on the Edit in Desktop option to download and
open the file in the local document editing application.
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A > My Files

@ Preview Ente
My F||eS £ Download C l (
o (& Web Edit
] Name Y Filter Items Modified @ Edit in Desktop
&Y Ren 2
Oct 23, 2020 2:13 PM
. Accounts oo £ Shar
o ) )
. ¢’ Copy Direct Link
B o920 Jun 08, 2020 1:00 PM
@ Previous Versions
. Public Documents fimis 202010:04 AM [ pelete De
— = Unlock
- backups LJU]SLI 2020 4:08 PM =
o J Comment
2020-11-04_09h53_35.png Nov04,20209:53AM (O Copy e
—  Move trl + X
B AsPublicBlue.svg Aug 20,2020 1:34 P
AccountNames.txt @ L & L > W &

The document is opened in an editor, for example, Microsoft Word. Simply edit as you would normally
and then click save. The file is saved to the server and a notification shows that the version has been
saved.

You can continue to edit the document and save it. Each time you save it a new version is uploaded.

Note for Administrators:

To enable Edit in Desktop, you must check the customization option in the Admin control panel.
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Go to Customization — General — Ul Features — Show Edit in Desktop Option.

A Noumcauons
DEVICES
Devices

GOVERNANCE

1l Dashboard

B Retention

U SmartDLP

@ Smart Classification
MISC.

@ Audit

Alertso

[ o}

User Locks

Workflows

b

Reports

jo

Federated Search

.

Metadata
SETTINGS

£ Settings
CUSTOMIZATION

Ga) Customization

SYSTEM

General

Ul Features Login

Labels And Logos URL

Ul Messages Email Templates News Feed TOS Advancec

Account Menu Listing

Customize User Ul Features

Enable Ul
Customizations

Show Document
Preview

Enable additional email
templates

Show Single File Share
Full Preview

Show New Document
Creation Option

Enable Ul customization

Show "Preview" in document file menu options (Requires "Document Preview"
configured)

Enable email templates based on user access level

Show full screen preview for single file public shares

Show new document creation option in the folder menu

Show Edit in Desktop
Option

Show “Edit in Desktop” (Requires user to install CloudSync client)

To enable Edit in Desktop for all file extensions, add this option to cloudconfig.php:

0 define("TONIDOCLOUD_QE_ALLOWALL', 1);

Access Files Using Mobile Apps

To access Office documents in iOS, see FileCloud iOS Integration with 3rd Party Apps.

To access Office documents in Android, see Using FileCloud with Other Android Apps.
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Enabling DoclQ

A New FileCloud Sync and FileCloud Drive users: DoclQ has been replaced with FileCloud for Office.
Please go to Using FileCloud for Office.

Current FileCloud Sync and Drive users (DoclQ users):

DoclQ is entering the end-of-life process and will no longer be available for download as of October
1, 2024. Support will no longer be available as of December 31, 2024. For more information, see
https://www.filecloud.com/end-of-life-policy/.

Now, when you upgrade FileCloud Sync or FileCloud Drive, you are given the choice of using
FileCloud for Office or continuing to use DoclQ. Although you can continue to use DoclQ with the
current release, we recommend using FileCloud for Office.

DoclQ is a Microsoft Office add-in for FileCloud Sync and FileCloud Drive clients.

@ FileCloud DoclQ X »  DoclQ works with the following Microsoft Office applications:
~ Information (v1.0.0.31688)
e Word
Metadata Integration.docx
i ) e Excel
/My Files/Metadata Integration.docx
Sep 17, 2018 2:32:12 PM 103 KB e PowerPoint
File is not locked
 Lock DoclQ works with Office documents to help you manage shared files.
¥ Prevent Download DoclQ gives you the ability to:
~  Shares ¢ manage file locking
» ;‘;:Shg‘éﬁogﬂ‘h’:‘“” sharedihislonoct2 « collaborate with your colleagues through comments
Manage e see how shared files are being managed
~ Versions

You created this version on Sep 17, 2018 02:32 1. You open an Office application such as Word, Excel or
PM PowerPoint.

2. Inside the Office application, you open a file saved to a
FileCloud Sync or FileCloud Drive folder.

: ~ Comments

3. DoclQ displays as a task panel inside the Office application
with the following information:

A4

Add a comment

o File details
e Lock status
¢ File sharing details

¢ Comments attached to the file

Install DoclQ.
Configure DoclQ.
Work with file locking.

Bl .

Troubleshoot Doc IQ issues.
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FileCloud File Browser

FileCloud File Browser is entering the end-of-life process and will no longer be available for
download as of October 1, 2024. Support will no longer be available as of December 31, 2024. For
more information, see https://www.filecloud.com/end-of-life-policy.

The FileCloud File Browser lets you work in a file explorer format where you can perform the
same view, share, edit, and delete file operations that you perform in the user portal.

Install and open File Browser

Running File Browser

To start File Browser when it is not running, in your system navigation panel, open the File Browser
folder and click the File Browser icon.

FileBrowser

ﬁ FileBrowser
@ Uninstall ileBrowser

FileCloud N

A FileCloud Drive |
D " FileCloud Secure Viewer N

~  FileCloud Sync N
R~

- FileCloudServerSync N
@ @ Firefox
@ G
@ |0
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File Browser opens:

@ File Browser — O X
View Edit Search Help

- DAL

My Files Name Status  Date Modified Size
Team Folders

Network Shares
Shared with Me

E--E-E-E

Log Queue

System tray icon

When File Browser is running, an icon appears in your system tray. Right click on it to see the following
options;
Open Website

File Browser
Search the Cloud

(*% Run at Windows Startup
Logout

Exit

¢ Open Website - Opens FileCloud in the user portal.
¢ File Browser - Opens the File Browser.

¢ Search the Cloud - Opens the File Browser search dialog box. See Search for a File or Folder in
File Browser.

* Run at Windows Startup - Enabled by default. File Browser starts when you start your system.
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¢ Logout - Log out of File Browser. You will be prompted to log in again.

» Exit - Close File Browser without logging out. The icon disappears from the system tray.

In this section

Perform File Actions in File Browser

The following actions can be performed on files and folders in File Browser. These actions occur in
real-time, and are reflected in the user portal soon after they occur.

Many of the actions can be performed by right-clicking on the file or folder and then choosing a menu
option:

Name Status
Account Names Folder

[01 (They Call It) Stormy Monday.mp3

B 01 - Lou Rawls - For What It 's Worth (Stop...

D 01 Bigger Than My Body.mp3

'& FClnactiveUsers.png

'& FCShareExpiry.png

Z MenuQutline.docx

& Registration F-=—- -~

B accountname -I;j Quick Edit

[ announceme 33 Download

[T social sec #p ,'(_j Delete

'ﬂ_j Lock
55 Unlock

B Share

Y& Properties

Browsing files

There are several ways you can navigate to locations in the remote FileCloud server in File Browser.

¢ Use the left folder tree to navigate to different folders.

FileCloud File Browser — 388



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

- My Files

577 James Restaurant
~ andritz &
.= demo

_—
.. finance

~ | marketing

“ | mason_construction
t--  Network Shares

- Shared with me

+

¢ Double-click folders on the right folder listing.

Name

"I staffboom

= uploads for marketing i
= uploads for npca

& 2014_Strategic_Digital_Marketing_B
2015_B2C_Research.pdf
[M4753.mp4

=] Codelathe Press Release_VR.docx
" DroptheBox.pdf

* Enter the full path in the path entry text area, and then press enter.
View Edit Favorites

«*l/jio/demo <5— IOEB'FE]E;'

« Navigate to older locations that you previously visited by using the History back and forward
arrows.

’«»W D AE

¢ In any file listing, select the Refresh icon, or click F5 to refresh the listing.
’ﬁ -» I/jio/demo *{) I

Creating a new folder

Select the Create Folder icon to create a new folder in the current location.

|@ -» |/jio/demo ~=-=a‘|:3 L

Deleting Files and Folders

You can delete a file or folder in File Browser.
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Right-click the item you want to delete, and choose Delete.

Alternatively, select items you want to delete and choose the Edit menu and select the Delete
option.

Downloading a file
You can download a file in File Browser

1. Right-click the item you want to download and choose Download.
Your file system's explorer window opens.

2. Choose the location where you want to store the downloaded file and select it.
Editing a file

From File Browser, you can quickly open a file for editing in the application you have associated with it
in your system.

1. Double-click the file or right-click on it and choose Quick Edit.
The file opens for editing.

2. Make changes and then click Save.
Locking and unlocking files and folders
You can set a lock to prevent other users from opening a file or folder.
Locking tells other users that you are actively using the file or folder.
When a file or folder is locked, the following conditions apply:

* The owner of the lock has full access to that file or folder and can modify it
¢ An Admin can always override the lock

¢ Users cannot download the locked file or folder

¢ Users cannot view the locked file or folder

¢ Users cannot modify the locked file or folder

When you lock a file or folder, all of the FileCloud client apps and the FileCloud user portal are subject
to the lock restrictions.

Right-click the item you want to lock, and then select Lock.

A message indicates if the lock is successful or not.

Right-click the item you want to unlock, and then select Unlock.
A message indicates if the lock is successful or not.
Moving or copying files and folders

You can move or copy a file or folder in File Browser.
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ﬁ File Browser
View Edit Search Help

@« Copy Ctrl-C
—r Cut Ctrl-X Name
& Paste Ctrl-vV

I Account Names Folder

Delete DELETE  [@ FCShareExpiry.png
F2 D announcements.md

Rename

-5 Public Documents
(-5 Review

1. Select items you want to move and choose the Edit menu and select Cut or Copy.
2. Navigate to another path and choose the Edit menu and select Paste.

Renaming files and folders

You can rename a file or folder in File Browser.

@ File Browser

View Edit Favorites

- n Copy Ctrl-C
— I-X

= Cut Ctr Name
Paste Ctrl-V

& 2017-11-07_18h53_50.png

Delete ‘DQ(ET E [& 23825802_295354380954404_1880853192_o....
F2 5.5elenium 2.x .pdf

o Rename

% ACL 3Aha-Soft-Standard-Portfolio-lco-design.ico
,,.’ | TESDATA Q BIS1536-001-flac_16.flac

E—— ) BLACKLISTING AND AUTO APPROVAL (1)....

53 abcl = BLACKLISTING AND AUTO APPROVAL (2)....
& BLACKLISTING AND AUTO APPROVAL.docx

wrrs

1 backups

1. Select item you want to rename and choose the Edit menu, and select Rename.

2. Type in the new name, and click Enter or OK.
Uploading files and folders

You can drag and drop files or folders into the right folder listing to upload the files directly to
FileCloud.
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'@

-

B--5-5-5--0-5-0-B-E

Edit earch Help

/jenniferp/Misc

My Files
Accounts
CustomerAccounts
DI 19-20
Misc
Public Documents
Review
ShareFolder
Test Folder
account names folder
backups

Team Folders

Network Shares

Shared with Me

Name

2 AA-Sharing Flows.pptx

Status

DE App Reg Form 201809 (002).pdf

@ customers.docx
" income statement.xls

Date Modified

Jul 13, 2020 01:17 PM
Oct 03, 2020 05:36 PM
Oct 09, 2020 01:46 PM
Sep 13, 2021 10:22 AM

Oct 07, 2021 12:24 PM Completed listing with 3 items A
Oct 07, 2021 12:24 PM Getting listing for /jenniferp/Misc
Oct 07, 2021 12:24 PM Completed listing with 4 items
v
Log = Queue
/jenniferp/Misc 4 items

You can also use the following icons located in the top bar to upload a file or upload a folder.

|4-->

/jio/demo

=~

Queue.

Restrictions on filenames and file extensions in FileCloud

Clear the pending upload or download queue items by selecting the View menu and selecting Clear

Please note the following restrictions when uploading files to FileCloud:

Files with the same name:

¢ If you upload a file with the same name and the same case as another file in the same

folder, it overwrites the file.

¢ If you upload a file with the same name but a different case than another file in the same
folder, you cannot upload the file and the File Operations window displays a file name
conflict message.

¢ If you upload files with the same name but different file extensions, like myfile.doc and
myfile.docx, they are treated as different files.

¢ FileCloud cannot upload files with leading spaces in the filename.

* By default, files with the extensions php, php5, phar, and phtml cannot be uploaded into

FileCloud.
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o For Admins

¢ To specify which file extensions may be uploaded into FileCloud, see Managing File Extensions
and Restricting File Extensions.

¢ To restrict certain filenames from being uploaded into FileCloud, see Restricting File Names.

Viewing and clearing the log and the queue

You can view log messages to troubleshoot File Browser issues, or clear the log if it is getting too
large. You can also view and clear the queue of pending and current actions.

To view the log or queue:

1. Inthe View menu, choose Logs and Queue.

2. By default, the Log tab opens; click the Queue tab to view the queue.
@ File Browser - O X

View Edit Search Help
Refresh F5 [DBAE

Logs and Queues Name Status  Date Modified Size

Clear Queue ES AA-Sharing Flows.pptx Jul 13, 2020 01:17 PM 412KB
Clear Log [=1 DE App Reg Form 201809 (002).pdf Oct 03, 2020 05:36 PM 310KB

] E customers.docx Oct 09, 2020 01:46 PM 0B
1 . 2 income statement.x|s Sep 13, 2021 10:22 AM 30KB
3] Public Documents

® Review

@ ShareFolder

(-5 Test Folder

-5 account names folder

[+ backups
Team Folders
Network Shares
Shared with Me

&)@

Oct 07, 2021 12:30 PM Getting listing for /jenniferp/Misc
Oct 07, 2021 12:30 PM Completed listing with 4 items

y

Log = Queue

/jenniferp/Misc 4 items

To clear the log or queue:

In the View menu, choose Clear Queue or Clear Log.

Viewing file information and versions
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You can view information about file size, create dates, and permissions, and download previous file
versions in the Details tab of a file's properties.

To access file details and versions:

1. Right-click the item you want to view the properties for, and then select View FileCloud
Properties.
The FileCloud Properties dialog box opens to the Details tab. On this tab you can view
information such as file size, create date, and your permissions for the file (hover over the icons
to see the types of permissions).

2. Click the Edit icon next to Versions to open a list of versions that enables you to download each
version.

Details Metadata

t Names Folder I : ~

Name Y

workflow &

'@ 2020-10-23 13h38 41)
(%) QuickEdit
33 Download 2020-10-2...38_41.gif

;j Delete
Lock

Share E 2020-10-23_13h38_41.gif

Properties |File size: 317KB i:: 7 :,’e con to see

%
o] Unlock Information
A
A

BR Jan 15,2021 11:26 AM
BE

Versions ,

P You created this version at 10:46:18 on May 14 2021

Working with metadata

You can view the metadata attributes for a file, or add an attribute if your administrator allows it.

1. Right-click the item you want to access the metadata for, and then select Properties.
The FileCloud Properties dialog box opens.

2. Click the Metadata tab.
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_ O %
ts
| Details Metadata
Name e
Color Tagging metadat:

E3 AA-Sharing Flows.pptx olor Tagging metadata -
[ Annuit 2 A~ ) ) ‘ Microsoft Office Tag metadata
2 Charac ’r‘j Quick Edit | -
71 DE App ;'_j Download P o

= IMG_( ’[(-j Delete Color Tagging metadata

£ Month a)) Lock Color ©@
[ Sharea &) Unlock / [

= TaxRat

3 bank s ) Share
& custon Y Properties S
[ income statement.xls
D purchases.txt

3. Use the following instructions to manage metadata.

Search for a File or Folder in File Browser

You can search in a folder that appears on the left or right side in File Browser
To search in File Browser:

1. Select a folder in the left panel, and click Search in the menu bar. Then choose Search the Cloud
for Files/Folders;
G File Browser

View Edit Search Help

@« B | e Search the Cloud for Files/Folders [
=) My Files Name
@ 0 Accounts

Account Names Folder

& [301 (They Call It) Stormy Monday.mp3

&5 DI 19-20

‘i: = Misc D 01 - Lou Rawls - For What It 's Worth (
[+ .

;j 5 Public Documents D 01 Bigger Than My Body.mp3

| B Do, &) FClnactiveUsers.png

OR
Right-click a folder in the right panel, and choose Search;
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G File Browser
View Edit Search Help
- = [/jenn'rferp/Accounts

-5 My Files Name
-7 Accounts 1 Account Nammar Enldar
-5 CustomerAccounts 53 ECSharel 8] Download
+-59 DI19-20
.- [Mannounc X9 Delete
[+ Misc
@£ Public Documents Ej Lock
#-77 Review 53 Unlock
-5 ShareFolder B Share
-5 Test Folder a Search
- account names folder % P i
(-5 backups roperties
- Team Folders
= Alasiimale Ol
OR
Right-click the system tray icon and choose Search the Cloud.
Open Website
File Browser
Search the Cloud

Run at Windows Startup
Logout

Exit

A FileCloud search dialog box opens. It shows the folder path you selected.

. Enter a search term.
Your search results are returned.
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FileCloud search... X
j Social Search... [ Refresh

/jenniferp/CustomerAccounts Browse... Advanced Options

Type Name Size Modified Path

ifile  social sec#.pdf 347KB Nov 17,20202... /jenniferp/CustomerAccounts
Open directory

Open browser

Type: file
Full path: /jenniferp/CustomerAccounts/social sec #.pdf

3.
4. Right-click a result, and choose Open directory to open the directory in File Browser if it is not

already open.
Right-click a result, and choose Open browser to open it in the FileCloud user portal.

Click Advanced Options to open advanced search options. For help using these options, see Search.

Share a File or Folder in File Browser

You can share a file or folder from File Browser.

To share a file or folder:

1. Right-click the item you want to share, and select Share.
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Name

Account Names Folder

01 (They 7= 0t mp3
I}m - Lou 'rj LLEHE rth (Stop...
Dm Bigge "_j Download
' FClnactin k7] Delete
; FCSharel ﬁ'_j Lock
=l MenuOu @] Unlock

=) Registrat

B A Share
accountu

Y Properti
Dannounc A Properties

I social sec #.pdf

A box with a link to the share opens:

hitp://127.0.0.1/url/szsswnubsfw3ryhi | Copy URL

Close Remove share Advanced

e This link is public by default and can be accessed by external users.

* When you share the link with someone, they can access the file even if they do not have a
FileCloud account.

¢ You can set advanced options to share the file or folder privately, too.

2. To copy the URL to your clipboard, click Copy URL.
Use the URL you copied to share your item.
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3. To share privately or access advanced share options click Advanced.
A Manage share for file dialog box opens.

Manage share for file - 01 (They Call It) Stormy Monday.mp3 — X
Share URL http://127.0.0.1/url/szsswnubsfw3ryhr E ?" — -
Share Options Share Permissions

Shared File/Folder:
ared pie/Folder (@ Allow Everyone

iferp/Cust, A e
/jenniferp/ omerAccaunty/ O Allow Selected Users/Groups

Share name:

| YMuR8xXCagksVeK | Guest  Groups

Expires (Optional) Add Guest
(® Never Expires O Expires

Guest View Download Share
Restrict Downloads (Optional)

(® No Restrictions () Restrict to

Email File Change Notifications

@® Yes ONo

Enable Password Protection

O Yes @ No

Update

E Remove Share Exit

See the section Sharing Files and Folders for complete information about sharing and instructions on
using advanced share options.

FileCloud File Browser — 399



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

FileCloud WebDAV Access

* InFileCloud 23.241 (December 31, 2024), support for WebDAV in FileCloud ended. For more
information, see https://www.filecloud.com/end-of-life-policy

¢ Prior to this, in FileCloud 23.1, as part of the end-of-sale process, WebDAV could no longer be
enabled or managed through the FileCloud admin portal. The documentation on this page only
applies to customers who are using FileCloud versions prior to this.

FileCloud supports the WebDAV protocol to allow accessing your files using a WebDAV client.

Web Distributed Authoring and Versioning is an extension of the Hypertext Transfer Protocol that
allows clients to perform remote Web content authoring operations.

FileCloud WebDAV Access

2FA login is not supported for WebDAV.

Ensure that WebDAYV is enabled in your server by your Administrator.

Use the following information to use a WebDAV client to access your storage space.

0 WebDAV URL: hitp://site/webdav/
Username: useraccount
Password: yourpassword

NOTE the trailing slash after "webdav" in the URL. Clients will fail without it
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. More

. Connections
[—]. Transfers

. WebDAV Extensions
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B site Map

Path Type

/webdav/ Directory (WebDAV)

The location specffies: I

Add

Update

[ Automatically update the list {ron DAV directories only ).

Remove

|| Cancel

Help

|

WebDAYV Client Compatibility

A Mac OSX Finder

Finder generates a lot of unnecessary WebDAV requests. When coupled with AD or LDAP
authentication this can be slow.
To mount FileCloud WebDAYV in Mac Finder: See this link

WebDAYV Client

WebDAV Navigator (i0S)

BitKinex 3.2.3 (Windows)

My WebDav (i0S)

Finder (Mac OSX) *

WebDrive (Windows)

Browsing
Folders

YES

YES

YES

YES

YES

Download
Files

YES

YES

YES

YES

YES

Create
Folder

YES

YES

YES

YES

YES

Delete Files/
Folders

YES

YES

YES

YES

YES

Upload
File

YES

YES

YES

YES

YES
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WebDAV Client

NetDrive 1.3.2
(Windows)

CyberDuck 4.3.2
(Windows & OSX)

Microsoft Windows
Explorer

Apple Pages (i0S)

Office2 HD (i0S)

OfficeSuite Pro (i0S &
Android)

Documents (i0S)

Dav -E (i0S)

Kingsoft Office (i0S &
Android)

Transmit (Mac 0SX)

Browsing
Folders

YES

YES

NO

YES

YES

YES

YES

YES

YES

YES

FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

Download
Files

YES

YES

NO

YES

YES

YES

YES

NO

YES

YES

Create
Folder

YES

YES

NO

NO

NO

YES

YES

YES

NO

YES

Delete Files/
Folders

YES

YES

NO

NO

NO

YES

YES

YES

NO

YES

Upload
File

YES

YES

NO

NO

YES

YES

NO

YES

NO

YES
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Save to FileCloud Chrome Browser Extension

The FileCloud Chrome extension is entering the end-of-life process and will no longer be available for
download as of October 1, 2024. Support will no longer be available as of December 31, 2024. For

more information, see https://www.filecloud.com/end-of-life-policy.

Save to FileCloud chrome extension allows users to right click any file (documents, images, audio and
video) and save to FileCloud. One can take screenshots of entire page and save to thier respective
FileCloud account. This extension is useful in activities such as product research, market research,
web design and others. Users can also choose the target folder where one want to store the files.

Once the extension is installed, set your FileCloud site URL and click connect. If you have not

1.
logged into your FileCloud portal, you need to first login. The default upload path for files is My
Files. But you can choose an another folder.
o e / @ save to FileCloud x \_\ | FieCloud |
& ] chrome-extension://dojcpbcpcikiikcfhfdkipahdaeoemab/options.html \‘/3 @ =

@ ﬁ |e CIOUd Chrome Extension Options

Connect

Specify FileCloud Site URL (with 'http://" or 'https://') and press 'Connect' button

Default upload path My Files

Choose other folder

Show 'Save entire page screenshot' in context menu

2. You can take page screenshot by clicking the "Save entire page ScreenShot". The screenshots
are automatically uploaded to your FileCloud target directory that you specified. This action is

also available from browser context menu.
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€& = C | wwwnytimes pages/techr i ion=click

=} ion=TopBar&module=HPMiniNav&contentCollection=Tech&WT.nav=page i\z

= Q EheNeworkTimes

Technology

E Sfilecloud =

Your first
audiobook
is free »

FEATURED

The First Big Company to Say It’s
Serving the Legal Marijuana Trade?
Microsoft.

By NATHANIEL POPPER

Benjamin Rasmussen for The New York Times

Asthe industry grows i more mai an
established company moves to enter the government compliance

side of the business.
/ h\m\

COMMON SENSE

Microsoft-LinkedIn

‘ .
Surround You."

BITS

Insight and analysis on Silicon
Valley and the technology industry.

Continue to Bits »

BITS SPECIAL SECTION
The Internet Can Be

Mean. But Sometimes

It Redeems Itself.

The internet has altered

global culture almost beyond
recognition and is reshaping issues
from gender identity to military
conflict.

PERSONAL TECHNOLOGY
TECH TIP

Checking Your Windows 10
Lists

By J. D. BIERSDORFER

Microsofts latest version of
Windows has its own style, but you
can still use Jump Lists and find
recently opened files quickly.

TECH TIP

Keeping an iPhone Online
‘When the Signal Is Weak

Cloud: hitps://zerg.codelathe.com
You are logged in, Venkat Ramasamy

Save entire page ScreenShot

Sign Up for the Bits Newsletter

Get caught up on the latest news, insight and analysis
from our reporters and editors delivered to your inbox
six days a week.

SIGN UP

@NYTIMESBITS ON TWITTER
For news and analysis, plus interesting links
curated by our journalists. Staff Twitter List »

FOLLOW

L

Executive
Backpack

3. You can right click an image and Save to FileCloud.

€ Travel - The New York Tim X
& c
€

Q TRAVEL

4 Roller Coasters
That Put the Theme
in Theme Park

It is a rare roller coaster that tries to give you an
experience, not just a scare. Here are a handful
that do.

1d ago - By MEKADO MURPHY

Save Image to FileCloud
Save Link to FileCloud

36 HOURS

2R Havire in Chicara

CARRY-ON

\A7hat Navid Qadavie Man’t

4. You can right click any document and save that file to FileCloud.

www.nytimes.com/section/travel?action=click&pgtype=Homepage&region=TopBar&module=HPMiniNav&contentCollection=Travel&WT.nav=page W @ =

Open Link in New Tab
Open Link in New Window
Open Link in Incognito Window

Save Link As...
Copy Link Address

Open Image in New Tab
ave Image As...
Copy Image

Copy Image Address
Search Google for Image

* Save to FileCloud

Inspect

Theme Park Dining Beyond
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loud security pdf - Go- X

€« C' & https:// .google. bhp?sourceid=chi instant&ion=18&espv=28&ie=UTF-8#q=filecloud+security++pdf 9D =

Google  fiecioud security paf D n

Al News  Shopping  Videos  Images Morev  Searchtools fe]

About 183,000 results (0.43 seconds)

PDF File Security - ShareFile.com

LX) www.sharefile.com/PDF-File-Security v (888) 516-9062

Access & Share PDF Files Securely. Voted Best for Business- Try Free!

Best-in-Class Security - No Credit Card Required - Protect Sensitive Data - Supports Compliance
Provides customers with what they need to get the job done — CMSWire

ShareFile Pricing ShareFile Enterprise
Award Winning Support Client Testimonials
PofIFileCloud Sect

-
https:/ getfilecloud Open Link in New Tab
security, system ownershi Open Link in New Window

completely secure
and o ers multiple levels of Open Link in Incognito Window

Save Link As...
PPFIData Sheet - Fil  Copy Link Address
https://www.getfilecloud
WebDAVSupport. Simplez ~ Copy . * Multiple ways to
access remote enterprise ¢ Search Google for “FileCloud Security FAQ"

Print...
Seourity - FileClou QT S
https://www.getfilecloud
Mar 23, 2016 - FileCloud |  Inspect »f security at each
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Speech >

PP Download the € Add to iTunes as a Spoken Track
https:/iwww.
TeleSur is committed to protecting the s security of the information for the sake of their employees and
overall company. Furthermore TeleSur needed to have ..

CHANIALA Auamiiaug

5. You can right click any file and save that File to FileCloud. While saving, you can also rename the
file name and change the destination folder
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€«  C [ https://www.google. p?sourceid=ch instant&ion=18&espv=2&ie=UTF-8#q=marketing%20pdf w & =
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Deliver Highly Relevant Messaging.
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Consulting Services Marketing Automation
IBM Behavioral Marketing Industry Solutions

PPFIThe Strategic Marketlng Process - Marketing MO

WWW. tent/../Th ss-eBook.pdf v

No portion of this publlca(lon may be reproduced in any form by any electronic or mechanical means
without written permission from Moderandi Inc. ISBN PDF: ..

PoFl Core Concepts of Marketing

www.saylor. it 12/11/Core-C ts-of- pdf v

to the marketing su"ategles and tools that practitioners use to market their products. ... nesses, as well
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PPFIMarketing Management, Millenium Edition. pdf

dl.ueb.edu i 1247/, = jum_Edition.pdf v

by P Kotler - 2011 - Cited by 41677 - Related articles
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FileCloud for Gmail Browser Extension

The FileCloud for Gmail extension is entering the end-of-life process and will no longer be available
for download as of October 1, 2024. Support will no longer be available as of December 31, 2024.
For more information, see https://www.filecloud.com/end-of-life-policy.

FileCloud for Gmail chrome extension enables users to share files directly from FileCloud without
leaving their Gmail compose window. When users share files they can share it as a FileCloud link or as
a regular file attachment.

Users can also store email attachments directly to FileCloud from Gmail. One can also quickly find
files using FileCloud search tool to share the file. This extension is really useful for organizations who
use Gmail as their primary email app.

1. Once the extension has been installed in your browser, click the FileCloud icon on the Gmail
compose window. If you have not logged into your FileCloud portal, you need to first login

2. Once you login, you can select a file to share as a link or on attachment.

&8 Minbox (844) - venkataraga: x 'i@FileCloud | venkatad x B Y FileCloud

€« C' £ https://mail.google.com/mail/u/O/#inbox?compose=15657{f803d67601 @PTQ \,“J @ =

Sfilecloud A Search

YYour Cloud: https://zerg.codelathe.com. Profile: venkatad Change
My Files Network Shares Shared with me Shared Files

/ venkatad

= FileCloud 5.0.pdf

E FileCloud Features.xisx

e FileCloud Guide.pdf

e FileCloud vs Ctera.pdf

wa FileCloud-Introduction-V2.pptx

e FileCloud-Marketing_vr.pptx
FileClouds6.0.txt

wa FileCloudNextSteps.pptx

@ FileCloud_Alpha_back.jpg

@ FileCloud_Azure.png

wa FileCloud_Mobile_Security NISG.pptx

s FileCloud_TermsofSale.docx

== FileCloud TermsofSale.odf

Insert as LINK Close Insert as:

3. You can also search for a file and share as a gmail attachment.

4. One can also save an attachment directly to FileCloud.
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M Voucher for purchase 312 x ! (S3FileCloud | venkatad

€ - C Sht il.google. il/u/0/#advanced-search/sub II h=true&within=1d&si ator=s_sl&sizeunit=s_smb/15419b80e2eb38ad @ T QA @ & =
Goog|e has:attachment -
Gmail ~ “ a o (] Move to Inbox L 4 More ~ 50f53 < > | o 24
m Voucher for purchase 3121450 Inbox  x & 8
Inbox (840) nearbuy auto-mail@nearbuy.com via sendgrid.net © Apri5 &%
Starred tome |~
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Sent Mail Your purchase is successful. Your voucher with all the offer details has been attached with this email and the same can be produced to the merchant. In
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G
Circles Thank you for shopping on nearbuy!
Personal
Travel

@5 NBCBNX3JHB3SFS.pdf
More ~ 37KB
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Click here to Reply or Forward

0.12 GB (0%) of 15 GB used Terms - Privacy
Manage Last account activity: 6 days ago
Detalls

No Hangouts Contacts
Find someone
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FileCloud Desktop for Windows

o The following features are available beginning in FileCloud Desktop for Windows 23.253:
¢ Viewing content of WebDRM files
¢ Self-service user interface customization

e Conflicticons

FileCloud Desktop for Windows enables you to access your FileCloud files and folders in Windows file
explorer, where you can work with them online or make them available offline. Changes you make to

offline files stored in FileCloud are immediately synced to the copies in FileCloud.

FileCloud Desktop for Windows opens as a dashboard that shows you live and recent actions and the
folders you have downloaded offline, and also gives you access to user settings:

FileCloud Desktop

ﬁ FILECLOUD n Send Feedback

W Recent Activity

All activity v Any date v

& Downloading file My Files\internal

documents\filecloudupdate.zip
Feb 26, 2024 at 3:29 PM

* Retrieved folder contents of root
Feb 26, 2024 at 3:29 PM

& Retrieving folder contents of root
Feb 26, 2024 at 3:29 PM

@ W o &

Live Activity Offline Settings

FileCloud Desktop for Windows — 408



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

When you open FileCloud Desktop, its FileCloud folder becomes available in your Windows explorer.
From there, you can work with your files online, or download them and work with them offline. Your
online files and folders appear with cloud icons beside them. When you work with them, you are
working with the copies in FileCloud, and if you view your user portal, you can see the modifications
there. Your folders downloaded from FileCloud Desktop as offline folders and their files are marked
with green icons with white check marks. When you work with them, you are working with downloaded
copies of the files in FileCloud offline folders, and if you go offline, your changes are not synchronized
to FileCloud until you go back online.

When a file in Window Explorer's FileCloud folder is opened, the file is temporarily downloaded, but not
into FileCloud Desktop's offline folders, and it is not synced with FileCloud when you go online. The
temporarily downloaded files are marked with a white icon with a green check mark.

& ™ @) J > FileCloud > MyfFiles >
® New ~ ileClao esktop folder N Sort = View - eee
v FileCloud Name Status Date modified
| iy Az ‘ NewCustomers 2/18/2025 3:03 PM

Team Folders 3/20/2025 1:17 PM

11/4/2020 9:51 AM
11/25/2024 3:29 PM
5/29/2020 1:17 PM
5/29/2020 1:19 PM
5/29/2020 1:24 PM
5/29/2020 1:24 PM
5/29/2020 1:17 PM
10/19/2021 11:10 AM

Signed Files
certificate of depor - ent
FileCloud Server Version 23.241 Installing FileCl...
income statement for 2021 - Copy.xls
insurance policy - Copy.dot
insurance two - Copy.dotx
= mortgage - Copy.xlt
3 SensitivityLabel.xlsx

COOOOOOOD0OO

Files shared with the Secure Web Viewer requirement can be viewed through the Secure Web Viewer
from FileCloud Desktop. The files appear in the FileCloud root under Shared with Me with a .webdrm
extension as they would in the web browser. Click Open to view a .webdrm file through the Secure
Web Viewer.

@ FileCloud Name
My Files __after_admin_login.txt
[] Shared with Me | | @ IMG_20250310_145936,jpg.webdrm
G FileCloud E newone.bmp 3{3 (8 @D
. Downloads Cut Copy Renam
- Music . g Open
n Videos |

o Sync Status
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If a file or folder is currently being synced with FileCloud, a double arrow icon appears in the Status
column:

Doc formatting ;'_':

If a file or folder is waiting to be synced with FileCloud, a double arrow icon with an x icon next to it
appears in the Status column:

"a JD Build Engineer - updated

If a file or folder is only available online, and therefore cannot be synced, a cloud icon with a not
available offline icon appears in the Status column:

When you right-click on a file or folder in the FileCloud Desktop folder, the options Always keep on this
device, Free up space, and FileCloud Desktop appear in the context menu. These options enable you
to make files and folders available offline, remove downloaded copies to free up space, and to perform
FileCloud Desktop tasks.
FileCloud Desktop tasks include:

¢ Open in Browser - Open the file or folder in the FileCloud user portal

¢ Share - Share the file or folder. See Sharing Files and Folders for help.

¢ Lock - Lock the file so other users cannot edit it.

¢ Unlock - Unlock a file you have locked so other users can edit it.

¢ Direct Link - Copy the share link so that you can paste it into a message or email to send to
users. Only available for items in Team Folders, Shared with Me, and Network Folders.

Notes:

¢ You may have to right-click directly on the file or folder name to view these options.
e On Windows Server 2019 right-click options are not supported.
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FileCloud Name late modified

) Compress to...
My Files
xyz . /22/2025 7:11 AM
Copy as path Ctrl+Shift+C
Team Folders &) NTFS sp Pyasp T 11372025 10:28 AM
/2 Properties Alt+Enter
<o Always keep on this device
FileCloud Desktop > | Open in Browser
) Convert to Adobe PDF Share
T Ask Copilot Lock
E Editin Notepad Hileas
Direct Link

&

Show more options

FileCloud Desktop automatically installs with FileCloud for Office (FFO), which enables you to
automatically lock and unlock Office files and share them when you open them from the FileCloud
Desktop directory.

Begin by installing FileCloud Desktop, and then try out its various functions.

Installing or Upgrading FileCloud Desktop for Windows

You must have FileCloud 23.232 or higher installed in order to use FileCloud Desktop for Windows.

The supported OS versions for FileCloud Desktop for Windows are:
Windows 10

Windows 11

Windows Server 2019

Windows Server 2022

Note: Windows Server 2016 is not supported for FileCloud Desktop for Windows.

To install or upgrade FileCloud Desktop on Windows:

After you initially install FileCloud Desktop for Windows, it updates automatically, and you are not
required to perform the following process to upgrade (unless you are using a version of FileCloud
prior to 23.261).
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1. # Uninstall FileCloud Sync if it is installed on the same machine that you are installing FileCloud
Desktop on; otherwise, FileCloud Desktop will not work properly.

2. Install FileCloud 23.232 or higher if you have not already done so.

3. Run FileCloudDesktoplnstaller.msi.
The installer's welcome screen opens:

"M FileCloud Desktop Setup = X

Please read the FileCloud Desktop License
Agreement

The latest version of this EULA is available here:

https://www filecloud.com/EULA/

FILECLOUD

Read the following terms and conditions before
installing or deploying this software on your
network or personal computer. This software
license agreement is a legal agreement between
you, either eh behalf of yourself as an individual or
on behalf/of an entity as its authorized
representative (the “User”), on the one hand, and

N AadAl Aatha Tanhnalaniane Ina Ala CilACIAGA AnAd

1 accept the terms in the License Agreemerit

o]

Print Back ® Install Cancel
J

4. Read the license agreement, and check | accept the terms in the License Agreement.

5. Click Install.
Installation begins. The wizard shows you installation status.
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"3 FileCloud Desktop Setup = X

Please wait while the Setup Wizard installs FileCloud Desktop.

Status: Updating component registration

Back Next

When installation is complete, the following screen appears:
2 FileCloud Desktop Setup

Completed the FileCloud Desktop Setup
Wizard

Click the Finish button to exit the Setup Wizard.
FILECLOUD

Back Finish Cancel
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6. Click Finish.
The FileCloud Desktop login page opens.
FileCloud Desktop

Welcome

Log in to your account

Please log in using one of the methods below.

Login Method SSO Device Authorization Code

Server URL https://
Account Name

Password ©

To migrate from FileCloud Sync to FileCloud Desktop for Windows:

1. Upload all files and folders that you want to migrate from FileCloud Sync to FileCloud Desktop
for Windows to the FileCloud server.

2. Uninstall FileCloud Sync.

3. Install FileCloud Desktop for Windows following the procedure above in To install or upgrade
FileCloud Desktop on Windows.

4. When you log in to FileCloud Desktop for Windows, a new sync root for the application is
populated from the server with your files.
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How autoupdates work

o Beginning in FileCloud 23.261, FileCloud Desktop for Windows is updated automatically by default.

If an autoupdate is available when a user is logged out of FileCloud Desktop for Windows, updating
automatically occurs.

If an autoupdate is available when a user is logged in to FileCloud Desktop for Windows (or when a
user logs in), the user is prompted with the message:

[ i : =
0 New version available X |

0 A new application version(23.253.2) is now available. Updating is highly recommended.
Install new version now?

— Install

Cancel

.

If the user clicks Install, FileCloud Desktop is upgraded and the application restarts automatically.

If the user cancels without installing, upgrade either occurs when FileCloud Desktop is not running, or
when the user logs in, sees the install prompt again, and chooses Install.

Opening and Logging in to FileCloud Desktop in Windows

The option to choose the drive letter that displays the FileCloud for Desktop folders in Windows
explorer is available beginning in FileCloud Desktop for Windows 23.253.

Initially, the login page for FileCloud Desktop opens after you install it. After that, by default, it opens
automatically when you start up your computer. If you do not want it open automatically on startup,
you can change the setting in FileCloud Desktop.
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To open FileCloud Desktop's login screen, search for FileCloud Desktop in the Windows Start menu,
and choose Open.

Q filecloud desktod

& @ Apps  Documents Web  Settings  People B iy -

Best match

I a FileCloud Desktop /
App

Search the web FileCloud Desktop
App
filecloud desktop app - 5
See more search results
. @ Open /
L filecloud desktop >
8 Run as administrator
L filecloud desktop edit > I
Folders <P Pin to taskbar
App settings
FileCloud Desktop > g e 2
@ Uninstall

Log in using one of the following methods:

Log in with password
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Leave Password selected for Login Method, and enter your Server URL, Account Name (username),
and Password into the Log in screen, and click Log in:
FileCloud Desktop

Log in to your account

Please log in using one of the methods below.

Login Method SSO Device Authorization Code

Server URL https:// o
Account Name Jennifer

Password = | esescscesceses ° ®

Log in with SSO

1. Select SSO for Login Method.
The screen changes; now it only displays a field for Server URL.

2. Type the address to the FileCloud server that was sent to you when your FileCloud account was
created, and click Log in.
You are redirected to the SSO Login page, where you can enter your username and SSO
password to log in.
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FileCloud Desktop

Welcome

Log in to your account

Please log in using one of the methods below.

Login Method Password “ Device Authorization Code

Server URL https://1 o

Log in with Device Authorization Code

1. Select Device Authorization Code for Login Method.
The screen changes to:
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FileCloud Desktop

Welcome

Log in to your account

Please log in using one of the methods below.

Server URL https://:

Account Name Jennifer

. Enter your Server URL and Account Name (username).
An Enter Device Code dialog box opens.

Enter Device Code (%]

User needs to approve and submit device code:

Enter Code

Open Website

. Click Open Website.
The log-in screen of the user portal opens.

4. Log-in to the user portal.

5. In the upper-right corner of the screen, click your username and choose Settings.

6. In the Settings screen, click Devices.
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7. Next to the listing for FileCloud Desktop, click the check.

General Devices Notifications
——
Device Name Device Details Last Login Device Status Actions

T Desktop Edit (ITSe-5662) 0S: mac0S 221.0 2023-06-02 11:29:58 Needs Approva
App: 221.0.8079

A dialog box with the device authentication code opens.
8. Enter the authentication code into the Enter Device Code dialog box, and click Submit.
The next wizard screen includes an option for selecting Mount Point, a drive letter that your FileCloud

Desktop files. A Mount Point ensures correct functioning if your content uses Excel macros or cross
references other files. Only specify it in these scenarios; otherwise, leave the setting at Default.

Although the drive letter appears in Windows Explorer, you are not intended to work with the
FileCloud Desktop files from that location; work from them in the FileCloud Desktop root that is
selected when you click the folder icon in the dashboard.

1. To choose a Mount Point, enable the toggle next to default.
The drop-down list now shows the available mount point letters:
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FileCloud Desktop - X

@ FileCloud
Access your FileCloud files from Windows Explorer. Click on FileCloud
ﬁ Desktop under Locations. Note that an internet connection is required to

initially access your files. /
4
4

Mount Point @ a 0
X:

Learn more about by reading our documentation

2. Choose a letter.
Your FileCloud Desktop files will appear in Windows explorer at that location, but you cannot
work with them from there; continue to work with them from the FileCloud Desktop root.

Continue to move through the wizard until the dashboard opens to the Live screen. FileCloud Desktop
cannot begin tracking and synchronizing online and offline FileCloud file activity until you download
FileCloud folders and files to your local drive. So initially, the Live tab appears empty.

Click the folder icon at the bottom of the FileCloud Desktop dashboard to view the FileCloud folder,
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which now appears in File Explorer.
FileCloud Desktop

ﬁ FILECLOUD u Send Feedback

) Live

& No downloads &5 No uploads

No file operations

Go to the FileCloud folder
in Windows explorer
Live tab

Q) W © =

Live Activity Offline Settings

If this is the first time you have logged in to FileCloud Desktop, each file and folder should appear with
a cloud icon next to it, which indicates that it hasn't been downloaded locally (made available offline)
yet.

My Files X aF
& -> P (6] ) > FileCloud > MyFiles > Search
@ New -~ ] N Sort ~ = View v s

~
Name Status Date modified Type
estate documents (@) File folder
I This PC ) HumanResourcesGroup.png (@) 11/5/2025 9:01 AM PNG File
&5 0S (C) @ Internet Only options.pdf (@) 11/8/2021 1:07 PM Chrome PD
= OS (Z3) || sources.txt S 11/20/2025 2:28 PM Text Docurr
My Files

Shared with Me
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Begin setting up FileCloud Desktop by making FileCloud files and folders available offline.

For more information about the dashboard, see Using the Dashboard in FileCloud Desktop for
Windows.

Push service is down

If the Push service is down warning appears at the top of your dashboard, you are unable to sync files
and folders. Please contact your admin, who is able to restart the service so that you are able to sync
files and folders again.

FileCloud Desktop

ﬁ FILECLOUD n Send Feedback

A Push service is down, please contact your administrator

‘W Recent Activity

All activity v Any date v

‘ Retrieved folder contents of Team Folders
Apr 07, 2025 at 12:10 PM

‘ Retrieved folder contents of root
Apr 07, 2025 at 12:10 PM

‘ Retrieving folder contents of Team Folders
Apr 07, 2025 at 12:09 PM

‘ Retrieving folder contents of root
Apr 07, 2025 at 12:09 PM

) W ° &

Live Activity Offline Settings

Admins: If users are seeing the Push service is down warning, restart the Push service from the
FileCloud admin portal.
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Working from the FileCloud Desktop for Windows Taskbar Icon

After you log in to FileCloud Desktop for Windows, a FileCloud icon appears in the taskbar. You can
right-click on the icon to perform FileCloud Desktop tasks.

Open Dashboard

Log out

About FileCloud Desktop P

Exit
d  w wr L

P @ @ & M
CR

¢ Open Dashboard - Opens the FileCloud Desktop for Windows dashboard.

¢ Log out - Logs the currently logged in user out of FileCloud Desktop for Windows without
shutting down the application.

¢ About FileCloud Desktop - Shows details about the FileCloud Desktop build:

Open Dashboard

Log out
Revision: f34c3f6a7af2d8030f82dc1b5f202a2e0ee09e65 About FileCloud Desktop P
Build: Wed, 06 Mar 2024 00:00:00 GMT Exit

¢ Exit - Closes the FileCloud Desktop for Windows application.

On file conflict

If there is an existing file conflict, an additional task is listed:

¢ Show Conflicts

Clicking on it takes you to the Recent Activity tab in the dashboard where the conflict is listed. See
How FileCloud Desktop for Windows handles change conflicts for more information about file
conflicts.
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Using the Dashboard in FileCloud Desktop for Windows

FileCloud Desktop for Windows opens to its dashboard, which has the tabs Live, Activity, Offline, and
Settings, and a button for opening your FileCloud website (in Windows explorer).

Live tab
The dashboard opens to the Live tab, which shows current uploads and downloads of files and

folders.

FileCloud Desktop

ﬁ FILECLOUD u Send Feedback

) Live
&b 1download &5 No uploads

2 income statement for 2021 -
Copy.xls 30.7 kB (100%)
]

Downloading from: My Files

@ W o o

Live Activity Offline Settings

¢ You will only see uploads and downloads that take a substantial amount of time in progress. To
search for a file or folder in the list, enter a string from its name into the Filter items box.
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Activity tab
To view a list of recent FileCloud Desktop activities, click the Activity tab:
FileCloud Desktop

g FILECLOUD u Send Feedback

W Recent Activity

All activity v Any date v

| ,’ Modified file My Files\cloudupdatetool.zip
Mar 06, 2024 at 10:02 AM

,’ Modifying file My Files\cloudupdatetool.zip
Mar 06, 2024 at 10:02 AM

X Deleted file My Files\internal documents\cloudupdatetool

(1).zip
Mar 06, 2024 at 10:02 AM

¥ Deleting file My Files\internal

documents\cloudupdatetool (1).zip
Mar 06, 2024 at 10:02 AM

& Downloaded file My Files\internal

docu ments\clou atetool (1).zip

Mar 06, 2024 at 1000A -
() *

Live Actmt/ Offline Settings

To filter activities on the Activity tab
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« To filter activities by activity type, choose an option in the Activity drop-down list.
FileCloud Desktop

a FILECLOUD n Send Feedback

W Recent Activity

! All activity v Any date v

All activity -

My Files\cloudupdatetool.zip

Downloads only 02 AM

Uploads only

> My Files\cloudupdatetool.zip

Errors only 05 A

Conflicts only

X ULeletea tiie iy Files\internal documents\cloudupdatetool

(1).zip
Mar 06, 2024 at 10:02 AM

X Deleting file My Files\internal

documents\cloudupdatetool (1).zip
Mar 06, 2024 at 10:02 AM

& Downloaded file My Files\internal

documents\cloudupdatetool (1).zip
Mar 06, 2024 at 10:00 AM

() W © =

Live Activity Offline Settings

« To filter activities by date, choose Any date, Last hour, or Last 24 hours in the Date drop-down
list.
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ﬁ FILECLOUD

W Recent Activity

FileCloud Desktop

n Send Feedback

All activity v Any date
Any date
,’ Modified file
Last hour

Mar 06, 2024 at 1

Last 24 hours

atool.zip

,’ Modifying file IVly FHES \LIVUuUuupuUC tetool.zip

Mar 06, 2024 at 10:02 AM

(1).zip
Mar 06, 2024 at 10:02 AM

Mar 06, 2024 at 10:02 AM

Mar 06, 2024 at 10:00 AM

® W

Live Activity

X Deleting file My Files\internal
documents\cloudupdatetool (1).zip

& Downloaded file My Files\internal
documents\cloudupdatetool (1).zip

% Deleted file My Files\internal documents\cloudupdatetool

© =

Offline Settings

o To filter by any string in the listing (including the action, file path, date, or time) enter the string

into Filter items.
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FileCloud Desktop

ﬁ FILECLOUD u Send Feedback

W Recent Activity

All activity v Any date v info|

& Retrieved folder contents of My Filesm Sheets
Mar 06, 2024 at 9:58 AM

& Retrieving folder contents of My Files\m Sheets
Mar 06, 2024 at 9:58 AM

@) W © o

Live Activity Offline Settings
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Offline tab

To view files and folders that you have moved offline using FileCloud Desktop, click the Offline tab.
FileCloud Desktop

ﬁ FILECLOUD u Send Feedback

@ Offline content
2 offline items - 13.4 MB used

[ .
. FileCloud Server Version 23.241 11.6 @
Installing FileCloud Server.pdf MB

My Files

o
NewCustomers 1.8 MB @
My Files

( Remove all offline content >

Q) W o o

Live Activity Offline Settings

e Toremove folders from the offline location from the Offline tab, see Remove Files from Offline
Folders.

¢ To open an offline folder in its location in Windows explorer, click the folder icon next to it.

Settings tab
To view FileCloud Desktop for Windows settings, click the Settings tab.
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FileCloud Desktop

ﬁ FILECLOUD B3 send Feedback

@ Settings

Mute all notifications €@
Lock automatically on edit €@ o

FileCloud For Office integration €

Trust FileCloud For Office

Run at system startup €@

App language @ English v

Network share offline folders

Sync frequency (minutes) @ 10 v
() W (] @
Live Activity Offline Settings

For information about FileCloud Desktop settings, see FileCloud Desktop for Windows Settings.

More Options
To access more options from the FileCloud Desktop for Windows dashboard, click the arrow next to

FileCloud Desktop for Windows — 431



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

the user image:

FileCloud Desktop

ﬁ FILECLOUD n Send Feedback

- jessica

() Live

& No downloads &5 No uploads O Open website

® Help
(> Log out
No file operations
() W (] o
Live Activity Offline Settings

¢ To open your FileCloud user portal, click Open website.

¢ For this end user help, log files, and the version of FileCloud Desktop for Windows that you are

running click Help.
The following dialog box opens:

® Help X

FileCloud Desktop
v23.232.3

FileCloud © 2024. All rights reserved.

FileCloud Desktop help

‘ Get logs ’

¢ Click FileCloud Desktop help to access this end user help.

FileCloud Desktop for Windows — 432



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

« Click Get logs to access the contents of the Logs folder for FileCloud Desktop.

¢ To log out of FileCloud Desktop for Windows, click Log out.
FileCloud Desktop

ﬁ FILECLOUD u Send Feedback

((.)) Live

8O Open website

&b No downloads ¢ No uploads

® Help
\ (> Log out
No file operations
() -W- ° Q
Live Activity Offline Settings

¢ You are warned that logging out will clear and remove the FileCloud folder that appears in the
Windows Explorer, and asked to confirm. '
i /% Warning X

| Areyou sure you want to log out? All your downloaded files and any unsaved work will be
lost.

—> Log out

Cancel

¢ Click Log out.
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FileCloud Desktop for Windows Settings

To change your settings in FileCloud Desktop, click the Settings tab at the bottom of the dashboard.

FileCloud Desktop

FileCloud Desktop

ﬁ FILECLOUD u Send Feedback

@ FiLecLoud B33 send Feedback

@ Settings

@3 Settings

Mute all notifications €@
Mute all notifications €@

Lock automatically on edit @ o

Lock automatically on edit ;)

FileCloud For Office integration € ‘ Run at system startup @
un at system startup

FileCloud For Office integration () o
Trust FileCloud For Offi .
pop lnguce © ST

Run at system startup O

Network share offline folders

App language @ English v
‘ Sync frequency (minutes) @ 10 v
Network share offline folders
Sync frequency (minutes) @ 10 -
\ © W [ ] = e ° &
| Live Activity Offline Settings Live Activity Offline Settings
Setting Description
Mute all When enabled, all notifications sent from FileCloud Desktop are turned off.

notifications

Default is disabled.

Lock

automatically on

edit y 0 This feature is not available in the current FileCloud Desktop for Windows
beta version. The option may be set to enabled, but the feature remains
disabled.

When enabled, files opened for edit through FileCloud Desktop are locked, and other
users cannot edit them. When the files are closed they are unlocked again.

Default is disabled.
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Setting

Trust FileCloud
for Office/
FileCloud for
Office
integration

Run at system
startup

App language

Sync frequency
(minutes)

FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

Description

FileCloud for Office is an add-in that allows users to:
¢ Automatically lock Office files when they open them
¢ Share Office files while working with them in FileCloud clients

When you initially install FileCloud Desktop, the Trust FileCloud for Office button
appears. Click it to use FileCloud for Office.

After you click the button, it disappears, and the FileCloud for Office integration
setting is enabled, which means FileCloud for Office is active.

When FileCloud for Office is disabled, FileCloud Desktop does not integrate with
FileCloud for Office.

Default is disabled (FileCloud for Office is available and appears in FileCloud Desktop).

When enabled, begin running FileCloud Desktop when the system starts.
Default is disabled.

User interface language. Change to any of the language options.

Default is English.

Interval between automatic sync events for Network Folders. Choose any interval in
the drop-down list.

Default is 10 minutes.

Make Files and Folders Available Offline in FileCloud Desktop for

Windows

To use FileCloud Desktop for Windows to synchronize offline and online changes you make to
FileCloud files and folders, first download the folders with contents that you want to synchronize.

When you log in to FileCloud Desktop, your FileCloud files and folders become available in File Explorer
in a FileCloud folder:

To make files and folders available offline:

1. In File Explorer, locate the FileCloud folder.
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) Home
E] Gallery

> @ OneDrive - Personal

@l Desktop
Screenpresso
FileCloud proofreading
i Downloads

My Files

v = FileCloud /

> My Files
> Network Shares

> Team Folders
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Name Status

backups

DI 19-20

estate documents

Images

Info Sheets

internal documents
@ Annuity template.docx
bank statement - Copy.xltx
’E] bank statement.xltx
D certificate of deposit
certificate of deposit.xlsx
= companylD.xt
(4] d079¢3089d5948cc8b9dc5928282ac9f. pdf

%] desktop.ini
S e iAo

>PO0C0O0OOOOOOOODOD0O D0

2. Right-click on each file or folder that you want to be able to synchronize, and choose Always

keep on this device.

Note: You may have to right-click directly on the file or folder name to bring up the correct

options.

Name

. ]

backups
DI 19-20

&

estate documents

Images
Info Sheets
Internal Docu
JenTeam
Legal Hold
Misc

My edits

(DRI VI

My Personal folde
MyAccounts

New accounts

Old Style Guide pe

OnlineOnPrem

@ W

O

Payment Plans

&

Personal folder

Personnel

PO Approved
PO In §7
PO Rejected

~ ' N

Open

Open in new tab
Open in new window
Pin to Quick access
Pin to Start
Compress to...

Copy as path

roperties

Always keep on this device

Free up space

FileCloud Desktop

Open in Terminal

Show more options

itu

Enter

Ctrl+Shift+C

Alt+Enter

~

FileCloud downloads the file or the folder and its contents to your local drive (and moves it into
its offline folder), and replaces the cloud icon with a green circle icon to indicate that it is
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available offline. Changes to the offline files are now synced with the copies in FileCloud.
Note: If you click Open or Open with next to a file you can edit it offline, but its changes aren't
synced with FileCloud. A file downloaded with Open has a white circle icon with a green check.
You are still able to choose Make available offline and put it into a FileCloud offline folder that
will sync with FileCloud.

N\

Name Status

backups
DI 19-20
estate documents |
Images
Info Sheets Stored in FileC
Internal Documents

@ Annuity template.docx

3:| bank statement - Copy.xltx

bank statement.xltx

| certificate of deposit

certificate of deposit - Copy.xlsx

COODOODDOOOOD D

FileCloud Desktop for Windows — 437



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

FileCloud Desktop's dashboard shows you the progress of the files being downloaded on the

Live tab. These disappear as soon as download is complete.
FileCloud Desktop

@ FiLEcLoud [ Send Feedback
() Live
b 1download &5 No uploads

4 My Files\IMG_2661.MOV 4.1 MB /147 MB (27%)

D
Downloading from: My...

@ W o o

Live Activity Offline Settings

FileCloud Desktop for Windows — 438



‘ @ FiLecLoud B3 Send Feedback

FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

FileCloud Desktop

’ W Recent Activity

All activity v Any date v

4

Downloaded file My Files\IMG_2661.MOV
Mar 07, 2024 at 10:24 AM

Downloading file My Files\IMG_2661.MOV
Mar 07, 2024 at 10:24 AM

Downloaded file My Files\IMG_2259.MOV
Mar 07, 2024 at 10:11 AM

Downloading file My Files\IMG_2259.MOV
Mar 07, 2024 at 10:11 AM

Retrieved folder contents of Team Folders\Accounting33
Mar 06, 2024 at 11:20 PM

Retrieving folder contents of Team Folders\Accounting33
Mar 06, 2024 at 11:20 PM

Downloaded file My Files\DI 19-20\2023-12-05_10h16_03.png
Mar 06, 2024 at 11:55 AM

) W o &

Live Activity Offline Settings

On the Activity tab, FileCloud Desktop shows you the download actions for the same files.
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The Offline tab shows you folders that you have stored offline:
FileCloud Desktop

6 FILECLOUD u Send Feedback

© Offline folders ‘

5 offline folders - 14.8 MB used

My Files\Annuity template.docx 588 kB @ -
My Files\Annuity template.doc

My Files\DI 19-20\2023-12- 197 @
05_10h16_03.png kB

My Files\DI 19-20\2023-12-05_10h16_03.pn

. My Files\IMG_2661.MOV 147 M8 @
My Files\IMG_2661.MO

. Network Shares\Local 4 @
Network\Ancdefg file1 - Copy.txt B

Network Shares\Local Network\Ancdefg file1 -

Copy.tx

. ina3
. Team Folders\Accounting33\Test 1244 08 @
Team Folders\Accounting33\Test 124
v

( Remove all offline folders )

Q) W o pes

Live Activity Offline Settings

Remove Files and Folders from Offline Folders for FileCloud
Desktop for Windows

You can remove an offline folder, either through the FileCloud Desktop dashboard or through File
Explorer.

To remove an offline folder through the FileCloud Desktop dashboard:

1. Inthe FileCloud Desktop dashboard, click the Offline tab.
2. Click the Remove button next to the folder that you want to remove as an offline folder.
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FileCloud Desktop - X
@ FiLecLoud e jennifer v
@ Offline folders

3 offline folders - 47.1 MB used

My Files\IMG_2259.MOV 47.1 MB @

My Files\IMG_2259.MO

. My Files\bank statement.xltx 40.4 kB [y g
2

My Files\bank statement.xIt

. My Files\estate documents O B @

My Files\estate document

< Remove all offline folders ) f
() W o e
Live Activity Offline Settings

The folder is no longer an offline folder. It no longer appears on the Offline tab of the FileCloud
Desktop dashboard and the FileCloud Desktop offline icon no longer appears next to it in the File
Explorer.
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FileCloud Desktop - X
@ FiLecLoud e jennifer v
@ Offline folders

2 offline folders - 47.1 MB used

My Files\IMG_2259.MOV 47.1 MB @

My Files\IMG_2259.MO

. My Files\bank statementxltx 40.4 kB @

My Files\bank statement.xlt

( Remove all offline folders >

Q) W o i
Live Activity Offline Settings

To remove an offline file or folder through Windows explorer:

1. In Windows explorer, right-click on the file (it should have a green icon next to it).
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Name Status

backups \

~ DI'19-20
estate documents
Images
_ Info Sheets
internal documents
@ Annuity template.docx
bank statement - Copy.xltx
3| bank statement.xltx
D certificate of deposit
certificate of deposit.xlsx
D companylD.txt
(4] d079c3089d5948cc8b9dc5928282acof pdf
Lj desktop.ini
@ Example 2.docx
e filecloud-for-office-dev-version (3).xml
8] Image 2024-01-17_10-52-01,jpg
©] IMG_2259.MOV
0] IMG_2531.MOV
[H] IMG_2660.JPG
©] IMG_2661.MOV
IMG_2667.JPG
] IMG_2670.JPG
[H] IMG_2671.JPG

cocecoco@cOOPOOCOOOOOOOOOOOD0

B}

2. Inthe drop-down list, Always keep on this device is checked. Click it to remove the check and
remove it as an offline folder.

Name
¥ © @ W
- backups
~ DI 19-20 = Open
estyte doc
Imaes Open in new tab
~ Info §heet . X
. Open in new window
internil dc
@3 Annui Pin to Quick access

Pin to Start

SR VR

Compress to ZIP file

33 certificate

E companyll Copy as path

(] d079c308¢ .

£ desktopin 22 Properties

@ Example 2 . :
@ ficcoua1 ¥ @ Always keep on this device
(5] Image 20; O Free up space

lal 1z 22za
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The green circular icon is replaced with a white circular icon, which indicates that the file is still
downloaded but not marked for syncing with FileCloud as an offline folder.

Name Status

backups
DI 19-20
estate documents
Images
Info Sheets
internal documents
@ Annuity template.docx
bank statement - Copy.xltx
3: bank statement.xltx
D certificate of deposit
certificate of deposit.xlsx
=| companyID.txt
£ d079c3089d5948cc8b9dc5928282ac9f. pdf
| desktop.ini
@ Example 2.docx
& filecloud-for-office-dev-version (3).xml
] Image 2024-01-17_10-52-01,jpg
] IMG_2259.MOV
] IMG_2531.M0OV
4] IMG_2660.JPG
1©] IMG_2661.MOV
(5] IMG_2667.JPG
(8] IMG_2670JPG

CoOOPCOO®OOPOPOLOOOLOOOOOOOOLELOCD0

B

The file is also no longer listed on the Offline tab of the FileCloud Desktop dashboard.

To free up local space:
When a file or folder is downloaded locally, but not stored as a FileCloud offline file or folder for
syncing with FileCloud, you can delete the local version to free up space.

1. In Windows, right-click on a file that is marked with a white circular icon.

2. In the drop-down list, choose Free up space.
The white circular icon is replaced with a cloud icon, which indicates that now the file is only
available remotely in FileCloud.

Working with Offline Files from FileCloud Desktop for Windows

After you make files and folders available offline, you can perform any of the regular File Explorer
actions on them when you are offline, and the changes are synchronized with the copies in FileCloud
when you go back online.
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For example, in the following procedure, a downloaded file is edited from file explorer while the user is
offline.

When the user goes back online, the Activities tab of FileCloud Desktop lists the action as a
modification of the file, and the Live tab of FileCloud Desktop shows an upload.

1. In Windows explorer, while you are offline, right-click on an offline file (a file with a green circular
icon) and choose Open or Open with.

Name Status Date modified
bank statement.xltx (V] 5/29/2020 1:16 PM
\=| Supply List.txt (] 1N/22/7N22 12:47 DM

¥ O @ ®B W

(i

Open

ooo
ol

Open with
Share

Add to Favorites

B 2> @

Compress to ZIP file

3

Conv as nath

The file opens in the default or selected application.
2. Make edits to the file.

Supply List.txt ° +
File Edit View

Pipe cleaners

Duct tape

Paper clips

Plastic drinking straws
Construction pa

3. Save your edits, and close the file.
4. Go back online.

5. Click the Activities tab in FileCloud Desktop.
The latest activity listing indicates that the file has been modified.
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FileCloud Desktop

@ FiLecLoud 3 Send Feedback

’ W Recent Activity

All activity v Any date v
,’ Modified file My Files\DI 19-20\Supply List.txt
Mar 07, 2024 at 10:45 AM
,’ Modifying file My Files\DI 19-20\Supply List.txt
Mar 07, 2024 at 10:45 AM
& Downloaded file My Files\DI 19-20\IMG_2671.JPG
Mar 07, 2024 at 10:35 AM
& Downloaded file My Files\DI 19-20\IMG_2670.JPG
Mar 07, 2024 at 10:35 AM
& Downloaded file My Files\DI 19-20\Supply List.txt
Mar 07, 2024 at 10:35 AM
& Downloading file My Files\DI 19-20\Supply List.txt
Mar 07, 2024 at 10:35 AM
* Downloaded file My Files\DI 19-20\bank statement.xltx
Mar 07, 2024 at 10:35 AM v
®) W o &
Live Activity Offline Settings

In addition, the modified file is synced with FileCloud (uploaded to FileCloud) and replaces the
original file in FileCloud, so that the edited file is now the same offline and online.

6. If you want to confirm that the file has been synchronized, open or preview the file in FileCloud
and check its contents.

@@ FiLecoud Q searcn
e
B8 AllFiles a
4 - > MyFiles > DI19-20
> My Files
DI 19-20 © Add
> Team Folders ® o
> Network Shares ®
O N: Filter Items Modified Si
© Recent Documents v 0 ame v oditie ize
Preview [Enter]
r Starred v ¢r [O |Supply Listxt /0 & Z < o-m a6

« Shared by Me o
B  bank statement.xitx 20052020116 P 305

%, Workflows
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.=3 Supply List.txt

Pipe cleaners

Duct tape

Paper clips

Plastic drinking straws

Construction paper

Working with Online Files in FileCloud Desktop for Windows

In the FileCloud Desktop folder in Windows explorer, any file or folder with a cloud next to it is online in
FileCloud; when you edit or otherwise modify the file or folder from Windows explorer, you are actually
modifying it in FileCloud, and the changes appear immediately in the files in the FileCloud user portal
and other clients.

You can see this in the following video, which shows the online FileCloud files in Windows explorer and
in the FileCloud user portal side by side. The folder is renamed from Wiki proposals to Wiki ideas in
Windows explorer, and as soon as the user portal is refreshed, the change appears there as well. No
sync action is needed.https://www.youtube.com/embed/ipun78UnVNc?si=iwHZMJg1VWGbwUDd
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In the

Activity tab of the FileCloud Desktop dashboard, you can see action for renaming the folder Wiki
proposals to Wiki ideas:
FileCloud Desktop

ﬁ FILECLOUD u Send Feedback

W Recent Activity

All activity v Any date v
FS
B2 Renamed folder My Files\Wiki proposals to My Files\Wiki ideas
Mar 07, 2024 at 11:00 AM
u Renaming folder My Files\Wiki proposals to My Files\Wiki
ideas
Mar 07, 2024 at 11:00 AM
& Retrieved folder contents of My Files\Wiki proposals
Mar 07, 2024 at 10:59 AM
& Retrieved folder contents of My Files\internal documents
Mar 07, 2024 at 10:59 AM
& Retrieving folder contents of My Files\Wiki proposals
Mar 07, 2024 at 10:59 AM
& Retrieved folder contents of My Files\Info Sheets
Mar 07, 2024 at 10:59 AM
A Retrievina folder contents les\internal documents v
() W o o
Live Activity Offline Settings
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The same is true if you edit, delete, create, or copy a file in either interface. It appears almost
immediately on the other. (You can check the Activity tab to monitor when syncing has occurred.)
The following example shows how a file created in the FileCloud user portal automatically appears in

the online folder in Windows explorer:

Shar
ing

Files and Folders in FileCloud Desktop for Windows

You can share a file or folder in FileCloud from the FileCloud Desktop for Windows folder in File
Explorer.

To share a file or folder:

1. In the FileCloud Desktop dashboard, click the folder icon.
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FileCloud Desktop

a FILECLOUD u Send Feedback

() Live

&% No downloads &5 No uploads

©

No file operations

() W ° 0

Live Activity Offline Settings

File Explorer opens to the FileCloud folder that you are logged in to in FileCloud Desktop.
2. Navigate to the file or folder that you want to share and right-click it.

3. In the menu, choose FileCloud Desktop > Share.
Note: On Windows Server 2019 this option is not supported.
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‘ 0 @
FileCloud Name gb G CD @ Status
Network Shares Adminholc ) o
B
Archival pa @ Open in new tab o
Assets (7 Open in new window ©
backups ) . o
DI 19-20 <> Pin to Quick access o
estatedoct <> Pin to Start (]
Images o
Info Sheetd £9 Compress to.. > o
Internal Do Copy as path Ctrl+Shift+C &
0 Annuity ten ©
bank stater] /2 Properties Alt+Enter o
bank stater o
o .
D) certificate o © Always keep on this device o
B certificate o Free up space )
[} companyid . -
1 Confidentia FileCloud Desktop —I:> Open in Browser
| Confidentia ? ;
E Confidents Open in Terminal S
onfidentia o

A FileCloud Share Link dialog box opens.
For help creating the share, see Sharing Files and Folders.

FileCloud Desktop - X

Share Link

http://127.0.0.1/url/sbhvqych3zhk3zum Modify Link B E E

Shared Folder

jenniferp/Account

Share Options Share History

Share Name: Accounts Change
Expires: Never Expires Change
Upload Size Limit (MB): Unlimited

Send Email Notifications: Yes

Sharing Permissions: Allow anyone with link

Allow anyone with link and a password
This share is private.

°
Only certain Allow selected users or groups

Remove Share

How FileCloud Desktop for Windows handles change conflicts

Q ¢ InFileCloud Desktop, when a file inside an Azure or S3 Network Folder is edited, FileCloud
erroneously detects a conflict. Therefore, the local version of the file is renamed as a conflict
file, and the server version is unchanged. To resolve this, confirm that this is not a legitimate
conflict, and rename the local version back to its original name. This issue will be fixed in the
future.

File conflict occurs when FileCloud Desktop for Windows cannot determine which copy of a file is the
most recent.
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How to know there is a conflict
FileCloud Desktop indicates that there is a conflict in the following ways:

¢ The Recent Activity dashboard screen shows a warning icon beside the action and indicates
Modifying the file [filename] ended in a conflict. In addition, the Activity tab at the bottom of the
dashboard is overlaid with a warning icon that indicates the number of conflicts:

FileCloud Desktop

ﬁ FILECLOUD u Send Feedback

W Recent Activity

All activity v Any date v
,’ © Modifying the file My Files\estate eoe
documents\SensitivityLabel.xIsx ended in a
conflict

Feb 23, 2026 at 9:10 AM

,’ Modified file My Files\estate

documents\SensitivityLabel.xIsx
Feb 23, 2026 at 9:14 AM

,’ Modifying file My Files\estate
documents\SensitivityLabel.xIsx
Feb 23, 2026 at 9:14 AM

* Downloaded file My Files\estate

documents\SensitivityLabel.xIsx
Feb 23, 2026 at 9:14 AM

(t*) -P

Live Activity

@ =

Offline Settings

If you click the more icon next to the conflict file it gives you the options:
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W Recent Activity

All activity v Any date v
f o Modifying the file My Files\estate oo
documents\Sensitiyj=--iontocdasamaloslina
conflict [ Open file location

Feb 23, 2026 at 9:10 AM
@ Learn more about conflicts
,’ Modified file My Files\{

documents\Sensitivityl
Feb 23, 2026 at 9:14 AM

[j Dismiss this conflict

Open file location - Takes you to the folder storing the file in the FileCloud Desktop root in
Windows Explorer. The original file (not the conflict file) is highlighted.

Learn more about conflicts - Takes you to the current help page.

Dismiss this conflict - Removes the conflict from your Recent Activity screen, but maintains the
conflict file so you may resolve the conflict later.

¢ In the desktop tray, the FileCloud Desktop icon is overlaid with a warning icon:

7 @ & o
@ & 6 0
“» B ©

» Right-clicking on the desktop tray icon shows the option Show conflicts. Clicking on it takes you
to the Recent Activity screen in the dashboard where the conflict is listed.
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Show conflicts

Open Dashboard

Log out

About FileCloud Desktop »

Exit 1
QA &=/ - W N

@ @& 0 0 @
w B @©

_— 7

~

What causes a conflict
It can arise under the following conditions:

* When two users save the same file at approximately the same time.

* When one user is editing a file offline, and the file is modified by another user in FileCloud. When
the person who was offline comes back online and FileCloud Desktop tries to upload the edited
version to the server, it detects that there is a new version available.

FileCloud’s resolution: the conflict file
In these cases:

¢ [f the conflict files have been edited by two different users:
FileCloud Desktop for Windows automatically resolves the conflict by saving the copy of the file
on the server with the original filename, and saving the local copy of the file with the name
[filename]-[username].[ext]. Both files are saved locally in FileCloud.

o [f the conflict files have been edited by the same user:
FileCloud Desktop for Windows automatically resolves the conflict by saving the copy of the file
on the server with the original filename, and saving the local copy of the file with the
name [filename]-[machine name].[ext]. Both files are saved locally in FileCloud.
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How to know there is a conflict
FileCloud Desktop indicates that there is a conflict in the following ways:

* The Recent Activity dashboard screen shows a warning icon beside the action and indicates
Modifying the file [filename] ended in a conflict. In addition, the Activity tab at the bottom of the
dashboard is overlaid with a warning icon that indicates the number of conflicts:

FileCloud Desktop

£ FILECLOUD ™ Send Feedback ‘ v

“ Recent Activity

Conflicts onl Any date

ﬁ o Encountered a conflict with Lorem ipsum dolor
sit amet.txt in path: /My Files/conflict test/Lorem

ipsum dolor sit amet-VIRENDRAS-MAC-MINI.txt
2026-03-24 at 21:54:01

— o o

Offline Settings

If you click the more icon next to the conflict file it gives you the options:
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“ Recent Activity

Conflictsonly Any date

ﬁ o Encountered a conflict with Lorem ipsum dolor
sit amet.txt in path: /# i i
ipsum dolor sit ame

2026-03-24 at 21:54:N

= Open file location
Learn more about conflicts

"] Dismiss this conflict

Open file location - Takes you to the folder storing the file in the FileCloud Desktop root in
macOS Finder. The original file (not the conflict file) is highlighted.

Learn more about conflicts - Takes you to the current help page.

Dismiss this conflict - Removes the conflict from your Recent Activity screen, but maintains the
conflict file so you may resolve the conflict later.

¢ Inthe desktop tray, the FileCloud Desktop icon is overlaid with a warning icon. Clicking it shows
the option Show conflicts. Clicking Show Conflicts takes you to the Recent Activity screen in the
dashboard where the conflict is listed.

@ - €

Open Dashboard

Log out
About FileCloud Desktop

Exat

Mass Deployment Configuration for FileCloud Desktop for Windows

You can configure mass deployment settings for FileCloud Desktop for Windows either by configuring
Windows registry keys or through Remote client management (RMC).

To configure mass deployment settings using registry keys
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FileCloud Desktop for Windows supports mass deployment configuration using two registry keys
located in the HKEY_LOCAL_MACHINE\SOFTWARE\FileCloud\FileCloudDesktop\ registry path for the
targeted device.

o Default configuration key - The key
HKEY_LOCAL_MACHINE\SOFTWARE\FileCloud\FileCloudDesktop\DefaultCfg contains the
default settings for FileCloud Desktop for Windows.

¢ Override configuration key - The key
HKEY_LOCAL_MACHINE\SOFTWARE\FILECLOUD\FileCloudDesktop\OverrideCfg contains the
override settings for FileCloud Desktop for Windows. Use these settings to modify the default
behavior of the application or to enforce specific settings.

FileCloud Desktop first reads the settings in the default configuration key and then checks for the
presence of an override configuration key. If an override key is found, its settings override those of the
default key. The overridden default settings cannot be modified through the user interface and appear
grayed out.

The configuration keys include setting names (Name in the code, as shown below) and values (Data in
the code, as shown below).

The following sample of the default configuration key shows the default Data value for each setting.

Key Name: HKEY_LOCAL_MACHINE\SOFTWARE\FileCloud\FileCloudDesktop\DefaultCfg
Class Name: <NO CLASS>
Last Write Time: 6/8/2023 - 3:42 PM
Value 0

Name: serverurl

Type: REG_SZ

Data: https:://yourfilecloudserverurl.com
Value 1

Name: profilename

Type: REG_SZ

Data: yourusername
Value 2

Name: runatstartup

Type: REG_SZ

Data: 1
Value 3

Name: loglevel

Type: REG_SZ

Data: information
Value 4

Name: language

Type: REG_SZ

Data: en
Value 5

Name: logintype

Type: REG_SZ

Data: 0
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Value 6
Name:
Type:
Data:

Value 7
Name:
Type:
Data:

Value 8
Name:
Type:
Data:
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mutenotifications
REG_SZzZ
1

pinningenabled
REG_SZ
1

driveletter
REG_SzZ
H:

Configuration key setting Names and allowed Data values

Setting
(Name)

serverurl

profilenam
e

runatstart
up

loglevel

Description

URL of FileCloud site.

User login name.

Run FileCloud Desktop for Windows on system startup.

Level of details stored in log files, where information is the
least detailed, and trace is the most detailed.

Allowed values (Data)

Valid URLs using "http" or "https"”

User login name (any non-empty
string)

0 (disabled)
1 (enabled) default

"information" default
"debug"
"trace"
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Setting

(Name) Description Allowed values (Data)

language Language of the FileCloud Desktop for Windows user

interface.
Value Language
nl Dutch
en English (default)
de German
es Spanish
pt Portuguese
fr French
ar Arabic
it Italian
ru Russian
logintype Login method used 0 (username/password) default
1 (device authentication)
2 (SS0)
mutenotifi =~ Suppress display of notifications in FileCloud Desktop 0 (disabled, notifications are
cations shown) default
1 (enabled, notifications are not
shown)
pinningen Enables storing files locally from Windows Explorer 0 (disabled, option is not shown)
abled (displays Always keep on this device in the Windows 1 (enabled, option is shown)
Explorer context menu for folders and files). default
Note:
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Setting

(Name) Description Allowed values (Data)

driveletter ~ The drive letter used for local FileCloud Desktop files (the The uppercase letter followed by
substitute sync root). This is in addition to the sync root a colon, for example: H:
itself.

Limitations of this feature:

e When a user right-clicks on the drive and views its
properties, the Free space and the Drive label values
are inaccurate; they show the values for the original
sync root.

e When a user right-clicks on a file or folder in the drive,
the context menu does not show the custom options
for FileCloud Desktop (Always keep on this device,
Free up space, FileCloud Desktop options).

¢ The Window Explorer icons in the Status column of
the sync root that indicate syncing and errors do not
appear in the Status column for the new drive letter.

FileCloud Desktop only applies valid values. If a Name or Data value is not supported, the application
skips it and logs a warning message.

To configure mass deployment settings through RMC

You can configure client device settings for FileCloud Desktop for Windows remotely by specifying the
configuration XML in the Device Configuration tab of FileCloud policies.

For most clients, if the user changes the configuration locally, then the remote settings configured
by the Administrator will override those settings the next time the client refreshes its settings.

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

=
the Settings navigation page, click Policies @ .
The Policies settings page opens.
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Policies

New Policy
New Policy

Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 0 0 o 0L @@ X
TEAM FOLDER POLICY 1 0 208 & x
« ¢ Page \I’ of1 > »
2 rows

2. Edit the policy of the users whose client device settings you want to modify.

. Click the Device Configuration tab.

4. Paste or type in the remote device configuration XML in Device Configuration using any number

of parameters from the table below.

<xml>
<fileclouddesktopwindows>
<setting>
<key>runatstartup</key>
<value>1</value>
<default>1</default>
</setting>
</fileclouddesktopwindows>
</xml>
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Effective Policy: "Global Default Policy" (%]

a

General 2FA User Policy Client Application Policy Device Configuration Notifications

Some policy settings will not be applicable for Guest and External users.

ice Configuratior

Client Configuration
<xml>
<fileclouddesktopwindows>
<setting>
<key>runatstartup</key>
<value>1</value>
<default>1</default>
</setting>
</fileclouddesktopwindows>
</xml>

Customize default configuration for any of your client applications in valid XML.

cancel m “

<default> is an optional tag that indicates if the setting can be changed through the user

interface.
A value of 1 indicates the setting is a default and can be changed by the user through the user

interface.
A value of 0 (or omission of <default>) indicates that the setting is overridden and cannot be

changed by the user through the user interface.

Supported parameters for FileCloud Desktop for Windows. All parameters are optional. Add one of
more of these parameters (using <key>, <value>, and <default> tags) in the <setting> tags in the XML.

Key Description Values
runatstartup Run FileCloud Desktop for Windows on 0 (disabled)
system startup. 1 (enabled) default
loglevel Level of details stored in log files, where "information” default
information is the least detailed, and trace "debug"
is the most detailed. "trace”
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language Language of the FileCloud Desktop for
Windows user interface.

Value Language

nl Dutch

en (default) English

de German

es Spanish

pt Portuguese

fr French

ar Arabic

it Italian

ru Russian
mutenotificat =~ Suppress all notifications on FileCloud 0 (disabled, notifications are shown) default
ions Desktop. 1 (enabled, notifications are not shown)

Example:

The code below shows example settings:

<xml>
<fileclouddesktopwindows>
<setting>
<key>runatstartup</key>
<value>1</value>
<default>1</default>
</setting>
<setting>
<key>loglevel</key>
<value>debug</value>
</setting>
<setting>
<key>language</key>
<value>en</value>
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</setting>
<setting>
<key>mutenotifications</key>
<value>0</value>
</setting>
</fileclouddesktopwindows>
</xml>

In this example:

¢ The application runs at startup (runatstartup = 1, default = 1). Default value.

The log level is set to "debug" (loglevel = debug). Overridden value.

The language is set to "en" (language = en). Default value.

Notifications are not muted (mutenotifications = 0). Default value.

If a key is not supported or a value is incorrect, the application skips it and logs a warning message.

Precedence of settings
Settings take precedence in the following order, from lowest to highest:

Default registry key
RMC default

User preferences
Override registry key

a > N~

Override RMC settings

Using FileCloud for Office with FileCloud Desktop for Windows

o FileCloud for Office is an MS Office add-in for Word, Excel, and PowerPoint which can be used in
both Windows and macOS with FileCloud Sync, FileCloud Drive, and FileCloud Desktop. It is available
in FileCloud beginning with version 23.1.
For instructions on how to install FileCloud for Office, see Using FileCloud for Office.

Before using FileCloud for Office with FileCloud Desktop for Windows

The first time you install FileCloud Desktop for Windows, you must:
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« In your cloudconfig.php file, set your cookie same-site value to None.
For help, see Improving Cookie Security.

¢ Confirm that you trust FileCloud for Office and enable it as shown in the following procedure.
To confirm that you trust FileCloud for Office and enable it:

1. After you log in to FileCloud Desktop for Windows, click the Settings tab.
2. Then, click the Trust FileCloud for Office button.
FileCloud Desktop

a FILECLOUD n Send Feedback

@ Settings

Mute all notifications €@

Lock automatically on edit €@ o

FileCloud For Office integration €

Trust FileCloud For Office

Run at system startup €@

App language @ English v

Network share offline folders

Sync frequency (minutes) @ 10 -
Q) W © =
Live Activity Offline Settings

The Trust FileCloud for Office button disappears, and the slider for FileCloud For Office
integration becomes accessible, and is enabled by default. Leave enabled to be able to use
FileCloud for Office.
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FileCloud Desktop

a FILECLOUD u Send Feedback

@ Settings

Mute all notifications @
Lock automatically on edit @

i FileCloud For Office integration O \

Run at system startup @

<0080

App language @ English

Network share offline folders

Sync frequency (minutes) €@ 10 -
|
() W @ [
Live Activity Offline Settings

FileCloud for Office is now enabled, but to use it in Office files, you must attach the add-in to
each type of Office file from your FileCloud Desktop directory.

Working with FileCloud for Office in FileCloud Desktop for Windows

The FileCloud for Office task panel displays information about a file and enables you to:

e Lock or unlock a file.
¢ Prevent or allow download of a file while locked.
e Share afile.

¢ Manage file versions, and view file details and metadata.
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Lock or unlock a file
Locking and unlocking files
You can use the file locking function in FileCloud for Office to:

* See if you have a file locked for editing
e Turn a file lock on or off

¢ Prevent or enable downloads of a locked file

If a shared file is not locked when you open it for edit, another user can also open the file and make
changes.

To avoid this, by default, FileCloud for Office automatically locks files for editing when they are
opened.

When you open an Office file in your client directory, the FileCloud for Office panel shows File is
locked, and by default, users are allowed to download or read the file (Prevent download is disabled).

e
8

i FileCloud For Office 7K

£ FILECLOUD

}AA Auto Mechanics

Billings and Sons

Carlisle Insurance m (-TLIJStomerS.dOCX

@ File is locked

11'0 Prevent download
i « File is not shared
+

Versions
-

© Check out our documentation at:

¢ To prevent other users from downloading or reading the file while it is locked, click the Prevent
download slider.
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FileCloud For Office Vo X

Z FILECLOUD

m customers.docx
@ File is locked Unlock

« File is not shared Create

11/0 Prevent download o
+

Versions

© Check out our documentation at:

¢ To unlock the file while you have it opened for edit, click Unlock. Now other users can modify as
well as view and download the file.
Note: Prevent download cannot be enabled when the file is unlocked.
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FileCloud For Office v X

Z FILECLOUD

m customers.docx

File is unlocked Lock

~
0
)1/0 Prevent download

« File is not shared
+

Versions

Check out our documentation at:

The following table describes what each lock status means and how it impacts what you and others
you have shared the file with can do with the file.

Lock Status Access by lock owner Access by others
File is locked (download Read and modification Only read is allowed, no modification is
allowed) allowed allowed
File is locked (download Read and modification Neither read nor modification is allowed
prevented) allowed
File is not locked Read and modification Read and modification allowed

allowed

For a locked file with download (read) prevented:
If USER1T has locked (and read blocked) the file:
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e The FileCloud client will not download the file for USER2

However, if USER2 has already downloaded the file in Sync or Drive, then:
¢ FileCloud Sync will allow FileCloud for Office to open the file.

¢ FileCloud Drive will not allow the file to be opened by USER2, unless Drive has already cached
the file.

If an admin prevents file locking after a user has locked a file in a client:
¢ The lock is automatically removed from the file

¢ Additional files cannot be locked using FileCloud for Office, and when you attempt to lock a file,
an error message similar to the following appears:

FileCloud For Office Voo X

Z FILECLOUD

File not
uploaded

We were not able to
lock this file, it
might still be
uploading or you
don't have write
access.

Check out our documentation at:

If you are an admin and want to disable locking, see Managing User Locks.

You can use the following table to understand the status of lock:
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Action

An unlocked file is
opened by USER1

An unlocked file is
opened by USER1

A file locked by USER1
is opened by USER1

A file locked by USER1
is opened by USER1

A file locked by USER1

is opened by USER1

A file locked by USER1
is opened by USER2

A file locked by USER1
is opened by USER2

A file locked by USER1
is opened by USER2

Share a file

Sharing a file

To share afile or folder that is opened with FileCloud for Office:

Doc IQ
Lock
Enable
d

®

Preve
nt
Downl
oad

®

®

®

®

Lock Status
Before Open

File is not locked

File is not locked

File is Locked
(Read Allowed) by
User 1

File is Locked
(Read Allowed) by
User 1

File is Locked
(Read Blocked) by
USER1

File is Locked
(Read Allowed) by
USER1

File is Locked
(Read Allowed) by
USERT1

File is Locked
(Read Blocked) by
USER1

Lock Status
After Open

File is locked (read
allowed) by USER1

File is not locked

File is Locked (Read

Allowed) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read

Blocked) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read
Blocked) by USER1
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Lock Status
After close

File is not
locked

File is not
locked

File is not
locked

File is not
locked

File is not
locked

File is Locked
(Read
Allowed) by
USER1

File is Locked
(Read
Allowed) by
USER1

File is Locked
(Read
Blocked) by
USER1
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1. In the FileCloud for Office panel, click Create.

L | e | e 4 s | )
£ . FileCloud For Office voX
. -
. Z FILECLOUD
P\A Auto Mechanics
a
Billings and Sons
- m customers.docx
. Carlisle Insurance My Files
- A oo
i (1) Fileislocked
o )1'0 Prevent download
« File is not shared
N Versions +
-
. Check out our documentation at:
- v
-] >
Page1of 1 8words [[}  TextPredictions: On % Accessibility: Good to go [ Display Settings 1Y, Focus e ———4+——+ 100%

A Share Link screen that is nearly identical to the one in the user portal opens:

Share link for customers.docx Q
Share link
http://127.0.0.1/url/vkzsyjks4fefndwb Modify link g
Shared file

My Files > customers.docx

Share options Share history

Share name: customers.docx Change
Expires: Never expires

Max number of downloads:  No Restrictions

Send email notifications: Yes

Sharing permissions: Allow anyone with link
Allow anyone with link and password

@ Allow selected users and/or groups

~ -
User ® & L < [ [ ] e
View Download Upload Share Sync Delete Manage
No entries e
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2. Share the file using the same settings and options that you would for a share in the user portal.

See Sharing Files and Folders for help.
Note: The option for downloading the share QR code, which is available for shares created from

the user portal, is not available for shares created in FileCloud for Office.
After you have shared the file, the FileCloud for Office panel displays details of the share:

FileCloud For Office v X

Z FILECLOUD

m customers.docx

File is locked m

Prevent download

a)

<

You have shared
this file privately

© Check out our documentation at:

3. Click Manage to change the options or permissions in the share.

Download versions, view details and metadata

Downloading versions, viewing details, viewing metadata

Versions
To view a file's version information in FileCloud for Office:

1. At the bottom of the FileCloud for Office panel, click the + across from Versions.
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FileCloud For Office v X

£ FILECLOUD

m customers.docx
My F

Fl i locked

(I3
4’0 Prevent download

«§ May 16, 20: 11:17 AM
You have shared this file
privately &

Versions +

9 Check out our documentation at:

The expanded Versions section shows you version information about the file.
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FileCloud For Office Voo X

£ FILECLOUD

@ File is locked m

j[/o Prevent download

 § M 20: 11:17 AM
You have shared this
file privately @

Versions _

Manage versions
B, 202 10:35 AM

You created version 2

You created version 1

¥ Check out our documentation at:

To download file versions in FileCloud for Office:

1. Inthe Versions section of the FileCloud for Office panel, click Manage versions.
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FileCloud For Office v X

Z FILECLOUD

File is locked

()
}J/O Prevent download

« May16,2023 11:17 AM
You have shared this
file privately @

Versions -

Manage versions
10:35 AM

You created version 2

You created version 1

9 Check out our documentation at:

The Properties dialog box opens to the Versions tab.
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Properties [ x]

® O -O-

Details Metadata/( Versions

Version 2
2023-May-16 10:35:02
jenniferp

Version 1
2023-May-15 14:42:58
jenniferp

2. Click Download for the version that you want to download, and save it.

Details
To view file details:

1. Inthe Versions section of the FileCloud for Office panel, click Manage versions.
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Z FILECLOUD

File is locked

()
}J/O Prevent download

FeN

You have shared this
file privately @

Versions

Manage versions
10:35 AM

You created version 2

You created version 1

FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

v

9 Check out our documentation at:

The Properties dialog box opens to the Versions tab.
2. Click the Details tab.
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® u -O-

Details Metadata Versions

m customers.docx
May 16, 2023 1:46 PM

Path

a > jenniferp ¥ customers.docx

Permissions
v Read
v Write
v Share
v Sync

v Delete

The details shown are the filename and type, the last modified date, the path of the file in
FileCloud, and your permissions for the file.

Metadata
To view metadata information for the file:

1. Inthe Versions section of the FileCloud for Office panel, click Manage versions.
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FileCloud For Office v X

Z FILECLOUD

File is locked

()
}J/O Prevent download

o May16,2023 11:17 AM
You have shared this
file privately @

Versions -

Manage versions
10:35 AM

You created version 2

You created version 1

9 Check out our documentation at:

2. The Properties dialog box opens to the Versions tab.
3. Click the Metadata tab.
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I

Properties
Details Metadata Versions

Document Life Cycle metadata
Creation Date
May 15, 2023 2:42 PM =
Last Access
May 16, 2023 1:47 PM B
Last Modification
May 16, 2023 1:47 PM B

Check Sum

165d306630bc3b6566e62affe311c23a15¢ca3572

Each metadata set applied to the file is listed with the values for its fields.

FileCloud for Office log locations

Locating FFO logs

The locations of log files for FileCloud for Office in Windows and macOS are the following:
Windows: %appdata%/FFOServer

macOS: /Users/[USERNAME]/Library/Preferences/FFOServer

View and add comments

Viewing and adding comments

Comments added to files and folders in FileCloud for Office also appear in the user portal and any of
the other client apps.

To view and add comments in FileCloud for Office:

1. If Comments is not visible in the FileCloud for Office panel, scroll down to the bottom of the
panel.
2. Click the + across from Comments.
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FileCloud For Office vooX

Z FILECLOUD

A

File is locked

~
o
11’0 Prevent download

P
)
P
w
N
N

You have shared

this file privately

o
Versions +
Comments +

Check out our documentation at:

Any existing comments added to the file or folder here or anywhere else in FileCloud appear
above the Comments box.
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FileCloud For Office vooX

Z FILECLOUD

Comments -

1:10 PM
jenniferp

Please review this list of our current
customers.

10:04 AM
davidm

Please add Vermont Health

¥ Check out our documentation at:

3. To add a new comment, click inside the Comments box and enter the comment.
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FileCloud For Office vooX

Z FILECLOUD

Comments -

9,2023 110PM
jenniferp

Please review this list of our current
customers.

10:04 AM
davidm

Please add Vermont Health

Added - thank you

Check out our documentation at:

4. Click Add comment.
The comment is added.
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FileCloud For Office vooX

Z FILECLOUD

Comments -

9,2023 1110PM
jenniferp

Please review this list of our current

customers.

davidm

Please add Vermont Health

Nov 21,2023 10:30 AM
jenniferp

Added - thank you

© Check out our documentation at:

Sending Feedback from FileCloud Desktop for Windows

You can send feedback about FileCloud Desktop for Windows to FileCloud directly from the
dashboard.

To send feedback:

1. From any tab in the dashboard, click Send Feedback.
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FileCloud Desktop

6 FILECLOUD u Send Feedback

() Live /

&% No downloads &% No uploads

©

No file operations

) W @ o

Live Activity Offline Settings

A Send Feedback screen opens:
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1”7 Send Feedback

Send Feedback to FileCloud

| like something

Tell us what we're doing well

| dislike something
Tell us where you think we can improve

| have an idea
Influence our roadmap by sharing your
product suggestions

2. To send a message about something you like or dislike:
a. Click I like something or | dislike something, and enter your email and comment.
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1”7 Send Feedback

| like something

Tell us what we're doing well

Catherine@example.com (]

| love that one app does the work of both Sync and
Drivel

Y

By pressing submit your feedback will be used to improve
FileCloud products and service. FileCloud Privacy Policy

b. Click Submit.
A message tells you that the FileCloud Product Management team will review your
message.
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1 Send Feedback

Thank You

We appreciate your feedback!

Your submission will be reviewed by the FileCloud Product
Management team and be used to help improve our
products

3. To share an idea, click | have an idea.
You are taken directly to the FileCloud Ideas forum, where you can enter your idea.
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FILECLOUD

IDEAS FORUM

Announcement: FileCloud 23.232 is now available

|deas

Enter your idea...

White Labeling in FileCloud Desktop for Windows

Self service white labelling for FileCloud Desktop for Windows is available in version 23.253.0 and
later.

There are two different options for white labeling your FileCloud Desktop for Windows user interface:

* Complete white labeling - Customers with Enterprise Advanced licenses can use this option,
which enables branding with custom logos and names for system components. Complete white
labeling is optimal for OEM’s and service providers. If you are interested, please 23.261b
Contact FileCloud Support to confirm that you meet minimum eligibility requirements.

« Self service white labeling - All customers can take advantage of this feature, which enables
customization of the product name and support docs url through a simple JSON file, as shown
in the instructions below. MDM installation is also required.

Customization of product documentation is not supported; however, upon request, product
documentation can be provided to you in Word format for your own customization.

Complete white labeling

Once you have confirmed your eligibility for white labeling and purchased it through FileCloud Sales,
you will be asked to set up an update server for the white labeled system and to provide FileCloud
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Support with icons, strings, and other resources necessary for the customization. FileCloud Support
will provide you with a custom installer for FileCloud and custom FileCloud upgrades.

Self service white labeling

To complete self service white labeling, create your JSON file in the format shown below and install it
on your user's FileCloud Desktop for Windows clients using mass deployment.

To initially create the JSON file:

1. In a text editor such as Notepad, create a file with the following contents, but enter your own
values for the keys.
Exclude any of the properties you do not want to customize.

{

"product_name": "ExampleCloud App",

"upgrade_url": "https://www.example.com/download/",
"support_docs_url": "https://www.example.com/doc/",
"display_name_shell": "ExampleCloud"

}

The fields appear in the following locations in FileCloud:

product_name - Log-in wizard and dashboard

upgrade_url - Not used in user interface

support_docs_url - Log-in wizard and dashboard

display_name_shell - Windows explorer (application root)

In Windows explorer, enter %APPDATA%.

Create the folder Cloud Branding in %APPDATA% if it doesn’t exist already.

Save your json file in %APPDATA%\Cloud Branding\ as cloud_storage_branding.json.

o M DN

When users open or restart FileCloud Desktop, they will see your customizations in the following
locations:

¢ Login Wizard
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ExampleCloud App

ExampleCloud App

Welcome to|ExampleCloud App

Enter your server address

https://
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ExampleCloud App - X

@ FileCloud

S—

Access your FileCloud files from Windows Explorer. Click on
ﬁ ExampleCloud App under Locations. Note that an internet connection is
required to initially access your files.

Mount Point @ Default Wi
Learn more about/ExampleCloud App|by reading
prodouct_name link to support_docs_url

e Title bar in dashboard
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ExampleCloud App

| @@ FiLEcLoud B3 send Feedback

) Live product_name

r &b No downloads ¢ No uploads

©

No file operations

Q) W © el

Live Activity Offline Settings

¢ Right-click menu for icon in desktop tray

d ® & A m
Open Dashboard

€ Log out

@ AboutLExampleCIoud AppJ >

product name
Exit

v ] 9) a8
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e Help popup
ExampleCloud App - X

product _name
{ExampIeCIoud App ]

v23.253.0

FileCloud © 2026. All rights
reserved.

link to, support-docs_url

ExampleCloud App help

‘ Get logs ’
¢ Windows explorer
| @ ExampleCloud Name
i My Files display_name_shell & MyFiles
Shared with Me Shared with Me
7 s -
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FileCloud Desktop for macOS

o The following features are available beginning in FileCloud Desktop for mac0S 23.261:
¢ Viewing content of WebDRM files

« Self-service user interface customization

FileCloud Desktop for macOS enables you to access your FileCloud files and folders in the Finder,
where you can work with them online or make them available offline. Changes you make to offline files
stored in FileCloud are immediately synced to the copies in FileCloud.

FileCloud Desktop for macOS opens as a dashboard that shows you live and recent actions and the
folders you have downloaded offline, and also gives you access to user settings:
FileCloud Desktop

GF ECLOUD a Send Feedback

+“ Recent Activity

All activity v Any date v

‘ Downloaded file /My
Files/backups/jennifer_client_logs/20231210-1031.pdf

Mar 15, 2024 at 2:08 PM

‘ Downloading file /My
Files/backups/jennifer_client_logs/20231210-1031.pdf

Mar 15, 2024 at 2:08 PM

; Retrieved folder contents of /My
Files/backups/jennifer_client_logs

Mar 15, 2024 at 2:08 PM

,‘ Retrieving folder contents of /My
Files/backups/jennifer_client_logs

Mar 15, 2024 at 2:08 PM

4 Retrieved folder conte y Files/backups
() W ] e
Live Activity Offline Settings

When you open FileCloud Desktop, its FileCloud folder becomes available in your Finder. From there,
you can work with your files online, or download them and work with them offline. Your online files and
folders appear with cloud icons beside them. When you work with them, you are working with the
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copies in FileCloud, and if you view your user portal, you can see the modifications there. Your
downloaded folders and their files are marked with green icons with check marks. When you work with
them, you are working with downloaded copies of the files, but your changes are immediately
synchronized to FileCloud.

1

oo (<)) FileCioud =) EYO@EY @
Favorites Name ~ | Date Modified Size Kind
A
L IPFPORENE v B8 My Files @ Dec31,1969at~ "~ =4 —  Folder
() Desktop ~ [ CafeFolder o -aferooreeren Offline content - Folder
™ Documents café ] May 4, 2023 at 1z:09 ¥m so pytes  Plain Text
8: Financial o May 22, 2023 at 2:58 PM 9KB Micros...k (.xlIsx)
© Downloads menu ) May 8, 2023 at 3:53 PM 81bytes Plain Text
e 8: Vendors V] May 29, 2020 at 1:25 PM 62 KB Micros...(.docx)
SR dessertmenu G Mar 17,2023 at 12:54 PM 207 bytes  Text Clipping
& iCloud Drive @ FileCloudDesktopinstaller 4> Yesterday at 12:24 PM 220.9MB Installe...ackage
) ITSe-5662 > 9 graphics Q> May 9, 2023 at 9:11 AM Folder
- 11040gi--2021 G Jan 27,2023 at 2:33 P\ 4.2MB PDF Document
Fil ;
it « order form ) 3. Online content ocument
&3 Macintosh HD > £ Tax Information > May 9, 2023 at 9:06 ... ~older
@ Network + TextDocNew > Feb 10, 2023 at 3:49 PM 384 bytes RTF Document
> &7 Team Folders > Dec 31, 1969 at 7:00 PM -- Folder
Tags
® Red
® Orange
® Yellow
® Green
® Blue
® Purple
® Gray
@ All Tags...
)
Files shared with the Secure Web Viewer requirement can be viewed through the Secure Web Viewer
from FileCloud Desktop. The files appear in the FileCloud root under Shared with Me with a .webdrm
extension as they would in the web browser. Click Open to view a .webdrm file through the Secure
Web Viewer.
eo0e® FileCloud B=Dx2x B O - Q
@ Recents Name Date Modified Size Kind
9 shared > @l My Files Today at 18:38 -- Folder
> B Network Shares > Today at 18:38 -- Folder
Favourites v il Shared with Me Today at 18:38 -- Folder
vil j ifer &> Today at 18:38 -- Folder
A lic... S jenni Il v
A Applic + + Example.pdf webdrm
&= Desktop test2 Yesterday at 17 2KB Plain Te
test3 ) Yesterday at 19:01 2KB Plain Te
D Docum... > Bl loadedteam Today at 18:38 Folder
@ Downl... > Bl Team Folders Today at 18:3 Folde

FileCloud Desktop automatically installs with FileCloud for Office (FFO), which enables you to
automatically lock and unlock Office files and share them when you open them from the FileCloud
Desktop directory.
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Begin by installing FileCloud Desktop, and then try out its various functions.

Installing and Upgrading FileCloud Desktop for macOS

FileCloud Desktop is supported on macOS Sequoia 15.7 and higher.
(Ventura 13.3.1 is not officially supported, but may function as expected.)

You must have FileCloud 23.1 or higher installed in order to use FileCloud Desktop for macOS.

To install or upgrade FileCloud Desktop on macOS:

After you initially install FileCloud Desktop for macOS, it updates automatically, and you are not
required to perform the following process to upgrade (unless you are using a version of FileCloud
prior to 23.261).

1. # Uninstall FileCloud Sync if it is installed on the same machine that you are installing FileCloud
Desktop on; otherwise, FileCloud Desktop will not work properly.

2. Install or upgrade to the latest FileCloud version if you do not have FileCloud 23.1 or higher
already installed.

3. Download FileCloud Desktop for macOS at https://www.filecloud.com/additional-downloads/.

Then unzip and run FileCloudDesktopinstaller.pkg.
The installer's welcome screen opens:
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o0 ¥ Install FileCloud Desktop A

Welcome to the FileCloud Desktop Installer

® Introduction You will be guided through the steps necessary to install this

software,
® Destination Select

® Installation Type
® Installation

® Summary

Go Back || Continue |

4. Click Continue.
The Select a Destination screen opens.

[ N J ¥ Install FileCloud Desktop a
Select a Destination
® Introduction How do you want to install this software?

® Destination Select

® Installation Type .
Install for all users of this computer
® Installation

® Summary
y Install for me only

Install on a specific disk...

Installing this software requires 515.1 MB of space.

You have chosen to install this software for all users of
this computer.

[ GoBack || Continue |

5. Leave Install for all users of this computer or select a different option, then click Continue.
The Installation Type screen opens.
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[ X Eo & Install FileCloud Desktop &)
Standard Install on “Macintosh HD"
® Introduction This will take 582.9 MB of space on your computer.
® Destination Select Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will be
® Insta
. e able to use this software.
® Installation
® Summary

( Change Install Location... ]

( GoBack |[ Install |

By default, FileCloud Desktop is installed in your Apps folder.

6. Toinstall it in another location click Change Install Location.

7. Click Install, and during installation, follow any prompts to allow processing to complete.

Q & Install FileCloud Desktop B

Installing FileCloud Desktop

® Introduction

® Destination Select

® Installation Type

® Installetion Writing files...

® Summary
= =)

| GoBack | Continue
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When installation is complete, the following message appears:

o0 @ Install FileCloud Desktop [a}
The installation was completed successfully.
@ Introduction
® Destination Select
® Installation Type
® Installation
A m—r—y The installation was successful.
The software was installed.
8. Click Close.

The following message prompting you to move the installer application into your trash folder
appears.

9. In most cases, it is a good idea to choose Move to Trash.

Do you want to move the

“FileCloud Desktop” Installer to
the Trash?

To keep this package in its current
location, click Keep.

When installation is complete, the FileCloud Desktop login page opens.
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@ FileCloud Desktop

Welcome

Log in to your account

Please log in using one of the methods below.

Login Method m sso Device Authorization Code

Server URL https://
Account Name

Password

Proxy settings Login

The following notification appears on your screen..

Login Item Added

*FileCloud Desktop" will open
automatically when you log in. You can
manage this in Login Items Settings.

10. If you do not want FileCloud Desktop to open automatically when you log in, you can change the
setting after you log into the application.
If you do not want related software running in the background, change it in your System Settings
in General > Login Items.

To migrate from FileCloud Sync to FileCloud Desktop for macOS:

1. Upload all files and folders that you want to migrate from FileCloud Sync to FileCloud Desktop
for macOS to the FileCloud server.

2. Uninstall FileCloud Sync.

3. Install FileCloud Desktop for madOS following the procedure Installing and Upgrading FileCloud
Desktop for macOS | To install or upgrade FileCloud Desktop on macOS:, above.

4. When you log in to FileCloud Desktop for macOS, a new sync root is populated from the server
with your files.
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Admins: Users who are running the FileCloud Desktop for macOS app when it is being upgraded in
the background must restart the app to see the updated version.

How autoupdates work

Beginning in FileCloud 23.261, FileCloud Desktop for macOS is updated automatically by default.

If an autoupdate is available when a user is logged out of FileCloud Desktop for macOS, updating
automatically occurs.

If an autoupdate is available when a user is logged in to FileCloud Desktop for macOS (or when a user
logs in), FileCloud Desktop is upgraded and the application restarts automatically.

Opening and Logging in to FileCloud Desktop in macOS

Initially, the login page for FileCloud Desktop opens after you install it. After that, by default, it opens
automatically when you start up your computer. If you do not want it open automatically on startup,
you can change the setting in FileCloud Desktop.

To open FileCloud Desktop's login screen from macOS Finder, double-click the icon in your
Applications folder.

(XX ) | < | > | Applications & = | R (]| (O)] ©~ Q]
Favorites
’ B
=) Deskto| !
° o « W 8 v :
[ Documents
App Store Automator Books Calculator Calendar Chess Chrome Remote
@® Downloads Desktop...installer
Locations
& iCloud Drive @ Aa g Q
) ITSe-5662
Clock Contacts Desktop Edit Dictionary FaceTime FileCloud Find My
@ FileCloud Desktop

& Macintosh HD H I
#® Netwnrk [ ‘. 1/\} ﬁ A l\\

:

Log in with password
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Leave Password selected for Login Method, and enter your Server URL, Account Name (username),
and Password into the Log in screen, and click Log in:
@ FileCloud Desktop

Welcome

Log in to your account

Please log in using one of the methods below.

Login Method S§SO Device Authorization Code

Server URL https:/) Q
Account Name Jennifer (]
password ..............

Log in with SSO

1. Select SSO for Login Method.
The screen changes to:
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[+ FileCloud Desktop

Welcome

Log in to your account

Please log in using one of the methods below.

Login Method Password “ Device Authorization Code

Server URL ]

Proxy settings Log in

1
2. Type the address to the FileCloud server that was sent to you when your FileCloud account was
created.

You are redirected to the SSO Login page, where you can enter your username and SSO
password to log in.
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o0 Sign In

Filecloud ADFS

Sign in with your organizational account

“:nmrormx example.com

Password

2 2013 Microsoft

Log in with Device Authorization Code

1. Select Device Authorization Code for Login Method.
The screen changes to:
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S FileCloud Desktop

Welcome

Log in to your account
Please log in using one of the methods below.

Login Method Password sso Device Authorization Code

Server URL (]

Account Name jennifer

. Enter your Server URL and Account Name (username).
An Enter Device Code dialog box opens.

Enter Device Code [ x)

User needs to approve and submit device code:

Enter Code

Open Website

. Click Open Website.
The log-in screen of the user portal opens.

4. Log-in to the user portal.

5. In the upper-right corner of the screen, click your username and choose Settings.

6. In the Settings screen, click Devices.
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7. Next to the listing for FileCloud Desktop, click the check.

General Devices Notifications

Device Name Device Details Last Login Device Status Actions

e

0S: macO0S 221.0

< Desktop Edit (ITSe-5662)
App: 22.1.0.8079

2023-06-0211:29:58 Needs Approval

A dialog box with the device authentication code opens.
8. Enter the authentication code into the Enter Device Code dialog box, and click Submit.

Log in using Proxy Settings

1. Click Proxy Settings.
© FileCloud Desktop

Welcome

Log in to your account

Please log in using one of the methods below.

Login Method m $50 Device Authorization Code

Server URL https://
Account Name

Password

-~

Proxy settings

A dialog box with proxy settings opens:
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Proxy settings

/

Enable Proxy
Proxy URL
Port

User

Password

s | IS

2. Click the Enable Proxy slider to enable use of proxy settings.
3. Fill'in the proxy settings.
4. Save your changes.

The first time you log in, you may be prompted to give FileCloud Desktop full disk access.
Follow the prompts to go to Settings > Privacy and Security > Full Disk Access and enable Full Disk
Access for FileCloud Desktop.
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o000 [ < ] Full Disk Access
’\ Q Ssearch | Allow the applications below to access data like Mail, Messages, Safari,
Home, Time Machine backups, and certain administrative settings for all
Sign in users on this Mac.
with your Apple ID
B cdefaults (@D)
Software Update o
— @ FileCloud Desktop ©
B G
e & Google Software Update (@D)
B Bluetooth
Netoors B GoogleSoftwareUpdateDaemon ([@D)
Installer
[3 Notifications = @
m Sound m NoMachine D
Focus
B sshd-keygen-wrapper (D)
Screen Time
B vmware-tools-daemon ([@D)
@ General
+ -
Appearance
Accessibility

@ Control Center
© siri & spotiight

@ Privacy & Security

Desktop & Dock

g Displays

Once that is configured, login moves through a few screens introducing you to FileCloud Desktop, and
then opens the FileCloud Desktop dashboard.

The dashboard opens to the Live screen. FileCloud Desktop cannot begin tracking and synchronizing
online and offline FileCloud file activity until you download FileCloud folders and files to your local
drive. So initially, the Live tab appears empty.

Click the folder icon at the bottom of the FileCloud Desktop dashboard to view the FileCloud folder,
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which now appears under Locations in your finder.
FileCloud Desktop

GF ECLOUD u Send Feedback

() Live

s No downloads &5 No uploads

©

No file operations

Go to the FileCloud
The Live tab folder in the Finder

) W

Live Activity

D e

Offline Settings

If this is the first time you have logged in to FileCloud Desktop, each file and folder should appear with
a cloud icon next to it, which indicates that it hasn't been downloaded locally (made available offline)
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yet.
coe (<[] Fectous =) EBIO0EY ©
g
Favorites Name -~ ?0“( Size ‘ Kind
Applicati [
e SPpRcAcnS v B9 My Files & “Bec 31,1969 at 7:00 PM - Folder
(=) Desktop > 7 CafeFolder &> Jan 30, 2023 at 3:42 PM -- Folder
L e = dessertmenu G Mar 17, 2023 at 12:54 PM 207 bytes Text Clipping
w FileCloudDesktopinstaller &> Yesterday at 12:24 PM 220.9 MB Installe..ackage
@ Downloads > B graphics & May 9, 2023 at 9:11 AM - Folder
. = 1040gi--2021 &> Jan 27,2023 at 2:33 PM 4.3 MB PDF Document
SR T + order form G Jan 27,2023 at 2:32 PM 799KB Document
@ iCloud Drive > [ Tax Information & May 9, 2023 at 9:06 AM --  Folder
) ITSe-5662 & TextDocNew &> Feb10, 2023 at 3:49 PM 384 bytes RTF Document
@ >0 Team Folders <> Dec 31,1969 at 7:00 PM -- Folder
& Macintosh HD
& Network
Tags
® Red
® Orange
® Yellow
® Green
® Blue
® Purple
® Gray
@ All Tags...

Begin setting up FileCloud Desktop by making FileCloud files and folders available offline.

For more information about the dashboard, see Using the Dashboard in FileCloud Desktop for macOS.

Working from the FileCloud Desktop for macOS Menu Bar Icon

After you login in to FileCloud Desktop for macQOS, a FileCloud icon appears in the taskbar. Click the
icon to perform FileCloud Desktop tasks.

® W Cu Q & Monh
Open Dashboard

Log out
About FileCloud Desktop

Exit

down the application.

¢ Open Dashboard - Opens the FileCloud Desktop for macOS dashboard.

¢ Log out - Logs the currently logged in user out of FileCloud Desktop for macOS without shutting
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¢ About FileCloud Desktop - Shows details about the FileCloud Desktop build:

® W o Q &
Open Dashboard

Log out
Revision: 2b00adc36ead7829c119e25fedcdabafe74a789f About FileCloud Desktop >
Build: Thu, 22 Feb 2024 10:31:22 GMT Exit

i

¢ Exit - Closes the FileCloud Desktop for macOS application.

Sync indicator

To indicate that FileCloud Desktop is currently syncing, the FileCloud icon displays rotating arrows:

2 60 e @ s T Q

On file conflict

If there is an existing file conflict, an additional task is listed:

¢ Show Conflicts

Clicking on it takes you to the Recent Activity tab in the dashboard where the conflict is listed. See
How FileCloud Desktop for macOS handles change conflicts for more information about file conflicts.

Using the Dashboard in FileCloud Desktop for macOS

FileCloud Desktop for macOS opens to its dashboard, which has the tabs Live, Activity, Offline, and
Settings, and a button for opening your FileCloud website (in the user portal).

Live tab
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The dashboard opens to the Live tab, which displays a list of recently accessed files and folders:
FileCloud Desktop

a Send Feedback

() Live

& 1download & No uploads

4 IMG_2661.MOV 77 MB [147 MB (52%)

S T L S )

Downloading from: /My Files Cancel download
9 W (] &

Live Activity Offline Settings

¢ To search for a file or folder in the list, enter a string from its name into the Filter items box.

Activity tab
To view a list of recent FileCloud Desktop activities, click the Activity tab:
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FileCloud Desktop

@ FiLecLoud [0 send Feedback

+“ Recent Activity

All activity - Any date v

‘ Downloaded file /My Files/IMG_2661.MOV
Mar 15, 2024 at 2:30 PM

‘ Downloading file /My Files/IMG_2661.MOV
Mar 15, 2024 at 2:30 PM

‘ Retrieved folder contents of /My Files/Images
Mar 15, 2024 at 2:30 PM

‘ Retrieving folder contents of /My Files/Images
Mar 15, 2024 at 2:30 PM

& Downloaded file /My Files/DI 19-20/IMG_2670.JPG
Mar 15, 2024 at 2:28 PM

‘ Downloading file My Files/DI 19-20/IMG_2670.JPG
Mar 15, 2024 at 2:2

) W o &

Live Activity Offline Settings

To filter activities on the Activity tab
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« To filter activities by activity type, choose an option in the Activity drop-down list.
FileCloud Desktop

@ FiLecLoud [ Send Feedvack

+“+ Recent Activity

All activity - Any date A4

All activity

ile /My Files/IMG_2661.MOV

n n
Downloads only :30 PM
Uploads only

[file /My Files/IMG_2661.MOV

Errors only
130 PM

Conflicts only

er contents of /My Files/Images
Mar 15, 2024 at 2:30 PM

‘ Retrieving folder contents of /My Files/Images
Mar 15, 2024 at 2:30 PM

‘ Downloaded file /My Files/DI 19-20/IMG_2670.JPG
Mar 15, 2024 at 2:28 PM

‘ Downloading file /My Files/DI 19-20/IMG_2670.JPG
Mar 15, 2024 at 2:28 PM

() W o o]

Live Activity Offline Settings

* To filter activities by date, choose Any date, Last hour, or Last 24 hours in the Date drop-down
list.
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FileCloud Desktop

@ FiLecloud [ Send Feedback

+“* Recent Activity

All activity - Any date -
Any date
&4 Downloaded { 561.MOV
Last hour

Mar 15, 2024 at 3
Last 24 hours

‘ Downloading e jwiy r ies w266 1.MOV
Mar 15, 2024 at 2:30 PM

‘ Retrieved folder contents of /My Files/Images
Mar 15, 2024 at 2:30 PM

‘ Retrieving folder contents of /My Files/Images
Mar 15, 2024 at 2:30 PM

& Downloaded file /My Files/DI 19-20/IMG_2670.JPG
Mar 15, 2024 at 2:28 PM

‘ Downloading file /My Files/DI 19-20/IMG_2670.JPG
Mar 15, 2024 at 2:28 PM

() W o o

Live Activity Offline Settings

» To filter by any string in the listing (including the action, file path, date, or time) enter the string
into Filter items.
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FileCloud Desktop

@ FiLecloud [ send Foedback

“» Recent Activity

All activity - Any date v iPg

$ Downloaded file /My Files/DI 19-20/IMG_2670.4J®
Mar 15, 2024 at 2:28 PM

& Downloading file /My Files/DI 19-20/IMG_2670.(J¢
Mar 15, 2024 at 2:28 PM

() W o o

Live Activity Offline Settings
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Offline tab
To view folders that you have moved offline using FileCloud Desktop, click the Offline tab.
FileCloud Desktop

u Send Feedback

@ Offline folders

2 offline folders - 9.1 MB used

I - 10
My Files —
i fstideon [ renove I

( Remove all offline folders )

() W o e
Live Activity Offline Settings

. J

¢ Toremove folders from the offline location from the Offline tab, see Remove Files from Offline
Folders.

¢ To open an offline folder in its location in the Finder, click the folder icon next to it.

Settings tab
To view FileCloud Desktop for macOS settings, click the Settings tab.

FileCloud Desktop for macOS - 519



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

FileCloud Desktop

u Send Feedback

@ Settings

Mute all notifications @

Lock automatically on edit @ o
FileCloud For Office integration €

Run at system startup @ o
App language @ English v

Network share offline folders

Sync frequency (minutes) o 10

() W o )

Live Activity Offline Settings

: ]
For information about FileCloud Desktop settings, see FileCloud Desktop Settings.

More Options
To access more options from the FileCloud Desktop for macOS dashboard, click the down arrow next
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to your username:

FileCloud Desktop

g# ECLOUD

() Live

en website
& No downloads 2 No uploads Op b

® Help
(@ Logout
No file operations
) W ° o
Live Activity Offline Settings

¢ To open your FileCloud user portal, click Open website.

¢ For this end user help and log files, as well as the version of FileCloud Desktop for macOS that

you are running click Help.
The following dialog box opens:

(® Help X

FileCloud Desktop
v23.232.4

FileCloud © 2024. All rights

reserved

FileCloud Desktop help

’ Get logs ‘

¢ Click FileCloud Desktop help to access this end user help.
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¢ Click Get logs to open the Finder to the Logs folder, where you can access your FileCloud
Desktop for macOS log files.

¢ To log out of FileCloud Desktop for macOS, click Log out.
You are warned that:

¢

Are you sure you want to log out?
All your downloaded files and
any unsaved work will be lost.

coee ) (D

This means that in addition to logging you out, FileCloud Desktop clears and removes the
FileCloud folder that appears in the Finder.

1

FileCloud Desktop Settings

To change your settings in FileCloud Desktop, click the Settings tab at the bottom of the dashboard.
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FileCloud Desktop

G F CLOUD u Send Feedback

FileCloud Desktop

G FILECLOUD u Send Feedback

& Settings @& Settings
Mute all notifications @ Mute all notifications @
Lock automatically on edit @ 0 Lock automatically on edit @ 0
FileCloud For Office integration € FileCloud For Office integration €

Run at system startup @ o
Run at system startup @ o App language @ English v
App language @ English v

Network share offline folders
Network share offline folders Sync frequency (minutes) @ 10 v

Sync frequency (minutes) @ 10 -

S - RO AN ~ RO
Live Activity offline Settings Live Activity Offline Settings

Setting Description

Mute all When enabled, all notifications sent from FileCloud Desktop are turned off.
notifications Default is disabled.

Lock When enabled, files opened for edit through FileCloud Desktop are locked, and other
automatically on = users cannot edit them. When the files are closed they are unlocked again.

edit Default is enabled.

FileCloud For FileCloud for Office is an add-in that allows users to automatically:

Office . ¢ Lock Office files when they open them

Integration/ o . ) ) o .

Trust FileCloud « Share Office files while working with them in FileCloud clients

for Office When you initially install FileCloud Desktop, the Trust FileCloud for Office button
appears. Click it to use FileCloud for Office.
After you click the button, it disappears. The FileCloud For Office Integration setting
remains disabled until you enable it.

Run at system When enabled, begin running FileCloud Desktop when the system starts.

startup Default is enabled.
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Setting Description

App language User interface language. Change to any of the language options.
Default is English.

Network share Interval between automatic sync events for Network Folders. Choose any interval in
offline folders the drop-down list.
Sync frequency

A Default is 10 minutes.
(minutes)

Make Files and Folders Available Offline

To use FileCloud Desktop for macOS to synchronize offline and online changes you make to FileCloud
files and folders, first download the folders with contents that you want to synchronize.

When you log in to FileCloud Desktop, your FileCloud folders become available in your Finder in a
FileCloud folder:

To mark files and folders Available Offline:

1. In your Finder, click the FileCloud folder.

eoeo (<] > @ FileCloud =¢] (BvYO)Q)e~]) (a

Favorites Name A Date Modified Size Kind

4. Applications -
“ App > B My Files > Dec 31,1969 at 7:00 PM -- Folder

[=) Desktop > &7 Network Shares @ VYesterday at 5:13 AM -~ Folder
> & Shared with Me &> Dec 31,1969 at 7:00 PM -- Folder
> &7 Team Folders &> Feb 9, 2024 at 10:35 AM -- Folder

[ Documents
@® Downloads
Locations

& iCloud Drive
2 ITSe-5662

@ FileCloud

& Macintosh HD

@ Network

Red
Orange
Yellow
Green
Blue
Purple

Gray

ﬂ
C e o @ @ ¢ 0 o :

All Tags...

2. Right-click on each folder with contents that you want to be able to synchronize, and choose
Quick Actions > Make available offline.
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XX [ < | > | @FileCloud (=¢) (BY)(O)(Q)(Oe] (Q)
Favorites Name ~ | Date Modified Size Kind
Alapprcatons v I My Files &> Dec 31,1969 at 7:00 PM -- Folder
(=) Desktop 2024-03-14 @ Yesterday at 11:17 AM 8KB Log File
[ Documents @: Annuity template &> May 23, 2022 at 8:34 AM 59 KB Micros...(.docx]
> ) backups Sep 28, 2023 at 2:14 PM --  Folder
© Downloads @ bank statement @ May 29, 2020 at 1:16 PM 40KB Micros...e (xitx
S B: bank stat..nt - Copy &> May 29, 2020 at 1:16 PM 40 KB Micros...e (.xltx
certificate of deposit <> Apr 3, 2023 at 3:20 PM 35KB Document
O iCloud Drive @ certificate of deposit G May 29, 2020 at 1:25 PM 35KB  Micros..k (xls»
) ITSe-5662 ! cloudupdatetool &> Dec 20, 2023 at 12:48 PM 10.3MB ZIP archive
@ Fil companylD @ Jan 2, 2024 at 10:55 AM 22 bytes Plain Text
= d079c30..8282ac9f <> Jan 16, 2024 at 3:46 PM 870 KB PDF Document
& Macintosh HD desktop &> Jan 26, 2024 at 2:12 PM 66 bytes Document
I > DI19-20 a ( \PM -- Folder
A v [ estate do CrImEbETEs PM -- Folder !
Tags @: Example 2 Remove Download PM 1.1 MB Micros...(.docx]
® Red £ filecloud-f| \\y o ¢ Trash PM 17KB XML
™ filecloud-. PM 15KB XML
® Orange w FileCloud.] " 262.8 MB Installe...ackag
® Yellow = Image 20. AM 3.1 MB JPEG image
~ (o > Images ress “DI 19-20" AM -- Folder
@ IMG_225! te PM 47.1MB QT movie
® Blue e Make Mias PM 1.3MB QT movie
® Purple » Quick PM 1.4MB JPEG image
PM 14.7 MB QT movie
® Gray ¥ Copy PM 1.7 MB  JPEG image
D All Tags... = IMG_2670| ghare... PM 5.6 MB JPEG image
Burn to Disk... _—————

seeyeee

Quick Actions

@ Open in brow 2
F Make available offline

Folder Actions Setup...
New Terminal at Folder
New Terminal Tab at Folder

FileCloud downloads the folders and their contents to your local drive (and moves them into its
offline folder), and replaces the cloud icon with a green icon to indicate that they are available
for synchronization with FileCloud Desktop.

Note: If you click Download Now next to a file or folder you can edit it offline, but it is not in a
FileCloud offline folder, and its changes aren't synced with FileCloud. Files downloaded with
Download Now do not display an icon (neither the cloud icon nor the green icon) next to them.
You are still able to choose Make available offline for the folder to put it into an FileCloud offline
folder that will sync with FileCloud.
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Favorites

A Applications
=) Desktop

™ Documents

@® Downloads

Locations

& iCloud Drive
2 ITSe-5662
@ FileCloud
& Macintosh HD
@& Network
Tags

® Red
Orange
Yellow
Green

Blue

Purple
Gray

C e ®© @ @ 0 o

All Tags...
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@ FileCloud

@

Name ~ | Date Modified | size Kind
v £ My Files &> Dec 31, 1969 at 7:00 PM -- Folder
2024-03-14 &> Yesterday at 11:17 AM 8KB Log File
@: Annuity template @ May 23, 2022 at 8:34 AM 59 KB Micros...(.docx]
> backups Sep 28, 2023 at 2:14 PM -- Folder
& bank statement @ May 29, 2020 at 1:16 PM 40KB Micros...e (.xltx
B: bank stat..nt - Copy &> May 29, 2020 at 1:16 PM 40 KB Micros...e (.xltx
certificate of deposit <> Apr 3, 2023 at 3:20 PM 35KB Document
B: certificate of deposit > May 29, 2020 at 1:25 PM 35KB Micros...k (.xIs»
! cloudupdatetool &> Dec 20, 2023 at 12:48 PM 10.3MB ZIP archive
companyID &> Jan 2, 2024 at 10:55 AM 22 bytes Plain Text
= d079c30..8282ac9f &> Jan 16, 2024 at 3:46 PM 870 KB PDF Document
desktop &> Jan 26, 2024 at 2:12 PM 66 bytes Document
v [ DI19-20 o May 29, 2020 at 1:16 PM -- Folder

2 2023-..M6_03 ©
8: bank s..tement @
= IMG_2670 L]
= IMG_2671 ]

Supply List L]

Dec 5, 2023 at 10:16 AM
May 29, 2020 at 1:16 PM
Jan 16, 2024 at 4:24 PM
Jan 16, 2024 at 4:23 PM
Mar 7, 2024 at 10:45 AM

v [ estate documents

@ Example 2

™ filecloud-for-office

™ filecloud-...rsion (3)

‘w FileCloud...pInstaller

= Image 20..10-52-01
> [ Images

© IMG_2259

Jan 26, 2024 at 1:15 PM
Sep 26, 2023 at 2:37 PM
May 22, 2023 at 1:26 PM
Nov 1, 2023 at 12:37 PM
Yesterday at 8:45 AM
Jan 17, 2024 at 10:52 AM
Jan 19, 2024 at 8:42 AM
Jan 11, 2024 at 4:20 PM

9000000

50 KB PNG image
40 KB Micros...e (.xltx
5.6 MB JPEG image
3.4MB JPEG image
102 bytes Plain Text
-- Folder
1.1 MB Micros...(.docx]
17KB XML
15KB XML
262.8 MB Installe...ackag:
3.1 MB JPEG image
-- Folder
47.1MB QT movie

FileCloud Desktop's dashboard shows you the progress of the files being downloaded on the
Live tab. These disappear as soon as download is complete.
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On the Activity tab, FileCloud Desktop shows you the download actions for the same files.
FileCloud Desktop

u Send Feedback

“» Recent Activity

All activity - Any date v

‘ Downloaded file /My Files/DI 19-20/IMG_2670.JPG
Mar 18, 2024 at 9:39 AM

& Downloaded file /My Files/DI 19-20/2023-12-

05_10h16_03.png
Mar 18, 2024 at 9:39 AM

* Downloading file /My Files/DI 19-20/2023-12-
05_10h16_03.png
Mar 18, 2024 at 9:39 AM

‘ Downloaded file /My Files/DI 19-20/IMG_2671.JPG
Mar 18, 2024 at 9:39 AM

$ Downloaded file /My Files/DI 19-20/bank

statement.xltx
Mar 18, 2024 at 9:39 AM

) W ° o

Live Activity Offline Settings

FileCloud Desktop for macOS - 527



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

The Offline tab shows you the folders that you have just made available offline:

FileCloud Desktop

G I CLOUD u Send Feedback

© Offline folders

1 offline folder - 9.1 MB used

m oo 15
[My Files —

Remove Files from Offline Folders

You can remove a file's ability to be edited offline by removing it from the offline folder, either through

the FileCloud Desktop dashboard or through your Finder.

To remove a file from the offline folder through the FileCloud Desktop dashboard:

1. Inthe FileCloud Desktop dashboard, click the Offline tab.

2. Click the Remove button next to the file that you want to remove from the Offline folder.
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FileCloud Desktop

a Send Feedback
© Offline folders

1 offline folder - 9.1 MB used

DI19-20 9.1ms Remove

{My Files R
() W o o]
Live Activity Offline Settings

The file is no longer available offline. It no longer appears on the Offline tab of the FileCloud
Desktop dashboard and the offline icon no longer appears next to it in the Finder.
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FileCloud Desktop

u Send Feedback
© Offline folders

No offline folders - OKB used

X)

No offline folders

() W (] o

Live Activity Offline Settings

To remove a file from the offline folder through the Finder:

1. In the Finder, right-click on the file (it should have a green icon next to it).

2. In the drop-down list, click Remove from offline folders.
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@ FileCloud
Name

~ Date Moc
v [ My Files &> Dec 3,
2024-03-14 Q> Mar 14,
@ Annuity template 4> May 23,
> [ backups &> Sep 28,
& bank statement &> May 29,
2: bank statement - Copy 4> May 29,
certificate of deposit 4> Apr3, 2
@ certificate of deposit &> May 29,
I cloudupdatetool &> Dec 20,
companylD Q> Jan2,2
= d079c3089d5948cc8b9dc5928282acof 4> Jan16, !
desktop &> Jan 26,
( 9-20
—\2023-] ©Openin New Tab [  Decs,2
G Pank s Move to Trash o May 29,
= IMG_2 /] Jan 16, |
™= IMG_2{ GetInfo o Jan 16, |
pplyl Rename ° Mar 7, 2
> [ estale dd  compress *DI 19-20" Jan 26,
?‘ Exa Duplicate Sep 26,
F‘ filecltud- Make Alias May 22,
= filecloud- Nov 1, 2
® FileCidud Juick Look Mar 14,
= Image 20( copy Jan17, !
> B0 Images) | share Jan19, !
@ IMG_22 Burn to Disc... Jan 11, i
@ IMG_25 Jan11, 2
~MG_26¢6! O O OO0 OO Jan11, %
@ IMG_26 Tags... "

Quick Actions
@ Open in browser

¥ Remove from offline folders

Mar 30,

> 57 Info She
@ Insurancd Folder Actions Setup...
> internald New Terminal at Folder
md5S New Terminal Tab at Folder
Q- MySharingFrows ~
Part1

~ pg2040-images-3

May 14,
May 3, Z
Jan 16, |

DO0DPODODODODDDODODODDODD
&

The green icons no longer appear next to the folder or its contents.
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| > | @ FileCloud =< |8
Name ~ | Date Modified
v B8 My Files &> Dec 31, 1969 at 7:00 PM
2024-03-14 > Mar 14, 2024 at 11:17 AM
@ Annuity template <> May 23, 2022 at 8:34 AM
> [ backups &> Sep 28, 2023 at 2:14 PM
& bank statement Q> May 29, 2020 at 1:16 PM
2: bank statement - Copy > May 29, 2020 at 1:16 PM
certificate of deposit <> Apr 3, 2023 at 3:20 PM
@ certificate of deposit &> May 29, 2020 at 1:25 PM
I cloudupdatetool &> Dec 20, 2023 at 12:48 PM
companylD &> Jan 2, 2024 at 10:55 AM
= d079c3089d5948cc8b9dc5928282acof &> Jan 16, 2024 at 3:46 PM
dackton, s n 26, 2024 at 2:12 PM
v DI19-20 y 29, 2020 at 1116 PM
2 2023-12-05_10h16_03 ec 5, 2023 at 10:16 AM
&: bank statement ay 29, 2020 at 1:16 PM
= IMG_2670 n 16, 2024 at 4:24 PM
= IMG_2671 n 16, 2024 at 4:23 PM
Supply List r7, 2024 at 10:45 AM

5T estate documents

Example 2

filecloud-for-office

— filecloud-for-office-dev-version (3)
w FileCloudDesktoplinstaller Mar 14, 2024 at 8:45 AM
= Image 2024-01-17.10-52-01 Jan 17, 2024 at 10:52 AM

The file is no longer listed on the Offline tab of the FileCloud Desktop dashboard.

Jan 26, 2024 at 1:15 PM
Sep 26, 2023 at 2:37 PM
May 22, 2023 at 1:26 PM
Nov 1, 2023 at 12:37 PM

i e (8
DESESESE SRS
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FileCloud Desktop

a Send Feedback
Q@ Offline folders

No offline folders - OKB used

X)

No offline folders

(V] Q

Offline Settings

((.)) -W- e
Live Activity

Working with Offline Files from FileCloud Desktop for macOS

After you make files and folders available offline, you can perform any of the regular Finder actions on
them, and the changes are synchronized with the copies in FileCloud when you go back online.

For example, in the following procedure, a downloaded file is edited from the Finder while the user is
offline. When the user goes back onling, the Activities tab of FileCloud Desktop lists the action as a
modification of the file, and the Live tab of FileCloud Desktop shows an upload.

1. Inthe Finder, while you are offline, right-click on an offline file (a file with a green circular icon)
and choose Open or Open with.
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v DI119-20 (] May 29, 2020 at 1:16
—> 2023-12-05_10h16_03 ] Dec 5, 2023+t 10:16

&: bank statement (] 020 at 1:16

w IMG_2670 /] 6, 2024 at 4:24

= IMG_2671 /] Jan 16, 2024 at 4:23

( Supply List ( \0:45
> [ estate documents 11151
@ Example 2 Open With > 2:37
= filecloud-for-office T e 1:26
[ filecloud-for-office-de 2:37
@ FileCloudDesktopinstg Get Info 8:45
= Image 2024-01-17.104 Rename 10:52

> 0 Images Compress “Supply List* 8:42
IMG_2259 Duplicate #8:20 |
IMG_2531 Make Alias n17 F

= IMG_2660 Quick Look EIOQ |

@ IMG_2661 6

The file opens in the default or selected application.

2. Make edits to the file.

-N N J Supply List — Edited
Pipe cleaners

Duct tape

Paper clips

Plastic drinking straws

Construction paper

Markers

Pencils

Glue

3. Save your edits, and close the file.
4. Go back online.

5. Click the Activities tab in FileCloud Desktop.
The latest activity listing indicates that the file has been modified.
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FileCloud Desktop

g FILECLOUD u Send Feedback

“ Recent Activity

All activity v Any date v

,’ Modified file /My Files/DI 19-20/Supply List.txt
Mar 18, 2024 at 10:54 AM

,’ Modifying file /My Files/DI 19-20/Supply List.txt
Mar 18, 2024 at 10:54 AM

,’ Modified file /My Files/DI 19-20/Supply List.txt
Mar 18, 2024 at 10:54 AM

,’ Modifying file /My Files/DI 19-20/Supply List.txt
Mar 18, 2024 at 10:54 AM

‘ Downloaded file /My Files/DI 19-20/IMG_2670.JPG
Mar 18, 2024 at 9:39 AM

‘ Downloaded file /My Files/DI 19-20/2023-12-
05_10h16_03.png

() W

Live Activity

@ o]

Offline Settings

L
In addition, the modified file is synced with FileCloud (uploaded to FileCloud) and replaces the
original file in FileCloud, so that the edited file is now the same offline and online.

6. If you want to confirm that the file has been synchronized, open or preview the file in FileCloud
and check its contents.

A -~ > MyFiles > DI19-20

D119-20 .

)

Name Y Filter Items Modified Size

W Supply List.txt ®© & Z < (W 7

May 29, 2020 1:16 PM 39 KB
by you

E bank statement.xltx

1 2023-12-05_10n16_03.png Dec 05,2023 10:16 AM 49 g

by you
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< Supply List.txt &

Pipe cleaners

Duct tape

Paper clips

Plastic drinking straws
Construction paper
Markers

Pencils

Glue sticks

Working with Online Files in FileCloud Desktop for macOS

In the FileCloud Desktop folder in your Finder, any file or folder with a cloud next to it is online in
FileCloud; when you edit or otherwise modify the file or folder from the Finder, you are actually
modifying it in FileCloud, and the changes appear immediately in the files in the FileCloud user portal
and other clients.

You can see this in the following video, which shows the online FileCloud files in the Finder and in the
FileCloud user portal side by side. The file is renamed from Tax Info to Tax Forms in the Finder, and as
soon as the user portal is refreshed, the change appears there as well. No sync action is needed.
https://www.youtube.com/embed/CRAOKrzsKu4?si=lyC467hDBF9K40D7

In the

Activity tab of the FileCloud Desktop dashboard, you can see actions for renaming the folder Tax Info
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to Tax Forms:

FileCloud Desktop

@ FILECLOUD f0 send Feedback

“ Recent Activity

All activity v Any date v

u Renamed folder /My Files/Tax Info to Tax Forms
Mar 18, 2024 at 12:43 PM

u Renaming folder /My Files/Tax Info to Tax Forms
Mar 18, 2024 at 12:43 PM

,’ Modified file /My Files/DI 19-20/Supply List.txt
Mar 18, 2024 at 10:54 AM

,’ Modifying file /My Files/DI 19-20/Supply List.txt
Mar 18, 2024 at 10:54 AM

,’ Modified file /My Files/DI 19-20/Supply List.txt
Mar 18, 2024 at 10:54 AM

,’ Modifying file /My Files/DI 19-20/Supply List.txt
Mar 18, 2024 at 10:54 AM

() W (] el

Live Activity Offline Settings

The same is true if you edit, delete, create, or copy a file in either interface. It appears almost
immediately on the other. (You can check the Activity tab to monitor when syncing has occurred.)
The following example shows how a file created in the FileCloud user portal automatically appears in
the online folder in the Finder:
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Shar
ing

Files and Folders in FileCloud Desktop for macOS

You can share a file or folder in FileCloud from the FileCloud Desktop for macOS folder in File Explorer.
To share afile or folder:

1. Inthe FileCloud Desktop dashboard, click the folder icon.
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FileCloud Desktop

a FILECLOUD u Send Feedback

() Live

&% No downloads &5 No uploads

©

No file operations

() W ° 0

Live Activity Offline Settings

File Explorer opens to the FileCloud folder that you are logged in to in FileCloud Desktop.
2. Navigate to the file or folder that you want to share and right-click it.
3. In the menu, choose FileCloud Desktop > Share.
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a

© @ W

FileCloud Name Status
Network Shares ‘admin hold Y
Archival pa Open in new tab o
Assets (7 Open in new window &
backups ) . o
DI 19-20 > Pin to Quick access o
estatedoct <> Pin to Start (]
Images o
Info Sheetd £9 Compress to.. > o
Internal Do Copy as path Ctrl+Shift+C &
0 Annuity ten ©
bank stater] f’ Properties Alt+Enter o
bank stater o
o .
D) certificate o © Always keep on this device o
B certificate o Free up space )
[} companyid 5 -
B Confidentia FileCloud Desktop —I:> Open in Browser
| Confidenti
@ o Open in Terminal ShEe
_ [] Confidentia —
. . .
A FileCloud Share Link dialog box opens.
For help creating the share, see Sharing Files and Folders.
FileCloud Desktop - x
Share Link
http://127.0.0.1/url/sbhvqych3zhk3zum Modify Link B E E
Shared Folder
jenniferp/Account:
Share Name: Accounts Change
Expires: Never Expires Change
Upload Size Limit (MB): Unlimited
Send Email Notifications: Yes
Sharing Permissions: Allow anyone with link

Allow anyone with link and a password
This share is private.

°
Only certain Allow selected users or groups

Remove Share

How FileCloud Desktop for macOS handles change conflicts

Q ¢ InFileCloud Desktop, when a file inside an Azure or S3 Network Folder is edited, FileCloud
erroneously detects a conflict. Therefore, the local version of the file is renamed as a conflict
file, and the server version is unchanged. To resolve this, confirm that this is not a legitimate
conflict, and rename the local version back to its original name. This issue will be fixed in the
future.
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How to know there is a conflict
FileCloud Desktop indicates that there is a conflict in the following ways:

¢ The Recent Activity dashboard screen shows a warning icon beside the action and indicates
Modifying the file [filename] ended in a conflict. In addition, the Activity tab at the bottom of the
dashboard is overlaid with a warning icon that indicates the number of conflicts:

FileCloud Desktop

£ FILECLOUD ) Send Feedback ‘ v

“ Recent Activity

Conflicts onl Any date

ﬁ o Encountered a conflict with Lorem ipsum dolor
sit amet.txt in path: /My Files/conflict test/Lorem

ipsum dolor sit amet-VIRENDRAS-MAC-MINI.txt
2026-03-24 at 21:54:01

— ° o

Offline Settings

If you click the more icon next to the conflict file it gives you the options:
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“ Recent Activity

Conflictsonly Any date

ﬁ o Encountered a conflict with Lorem ipsum dolor
sit amet.txt in path: /# i i
ipsum dolor sit ame

Open file location

2026-03-24 at 21:54:N

Learn more about conflicts

"] Dismiss this conflict

Open file location - Takes you to the folder storing the file in the FileCloud Desktop root in
macOS Finder. The original file (not the conflict file) is highlighted.

Learn more about conflicts - Takes you to the current help page.

Dismiss this conflict - Removes the conflict from your Recent Activity screen, but maintains the
conflict file so you may resolve the conflict later.

¢ Inthe desktop tray, the FileCloud Desktop icon is overlaid with a warning icon. Clicking it shows
the option Show conflicts. Clicking Show Conflicts takes you to the Recent Activity screen in the
dashboard where the conflict is listed.

@ - €

Open Dashboard

Log out
About FileCloud Desktop

Exat

What causes a conflict

File conflict occurs when FileCloud Desktop for macOS cannot determine which copy of a file is the
most recent. It can arise under the following conditions:

* When two users save the same file at approximately the same time.
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¢ When one user is editing a file offline, and the file is modified by another user in FileCloud. When
the person who was offline comes back online and FileCloud Desktop tries to upload the edited
version to the server, it detects that there is a new version available.

FileCloud’s resolution: the conflict file
In these cases:

o [f the conflict files have been edited by two different users:
FileCloud Desktop for macOS automatically resolves the conflict by saving the copy of the file
on the server with the original filename, and saving the local copy of the file with the name
[filename]-[username].[ext]. Both files are saved locally in FileCloud.

o [f the conflict files have been edited by the same user:
FileCloud Desktop for macOS automatically resolves the conflict by saving the copy of the file
on the server with the original filename, and saving the local copy of the file with the name
[filename]-[machine name].[ext]. Both files are saved locally in FileCloud.

In the following example, the users Melanie and test-user edit the file sample1.xls at the same time.
The following events occur:

¢ Melanie edits sample1.xls on the FileCloud server. test-user edits sample1.xls in a local
download from FileCloud Desktop for macOS.

¢ They save the file at the same time.
¢ Melanie's edits are saved in sample1.xls.
¢ test-user's edits are saved in sample1-test-user.xls.

¢ Both files appear on the server.
K_

Ba AllFiles a
A - > group03 > Sample Files
> My Files

Sample Files

> Team Folders ®

> Network Shares ®

| Name ’ Modified Size

© Recent Documents v

W Starred v . hello-hi Jul 06, 2022 4:30 PM

«, Shared by Me
. sample Feb 1 PM

%2 Workflows

o ) samp st May 24,2023 11:51AM o -

B File Operations B}  samplel-test-user.xisx B e 15 KB
B samplelxisx May 24,2023 11:51 AM * .
@ Template.pptx Aug 04, 2022 317 AM 132 MB

How to resolve a file conflict:

1. Review the conflicting versions by opening each version of the file and comparing their contents.

2. Decide which version to keep.
Either:
Keep the version with the most recent or correct changes;
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Or:
Manually merge the changes from the multiple versions into a single file.

3. Save the final version with the original file name once you've identified or merged the correct
content.

4. Delete the remaining conflict files or move them to another folder for reference.
This helps prevent future confusion and ensures only one version continues to sync.

5. Verify that now, the version you saved syncs successfully without generating warnings.

Mass Deployment Configuration for FileCloud Desktop for macOS

You can configure mass deployment settings for FileCloud Desktop for macOS either by configuring
Property list (plist) files or through Remote client management (RMC).

To configure FileCloud Desktop for macOS through plist file configuration:

FileCloud Desktop for macOS supports mass deployment configuration using the following two plist
files which are located in the ~/Library/Preferences/ directory.

+ com.filecloud.fcd.defaultcfg.plist - The default configuration file.

+ com.filecloud.fcd.overridecfg.plist - The override configuration file. The settings in this file can
be changed to modify the default behavior or to enforce specific settings for particular users or
devices.

FileCloud Desktop first reads the settings in the default configuration file and then checks for the
presence of an override configuration file. If an override file is found, its settings override those of the
default file. The overridden default settings cannot be modified through the user interface and appear
grayed out.

The following is a sample plist configuration file:

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/

PropertyList-1.0.dtd">

<plist version="1.0">

<dict>
<key>serverurl</key>
<string>https://example.com</string>
<key>profilename</key>
<string>userName</string>
<key>lockonopen</key>
<integer>1</integer>
<key>runatstartup</key>
<integer>0</integer>
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</dict>
</plist>
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<key>loglevel</key>
<string>information</string>
<key>language</key>
<string>en</string>

Configuration file parameters and allowed values

Parameter
(key)

serverurl

profilename

lockonopen

runatstartup

loglevel

Description

URL of FileCloud site.

User login name.

Automatically lock files when they are opened.

Run FileCloud Desktop for macOS on system startup.

Level of details stored in log files, where information is
the least detailed, and trace is the most detailed.

Allowed values (string)

Valid URLs using "http" or "https"

User login name (any non-empty
string)

0 (disabled)
1 (enabled) default

0 (disabled)
1 (enabled) default

"information" default
"debug"
"“trace”
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Parameter

Description Allowed values (strin
(key) P ( g)
language Language of the FileCloud Desktop for macOS user
interface.
Value Language
nl Dutch
en (default) English
de German
es Spanish
pt Portuguese
fr French
ar Arabic
it Italian
ru Russian
logintype Login method used 0 (username/password) default
1 (device authentication)
2 (SS0)
mutenotificati Suppresses display of notifications in FileCloud 0 (disabled, notifications are
ons Desktop shown) default

1 (enabled, notifications are not

shown)

FileCloud Desktop only applies valid values. If a key is not supported or a value is incorrect, the

application skips it and logs a warning message.

To configure FileCloud Desktop for macOS for mass deployment through RMC

You can configure client device settings for FileCloud Desktop for macOS remotely by specifying the

configuration XML in the Device Configuration tab of FileCloud policies.
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For most clients, if the user changes the configuration locally, then the remote settings configured
by the Administrator will override those settings the next time the client refreshes its settings.

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies @ .
The Policies settings page opens.

Policies

New Policy

Create a new policy

A Policy Name User Count Group Count Default
Global Default Policy 0 0 (@)
TEAM FOLDER POLICY 1 0
« ¢ Page E’ of1 > »
2 rows

New Policy

Actions
B0&e X

P08 &®@ X%

2. Edit the policy of the users whose client device settings you want to modify.

3. Click the Device Configuration tab.

4. Paste or type in the remote device configuration XML in Device Configuration using any number

of parameters from the table below.

<xml>
<fileclouddesktopmac>
<setting>
<key>runatstartup</key>
<value>1</value><
<default>1</default>
</setting>
</fileclouddesktopmac>
</xml>
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Effective Policy: "Global Default Policy" (%]

General 2FA User Policy

Some policy settings will not be applicable for Guest and External users.

L X ur
Client Comigiualion
<xmi>
<fileclouddesktopmac>
<setting>
<key>runatstartup</key>
<value>1</value><
<default>1</default>
</setting>
</fileclouddesktopmac>
</xml>

Client Application Policy

Device Configuration Notifications

Customize default configuration for any of your client applications in valid XML.

Cance' m “

<default> is an optional tag that indicates if the setting can be changed through the user

interface.

A value of 1 indicates the setting is a default and can be changed by the user through the user

interface.

A value of 0 (or omission of <default>) indicates that the setting is overridden and cannot be

changed by the user through the user interface.

a

Supported parameters for FileCloud Desktop for macQS. All parameters are optional. Add one of
more of these parameters (using <key>, <value>, and <default> tags) in the <setting> tags in the

XML.

TS Description

(Key)

lockonopen Automatically lock files when they are
opened.

runatstartup | Run FileCloud Desktop for macOS on
system startup.

loglevel Level of details stored in log files, where

information is the least detailed, and
trace is the most detailed.

Values

0 (disabled)
1 (enabled) default

0 (disabled)
1 (enabled) default

"information” default
"debug”
“trace”
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Parameter Description
(Key)
language Language of the FileCloud Desktop for

macOS user interface.

mutenotifica = Suppress all notifications on FileCloud
tions Desktop.

Example:

The code below shows example settings:

Values
Value Language
] Dutch
en (default) English
de German
es Spanish
pt Portuguese
fr French
ar Arabic
it Italian
ru Russian

0 (disabled, notifications are shown)
default
1 (enabled, notifications are not shown)

<xml>
<fileclouddesktopmac>
<setting>
<key>lockonopen</key>
<value>1</value>
</setting>
<setting>
<key>runatstartup</key>
<value>1</value>
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<default>1</default>

</setting>

<setting>
<key>loglevel</key>
<value>debug</value>

</setting>

<setting>
<key>language</key>
<value>en</value>

</setting>

<setting>
<key>mutenotifications</key>
<value>0</value>

</setting>

</fileclouddesktopmac>
</xml>

In this example:
» Files are automatically locked when they are opened by FileCloud Desktop (lockonopen = 1).
Default value.
¢ The application runs at startup (runatstartup = 1, default = 1). Default value.
¢ Thelog level is set to "debug" (loglevel = debug). Overridden value.
¢ Thelanguage is set to "en" (language = en). Default value.
* Notifications are not muted (mutenotifications = 0). Default value.

If a key is not supported or a value is incorrect, the application skips it and logs a warning message.

Using FileCloud for Office with FileCloud Desktop for macOS

o FileCloud for Office is an MS Office add-in for Word, Excel, and PowerPoint which can be used in
both Windows and macOS with FileCloud Sync, FileCloud Drive, and FileCloud Desktop. It is available
in FileCloud beginning with version 23.1.
For instructions on how to install FileCloud for Office, see Using FileCloud for Office.

Before using FileCloud for Office with FileCloud Desktop for macOS
The first time you install FileCloud Desktop for macQOS, you must:

« In your cloudconfig.php file, set your cookie same-site value to None.
For help, see Improving Cookie Security.

¢ Confirm that you trust FileCloud for Office and enable it as shown in the following procedure.

To confirm that you trust FileCloud for Office:
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1. After you log in to FileCloud Desktop for MacOS, click the Settings tab.
2. Then, click the Trust FileCloud for Office button.
FileCloud Desktop

u Send Feedback

@ Settings

Mute all notifications @

Lock automatically on edit @
FileCloud For Office integration €
Trust FileCloud For Office

Run at system startup @ o

O

App language @ English v

Network share offline folders

Sync frequency (minutes) @ -
(t+3) 'W' ° °
Live Activity Offline Settings

The Trust FileCloud for Office button disappears, and the slider for FileCloud For Office
integration becomes accessible, and is turned off by default. Click it to turn it on so you are able
to use FileCloud for Office.
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FileCloud Desktop

Gi LECLOUD E) send Feedback

& Settings

Mute all notifications @
Lock automatically on edit @

FileCloud For Office integration €
Run at system startup @ o

App language @ English v

Network share offline folders

Sync frequency (minutes) @ 10 -
() W ] e
Live Activity Offline Settings

FileCloud for Office is now enabled, but to use it in Office files, you must attach the add-in to

each type of Office file from your FileCloud Desktop directory.

Working with FileCloud for Office in FileCloud Desktop for macOS

The FileCloud for Office task panel displays information about a file and enables you to:

Lock or unlock a file.
Prevent or allow download of a file while locked.
Share a file.

Manage file versions, and view file details and metadata.

Lock or unlock a file

Locking and unlocking files
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You can use the file locking function in FileCloud for Office to:

¢ See if you have a file locked for editing
e Turn a file lock on or off
e Prevent or enable downloads of a locked file

If a shared file is not locked when you open it for edit, another user can also open the file and make
changes.

To avoid this, by default, FileCloud for Office automatically locks files for editing when they are
opened.

When you open an Office file in your client directory, the FileCloud for Office panel shows File is
locked, and by default, users are allowed to download or read the file (Prevent download is disabled).

X ", FileCloud For Office voX

£ FILECLOUD

]AA Auto Mechanics

Billings and Sons

Carlisle Insurance m C\l‘JStomerS-dOCX

{5) File is locked

31/0 Prevent download
- « File is not shared
-+

Versions
-

© Check out our documentation at:

« To prevent other users from downloading or reading the file while it is locked, click the Prevent
download slider.
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FileCloud For Office v X

£ FILECLOUD

m customers.docx

File is locked

& =N
)l;:, Prevent download 0
« File is not shared

+

Versions

¥ Check out our documentation at:

¢ To unlock the file while you have it opened for edit, click Unlock. Now other users can modify as
well as view and download the file.
Note: Prevent download cannot be enabled when the file is unlocked.
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FileCloud For Office v X

Z FILECLOUD

m customers.docx

File is unlocked Lock

~
@)
)1;3 Prevent download

« File is not shared

+

Versions

Check out our documentation at:

The following table describes what each lock status means and how it impacts what you and others
you have shared the file with can do with the file.

Lock Status Access by lock owner Access by others
File is locked (download Read and modification Only read is allowed, no modification is
allowed) allowed allowed
File is locked (download Read and modification Neither read nor modification is allowed
prevented) allowed
File is not locked Read and modification Read and modification allowed

allowed

For a locked file with download (read) prevented:
If USER1 has locked (and read blocked) the file:

e The FileCloud client will not download the file for USER2
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However, if USER2 has already downloaded the file in Sync or Drive, then:
¢ FileCloud Sync will allow FileCloud for Office to open the file.

¢ FileCloud Drive will not allow the file to be opened by USER2, unless Drive has already cached
the file.

If an admin prevents file locking after a user has locked a file in a client:
¢ The lock is automatically removed from the file

¢ Additional files cannot be locked using FileCloud for Office, and when you attempt to lock a file,
an error message similar to the following appears:

FileCloud For Office v X

Z FILECLOUD

File not
uploaded

We were not able to
lock this file, it
might still be
uploading or you
don't have write
access.

Check out our documentation at:

If you are an admin and want to disable locking, see Managing User Locks.

You can use the following table to understand the status of lock:
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Action

An unlocked file is
opened by USER1

An unlocked file is
opened by USER1

A file locked by USER1
is opened by USER1

A file locked by USER1
is opened by USER1

A file locked by USER1

is opened by USER1

A file locked by USER1
is opened by USER2

A file locked by USER1
is opened by USER2

A file locked by USER1
is opened by USER2

Share a file

Sharing a file

To share afile or folder that is opened with FileCloud for Office:

Doc IQ
Lock
Enable
d

Preve
nt
Downl
oad

(]
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Lock Status
Before Open

File is not locked

File is not locked

File is Locked
(Read Allowed) by
User 1

File is Locked
(Read Allowed) by
User 1

File is Locked
(Read Blocked) by
USER1

File is Locked
(Read Allowed) by
USER1

File is Locked
(Read Allowed) by
USER1

File is Locked
(Read Blocked) by
USER1

Lock Status
After Open

File is locked (read
allowed) by USER1

File is not locked

File is Locked (Read

Allowed) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read

Blocked) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read
Allowed) by USER1

File is Locked (Read
Blocked) by USER1
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Lock Status
After close

File is not
locked

File is not
locked

File is not
locked

File is not
locked

File is not
locked

File is Locked
(Read
Allowed) by
USER1

File is Locked
(Read
Allowed) by
USER1

File is Locked
(Read
Blocked) by
USER1
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1. In the FileCloud for Office panel, click Create.

L | e | e 4 s | )
£ . FileCloud For Office voX
. -
. Z FILECLOUD
P\A Auto Mechanics
a
Billings and Sons
- m customers.docx
. Carlisle Insurance My Files
- A oo
i (1) Fileislocked
o )1'0 Prevent download
« File is not shared
N Versions +
-
. Check out our documentation at:
- v
-] >
Page1of 1 8words [[}  TextPredictions: On % Accessibility: Good to go [ Display Settings 1Y, Focus e ———4+——+ 100%

A Share Link screen that is nearly identical to the one in the user portal opens:

Share link for customers.docx Q
Share link
http://127.0.0.1/url/vkzsyjks4fefndwb Modify link g
Shared file

My Files > customers.docx

Share options Share history

Share name: customers.docx Change
Expires: Never expires

Max number of downloads:  No Restrictions

Send email notifications: Yes

Sharing permissions: Allow anyone with link
Allow anyone with link and password

@ Allow selected users and/or groups

~ -
User ® & L < [ [ ] e
View Download Upload Share Sync Delete Manage
No entries e
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2. Share the file using the same settings and options that you would for a share in the user portal.

See Sharing Files and Folders for help.

Note: The option for downloading the share QR code, which is available for shares created from
the user portal, is not available for shares created in FileCloud for Office.

After you have shared the file, the FileCloud for Office panel displays details of the share:

FileCloud For Office v X

Z FILECLOUD

m customers.docx

@ File is locked m

11/8 Prevent download

< M 16, 2023 11:117

You have shared

this file privately

p =3

& Check out our documentation at:

3. Click Manage to change the options or permissions in the share.

Download versions, view details and metadata

Downloading versions, viewing details, viewing metadata
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To view a file's version information in FileCloud for Office:

1. At the bottom of the FileCloud for Office panel, click the + across from Versions.

FileCloud For Office

v X

Z FILECLOUD

m customers.docx

File is locked

)
fl/o Prevent download

«® May16,2023 11:17 AM
You have shared this file
privately &

Versions +

¥ Check out our documentation at:

The expanded Versions section shows you version information about the file.
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FileCloud For Office v X

Z FILECLOUD

) Fileis locked m

}LO Prevent download

« May 16, 202 11:17 AM
You have shared this
file privately &

Versions -

Manage versions
5, 2023 10:35 AM

You created version 2

You created version 1

¥ Check out our documentation at:

To download file versions in FileCloud for Office:

1. Inthe Versions section of the FileCloud for Office panel, click Manage versions.
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FileCloud For Office v X

Z FILECLOUD

File is locked -

~\
o
}1’0 Prevent download

o May16,2023 11:17 AM
You have shared this
file privately &

Versions —_

Manage versions
6, 2023 10:35 AM

You created version 2

You created version 1

Check out our documentation at:

The Properties dialog box opens to the Versions tab.
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Properties [ x)

® / -O-

Details Metadata Versions
Version 2
2023-May-16 10:35:02
jenniferp
Version 1
2023-May-15 14:42:58
jenniferp

2. Click Download for the version that you want to download, and save it.

Details

To view file details:

1. In the Versions section of the FileCloud for Office panel, click Manage versions.
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FileCloud For Office v X

Z FILECLOUD

File is locked -

~\
o
}1’0 Prevent download

o May16,2023 11:17 AM
You have shared this
file privately &

Versions —_

Manage versions
6, 2023 10:35 AM

You created version 2

You created version 1

Check out our documentation at:

The Properties dialog box opens to the Versions tab.
2. Click the Details tab.
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Properties
Details Metadata Versions

m customers.docx
May 16, 2023 1:46 PM

Path

A > jenniferp ¥ customers.docx

Permissions

v Read
v Write
v Share
v Sync

v Delete

The details shown are the filename and type, the last modified date, the path of the file in
FileCloud, and your permissions for the file.

Metadata
To view metadata information for the file:

1. In the Versions section of the FileCloud for Office panel, click Manage versions.
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FileCloud For Office v X

Z FILECLOUD

File is locked -

~\
o
}1’0 Prevent download

o May16,2023 11:17 AM
You have shared this
file privately &

Versions —_

Manage versions
6, 2023 10:35 AM

You created version 2

You created version 1

Check out our documentation at:

2. The Properties dialog box opens to the Versions tab.
3. Click the Metadata tab.
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Properties
Details Metadata Versions

Document Life Cycle metadata
Creation Date
May 15, 2023 2:42 PM -
Last Access
May 16, 2023 1:47 PM -
Last Modification
May 16, 2023 1:47 PM -

Check Sum

165d306630bc3b6566e62affe311c23a15¢ca3572

Each metadata set applied to the file is listed with the values for its fields.

FileCloud for Office log locations

Locating FFO logs

The locations of log files for FileCloud for Office in Windows and macOS are the following:
Windows: %appdata%/FFOServer
macOS: /Users/[USERNAME]/Library/Preferences/FFOServer

View and add comments

Viewing and adding comments

Comments added to files and folders in FileCloud for Office also appear in the user portal and any of
the other client apps.

To view and add comments in FileCloud for Office:
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1. If Comments is not visible in the FileCloud for Office panel, scroll down to the bottom of the
panel.
2. Click the + across from Comments.

FileCloud For Office vooX

Z FILECLOUD

A

File is locked

< D

0 Prevent download

I
I
)
w
N
N

You have shared

this file privately

v
Versions +
Comments +

Check out our documentation at:

Any existing comments added to the file or folder here or anywhere else in FileCloud appear
above the Comments box.
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FileCloud For Office vooX

Z FILECLOUD

Comments -

v 09, 2023 110 PM
jenniferp

Please review this list of our current
customers.

v 21, 2023 10:04 AM
davidm

Please add Vermont Health

Check out our documentation at:

3. To add a new comment, click inside the Comments box and enter the comment.
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FileCloud For Office vooX

Z FILECLOUD

Comments -

v 09, 2023 110 PM
jenniferp

Please review this list of our current
customers.

v 21, 2023 10:04 AM
davidm

Please add Vermont Health

Added - thank you

Add comment

Check out our documentation at:

4. Click Add comment.
The comment is added.
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FileCloud For Office vooX

Z FILECLOUD

Comments -—

9,2023 1110 PM
jenniferp

Please review this list of our current
customers.

v 21, 2023 10:04 AM
davidm

Please add Vermont Health

v 21,2023 10:30 AM
jenniferp

Added - thank you

© Check out our documentation at:

Sending Feedback from FileCloud Desktop for macOS

You can send feedback about FileCloud Desktop for macOS to FileCloud directly from the dashboard.
To send feedback:

1. From any tab in the dashboard, click Send Feedback.
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FileCloud Desktop

ﬁ FILECLOUD a Send Feedback

() Live

&y No downloads 5 No uploads

©

No file operations

) W ° o

Live Activity Offline Settings

A Send Feedback screen opens:
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2. To send a message about something you like or dislike:
a. Click I like something or | dislike something, and enter your email and comment.
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< FileCloud Desktop

1y Send Feedback

| like something

Tell us what we're doing well

Dali@example.com °

Great user interface]

By pressing submit your feedback will be used to
improve FileCloud products and service,
FileCloud Privacy Policy

]

b. Click Submit.

A message tells you that the FileCloud Product Management team will review your
message.
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< FileCloud Desktop

1y Send Feedback

Thank You

We appreciate your feedback!

Your submission will be reviewed by the
FileCloud Product Management team and be
used to help improve our products

Close

- o

3. To share an idea, click I have an idea.
You are taken directly to the FileCloud Ideas forum, where you can enter your idea.
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FILECLOUD

IDEAS FORUM

Announcement: FileCloud 23.232 is now available

|deas

Enter your idea...

White Labeling in FileCloud Desktop for macOS

Self service white labelling for FileCloud Desktop for macOS is available in version 23.261.0 and
later.

There are two different options for white labeling your FileCloud Desktop for macOS user interface:

* Complete white labeling - Customers with Enterprise Advanced licenses can use this option,
which enables branding with custom logos and names for system components. Complete white
labeling is optimal for OEM's and service providers. If you are interested, please 23.261b Contact
FileCloud Support to confirm that you meet minimum eligibility requirements.

» Self service white labeling - All customers can take advantage of this feature, which enables
customization of the product name and support docs url through a simple JSON file, as shown
in the instructions below. MDM installation is also required.

Customization of product documentation is not supported; however, upon request, product
documentation can be provided to you in Word format for your own customization.
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Complete white labeling

Once you have confirmed your eligibility for white labeling and purchased it through FileCloud Sales,
you will be asked to set up an update server for the white labeled system and to provide FileCloud
Support with icons, strings, and other resources necessary for the customization. FileCloud Support
will provide you with a custom installer for FileCloud and custom FileCloud upgrades.

Self service white labeling

To complete self service white labeling, create your JSON file in the format shown below and install it
on your user's FileCloud Desktop for Windows clients using mass deployment.

To initially create the JSON file:

1.

o M DN

In a text editor such as Notepad, create a file with the following contents, but enter your own
values for the keys.
Exclude any of the properties you do not want to customize.

{

"product_name": "ExampleCloud App",
"short_company_name": "MyCompany"

"upgrade_url": "https://www.example.com/download/",
"support_docs_url": "https://www.example.com/doc/",
"display_name_shell": "ExampleCloud"

}

The fields appear in the following locations in FileCloud:
product_name - Log-in wizard, dashboard, Help pop-up
short_company_name - Help pop-up

upgrade_url - Not used in user interface
support_docs_url - Log-in wizard and Help pop-up
display_name_shell - Not used in user interface

In the macOS finder, go to /Users/<username>/Library/Application Support.
Create the folder Cloud Branding if it doesn't exist already.
Save your json file in the Cloud Branding folder as cloud_storage_branding.json.

When users open or restart FileCloud Desktop, they will see your customizations in the following
locations:

¢ Login Wizard
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ExampleCloud App

ExampIeCIoud App product’name

Welcome to ExampleCloud App

Enter your server address

https:/,

(-

¢ Title bar in dashboard
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ExampleCloud App

G FILECLOUD u Send Feedback

) Li
" Lve  sroduct name

& No downloads & No uploads

©

No file operations

() W

Live Activity

(V] Q

Offline Sattings

¢ Menu for icon in toolbar

Open Dashboard

Log out

About ExampleCloud App = >
productiname

Exit

¢ Help popup

FileCloud Desktop for macOS - 579



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

O ExampleCloud App

product_name
[ExampleCloud App’

S AR A

short_company_name
MyCompany [2 2026. All
riahts reserved

link to support_docs_url
ExampleCloud App help

Get logs ’
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Managing FileCloud Client Apps with MDM Software

o This page is intended for FileCloud admins only, and addresses management of FileCloud client
apps with MDM software. Individual MDM software applications may be configurable with certain
operating systems only, and therefore may be effective with specific FileCloud client apps only.

At the current time, Miradore MDM has been tested with FileCloud Desktop for macOS and FileCloud
Desktop for Windows. The examples given below use Miradore MDM configured for FileCloud
Desktop for Windows. However, other MDM software that supports Windows and macOS may be
used with FileCloud Desktop and other FileCloud clients..

See Using MDM Software with FileCloud Mobile Apps for information about using MDM software
with FileCloud's mobile apps.

Mobile device management (MDM) software enables you to manage all of your users' devices and
apply security to them. You can use MDM software with FileCloud's client apps installed on laptop,
desktop, and tablet computers.

To add a FileCloud client to MDM software:
1. Enroll Your Device

Since there are many MDM providers and ways to enroll, please check your MDM documentation for
instructions on how to enroll your users' devices.

As an example, to enroll your users' Windows devices in Miradore MDM:

1. Log in to Miradore MDM.
2. Add or import the device user(s) to Miradore MDM.
3. Inthe navigation panel, go to Enrollment > Enroll Device.
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4. Click the Windows icon.

Enroll device

Add your first device to get started securing and managing your company's devices.

’
[ [ |

AR ‘ ]

Android Apple Windows

Android version 7 and up iOS version 5 and up Windows version 7 and up

macOS version 10.7 and up

Not sure where to start?

Answer a few simple questions to find the right enroliment and management method for your devices.

Enroliment Helper —>

5. Under Single device enrollment, leave Full management and Add user selected. Then choose a
user and click Begin enroliment.
Enroll Windows

Show instructions

Single device enrollment
Enroll a Windows device by following the next steps. Check the comparison if you are unsure which management type to choose.

1. Select management type Compare 2. Choose device user

D [ 3
12 @ ar
Full management Light management Add user Unknown user
Creates MDM work profile Downloads Miradore client for manual
Client installed automatically by MDM installation Jennifer Perkins VoV

") Send enrollment invitation to user

Begin enrollment

The screen indicates that the user's device is being enrolled.
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Single device enrollment X

@ Full management

C

loading device...

This may take several minutes. Enroliment will continue

in the background even if you close this window.

Close Enroll another device

It notifies you when enrollment is complete.

Managing FileCloud Client Apps with MDM Software — 583



FileCloud Server Version 23.261 FileCloud Client Applications and Add-ins

Single device enrollment X

@ Full management

O

B8 Windows 11 Pro

L Status ENROLLED v/

© Product name Microsoft Corporation Virtual Machine
# Serial number 0000-0003-9293-4595-6369-8107-38
A User Jennifer Perkins

See more device information

Close Enroll another device

6. To confirm that the device is actively enrolled, in the navigation panel, go to Management >
Devices and check that the device is listed with a green icon.
FileCloud > Management > Devices

m Actions v Deploy v Lifecycle v Security v
Selectcolumns « % Refresh
0O e Product name ~ Marketing name Software version User Last reported Ownership
BHY
O e Microsoft Corpora... Windows 10 Pro 5/1/20253:47.00.. Purchased
@) Microsoft Corpora... Windows 11 Enter... 4/1/20253:41:07 ..  Purchased
O e Microsoft Corpora... Windows 11 Pro (... 5/1/20254:36:03 ..  Purchased

2. Add the FileCloud client app to your MDM

Please check your specific MDM's documentation for instructions on how to add an app to your MDM
software.

In general, the steps for adding a FileCloud client app to your MDM are:

1. Download the application package of the FileCloud client.
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2. Open your MDM software.
3. Add the FileCloud client app.
4. Assign or deploy the FileCloud client app to the devices enrolled with the MDM.

For example, to add FileCloud Desktop for Windows to Miradore MDM:

1. Download FileCloud Desktop for Windows at https://www.filecloud.com/additional-downloads/.
2. Login to Miradore MDM.
3. Add FileCloud Desktop for Windows to Miradore MDM.

a. In the navigation panel, go to Management > Applications.

b. On the Applications page, click Add > Windows application.

»

FileCloud > Management > Applications
{) Home A 9 PP
Dashboard Deploy
Reports . I
P Applicati Android application 2ds
Map i0S application
Select colum
D Enrollment A macOS application
(J Name « windows applicationK

Android Enterprise
Enroll device

Enrollment log

[_1 Management A
Remote support
Devices
Configuration profiles
Applications

Files and certificates

O 0000 00~O0
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c. In Step 1, select MSI (file upload), and click Next.

Add application

Step 1 of 3: Select application type

-

) MSI (external URL) Choose Ml (file up|

e MSI (file upload) /

") Advanced (external URL)

_ ) Advanced (file upload)

d. In Step 2, select the FileCloudDesktoplnstaller.msi file, and fill in any the other fields. Leave
Deployment context set to Device. Then click Create.

Add application
Step 2 of 3: Enter application details /
Uploaded file ‘ FileCloudDesktoplInstaller.msi Select file

Command-line options ’

Deployment context

Retry count

|
Description ‘ ‘
|

|
Retry interval \ |
Timeout \

Cancel Previous

The application is uploaded and appears in your list of applications. Note that it may
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appear in Pending Uploads until it is uploaded.

FileCloud > Management > Applications

Applications Pending uploadg

Selectcolumns « % Refresh

Application
(] Name Platform . PP i App Store ID Type
identifier
O
U
(J | FileCloud Desktop ~ Windows 980c7222-fad8-4... MSI (Uploaded)

3. Deploy the FileCloud App to the devices
Deploying the FileCloud client to the devices enables you to manage them with the MDM.
To deploy the FileCloud client to an enrolled device in our Miradore MDM example:

1. Navigate to the Management > Applications page if you are not already there.

2. Check the FileCloud client that you want to deploy to the device or devices you enrolled, and
click Deploy.
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FileCloud > Management > Applications

Deploy Delete

Applications Pending uploads

Selectcolumns ~ % Refresh

() Name Platform Application identifier

U

O

O

O

O

O

O

FileCloud Desktop Windows 980c7222-fad8-41fd-aala-182...
3. Click Next.

Deploy application

Step 1 of 4: Select which version and how application is deployed to devices.

FileCloud Desktop
23.241.33.5669 > MSI (Uploaded) v

Cancel m /

4. Check the device or devices to deploy the application to, and click Next.
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Deploy application

Step 2 of 4: Select devices to deploy the selected application

() Model Software version User

(J  Microsoft Corporation Virt... Windows 10 Pro

O Mﬂ Corporation Virt... Windows 11 Enterprise Ev...

Microsoft Corporation Virt... Windows 11 Pro (24H2)

Cancel Previous m e

5. Review the deployment information, and click Deploy.

Deploy application
Step 3 of 4: Confirm

Deploying application to 1 devices.

Application name FileCloud Desktop

Version 23.241.33.5669

Application identifier 980c7222-fad8-41fd-aala-182e59f74f0e
Deployment method MSI (Uploaded)

Configuration No configuration

Cancel Previous m

You receive confirmation that the application is deployed.
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Deploy application

Step 4 of 4: Done!

° Application deployments queued successfully to 1 devices.

Now you can manage use of FileCloud Desktop for Windows on the devices it has been
deployed to.

To update a FileCloud client app in MDM software:

1. Follow the process described in Step 2, above, for adding the FileCloud client app but upload the
new version of the file.
It is listed under Applications like the original file.

2. Follow the process described in Step 3, above, for deploying the updated application to the
devices you previously deployed it to.
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