ﬁ FILECLOUD

FileCloud Online
Version 23.261
FileCloud Site Setup

16 April, 2026



FileCloud Online Version 23.261 FileCloud Site Setup

Table of Contents

Navigating and Searching for SETtNGS.........ocviiiiiiii et 3
Going to the Settings 1anding PAgE .......oveoiieiieie et 3
GO 10 @ SEHINGS PAGE ..ttt ettt et e e te e e taeeteeesbeeeabeeesbeeesseeeebeeesbeeasbeessseeesseenens 3
Y AT U] [0 [ USRS 7
SEIVEE SETHINGS ...ttt ettt et s h e s b ettt et e s bt e s bt e sb e e bt et e eateebtesheesbe e bt enteeaeesaren 9
STOTAQE SEIINGS ..ottt e et e b e e b e e s tb e e s tbeestbeestbe e tbeessseesbeeeareeenbeeenraenareeas 11
FileCloud Managed STOTAQE. ........ocuviriieiieieeieeeeeeteete ettt ettt ettt et e et e ssaesse e seenseenseessesssenseenseensens 11
WAV [ a1 1] £ =Y o] ST =t ] o - USSR 28
Resetting AdMiN PASSWOIG..........ooviiiiiieieeee ettt ettt ettt ettt et e ete s e e asesaeesaeenrean 28
Changing the Default LOGIn NaMIE........c.ccoiuiiiiiiiiieeeceeeee ettt st snennas 31
ACCOUNT LOCKEA ALBIES ...ttt ettt e et e be st e te e st eneeneeseebesteeseeneeneenes 32
Folder-Level PEIMIUSSIONS........ccuciiiiiiietiieetest ettt ettt ettt sttt b et sttt ene 34
Setting Folder-Level Permissions from the Admin Portal.............ccooviiiviiiiiiiicicceee e 34
Enabling Users to Set Folder-Level PermiSSIONS .........cccviiriiiiiiiicieeee et 43
Setting Folder-Level Permissions on Team FOIAErS...........occooiiiiiiciieiiciececeeee e 48
How Folder-Level Permissions and Share Permissions Work Together ..........ccccovvieiieiieciiiinienieen. 59
MOTE EXAMIPIES ...ttt ettt ettt et e e st e st eae e s e sesseeseeneeneeneesenaeeseeneeneeneans 66
TEAM FOIARIS ...ttt b e bbbt s bt et b ettt e e et ene e 72
Configure the Team FOIders ACCOUNT ..........cocuiiiiiiiiieciecteete ettt ettt sae et ese e ennas 73
Seed and Organize Team FOIder Data...........coouiiiiiiieieeee et 82
Share the Team Folder and Set PErMISSIONS .........cociiiriiiiinieeree e 87
O Y= = 1 4] o [ TSP USRS 93
Create FIlECIOUA USEIS........ooiieeeeeeeee ettt ettt s et et et e eneene e st e s e naesseeseeneeneennan 93
NEW ACCOUNT CrEATION ....c.eiiiiiiiiiiiieitee ettt ettt sttt ettt st seenee 106
e R o) fo I = 1] o - J USSP PP 147
Restrict Commonly Used PaSSWOTAS .........ccoeiiiiiiiiiieieee ettt nes 151
USEr SESSION EXPIFATION ..coeviiiiiiiiiiee ettt et ettt e e e b e e e b e e eabeeeebeesabeesabeassseenenas 152
Changing the Storage QUOTA fOr USEIS .......ccuiiuiiiiiiiiieceecteeeeete ettt ettt ennens 154
ENADIE WEDBDAV ...ttt ettt ettt ae e st e s et et e se e st eneene et e eaeeseeneeneennenee 160



FileCloud Online Version 23.261 FileCloud Site Setup

Customize the USEr LOGIN SCIEEMN .........oiiiiiieiieieeee ettt sttt neesbeseesaeeneeneennens 160
Limiting File Upload Size fOr USEIS.........ocuiiiiiiieieiee ettt ettt 164
Disabling Send fOr APPrOVAl ........c.oiiiiiiiieieeeeee ettt sttt be st et ens 166
GrOUP SETHINGS ..ottt ettt ettt s bt ettt e et e sae e sbe e s bt e be et e emtesaeesbeesbeenteentesanenns 168
What do YOU WaNT 10 AO?......oieiieiieeeeeee ettt ettt te et e et e e eseeteeeaeearean 169
Giving Users Group Management PermMiSSIONS. .........ioiii ittt et 180
Admin User and ROIE SETHINGS ......ooouiiiiieieieee ettt sttt b et eeeneeneeneas 183
User Authentication SEHHINGS .......ooiiiiiie ettt ettt sve v ene e 189
Enabling Default AUthentiCation ..o 189
Active Directory AUTRENTICAtION ........coiiiiieeee ettt 190
LDAP Based AUtNENTICATION ........c.ooiiiiiieiiie ettt st 214
Multi-Factor AUThENTICATION ........co.oiiie ettt 219
SINGIE SIGN-0N (SSO) ..ottt ettt ettt b et b et b et st sese s bese s eseseebese st eseseesesaneesens 240
Oracle Identity Manager LDAP integration with FileCloud................ccooooiioiiiiiiiiececceceeee 357
Desktop Apps Code-Based Authentication................coooeiiiiiiioi e 361
Enabling Basic AUtheNtiCAtION ...........coiiiiieeee ettt 367
SNAIE SEHINGS .....oiitiiieeee ettt ettt et e e e te e te et e et e etbeeaeeete e teeteenteenteeaseeaeeareenrean 369
Configure Sharing DEfaUITS ..........ccviiiiiiiciececeee ettt ettt be e b ebeeaeessensens 369
SETThE ShAre MOME ...ttt ettt et te bt e ne e st e s e sesbesaesteeneeneeneens 383
Specify Sharing EXPIration ..........coooiiiiiiiieieccceee ettt et ettt et et e e e te e reearean 385
SECUIE SN@TES ...ttt ettt ettt h et a e ket ea e e bt e b em e e bt et e e eneebe s eneeaesbeneeseesenseneenen 391
DOCUMEBNT SETHINGS ...ttt ettt et et st bt e bt et et et e sbe e s bt e beenteeaeesaeenaes 403
Setting UP DOCUMENT PrEVIEW .....c..viiiiiiiii ettt ettt et e e taeeateeeabeeeabeeesbeeesbeenenas 403
IMPOrt FIles i Pre-SEEAING ......c.oouiiiiiiiiiiececee ettt ettt ettt st et e b e sbesbeereensensenes 404
OPLIMIZE PDF PIEVIEW ...ttt ettt ettt et ettt s bt et e bt et e satesbeesbeenbeenteenteens 407
Managing File EXLENSIONS .........cooiiiiieee ettt ettt ettt ettt e et ete e teeveeaeeeaneeeis 410
RESTFCHING File NAMES ..ottt ettt ettt et st st e b e sbesaeeteensessenes 414
Manage File VEISIONING......cc.iiuieiieieeee ettt ettt e st st e st e e ne e st ene et e saeseeeseeneennenes 415
Configuring Zip Files and Zero Trust File Sharing ..........cccoeoiiiiiiiiiiececececeeeeee e 418
BNl SETHINGS ..ttt ettt ettt a et et ettt estess et e b et e aeeseesa e s e ebeeteereeneeneenes 421
SMTP CONFIGUIATION .....cuiiiieeieit ettt ettt ettt e b e st et e b eseese e s e sese et e sestenessenseseesansensenes 424
DO NOt EMaAil SEHHNGS ..ottt ettt ettt et ettt teeveeave e eais 430



FileCloud Online Version 23.261 FileCloud Site Setup

To limit the number of emails SENTT0 @ USEN........oovciiiiieiei e 431
Configuring System Generated EMailSs ............cooooiiiiiiiiiicceee e 431
ENdpoint BaCKUP SELHNGS .....ccuoiuiiiiiiiiiieeeeceeetee ettt ettt ettt b e b et se st esse s e sbeebeeseensessenes 433
What DO YOU WaNT TO DO? ...ttt ettt ettt sttt ne et e e sesbesneeteeneeneennens 433
Automatic Database BaCKUD ..........ccuviiuiiiieiecccee ettt es 439
Setting Up Persona Backup USING SYNC.......ccvoiiiiiiiiiiieicicieie ettt ettt ebe et ennens 441
ClIeNt SECUNTY SETHNGS ..eoieieieieieeiee ettt ettt s st e e bestesaeeneeseensesesaesseeneeneennens 445
Setting Client Application POLCIES.........cc.ociiieiiiiiieece ettt 445
USING @ PrOXY SEIVET ... ettt ettt e et e et e e bt e et e e e bt e eabeeeateesabeesnteaaneeenneas 449
Configuring OAUth for SCIM INTEGration .........c.ccviiiriiieirieiee ettt beneeneas 450
ONINE WED EItiNG.....oocviiiieeiieeee ettt ettt ettt et e e b e eaaeeteesteesaeereense e 455
Web Editing With GOOGIE APPS......iiiiiieiciieeeeeeteee ettt ettt ettt beebeebeebeeneessensens 455
New Document Creation via Web BrOWSEN ..........cocoiiiiiiieeeeceeee e 465
WEDb EQItING TEXE FIlES ..ottt ettt et ettt e et e s e e aaesreeasean 467
Web Editing Markdown and Readme FileS ...........c.ooouiiioiieeee e 468
Coauthoring Office Documents USing Web Edit...........ccccooieiiinieininieieeeeeseeeseeee e 468
Disable Onling Web Editing ..........ooiiiuiiieecee ettt ettt e 469
POLICIES .ttt ettt ettt a et h ettt a et e a bt b et h et e b n e b et st bt a et eaeete e eneeee 471
WOrking With POIICY RECOITS ........oiiiiiiieiieeee ettt ettt eesne e eneeneens 475
Creating @ NEeW POLICY VIAEO.........oouiiiieeeeecee ettt ettt et e et sveeeveene e 484
Managing Policy Users and Groups VIAEO........cc.couiiuiiuieiieiiieiieiecieeeeeeteete ettt 484
Notifications fOr File ChangeSs ..ottt ne s 485
F Q'S ettt h bbbt a bRt bbbt E et h bt ne bttt b et ae e 485
Why is the user not getting @ NOtIfiCatioN?............ocioiiiiiiieeeee e 485
How to access notification settings in the admin portal ............ccccooeieininccneee e 486
Changing Notification SEHHNGS. .........ooiiiicice ettt e et ere v ene e 487
Example Setup: Fixed Notifications for Uploads and Deletions.............ccccooveeieeiiciccccicceeeeeee 495
Example Setup: User-enabled Notifications on FOIers............cocooiiieininiecieeeeeeeeee e 500
ANONYMIZING USEI DAlA......ooiiiiiiiiiie et ettt e et e eabe e esbeesabeesebaessbeeseseessseessseesseenns 508
Y S Toa = 1 4] o [ OO USURPSRURTI 512
LCTT LT T IRT= 1T [ USSP PTRSR 512
USEE SEHINGS ..ttt ettt et e et e et e eteeesbeeesbaeesbeeesbeeesbeeesbaeasbaeesbaeeeseesebeeasbeesseeenes 515



FileCloud Online Version 23.261 FileCloud Site Setup

NOTIfICATIONS SETLINGS ...viuieeieiiieiieeee ettt ettt et st s s st s e beseeseesansenens 516
Other MISC. 1ah SETHINGS ....ocuviceiiieicte ettt et ettt e te et e etaeeteeeteesreeveenneens 516
TOIMS OF SEIVICE . ... ettt ettt ae b e st ettt e e es e et e e e st eb e s eneebeaseneeneees 517
Enabling privacy settings and the Terms of Use checkboX...........cccooueiriiiecinineiiceeeeee e, 518
Showing TOS when users access public and password-protected shares...........ccccccceveevveciieinenennen. 520
Terms Of SEIVICE SEHINGS ....ocuiieiiiiiee ettt ettt ettt sb et e besteeseesseneas 521
See if a user has accepted tErMS Of SEIVICE........coiieiiiiiieieieee e 523
Change the content of the Terms Of SEIVICE ..........oouiiiiiiiicececeeeee et 524
St SEANCN LOCATION .....eiiieiiet ettt a et b ettt et et e bt sae e e s e ebeeeneenes 526
Migrating Content with the Seeding TOOL.............coiiiiiiie e 527
HOW TO SEEA DATA ...ttt b et b et b ettt e e ene e 527
SEEAING SCEONAMOS ...ttt ettt ettt ettt et e et et et e e b e e beete e st eseessesbesbesbeessessessessessessesseessessansans 529
2] 1 (=0 N T[S 532
WatermMark SEHINGS .. ..ooviiiieiicee ettt ettt et et e e st e teeaeebeeabeeasesteesreensean 533
Adding @ WaterMArk FUIE .........ocuiiiiiiieieceeeee ettt ettt ettt ss et e s et e ebesteeneensennas 535
Watermark Parameters for COAe EQITON...........ooiiiiieiriiicieiieteeee et 545



FileCloud Online Version 23.261 FileCloud Site Setup

You must perform certain administrative tasks before FileCloud users can log in and use
FileCloud efficiently. Some of the system settings and custom settings that you can configure are
listed in the table below by priority and function.

Level of
Priority

Required

Recomme
nded

Provides
a Better
Experienc
e

Administrator
Settings

Access the Admin
Portal

Admin Portal
Dashboard

Change the Admin
Password

Manage Account
Approvals

Configure Email
Settings

Add Customization

and Branding

Server Settings

Admin Settings
Server Settings

Manage Client
Security Settings

Configure Share
Settings

Set Client Application
Policies

Storage Settings

Configure Team
Folders

User Access Settings

Create FileCloud Users

Check User Access
Level

Create User Policies
Create Groups

Manage User Storage
Quotas

Manage User
Authentication

¢ Configure Single
Sign-On

e Use LDAP Based
Authentication

e Active Directory
Authentication

Set Up MFA

Configure Microsoft
Office Integration
Options

Enable reCaptcha
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Level of

. Administrator
Priority

Settings Server Settings Storage Settings User Access Settings

Advanced  Set Up Compliance Set Up Data
features Checking Governance

e HIPAA
ITAR
GDPR
PDPL
NIST
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Navigating and Searching for Settings

o The Settings landing page, which includes a setting search, is available in FileCloud 23.242 and later.

Going to the Settings landing page

To go to the Settings landing page in the admin portal, in the navigation panel, click Settings.
The Settings page opens as a grid of clickable icons that link to their respective settings screens.

@ FiLecloud

o e

Groups 3 Settings

Adming

jons
=2 Server Storage
Notifcations '521 e @ 9
Server Settings =

Device Management

Dashboard B4 Email [@)] Endpoint Backup
- = Endpoint Backup Settings

SmartDLP backup

Smart Classification

i 2

I @, Content Search Ep Weokdit

. Content Search Sattings € e it sottings
> Audit

Alert

User Locks

) Reset

Workfiows @ Reset

Reports

Federated Search
9 Metadata

Settings

& Customization

Go to a settings page

6
¢

Authentication

Authentication Settings

License
License Se

Team Folders

Tear ettings

& demo v

.‘}&W Admin @ Database
Ad s = drin Setting
= Policies = sSO
@® Third Party Integrations \);1 Misc
B89 i party ntegrations L v

When you click a setting icon, it takes you to its settings page, and shows a navigation panel for going

to other settings pages to its left.

In the following image, the Server icon has been clicked and the Server settings appear. The navigation
panel to the left appear on every settings page and lets you to navigate to the other settings pages.

Navigating and Searching for Settings — 3
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1§ RS = Settings / Server
] Retention
Smart DLP
Smart Classification
+/  Compliance Center
= Server
Server D Reset to defaults
SEmo & Storage v
©  Audit
& Authentication .
Alert Service Name FileCloud Testabc
&% Admin Name to use to refer to the service
User Locks
£ Database .
Workflows Service URL Check URL
- = Ema URL that accesses the service
i= Reports
0. Federated Search & Endpoint Backup Session Timeout (Minutes) 30
pu # Lice User portal login session timeout
Metadata cens Example: 15 (default) = 15 minutes; 30 = 30 minutes; 60 = 1
B Policies hour

% Quarantined files

Note: Session always expires when browser is closed unless
advanced configuration is added

9 SSO
SETTINGS &
3 4 Allow Sync Apps
8 Settings Q Content Search yne Ape O
Allow use of FileCloud Sync app.
CUSTOMIZATION & @ Web Edit
) Allow Old Devices To Login
@ Customization B Team Folders 9 ©
Enable to allow services without device management to
¥ Third Party Integrations v login
SYSTEM a ?
= Misc v
+/  Checks Advanced Telemetry
Upgrade S Reset Enable to gather and generate reports on data for gaining

insights into product usage. Learn more

If a setting has multiple pages, they appear in the navigation panel under the main setting name. When

you click on the setting icon, the first setting page opens, but you can click the other sub-links to go to
the setting's other pages.

For example, in the following image, the admin clicked the Storage setting icon and the first storage
setting page, Managed Storage, opened. To go to the Network Folders page, the admin would click it in
the left panel.

Navigating and Searching for Settings - 4
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& Settings

= Settings / Storage / Managed Storage

Server

Managed Storage D Reset to defaults l

Storage v

Managed Storage

Network Folders

Location for storing cloud files (location must be writable by
web server)

Example location on Windows: c:\clouddata

Example location on Linux: /opt/cloud/data

Authentication

‘& Admin

Note : To change the storage location after it has been configured, move the contents from the old

£ Database
storage location to the new.
& Email
Number of old versions to keep for each file 10
& Endpoint Backup Set to -1 to turn off versioning and instead create a new
copy on each upload.
# License
. Disable 'My Files'
B Policies y
3 SSO .
User storage usage calculation Exclude Shares v
Exclude or include files shared with users when calculating
Q  Content Search storage used.

[ Web Edit ) )
Max files uploaded in parallel 3 v

B Team Folders Minimum value is 1. Recommended valueis 3to 5

¥ Third Party Integrations v

Chunk upload size Units~ 4.88 MB
= Misc v Minimum is 5. Higher values may lead to slower uploads and

block other activities.
) Reset

Above the settings icons, a search bar where you can search for settings and a link to the classic
settings user interface appear.

& Settings Go to classic settings
——

Search for a setting

Q, Type here to search for settings

Searching for settings

To search for a setting:

Navigating and Searching for Settings — 5
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1. Enter the search string into the search bar.
2. Settings with a matching name or description are returned.

3. You can set the value of the setting directly from the search listing.

Settings

Q. device authentication

Enable code-based device authentication

no v
Require admin approval for code-based device authentication no v
Enforce session timeout for devices using code-based device no v

authentication.

4. To return to the Settings landing page, clear the search box.

Going to classic settings

To return to the settings user interface used in versions prior to FileCloud 23.242, click the more icon
in the upper-right corner of the screen and choose Classic Ul.

Navigating and Searching for Settings - 6
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Once you are in the classic Ul for settings, return to the current Ul by clicking Switch to new.
-

stions

Reset settings

Misc

Reset

) Reset to Defaults ’

‘ @ Switch to new ’

Some settings pages have a Reset to defaults button. Click Reset to defaults to reset the settings on
that page only.

=
=

& Settings

Server

Storage v
Managed Storage

Network Folders

Authentication

‘& Admin

K]

Q

Database

Email

Endpoint Backup
License
Policies

SSO

Content Search

Settings / Endpoint Backup

Q

Endpoint Backup

Allow users to back up

Enable users to back up with FileCloud Sync app.

Allow camera uploads

Allow automatic backup of photos and videos from mobile
devices.

Backup path

Root storage path for user backups. Admin can override in
user details. If 'My Files' is disabled, admin must specify a
new path in user details for each user.

Backup notification email

Email for notification of backup status

'O Reset to defaults ‘

©

©

/SUSERNAME/backups/

To reset all settings and customizations, click Reset at the bottom of the navigation panel. Then, in the

Navigating and Searching for Settings - 7
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Reset page, click Reset All Settings and Customizations.

Q Type here to search for settings

Server Reset

Storage v

Managed Storage

Network Folders . P
Globally reset all settings and customizations

Do you wish to reset all settings and customizations?
Authentication

‘& Admin

Database

Email

(]

Endpoint Backup

License

a " P

Policies

2] SSO

Q Content Search
[# Web Edit
Bm Team Folders

¥ Third Party Igfegrations v

it

Misc v

) Reset

Navigating and Searching for Settings - 8
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Server Settings

To set the Server settings:

Server settings include the Server Name and Server URL, which you must set before using FileCloud,
as well as other server-related settings such as the session timeout period and the languages of the
user portal and admin portal

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Server
The Server settings page opens.

2. Fillin the settings as shown in the following screenshot, using the table below as a guide.

Server

Service Name

D Reset to defaults

FileCloud
Name to use to refer to the service
Service URL http://127.0.01
URL that accesses the service
Session Timeout (Minutes) 15

User portal login session timeout.

Example: 15 (default) = 15 minutes; 30 = 30 minutes; 60 = 1 hour

Note: Session always expires when browser is closed unless advanced
configuration is added.

Allow Sync Apps

Allow use of FileCloud Sync app.

Advanced Telemetry

Enable to gather and generate reports on data for gaining insights into product
usage. Learn more

Default Country Phone Code

Default country phone code for user registration

Default User Portal Language

User portal language

Default Admin Portal Language

Admin portal language

+1 United States

English

English

Check URL

6

o

Server Settings - 9



Settings
Name

Service
Name

Server URL

Session
Timeout

Allow Sync
Apps

Allow
Advanced
Telemetry

Default
Country
Phone
Code

Default
User Portal
Language

Default
Admin
Portal
Language
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Description

The name to be used when referring to your FileCloud service. This is used in email messages,
in the zip filename for multiple downloads, and anywhere else your service is referred to by its
name.

The URL by which users access your FileCloud site, for example, https://xyz.company.com.

The number of minutes the browser session is valid.
If the browser is closed, the session is logged out.

By default Session Timeout value is only applicable for the user portal and not for other
FileCloud clients such as Sync, Drive, and FileCloud Desktop. To apply Session Timeout to other
clients, see User Session Expiration

Value Meaning

15 (default value) Session expires in 15 minutes (minimum session timeout)
1 Session Expires in 1 minute

60 Session Expires in 1 hour

Enabled by default. Disable to block all Sync apps from connecting to this server and
performing sync operations.

Allow FileCloud to gather diagnostic and usage data.

The default country code that appears in the user portal when share creators invite users to a
share and when users add/modify their phone numbers in settings.

The language that is used when a user logs in to the user portal.

The language that is used when an administrator logs in to the admin portal.

Server Settings — 10
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Storage Settings

FileCloud uses Managed Storage, which is local storage that can be directly accessed and managed
by FileCloud.

Managed Storage Set Up Managed Storage

Protecting Your Storage Set up Managed S3 Storage Encryption

FileCloud Managed Storage

Data that is stored locally in FileCloud is called Managed Storage.

Setting up Managed Storage

Administrators can configure how users store data in Managed Storage settings.

You can configure general storage settings in Settings > Storage > Managed Storage and more
specific storage settings in Settings > Policies. Policies settings include user storage quota and rules
for deleted files. You can assign different storage values in multiple policies and assign them to
different users.

To set up Managed Storage:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

—
4\0

the Settings navigation page, click Storage
The Managed Storage settings page opens by default.

2. Type the information into the fields as described below.

Storage Settings — 11
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Managed Storage O Reset to defaults

S3 Compatible Storage Settings

Number of old versions to keep for each file

Set to -1 to turn off versioning. Attempts to upload versions of files
will fail.

S3 Encryption

Manage encryption of data stored in S3 storage

Disable 'My Files'

User storage usage calculation Exclude Shares v
Exclude or include files shared with users when calculating storage

used.

Max files uploaded in parallel 3 N

Minimum value is 1. Recommended value is 3to 5

Chunk upload size 20 MB

Minimum is 5. Higher values may lead to slower uploads and block
other activities.

Skip versioning for files greater than 954 MB ~

To avoid excessive use of space, do not version files over this size.

Email users nearing storage limit o

Send notification emails to users reaching their storage limit.

Percentage Threshold 10

Email users when their available storage falls below the set
percentage. Example: (For 10% enter 10).

Storage Settings — 12



Setting

Number of old
versions to keep
for each file

S3 Encryption

Disable 'My Files'

User storage
usage calculation

Max files
uploaded in
parallel

Chunk upload size

Skip versioning
for files greater
than

Email users
nearing storage
limit

Percentage
Threshold

3. Click Save.

FileCloud Online Version 23.261 FileCloud Site Setup

Description

If a file with the same path and name is uploaded, FileCloud versions the file. This
setting determines the number of recent versions that FileCloud should retain. To
disable versioning completely, set the number of versions to -1.

NOTE: Versioned files count towards the user's storage quota.

Appears when encryption is enabled in your system, and allows you to manage
encryption. See Enabling S3 Storage Encryption.

If you are only using the "Network Folders" features of FileCloud and don't want to show
"My Files", you can enable this checkbox. If there are existing data in the "My Files"
section, the data will no longer be accessible. Certain functions that depend on My Files
will no longer be available.

When the user storage usage is reported, the shares used by the user can also be
counted towards the quota. This can be changed by selecting the appropriate drop-
down option.

Number of files that can be uploaded at the same time when multiple files are uploaded.
Default is 3. The recommended number is 3 to 5. Higher values may slow down the
upload process and lower system efficiency.

The maximum size in MB for chunks uploaded. Default is 20. If size is set too high, the
upload process may slow down and other operations may be blocked.

Any file larger than the specified value will not be versioned.

If this option is enabled then automatic emails with notifications are sent to users
reaching their storage limit.

Defines at what point the percentage of unused managed storage space is considered
low. For example, if the value is set to 20, then storage is considered low if more than
80% of managed storage space is used.

When unused storage is less than this value, an automatic email notification is sent to
the admin. If the above option, Email users nearing storage limit is enabled, an
automatic email notification is also sent to the user if their available storage falls below
the set percentage.

4. Click the Policies tab.
5. For each policy that you want to change the default storage settings in:
a. Click the edit button.

Storage Settings — 13
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. Remain on the General tab.

. Type the information into the fields as described below:

b
c
d. Click Save.
e

. Assign the policy with relevant storage settings to each user.

Setting

User storage
quota

Store deleted
files in the
recycle bin

Automaticall
y delete files
from recycle
bin after set

number days

Do not store
deleted files
greater than

Description

This is the storage quota that is provided for every user of FileCloud. Note that, this is only a
quota and does not require physical storage until the user actually consumes the space.
Setting this to 0 means each user has no storage quota limit. Changing this setting does not
affect the existing user quota.

For example, if a user has 2 GB quota and if this setting is changed to 10 GB, it only affects
newly created users after this point. To update the quota for an existing user, use the user
details panel in Users section.

Enable this setting if you wish to provide a way to keep deleted files in a Recycle Bin. When
this option is enabled and a user deletes a file/folder, the deleted item gets moved into their
personal deleted files area. Then the user can restore files from their recycle bin or empty the
recycle bin completely. Note: Files in the recycle bin count towards a user's storage quota.

Number of days after which Deleted Files is emptied automatically. Note that this recycle bin
clearing happens at periodic intervals specified here and any files in any recycle bin are
cleared. The default is 0 which means that the deleted files are not cleared automatically.
Requires a Cron Job to be set up.

Any file larger than this setting is permanently deleted instead of getting moved into Deleted
Files area.

Setting up Managed S3 Storage Encryption

Administrators can enable S3 storage-level encryption supported by FileCloud.

FileCloud Server now supports FIPS licenses.
Enterprises who are subject to the FIPS regulations must install and run a FIPS-enabled operating
system. For example, Windows in FIPS mode.
When using a FIPS-enabled license, the Admin Portal shows:
¢ Running in FIPS mode prominently displayed
e SSO features hidden

e Storage encryption option
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What do you want to do?
Enabling S3 Storage Encryption
Disabling S3 Storage Encryption

Read more about Choosing S3 Encryption Type

Enabling S3 Storage Encryption

In FileCloud, if a FIPS-enabled FileCloud license is installed, there is an option in the Admin Portal to
enable FileCloud to run in FIPS mode.

As an administrator, you can encrypt Managed S3 Storage for compliance and security reasons

Before you can set your S3 encryption options, S3 encryption must be configured in your system. If is
not yet configured, contact your FileCloud representative for help.

After S3 encryption is enabled, the Admin Portal will display new options for managing it.

Q Warning On Master Password
If an optional master password was specified, then you need to retain the password for future use.
Without this password the encryption module cannot encrypt or decrypt files in the FileCloud
storage.

To manage S3 encryption:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Storage .
The Managed Storage settings page opens. An S3 Encryption field with a Manage button
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appears.

Managed Storage O Reset to defaults

S3 Compatible Storage Settings
Number of old versions to keep for each file

Set to -1 to turn off versioning and instead create a new copy on each upload.

S3 Encryption
Manage encryption of data stored in S3 storage

Disable "My Files'

User storage usage calculation

) ) ) ) Exclude Shares W
Exclude or include files shared with users when calculating storage used.

Makx files uploaded in parallel

3 v
Minimum value is 1. Recommended valueis 3to 5
Chunk upload size
Minimum is 5. Higher values may lead to slower uploads and block other Units~ | 20 MB
activities.
Skip versioning for files greater than
Units~v 0 Bytes

To avoid excessive use of space, do not version files over this size.

Email users nearing storage limit

Send notification emails to users reaching their storage limit.

Percentage Threshold

Email users when their available storage falls below the set percentage. 10
Example: (For 10% enter 10).

2. Click Manage.
The Manage S3 Encryption dialog box opens
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3. To perform the necessary initialization of the encryption module, click Enable Encryption.

Manage S3 Encryption

Encryption Status Encryption is disabled
Encryption Type Amazon S3-Managed Key Encryption v
Note
1. Files are currently not encrypted
You are prompted to confirm encryption.
4. Click OK.
The dialog box displays the encryption progress.
Manage S3 Encryption
Encryption Status Encryption is enabled (Existing file encryption in progress...)
Encryption Type Amazon S3-Managed Key Encryption v
Progress: 8/27 encrypted
Note

1. Encryption task is in progress.
2. This can take some time depending on the total amount of data stored in the bucket

& Abort Close
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When it is complete, it displays Encryption is enabled.

Manage S3 Encryption

Encryption Status Encryption is enabled
Encryption Type Amazon S3-Managed Key Encryption e
Note

1. All existing files and newly added files will be encrypted using AES256 encryption

& Disable encryption Close

Disabling S3 Storage Encryption
Administrators can disable S3 storage encryption following the steps here.
To disable S3 encryption:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

@
the Settings navigation page, click Storage Q .
The Managed Storage settings page opens. An S3 Encryption field with a Manage button
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appears.

Managed Storage O Reset to defaults

S3 Compatible Storage Settings
Number of old versions to keep for each file

Set to -1 to turn off versioning and instead create a new copy on each upload.

S3 Encryption
Manage encryption of data stored in S3 storage

Disable "My Files'

User storage usage calculation

) ) ) ) Exclude Shares W
Exclude or include files shared with users when calculating storage used.

Makx files uploaded in parallel

3 v
Minimum value is 1. Recommended valueis 3to 5
Chunk upload size
Minimum is 5. Higher values may lead to slower uploads and block other Units~ | 20 MB
activities.
Skip versioning for files greater than
Units~v 0 Bytes

To avoid excessive use of space, do not version files over this size.

Email users nearing storage limit

Send notification emails to users reaching their storage limit.

Percentage Threshold

Email users when their available storage falls below the set percentage. 10
Example: (For 10% enter 10).

2. Click Manage.
The Manage S3 Encryption dialog box opens
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3. Click Decrypt All.

Manage S3 Encryption

Encryption Status Encryption is enabled
Encryption Type Amazon S3-Managed Key Encryption v
Note

1. All existing files and newly added files will be encrypted using AES256 encryption

& Disable encryption Close

You are prompted to confirm disabling encryption.

4. Click OK.
Once the decryption is complete, the dialog box confirms that files are not encrypted.

Manage S3 Encryption

Encryption Status Encryption is disabled
Encryption Type Amazon S3-Managed Key Encryption v
Note

1. Files are currently not encrypted

& Enable encryption Close

Choosing S3 Encryption Type
When you use S3 Storage Encryption:

e The communication from FileCloud to AWS will use SSL encryption resulting in complete
protection for data in transit.

¢ Once the S3 is setup correctly, a new field called S3 Encryption will be available under Amazon
S3 Storage Settings.

FileCloud supports the following Server Side Encryption types:

« Server-Side Encryption with Amazon S3-Managed Keys (SSE-S3)
All data is encrypted at rest using AES256 bit encryption. The data can only be accessed using
the supplied key/secret credentials. The data will be accessible via S3 Console
Note: Even though the encrypted data is accessible directly from the S3 console, do not access
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the data if it was created by FileCloud Managed storage, as doing so will cause data corruption
to occur. In this case, the data should only be modified by FileCloud.

¢ Server-Side Encryption with Customer-Provided Keys (SSE-C)
The data is encrypted using the customer supplied 32 bit encryption key. This option has
SLOWER performance due to restrictions on how this data can be decrypted (Amazon server is
NOT be able to decrypt the data; the data has be first downloaded to FileCloud server and then
decrypted). The data is NOT accessible via S3 console as well.
Notes:

¢ When you choose SSE-C, any backups created before it was chosen will become invalid,
and therefore that data will not be recoverable.

¢ When SSE-C encryption is enabled, optimized upload is not available for S3 storage and S3
networks.

WARNINGS:

¢ Enabling encryption will start a process that attempts to encrypt all available data in the bucket
as well as all new data.

¢ This process can take some time depending on the amount of existing data in the bucket.

¢ |tis recommended that you modify the encryption setting when there is minimal activity on the
FileCloud Server.

Although changing the Encryption setting can be done at any time, we recommend using off-peak
hours to avoid any unexpected access issues.

Manage the Recycle Bin Using Policies

Administrators can configure FileCloud to deal with specific users' and groups' recycle bins through
policies.

Why?
* Files deleted by users are moved to recycle bin (if enabled).
¢ The files in recycle bin will take up space over time.
To manage the recycle bin, you can decide what to do with files in the following cases:
Do you want to store deleted files for recovery purposes?

If you enable this setting, whenever a user deletes a file, it will automatically be placed in the Recycle
Bin.

This allows the user to recover an old file if it is deleted by accident.

If this option is not enabled, then when a user deletes a file it is removed from FileCloud
permanently.

Do you want to empty the recycle bin after a specific number of days?
You can automatically clear the files deleted by users and partial uploads.

This is configured by the setting called:
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¢ Automatically delete File from the recycle bin After Set Number of Days

You set this to the number of days you want a deleted file to be kept before being permanently
removed.

* For example, if the value is set to 7, then files older than 7 days will be deleted automatically.
If you do not want FileCloud to automatically empty the recycle bin at any time, use a value of 0.
Do you want to set a size limit for the deleted files that are stored?

If you do not want deleted files to take up too much space, you can decide to only store deleted files of
a certain size.

This is configured in the following setting:
¢ Do Not Store Deleted Files Greater Than
O Files less than this size are stored
© Files greater than this size are permanently deleted
You can specify the file size in the following ways:

e GB
e MB
e KB
e B

You can also restrict users' ability to empty their own recycle bins.
Restrict User's Recycle Bin Options

o Administrators configure options related to Recycle Bin behavior for a user or group in policies.
¢ This allows administrators to use different settings for different users and groups.

¢ The recycle bin configuration settings for Network folders are global and managed in the Admin
Portal under the MANAGE section by selecting Network Folders.

For example: In the Cherry Road Real Estate company, every user working in the Accounting office
must retain their recycled items for 60 days, but everyone else can have their bins cleared in 30
days.

The following three Recycle Bin settings exist in Policies:
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Setting

Store deleted files in
the recycle bin

Automatically delete
files from recycle bin
after set number of
days

Do not store deleted
files greater than

Option

yes or no

Whole
number

Any
positive
number

of Units:
« GB
e MB
e KB
B

FileCloud Online Version 23.261 FileCloud Site Setup

Description

Move the file from it's location in My Files to the recycle bin when the
user deletes it

Number of days after a file was deleted that it will be automatically
cleared from the recycle bin (and therefore, no longer be present in
FileCloud).

A value of 0 indicates that deleted files will not be cleared
automatically. If they are not manually cleared from the recycle bin,
they will remain available to be restored in FileCloud but will also use
up available storage.

Files greater than the specified size are permanently deleted.
The number can contain decimals. For example:
¢ 0.09765625 GB

You must ensure that the Cron service is running. This is a prerequisite for any automatic
functionality in FileCloud Server.

To configure a recycle bin policy for users or groups:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

K

the Settings navigation page, click Policies
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The Policies page opens.

Policies

New Policy
) New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 1 0 O 208 =@ x
TEAM FOLDER POLICY 1 0 Z0&e ¥y X

« < Page‘ 1 ’oH > »

2 rows

. Edit the policy of the users or groups.

. Inthe General tab, scroll down and set Store deleted files in the recycle bin to yes or no.
. If you selected no, to save your changes, click Save.

. If you selected yes:

a. In Automatically delete File from the recycle bin after set number of days, enter a number,
or set to 0 to disable automatic deletion by number of days.
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b. In Do not store deleted files greater than, select the type of unit in Units, and then type in a
number, or set to to 0 to disable automatic deletion by file size.

Effective Policy: "Global Default Policy" (<}

General 2FA User Policy Client Application Policy Device Configuration Notifications
Some policy settings will not be applicable for Guest and External users.

General
Share Mode Allow All Shares v

Default share expiry in days

Number of days shares remain active. 0 = shares do not expire

Default max number of downloads allowed

Number of downloads allowed. Y
0 = maximum number of downloads is unlimited

User storage quota
Units~ 2 GB
0 = unlimited storage

Enable Privacy Settings no v

Store deleted files in the recycle bin yes v
Automatically delete files from recycle bin after set number days

0 = do not delete files automatically

Do not store deleted files greater than

Units~ 100 MB
0 = do not delete files automatically

Enable Basic Authentication
enabled v
Enable Basic Authentication

6. To save your changes, click Save.

Disable My Files

My Files can be disabled completely if users need to access only Network Folders, Team Folders or
shared data.

This should be done during initial server setup. If My Files is disabled after users are created, data
previously stored in My Files will no longer be accessible, and if users have camera backup set up,
their photos and videos will no longer be backed up.

To disable My Files:
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1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
Q
the Settings navigation page, click Storage -=/ .

The Managed Storage settings page opens by default.

2. Scroll down to the setting Disable 'My Files', and enable it.

Managed StO rage ) Reset to defaults l

Storage path
Location for storing cloud files (location must be writable by web server) | /opt/fileclouddata Check Path

Example location on Windows: c:\clouddata
Example location on Linux: /opt/cloud/data

Note : To change the storage location after it has been configured, move the contents from the old storage location to the
new.

Number of old versions to keep for each file
10

Set to -1 to turn off versioning and instead create a new copy on each upload.
Disable 'My Files' o

User storage usage calculation
) ) ) Exclude Shares W
Exclude or include files shared with users when calculating storage used.

3. Click Save.

Restrict a User's Recycle Bin Options

Administrators can allow users to clear all files at once from their recycle bins by enabling Enable
recycle bin clearing in the users' policy.

By default, Enable recycle bin clearing is enabled, allowing users to click Clear Deleted Files in the
recycle bin.

If Enable recycle bin clearing is disabled in a policy, users belonging to the policy do not see a Clear
Deleted Files button in the recycle bin.

¢ Disabling Enable recycle bin clearing doesn't block the delete operation. Users can still remove
files from the recycle bin on a file-by-file basis.

To enable or disable recycle bin clearing:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

=
the Settings navigation page, click Policies @ .
The Policies page opens.

2. Click the Edit icon in the row for the users' policy.
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Policies

New Policy
, New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 1 0 O Z 08 @®x
TEAM FOLDER POLICY 1 0 74 & & @ X
« < Page\I'of‘l > »
2 rows

3. The Policy Settings dialog box opens.
4. Click the User Policy tab.

5. Locate Enable recycle bin clearing, and enable or disable it.
Effective Pol lobal Default Policy" [}

General 2FA User Policy Client Application Policy Device Configuration Notifications
Some policy settings will not be applicable for Guest and External users.

User Policy

Disable invitations to new users

no v
Do not allow user to send invitations to new users when shares are created.
Create account on new user share

no v
Create accounts automatlcalry when share invitations are sent to new users.
Enable code-based device authentication no v
Require admin approval for code-based device authentication no v
Enforce session timeout for devices using code-based device authentication. no v
Allow folder level security

no v

Allow users to set folder level security for granular permissions.

Enable web edit

Allow users to edit documents from within FileCloud.

Enable recycle bin clearing

Allow users to clear recycle bins.

Disallow default share settings change

Do not allow users to change settings of existing shares and default settings of new shares.

6. Click Save.
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This section describes how an administrator can access FileCloud management user interface.

Resetting Admin Password

When Auth Type is set to AD or LDAP, the admin password cannot be changed using the procedure
on this page, but must be changed in the AD or LDAP server by the AD or LDAP admin. See User

Authentication Settings.

Reset the main admin's password in the Admin settings screen

Reset in admin settings...

This setting can only be used to reset the main admin password. It cannot be used to change user

admin (promoted admin) passwords.

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Admin

The Admin settings page opens.
2. Click Reset Admin Password.

Admin

Admin login name

Admin email

Email id for admin account

Enable two-factor authentication for admin logins

Requires vald admin or admn user emaill id

Reset main admin password

Stats APl key

A Reset Admin Password dialog box opens.

O Reset to defaults
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Reset Admin Password [ x)

Old Admin Password

sk 3k 3k 3k ok ok ok ok 3k 5k

New Admin Password

sk 3k 3 ok 5k 3k o ok ok

Confirm New Admin Password

sk 5k 3k 3 ok ok 3k ok K

Reset Admin Password ‘ Close

3. Enter the old and new password values, and click Reset Admin Password.

Reset a forgotten admin password from the login screen
Reset from login screen...
This method can be used to reset the main admin password as well as user admin passwords.

1. On the admin portal login screen click Forgot Password.

Admin Login

I
Account Password

admin eeccceee @

A dialog box prompts you to enter your user account.

Administrator Settings — 29



FileCloud Online Version 23.261 FileCloud Site Setup

2. Enter your admin account name, and click Reset Password.
Note: To reset their passwords, promoted admin users must use the user portal.

Forgot Password

Account

admin

Reset Password [ Cancel

A message appears, telling you to check your email for a message.

~

Forgot Password

o Check your email account for instructions to reset your password.
Account

admin

e |

3. Find and open the message in your email.
The message appears as:

FileCloud Password Recovery

We've received a request to reset your password. If you didn't make
the request, just ignore this email. Otherwise, you can reset your
password using this link:

Reset Password
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4. Click Reset Password.
The following dialog box opens:

ﬁ FILECLOUD

Reset your password

Password

®

Confirm Password

Reset Password [ Cancel

FileCloud

5. In Password, enter your new password. In Confirm Password enter it again.

6. Click Reset Password.
Your password is reset.

Changing the Default Login Name

FileCloud has a built-in admin account to log in to the admin portal and manage the site.
The name of the account is admin. This name can be changed in the Admin login name setting.

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
plei
the Settings navigation page, click Admin = .
The Admin settings page opens.
2. Enter the new name in Admin login name.
The name can only contain letters, numbers, spaces, hyphens, underscores and periods. It

cannot be the same as the superadmin name.
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Ad mln O Reset to defaults

Admin login name

admin
Change the default admin user name
Admin email
Email id for admin account

Enable two-factor authentication for admin logins

Requires valid admin or admin user emaill id

3. Click Save.

Account Locked Alerts

By default, FileCloud locks a FileCloud user's account for 5 minutes after 5 incorrect log in attempts.
(You may change the default values in Password settings.)

Each time the user makes a failed login attempt, a warning notification appears on the login screen
telling the user how many attempts are remaining.

If the user's account is locked due to too many failed login attempts, the following notification
appears:

Login ® New Account

Invalid Username or Password. Password is Case Sensitive.
Your account has been locked due to 5 failed attempts. It will be unlocked after 5
minutes

Account Password

jennifer eescccee @

By default, FileCloud is set to not send an email message to the user or admin to notify them that the
account has been locked due to incorrect login attempts. However, you may change this setting.
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To change the Account Locked Alert setting:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
A&
the Settings navigation page, click Admin .
The Admin settings page opens.

2. Scroll down to the Send account locked email setting.

Admin session timeout in minutes

Admin portal login session timeout

Example: 15 (default) = 15 minutes; 30 = 30 minutes; 60 = 1 hour 30
Note: Session always expires when browser is closed unless advanced
configuration is added.

Send account locked email

No Email

Show recent access locations in dashboard

. . ) ) Email User
Display the recent access locations chart in the admin dashboard. Default

equals false. Email User and Admin

3. Inthe drop-down list, choose one of the following settings:
No Email - Neither the user nor the admin receives an email notification about the user account

lockout.

Email User - The user receives an email notification about their account lockout but the admin
does not.

Email User and Admin - Both the user and the admin receive an email about the user account
lockout.
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Folder-Level Permissions

Folder-level permissions are permissions that are applied directly to a folder. They add additional
restrictions to the share permissions when the folder is shared. Note that whichever is more
restrictive, folder-level or share permissions, apply.

Folder-Level Permissions Support Folder-Level Permissions Do Not Support

@ Interaction with share permissions. © Folders in Network Storage

@ Allowing or restricting access by specifying a user's email =~ @ Permissions set by a user other than the
account owner

@ Folders in Managed Storage

@ Configuration by admins, and configuration by the owner
of the folder, if permitted.

You can apply folder-level permissions to:

e auser's folders
e Team folders

You can also enable users to apply folder-level permissions to their folders.

It's important to understand what takes precedence when there are folder-level and share permissions
on the same folder, and when sub-folders inherit the permissions of their parent folders. It's also
necessary to know which permissions apply when a user and the user's group(s) have different
permissions for the same folder.

It would be very difficult to work out how the different permissions interact each time there is an
overlap, so FileCloud provides effective permissions calculators that show you which permissions
apply in these situations. The different effective permissions calculators are explained in the topics in
this section.

The topics in this section show you how to enable and apply folder-level permissions and explain
which permissions take precedence when multiple permissions are applied.

Setting Folder-Level Permissions from the Admin Portal

Apply folder-level permissions for users or groups to certain folders if you want to limit their access to
the folders when they are shared.
¢ You can apply folder-level permissions directly to user folders from the Manage Users page.

¢ You can apply folder-level permissions to Team Folders from the Manage Team Folders page.
See instructions at Setting Folder-Level Permissions on Team Folders.

¢ You can edit folder-level permissions set by users and folder-permissions set on Team Folders
from the Folder Permissions link in the navigation panel.
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o Permission rules: How permissions interact
¢ Whichever is more restrictive, share permissions or folder-level permissions, apply.
¢ Inheritance of folder-level permissions is turned on by default for all folders and sub-folders.
¢ Subfolders inherit the folder-level permissions of their immediate parent folders.

¢ |f you manually turn off inheritance for a folder, its subfolders still have inheritance turned
on.

¢ In a share, greatest share permissions given to a user or the user's group apply.
¢ In folder-level permissions, user permissions override permissions of a group the user is in.

¢ When a user belongs to multiple groups with conflicting permissions, the effective permissions
are the enabled permissions from all their groups combined.

To configure FileCloud to allow setting folder-level permissions

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Misc ] .
By default, General settings are opened.

2. Enable Apply folder-level security.

General ) Reset to defaults

Server timezone

) ) Africa/Addis_Ababa v
Specify a timezone from here - http://www.php.net/manual/en/timezones.php
Calendar Type
Note: Gregorian (English) should be changed in the drop-down to Gregorian Gregorian (English) v

(common)

Date format
MMM dd, yyyy (Jan 15, 2019) v

Time format
h:mm A (2:20 PM) v

Apply folder-level security

0

Apply folder-level security settings to share permissions

Enable interactive tour on first login

Now, folder-level permissions can be set.
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To apply folder-level permissions to user folders:

1. Inthe admin portal's left navigation panel, click Users.
2. On the Manage Users page, select a user, and then click the Edit icon.

3. On the User Details dialog box, click Manage Files.
The Manage Files for <User> window opens.

Manage files for jennifer (x]
(=] «]s

Q  Filter W Deleted Files

Name Size Modified Actions

4. Expand My Files and locate the folder that you want to set folder-level permissions for.
5. Click the Manage Access

button in the folder's row.

Manage files for jennifer o

Bo0n
Q Filter W Deleted Files ‘ © Delete ‘

Name Size Modified Actions

O Admin hold Nov 21, 2023 9:58 AM ‘
21, 2023 9:58 AM . ‘

] Archival path Nov 2
. -
+ IS

O Accounts Apr 26, 2024 9:37 AM

O Archival policy Nov 21, 2023 9:58 AM
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The Manage Folder Level Security dialog box opens. Any folder-level permissions that are
already effective appear.

. Follow the steps below to assign and change user and group folder-level permissions. Users
who do not appear

on the list have all folder-level permissions to the folder (unless their group permissions are
limited)

Manage Folder Level Security L)

Folder: /jennifer/Adn

Security Check Access

Permissions o

Inherit Parent Folder Security: ® Inhent Don't Inherit

User Read Write Delete Share Manage

P °° © © o o

User Read Write  Delete Share Manage

o o o ] o

X Close ’

A By default, Inherit is selected. If you select Don't Inherit, users do not inherit permissions from
this folder's parent folder, and the lower Inherited Permissions section no longer appears.
B Click Add User to add a user and limit their access to the folder, or click the Group tab and add
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a group.
C In the top list of users, check or uncheck levels of permissions.

To edit folder-level permissions set by admins on Team Folders and set by
users on user folders:

1. To open the Manage Folder Permissions screen, In the navigation panel, click Folder
Permissions.

Manage Folder Permissions
Filter

Created Date Inherit Details Actions

2. To open the Manage Folder Level Security dialog box, click the edit button.

3. Follow the steps below to assign and change user and group folder-level permissions. Users
who do not appear

on the list have all folder-level permissions to the folder (unless their group permissions are
limited)
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Manage Folder Level Security L)

Folder: /jennifer/Admin hold
Security Check Access
Permissions o
Inherit Parent Folder Security: ® Inherit O Don't In
E User Group
Add User
User Read Write  Delete Share Manage
dm898002@gma e (V] (V] (V] o o
4 4 Page 1 £1» »
nherite ¢
User Read Write  Delete Share Manage
o o (V] o o

X Close ’

A By default, Inherit is selected. If you select Don't Inherit, users do not inherit permissions from
this folder's parent folder, and the lower Inherited Permissions section no longer appears.

B Click Add User to add a user and limit their access to the folder, or click the Group tab and add
a group.
C In the top list of users, check or uncheck levels of permissions.

Checking Effective Permissions

Check Effective Permissions
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Administrators can check to see which effective folder permissions a user has to a folder. Effective
permissions are the actual permissions when various permissions assigned to a user for the same
folder are combined (for example, effective permissions show which permissions apply when a user
has both individual and group permissions).

However, when you are using the methods shown on this page, this does not take into account which
share permissions may have been given to the user for the folder. So, when the folder is shared, the
share permissions may change the actual access the user has to the folder.

When a user checks effective permissions for Team Folders in the user portal, share permissions
and folder-level permissions are taken into account.

The possible folder-level permissions are:

Permission Description

Read ¢ Allows Downloading Files
¢ Allows Previewing Files

Write ¢ Allows uploading and modifying existing files
¢ Allows creating files and folders
¢ Allows renaming files and folders

Delete ¢ Allows deleting files and folders
Share ¢ Allows sharing files and folders
Manage ¢ Allow managing folder-level permissions for this folder

To check a user's effective permissions on a folder from the Manage Folder Permissions or Manage
Users screen:

1. Access the Manage Folder Level Security dialog box in one of the ways shown on this page.

2. Select the Check Access tab.

3. Inthe box next to the user icon, enter the user's email id for their FileCloud account.

4. Click Check.
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Manage Folder Level Security 1

Folder: /jennifer/Info Sheets

Security Check Access

Effective Permissions

Check effective permissions for any user when this path is shared with them. Note: Share permissions are,
not considered here. If share permissions are more restrictive, those will be applied.

- | aliya@example.com

The user's permissions to the folder are listed:

Folder-Level Permissions — 41



FileCloud Online Version 23.261 FileCloud Site Setup

Manage Folder Level Security LX)

Folder: /jennifer/Info Sheets
Security Check Access

Effective Permissions

Check effective permissions for any user when this path is shared with them. Note: Share permissions are

not considered here. If share permissions are more restrictive, those will be applied.

- | aliya@example.com ‘ Check ‘

Read access allowed

m
Q.

Write access allow

Delete access not allowed

Share access allow

®
[

O 0 © o0 o

Manage access not allowed

Permission inheritance
How Do Inherited Permissions Work?
In general, a folder can be in one of the following states:

¢ The sub-folder has all of the same permissions as its parent folder
¢ The sub-folder has all of the same permissions as its parent folder, plus additional permissions
¢ The sub-folder has all of the same permissions as its parent, minus additional permissions

¢ The sub-folder's permissions are not connected in any way to the parent folder and the sub-
folder retains a separate set of permissions

Folder-Level Permissions — 42



FileCloud Online Version 23.261 FileCloud Site Setup

When setting folder-level permissions in FileCloud, you have the following options:

Option Description

@ Inherit Permissions Permissions set by default in this folder are exactly the same as its parent
folder's permissions.

© Don't Inherit Permissions set in this folder don't inherit from its parent folder's permissions
Permissions and are specific to only this folder.

Enabling Users to Set Folder-Level Permissions

o Permission rules: How permissions interact
¢ Whichever is more restrictive, share permissions or folder-level permissions, apply.
¢ Inheritance of folder-level permissions is turned on by default for all folders and sub-folders.
¢ Subfolders inherit the folder-level permissions of their immediate parent folders.

¢ |f you manually turn off inheritance for a folder, its subfolders still have inheritance turned
on.

¢ In a share, greatest share permissions given to a user or the user's group apply.
¢ In folder-level permissions, user permissions override permissions of a group the user is in.

¢ When a user belongs to multiple groups with conflicting permissions, the effective permissions
are the enabled permissions from all their groups combined.

To enable users to set folder-level permissions:

First enable folder-level security settings, then enable setting folder-level permissions in the user
policy.

1. Enable folder-level permissions in Misc > General settings
To enable folder-level permissions in your system:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Misc ] .
By default, General settings are opened.

2. Enable Apply folder-level security.
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General ) Reset to defaults

Server timezone

Africa/Addis_Ababa v
Specify a timezone from here - http://www. php.net/manual/en/timezones.php
Calendar Type
Note: Gregorian (English) should be changed in the drop-down to Gregorian Gregorian (English) v

(common)

Date format
MMM dd, yyyy (Jan 15, 2019) v

Time format
h:mm A (2:20 PM) v

Apply folder-level security

o

Apply folder-level security settings to share permissions

Enable interactive tour on first login

Now, folder-level permissions can be set.
2. Enable users to set folder permissions in their user policies

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Policies

The Policies settings page opens.
2. Click the Edit icon in the row for the users' policy.
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Policies

New Policy
New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 1 0 O C0&®&®@® X
TEAM FOLDER POLICY 1 0 Z0&a& e X

« < Page‘ 1 ‘oH > »

2 rows

The Policy Settings dialog box opens.
3. Click the User Policy tab.
4. Scroll down to the setting Allow Folder Level Security and set it to yes.

Effective Policy: "Global Default Policy" [}

General 2FA User Policy Client Application Policy Device Configuration Notifications

Some policy settings will not be applicable for Guest and External users.

Disable invitations to new users

no v
Do not allow user to send invitations to new users when shares are created.
Create account on new user share

no v
Create accounts automatically when share invitations are sent to new users.
Enable code-based device authentication o v
Require admin approval for code-based device authentication no v
Enforce session timeout for devices using code-based device authentication. no v
Allow folder level security

yes v

Allow users to set folder level security for granular permissions.

Enable web edit

Allow users to edit documents from within FileCloud.

5. Click Save.
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How a user sets folder permissions

How a user sets folder permissions

Once a user is permitted to set folder-level permissions, they can select a folder's checkbox and click
the Security tab in the right panel. In the Security tab, the user clicks Manage Security to open the
Manage Folder Level Security checkbox.

@ FILECLOUD X - 2 & emma-
e & -
Bu AllFiles a o V ©
A~ > MyFiles > A Security
Accounts 1item selected -W c
‘ i
Name
Modified Size A t Names Folder
© Recent Documents
S 2 ¢ a

+ Starred »

«, Shared by Me t t_3F plet f " ' 47 K applicable

Ei File Operations
Inherit permissions No
User permissions granted 0
Group permissions granted 0

¥ Notice ~

Manage Security
il Deleted Files
File Operations - x

They can then add users and select one or more of the following folder-level permissions:
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Manage Folder Level Security [ x)

- Folder: /jenniferp/Accounts/Account Names Folder
Check Access
Ghahesl .
Users ©® ,’ < i o
Read Write Share Delete Manage
v v O
v Vv v v v
Inherited Permissions
Users ® P < (] o
Read Write Share Delete Manage
Permission Description
Read ¢ Allows Downloading Files

¢ Allows Previewing Files

Write ¢ Allows uploading and modifying existing files
¢ Allows creating files and folders
¢ Allows renaming files and folders

Delete ¢ Allows deleting files and folders
Share ¢ Allows sharing files and folders
Manage ¢ Allow managing folder-level permissions for this folder

See Set Permissions on Folders in the User Dashboard for more information.
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Setting Folder-Level Permissions on Team Folders

Once a Team Folder is shared, all users with access to the share will see the folder in Team Folders in
the navigation panel of the user portal and all FileCloud clients such as Sync, Drive, Outlook and the
Office Add-In. A user's actions on a Team Folder are generally limited by the share permissions given
to them on the Team Folder. However, additional limitations may be added to the share permissions
for specific users and groups in the form of folder-level permissions.

For more information on folder share permissions, read about the Private Share Permissions for
Folders.

Enable folder-level permissions

In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Misc

L‘{Q}} X
By default, General settings are opened.

1. Enable Apply folder-level security.

General ) Reset to defaults

Server timezone

i ‘ Africa/Addis_Ababa v
Specify a timezone from here - http://www.php.net/manual/en/timezones.php
Calendar Type
Note: Gregorian (English) should be changed in the drop-down to Gregorian Gregorian (English) v
(common)
Date format

MMM dd, yyyy (Jan 15, 2019) wv
Time format

h:mm A (2:20 PM) v

Apply folder-level security c
Apply folder-level security settings to share permissions
Enable interactive tour on first login

Apply folder-level permissions to Team Folders:

You can apply folder-level permissions to the top-level Team Folder or to its subfolders.
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Here, we will demonstrate how folder-level permissions can be used to enhance share permissions on
Team Folders through an example.

This example uses a common scenario, in which a top-level Team Folder stores various subfolders for
the team. The entire team is given access to some of the subfolders, for example, those that contain
general information. But only team members whose jobs require more secure information, such as
employee ID numbers, are given access to the subfolders that contain that information.

In this example, we will give the entire Human Resources team access to the HR Files subfolder, but
we will only give the users HR Manager and Jessica access to the Employee Records and Forms
subfolders.

Share the top-level Team Folder with the entire group with all permissions

1. From the left navigation panel, click Team Folders.
2. Hover over the Team Folder (in this case Human Resources), and click the share icon.

Manage Team Folders
A > Team Folders
Team Folders
Name Modified Size

<

A Share link for folder dialog box opens.
First give the entire Human Resources Group access to the Human Resources folder.

3. Click Allow selected users or groups, and then click the Groups tab.
4. Click Add Group.
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Share link for folder Human Resources (<}

Share Link

Shared Folder

team folders user/Human Resources

Share Options Share History

Share Name: Human Resources Change
Expires: Never Expires
Upload Size Limit (MB): Unlimited

Send Email Notifications: Yes

® Allow selected users or groups

Sharing Permissions:

Group @ -‘- -?- <

View Download Uplosd Share

Remove Share

An Add Group dialog box listing your FileCloud groups opens.

e CIEE

¥

%88 Add Group

] <

Delete Manage

ER Q)

5. Select the group (Human Resources Group) that you want to give access to the Team Folder

and click Add.
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Add Group (X

EVERYONE v
Finance

Group Managers

Human Resources Group

Marketing Group

Phoenix Group

Sensitive content

o =

6. Enable all permissions to the folder for the group except Manage permission, which is not
allowed for a group.
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Share link for folder Human Resources (<}
Share Link

http://127.0.0.1/url/kjpefwtkzmvkiSwv Modify Link n B n

Shared Folder

Share Options Share History

Share Name: Human Resources Change
Expires: Never Expires
Upload Size Limit (MB): Unlimited

Send Email Notifications: Yes

® Allow selected users or groups

%2 Add Group

Sharing Permissions:

~ =
Group 104 < A < ~ [ ] e
View Download Upload Share Sync Delete Manage
Human Res v % v % % ()

7. Click OK and close the dialog box.

Restrict permissions to specific users within the group
1. Open the Human Resources folder to view its subfolders.
[ Manage Team Folders

4 > TeamFolders > Human Resou

Name Filter Items Modified size
B Erpioyes Recoras 03:11-202210:02 AM
sub-folders of the Human Resources Team
M oms - Ide 1e Hu ' 11 63-11-202210:02 AM
" Folder by devitear
B rries 03-11-202210:02 AM

by deviteam

2. We want to give the users HR Manager and Jessica full access to the Employee Records and
Forms subfolders. We don't want to give the other members of the team any access to these
subfolders, but they will still have access to the HR Files folder.

3. Hover over the Employee Records folder and click the Permissions icon.

Folder-Level Permissions — 52



FileCloud Online Version 23.261 FileCloud Site Setup

4 > TeamFolders > Human Resou.
3items

] Name 7 Filter Items Modified Size

] Employee Records

- Forms

BB HrFies 03-11-202210:02 AM

The Manage Folder Level Security dialog box opens for the Employee Records subfolder.
4. Uncheck Inherit Folder Level Security.

5. Click the Groups tab, then click the Add Group button and add Human Resources Group.
By default, it grants all file operation permissions.

Manage Folder Permissions (%]

. Folder: 'Human Resources/Employee Records

Check Access

Permissions

(] Inherit Folder Level Security

Add Group

Groups

Human Resources Group

6. To disable the group's access to the Employee Records folder, uncheck the boxes under the
operations.

7. Then click the Users tab.
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Manage Folder Permissions [ %

. Folder: /i /Human Resources/Employee Records

Check Access

Permissions

() Inherit Folder Level Security

Add Group

Groups

Human Resources Group

8. Click Add Users and add only the users who you want to give access to the Employee Records
folder.

Manage Folder Permissions [ x)

. Folder: | 'Human Resources/Employee Records
Security Check Access
Permissions

\:\ Inherit Folder Level Security

@ s < (]

Read Write Share Delete Manage

hrmanager@example.com \7\ \7\ \7\ [7\ |7\

jessica@example.com \Z\ \Z\ \Z\ |z‘
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9. Repeat steps 3 through 8 for the Forms folder.
Now, when either HR Manager or Jessica logs in to the user portal, they see the Human
Resources Team Folder and all of its subfolders: Employee Records, HR Files, and Forms.

-
Q  searct - A hrmanager s

e WV O © @

a- > > Human Resources Details Ac

Human Resources c

vity ~Metadata Security Comments

] Name ter ltems Modified Size =
g Human Resources
09-0. 2 AM
BB crployee Records 09-04-1444 17:02 AM
Info ~
B oms 09-04-1444 11:02 AM path
o o /SHARED/ [Human Resources
Copy path
Bm RFies 09-04-1444 17:02 AM

Permissions

BEz <D

When another member of the Human Resources group logs in, they see the Human Resources
Team Folder, but only the HR Files subfolder:

e WV O © @

/ﬁ\v > deviteam > Human Resources Details Activity ~Metadata Security

Human Resources ¢

te

Name Filter ltems Modified Size

Human Resources

BB RFies o904

1444 11:02 AM

Info =

Path
/SHARED/deviteam/Human Resources
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Note: Top-level Team Folder permissions cannot be inherited, and the Inherit Folder Level Security checkbox
does not appear for top-level Team Folders on the Manage Folder Level Security dialog box.

. Folder: | /Human Resources
ShEek A

Add Users

"
Users @ 4 < . °
Huad Wente Shae Delete Marnage
Sexample. cor ] ~) ] O ~]

Checking Effective Permissions

A user may have been assigned multiple types of permissions for a Team Folder. For example, the
Team Folder shared with the user gave the user certain permissions but you may also have applied
different folder-level permissions to the folder. In addition, the user may have permissions through a
group it belongs to.

You can check the Team Folder's effective permissions to see the actual permissions the user has to
the folder when all of these permissions are combined.

Effective permissions take into account that:

¢ [f a user has both share and folder-level permissions to a folder, the more restrictive of the two
apply.

» |f a user has folder-level permissions assigned to them individually, and folder-level permissions
assigned through a group they belong to, the user assigned permissions take precedence.

To check effective Team Folder permissions:
In this example, we'll check the effective permissions for the example above.

1. Navigate to the Human Resources/Employee Records Team Folder and click the permissions
icon (the Key icon) in its row.
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HOME a [ Manage Team Folders
{t Dashboard

A > TeamFolders > Human Resou
USERS / GROUPS &

%% Groups
~ s _
& Admins [ Name Y Filter ltems Modified size

MANAGE &

[ Team Folders (] Employee Records

== Network Share
. Forms

< User Share

/£ Folder Permissions . HR Files

£ Notifications

The Manage Folder Level Security dialog box opens with the Security tab selected.
2. Click the Check Access tab.

3. Enter the email or username for Jessica, one of the users we gave folder-level permissions to
this folder.

4. Click Check user access.

Manage Folder Permissions ©

- Folder: / /Hup{nResources/Employee Records

Security Check Access

Check Access

Check effective permissions for any user when this path is shared with them. /

e jessica@example.com

The dialog box lists Jessica's permissions.

¢ The Folder Permissions row shows that she has all folder-level permissions to the
Employee Records folder.

¢ In the share of the folder, Jessica's group, Human Resources, was given all but Manage
permissions for the folder, which is shown in the Share permissions row.
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« The more restrictive of folder-level or share permissions apply, so the Effective
permissions row shows that ultimately, Jessica does not have Manage permission
because she does not have it in the share.

Manage Folder Permissions (]

- Folder: / /Human Resources/Employee Records

Security Check Access

Check Access

Check effective permissions for any user when this path is shared with them.

jeSSica@example'com

. @ 4 < [ ] e
Permissions type
vp Read Write Share Delete Manage
. N v v N N
Folder permissions
o v v v v X
Share permissions
N v v N X

Effective permissions

Now let's look at the effective permissions for Aliya, another user in the Human Resources
group who has not been given any user folder-level permissions to the Employee Records
folder. Her group has had all folder-level permissions for the Human Resources folder
removed.

¢ The Folder permissions row shows that she has no folder-level permissions for accessing
the folder.

« On the share of the folder, her group is given read, write, share, and delete permissions, so
the Share permissions row shows those permissions.

e The combined permissions, which appear in the Effective permissions row, show that Aliya
has no access to the folder, because her group has both folder-level and share permissions
assigned, and in this case the most restrictive apply.
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Manage Folder Level Security [x)

B Folder: /iennifer/Customers/Customer Accounts

Security Check Access

Check Access

Check effective permissions for any user when this path is shared with them.

jaredtaylor97¢

. ® s

Permissions type )
Read Write

Folder permissions x %

Share permissions v v

X X

Effective permissions

More Information:

FileCloud Blogs

¢ Using “Allow Manage” on FileCloud Team Folders

¢ User-Based Management of Team Folder Permissions

Check user access

[ ] e
Delete Manage
X X
v X
X X

How Folder-Level Permissions and Share Permissions Work

Together

0 Permission rules: How permissions interact

on.

¢ Whichever is more restrictive, share permissions or folder-level permissions, apply.
¢ Inheritance of folder-level permissions is turned on by default for all folders and sub-folders.
¢ Subfolders inherit the folder-level permissions of their immediate parent folders.
¢ |f you manually turn off inheritance for a folder, its subfolders still have inheritance turned

¢ In a share, greatest share permissions given to a user or the user's group apply.
¢ In folder-level permissions, user permissions override permissions of a group the user is in.
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¢ When a user belongs to multiple groups with conflicting permissions, the effective permissions
are the enabled permissions from all their groups combined.

The following examples illustrate the above permission rules using these components:

Sales Group Accounts
SalesUser1 MillerAcct
SalesUser2

Example 1:

The more restrictive of folder-level and share permissions apply.
View the example
¢ The Sales Group is given the folder-level permissions read, write, share, delete, and manage to
the Team Folder Accounts.

¢ The Sales Group has share permissions read, write, and share to the Team Folder Accounts.

+ SalesUser1's effective (actual) permissions to the Team Folder Accounts are read, write, and
share.

PERMISSION READ WRITE SHARE DELETE MANAGE
Sales Group Y Y Y Y Y
ACL SalesUserl

Sales Group. Y Y Y
SHARE SalesUserl

Accounts folder

EFFECTIVE SalesUserl Y Y Y
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Manage Folder Permissions LX)

. Folder: /teamfolderuser/Accounts

Security Check Access

Check Access

Check effective permissions for any user when this path is shared with them.

salesuseri@example.com

Permissions type

Folder permissions

Share permissions

Effective permissions

Example 2:

Read

Check user access

s < [ ] =3
Write Share Delete Manage

v v v v

v v X X

v v X X

The more restrictive of folder-level and share permissions apply.
User folder-level permissions supersede group folder-level permissions.

View the example

* The Sales Group is given the folder-level permissions read, write, share, delete, and manage to

the Team Folder Accounts.

¢ The Sales Group has share permissions read, write, and share to the Team Folder Accounts.

« SalesUser1 is given read folder-level permission to the Team Folder Accounts.

* SalesUser1's effective (actual) permission to the Team Folder Accounts is read.

+ SalesUser2's effective (actual) permissions to the Team Folder Accounts are read, write, and

share.

Accounts folder|

PERMISSION

ACL

Sales Group.
SalesUserl

SHARE

Sales Group.
SalesUserl

READ

WRITE

SHARE
Y

DELETE MANAGE
Y Y

EFFECTIVE

SalesUserl
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Check effective permissions for any user when this path is shared with them.
salesuseri@example.com Check user access
. ©® s < [ ] e
Permissions type .
Read Write Share Delete Manage

. v X X X X
Folder permissions

o i v v v X X
Share permissions

] v X X X X

Effective permissions
Check effective permissions for any user when this path is shared with them.
salesuser2@example.com Check user access
. o] s < [ ] o]
Permissions type .
Read Write Share Delete Manage

v v v v v
Folder permissions

o v v v X X
Share permissions

v v v X X

Example 3:

The more restrictive of folder-level and share permissions apply.
In a share, greatest share permissions given to a user or the user's group apply.

View the example
¢ The Sales Group is given the folder-level permissions read, write, share, delete, and manage to
the Team Folder Accounts.
¢ The Sales Group has the share permissions read, write, and share to the Team Folder Accounts.
¢ SalesUser1 has all share permissions to the Team Folder Accounts.
+ SalesUser1's effective (actual) permissions to the Team Folder Accounts are all permissions.
+ SalesUser2's effective (actual) permissions to the Team Folder Accounts are read, write, and

PERMISSION READ WRITE SHARE DELETE MANAGE
Sales Group. v v v v v
ACL SalesUserl
Sales Group Y Y Y
Ac its fold
counts fotder SHARE  SalesUserl Y Y Y Y Y
EFFECTIVE  SalesUserl v v v v v
Y Y Y
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Check effective permissions for any user when this path is shared with them.

salesuseri@example.com Check user access

L @ 4 < [ ] e
Permissions type X
Read Write Share Delete Manage
. ~ v v v v v
Folder permissions
Char e e v v Vv v v
Share permissions
. v v v v v
Effective permissions
Check effective permissions for any user when this path is shared with them.
salesuser2@example.com Check user access
_ @ s < [ ] e
Permissions type .
Read Write Share Delete Manage
v v v v v
Folder permissions
) v v v X X
Share permissions
v v v X X

Effective permissions

Example 4:

By default, subfolders inherit the permissions of their parent folders.
User folder-level permissions supersede group folder-level permissions.

View the example
¢ The Sales Group is given the folder-level permissions read, write, and share to the Team Folder

Accounts.
¢ The Sales Group has the share permissions read, write, and share to the Team Folder Accounts.

¢ The Team Folder MillerAcct inherits the permissions from the Team Folder Accounts.
« SalesUser1 is given the folder-permission read to the Team Folder MillerAcct.
o SalesUser1's effective (actual) permission to the Team Folder MillerAcct is read permission.

* SalesUser2's effective (actual) permissions to the Team Folder MillerAcct are read, write, and
share.
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PERMISSION READ WRITE SHARE DELETE  MANAGE
Sates Group| I v
ACL  Salesusert
Satesuser?|
Sates Group| IV v v
SHARE  Salesuserl
Satesuser?|
EFFECTIVE  Satesusera[T¥, v v
satesuser2| ¥ v v
Inherited by
PERMISSION READ WRITE SHARE DELETE  MANAGE
Sates Group] V. v v
ACL  Satesusera| ¥
Satesuser?|
; Sates Group| ¥, v v
MillerAcet SHARE  SalesUserl
Satesuserz|
EFFECTIVE  Satesuser1[TT¥,
satesuserz| ¥ v v

Check effective permissions for any user when this path is shared with them.
salesuseri@example.com
e

Permissions type

Read Write Share Delete Manage
. v X X X X
Folder permissions
- . v v v X X
Share permissions
v X X X X

Effective permissions

Check effective permissions for any user when this path is shared with them.

salesuser2@example.com

s ©® s < [ ] e
Permissions type -
Read Write Share Delete Manage
) v v v X X
Folder permissions
o i v v v X X
Share permissions
v v v X X

Effective permissions

Example 5:
By default, subfolders inherit the permissions of their parent folders.
In a share, greatest share permissions given to a user or the user's group apply.

View the example

¢ The Sales Group is given the folder-level permissions read, write, and share to the Team Folder
Accounts.
¢ The Sales Group has the share permissions read, write, and share to the Team Folder Accounts.

¢ The Team Folder MillerAcct inherits the permissions from the Team Folder Accounts.
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SalesUser1 is given the share permission read to the Team Folder MillerAcct.

SalesUser1's effective (actual) permissions to the Team Folder MillerAcct are read, write, and

share permission.

SalesUser2's effective (actual) permissions to the Team Folder MillerAcct are read, write, and

share permission.

PERMISSION READ WRITE  SARE  DELEIE | MANAGE
Sales Group| Y Y Y
ACL SalesUser1
SalesUser2|
Sales Group| Y Y Y
SHARE SalesUser1
SalesUser2|
EFFECTIVE SalesUser1 Y Y Y
SalesUser2| Y Y Y
nherited by
PERMISSION READ WRITE  SARE  DELEIE | MANAGE
Sales Group| Y Y Y
ACL SalesUser1
SalesUser2|
Sales Group| Y Y Y
Milerh
lerhcet SHARE  SalesUser1 Y
SalesUser2|
EFFECTIVE SalesUser1 Y Y Y
SalesUser2| Y Y Y
Check effective permissions for any user when this path is shared with them.

salesuseri@example.com

N ® s <
Permissions type .
Read Write Share
Folder permissions v v v
chan i v v v
Share permissions
i v v v
Effective permissions
Check effective permissions for any user when this path is shared with them.
salesuser2@example.com
o ® Va <
Permissions type 3
Read Write Share
. ~ v v v
Folder permissions
R e v v v
Share permissions
v v v

Effective permissions

How folder permissions affect copy and move actions

Check user access

[ ] o]
Delete Manage

X X

X X

X X

Check user access

[ ] e
Delete Manage
X X
X X
X X

In some cases, combined share and folder-level permissions on folders limit

whether copy and move for files or folders and copy file or folder and move file or folder in automated
(user) workflows are permitted. In the scenarios in the following table, copy and move or move only is
not allowed, and if you attempt to perform the action an error message is returned.
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1 View - NOT allowed NOT allowed
2 View+Download - allowed NOT allowed
3 View Read NOT allowed NOT allowed
4 View+Download Read allowed NOT allowed

More Examples

Scenario 1: Give folder permissions only to specific users or groups

In this scenario, an administrator gives two groups access to a folder, but only gives one group access
to one of its subfolders.

Example of giving permissions to only specific users or groups

In this example, the folder TeamFolder_01 is only shared with the groups:
¢ ProjectManagers
¢ ProjectTeam
Only the group ProjectManagers is given access to the embedded subfolder Project_0001/finance.

() Manage Team Folders

A > TeamFolders » TeamFolder 01 » TESTFILES > Projects > Project_0001

Project_0001

[] Name

. finance
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Example of giving permissions to only specific users or groups

To accomplish this, the administrator:

1. Shares the folder TeamFolder_01 with the ProjectManagers and ProjectTeam groups only.

Share link for folder TeamFolder_01 (]

-
Share Link

Shared Folder

Share Name: TeamFolder_0
Expires: Never Expires
Upload Size Limit (MB):  Uniimited

Send Email Notifications: ~ Yes

® Allow selected users or groups

2 Add Group

Sharing Permissions:

Remove Share

2. Configures permissions on the finance subfolder:

3 Manage Team Folders

A > TeamFolders > TeamFolder 01 > TESTFILES > Projects > Project 0001

Project_0001

Name v Modified size
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Example of giving permissions to only specific users or groups

3. Adds ProjectTeam group to the finance folder in Manage Folder Permissions. Then removes all
permissions for the ProjectTeam group.
Manage Folder Permissions o

- Folder: /teamfolderuser/TeamFolder_O1/TESTFILES/Projects/Project_0001/finance

m ChCCkA:CCSS

Permissions

Z Inherit Folder Level Security

Add Group

Groups @ ’ < -i 0

Read Write Share Deicte Manage

Inherited Permissions

Users @ , < i 0

Read Write Share Doicte Manage

No entries

Now, members of the ProjectManagers group are able to access the finance folder, but members of the
ProjectTeam group are not.

Scenario 2: Remove access to specific folders for certain users

In this scenario, an administrator sets different permissions on parent and child folders.
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Example of a Sharing Scenario

e John-—-READ, WRITE
Joe - READ, WRITE

| '
L lane — READ, WRITE

Folderl
— Object |
e
- 'm Joe — DENY R, W

Jane—DENY R, W
_— e e ®
fotders, TN
In this example, Folder1 is shared with Read and Write permissions to the following users:
e John
e Joe
e Jane
This means all three users can:
¢ Read files in Folder1
e Write files in Folder1
In this example, the administrator wants to allow only John access to the subfolder, Folder2.
The administrator therefore wants the folder access to be the following:
e Folder1 - accessible to John, Joe, and Jane

e Folder2 - accessible to John
e Folder3 - accessible to John
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Example of a Sharing Scenario

To accomplish this, the administrator:
1. Shares Folder1 with all three users, and gives them read (view) and write (upload and delete) access.

Share link for folder Folder1 ©
-~
Shared Folder
'team folder account/Folder1
Share Options Share History
Share Name: Folder1 Change
Expires: Never Expires
Upload Size Limit (MB): Unlimited

Send Email Notifications: Yes

Allow anyone with link
Allow anyone with link and a password

@ Allow selected users or groups

& Invite Users

Sharing Permissions:

User °® & L < < [ ] e

View Download Upload Share sync Delete Manage
joe@example.com v \2\ \Z\ \:| |:\ \2\ \:\ X
jane@example.com v ‘2\ \Z\ \:| |:] \2\ [:‘ X
john@example.com v \z\ \z\ ) |j \Z\ M) X

Remove Share Lo |

2. Removes folder-level security permissions for the two users who will not have access to Folder2
removing all of their folder-level permissions.

Manage Folder Permissions °

B Folder: /teamfolderuser/Folder/Folder2/Folder3

Check Access

Permissions
) Inherit Folder Level Security
==
v ° s < L ]
m @]
Inherited Permissions
Vs ° I < L o

When John, Joe, and Jane access the folders:
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User

John

Joe

Jane

Folder1

O Seeit listed
@ Access its content

@ Seeit listed
@ Access its content

O Seeit listed
@ Access its content
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Folder2

O Seeit listed
@ Access its content

O Seeit listed
© Access its content

O Seeit listed
© Access its content

Folder3

O Seeiit listed
@ Access its content

O Seeit listed
© Access its content

O Seeit listed
© Access its content
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Team Folders

The ability to upload files by dragging and dropping them from file explorer or another application
onto a Team Folder is available in FileCloud version 22.1 and later.

As an administrator, you may be asked to manage folders that are shared to allow for collaboration
among certain users or groups in your company.
¢ In FileCloud, these folders are called Team Folders.

* Team folders provide a single place where teams in a company can store and organize files and
folders.

e Team folders are normally created by admins or authorized users and instantly made available
to all members of a team.

Team Folders use managed storage and are not available for network storage. Therefore, Team
Folders are created on managed storage where all files and folders under Team Folders are stored.

How do Team Folders help administrators?

¢ Centralized Content Management: Team Folders facilitate organizing files and folders in a
centralized place.

« Easy Provisioning of Users, Files and Folders: New users can be provisioned quickly with
access to specific files and folders through Team Folders. Similarly, new files can be granted
immediate access to all relevant users by uploading the file to the relevant Team Folder.

¢ Granular Control of Folders: Team Folders and their sub folders can give users granular
permissions such as Read, Write, Share and Sync access.

¢ Manage Selective Sync: Admins can select specific Team Folders and enable or disable sync
permissions on an easy to use user interface.

How can a size limit be placed on a Team Folder?

You can place a size limit on a Team Folder when you share it. You must share a Team Folder to give
users and groups access to it. As with any shared folder, when you share a Team Folder, you can set
an upload limit that applies to the total amount that can be uploaded to the folder. See Share the Team
Folder and Set Permissions.

To Manage Team Folders
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Set Up Team Folders . Configure the Team Folder Account.

1
2. Seed and Organize the Team Folder Data.

3. Share a Team Folder and Set Share Permissions for users and groups.
4. Set Granular Folder Permissions on Team Folders (Optional)

Manage Team Folders Search for a Team Folder
Recover Deleted Files

View and Restore Previous Versions

Configure the Team Folders Account

As an administrator, you must enable Team Folders and set up a Team Folder account.
The Team Folder account is a system-designated FULL USER account.

¢ FileCloud can create the account for you - you just need to choose the name you want to use.
e The Team Folder account is not counted towards your user license.
¢ FileCloud can also create an email account where it will send Team Folder notifications.

¢ The email address for Team Folder notifications should take the form of
<newalias@mycompany.com>.

¢ Alternatively, you can promote a user account currently used for company-wide communication
as the Team Folder account.

To allow FileCloud to create the Team Folders account
Choose one of the following options:
Create a new account through the Team Folders screen

1. Inthe admin portal's navigation pane, click Team Folders.
The screen tells you Team Folders is not set up, and it provides you with a Set up Team Folders
button.
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HOME & 3 Manage Team Folders

Gt Dashboard
USERS / GROUPS a
& Users
%% Groups
)

Admins

MAI -

3 Team Folders

£ Network Share Team Folders is not set up

R Team Folders provide a central space for one or more teams to work together.
ZJEckediennicsions Click the Set up Team Folders button to set up your account.

£ Notifications

DEVICES
- Set up Team Folders
[J Device Management

GOVERNANCE &
i Dashboard
1 Retention

O Smart DLP

2. Click the Set up Team Folders button.
A wizard for setting up Team Folders opens.

3. In the Username field, enter a name for your Team Folders account (in the example below, we've
entered Team Folder Account).

Set up Team Folders [ x ]

Team Folders Account

A Team Folder account is a full user account but is not counted towards your user license

Enter a username for your Team Folders account.
You can change it later in Team Folder settings.

/

Team Folder Account

=

4. Click Next.
The next window of the wizard displays additional fields.
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5. Enter values for Display Name, Email, and Password, and click Create.

Set up Team Folders [ x ]

Set up Team Folders account

Please enter details to set up the account

username
Ao

Team Folders Account

Display name

Team Folders Account

Email*

teamfolder@example.com

Password*

ssccsccee @ ’

The following screen appears:

[ Manage Team Folders
A > Team Folders

0items

Team Folders is ready!

Drag and drop your files and folders here or

click on the [+FSCIZEEENGESGEM button in the header.

6. Now you are ready to create your Team Folders and fill them with contents. You can proceed
from where you are by dragging and dropping folders onto the page or by clicking Add Files and
Folders. This is a good option if you do not already have a folder structure set up that you want
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to bring into FileCloud as your Team Folders.

If you already have a folder structure that you want to use, FileCloud Sync is the preferred
method.

For instructions on using these methods and others, see Seed and Organize Team Folder Data.

Convert an existing user account into the Team Folders account

1. In the admin portal's navigation pane, click Team Folders.
The screen tells you Team Folders is not set up, and it provides you with a Set up Team Folders
button.

OME o [ Manage Team Folders

Dashboard

Users

Groups
Admins
Team Folders

Network Share Team Folders is not set up

ot Team Folders provide a central space for one or more teams to work together.
Folder Permissions Click the Set up Team Folders button to set up your account.

Notifications

e Set up Team Folders
Device Management

GOVERNANCE a
Dashboard
Retention

Smart DLP

2. Click the Set up Team Folders button.
A wizard for setting up Team Folders opens.

3. In the Username field, enter the username of the account that you want to convert into the Team
Folder account.
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Set up Team Folders {x]

Team Folders Account

A Team Folder account is a full user account but is not counted towards your user license

Enter a username for your Team Folders account.
You can change it later in Team Folder settings.

Natalie

4. Click Next.
The next window of the wizard indicates that the username already exists, and gives you the

option of entering a different username or converting this user:

Set up Team Folders ([ x]

Invalid User Account

The account Natalie already exists and is full user.
Would you like to convert it into a Team Folders Account?

Cancel Choose a different username
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5. Click Convert.
The following screen appears:

[ Manage Team Folders

A > Team Folders

Team Folders is ready!

Drag and drop your files and folders here or

click on the I+ EGLEEESENLEILES button in the header.

Now you are ready to create your Team Folders and fill them with contents. You can begin by
dragging and dropping folders onto the page or clicking Add Files and Folders. These are good
options if you do not already have a folder structure set up that you want to bring into FileCloud
as your Team Folders.

If you already have a folder structure that you want to use, FileCloud Sync is the preferred method.
For instructions on using these methods and others, see Seed and Organize Team Folder Data.

Create a new account through the Team Folders settings page

To enable team folders and create an account through Team Folders settings:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

[ S—

the Settings navigation page, click Team Folders Lad .
The Team Folders settings page opens.

2. Click the Enable Team Folders toggle control.

Team Folders ) Reset to defaults

Enable Team Folders

Click to enable and manage team folders
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3. Click Save.
The Set up Team Folder Account dialog box opens.

4. in Enter Team Folder Account Name, type in a unique name.

The Team Folder Account Name can contain alphanumeric characters and underscores,

periods, dashes and spaces.

Set up Team Folder Account

Enter Team Folder AccoLiV
Acct Team Folder

5. In the confirmation window, click OK.
The Set Team Folder Account dialog box opens.

6. Enter a Display Name, Password, and Email, and click Create.

Set Team Folder Account (%)

User name * Acct Team Folder

Display Name Acct Team Folder -
Password * | essesees ~—
Email * AcctTF@example.com L —

The Team Folder account is created and team folders are enabled.
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Optionally, click the Manage button to set additional properties for the Team Folder account.

Team Folder Account Details (]

Account Info Data Storage
Name: deviteam
Quota Usage
Email:
0B 899.3 MB Used
Last Login: 27 Feb 2025 10:41 Uniiemited Unlimited Total
TOS Date: Not Accepted View Details
[ o a [x}
Manage Reset Manage Delete
Shares Password Notifications Account

Customization

Email Secondary Email

Display Name Lock Account

Team Folders

Creation Source Phone Number

Default v +1

Save Close

Action Description

Manage View all the shares that are created under the Team Folder account.

Shares

Reset Reset the password for the Team Folder account.

Password

Manage Edit notifications configured on the Team Folder account's file and folder paths.

Notifications
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Delete
Account

Property
Name

Profile
image

Email

Secondary
Email

Display
Name

Lock
Account

Creation
Source

Phone
Number
(added in
FileCloud
20.1)
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Description

Delete the Team Folder account. This will delete all the files and folders under the
Team Folders.

Property Description

Image for the Team Folder account.

Email address for the Team Folder account.

Alternate email address.

Display Name for Team Folders that appears in the user interface.

Automatically checked when too many login errors occur. Click to remove check and
unlock account.

Where the Team Folder account was created. Options are:
o Default (Admin user interface or import)
e SSO (During SSO sign in)

Used when logging in with 2FA.

Now you are ready to create your Team Folders and fill them with contents. You can go to the
Team Folders screen and add the folders there. This is a good option if you do not already have
a folder structure set up that you want to bring into FileCloud as your Team Folders.

If you already have a folder structure that you want to use, FileCloud Sync is the preferred

method.

For instructions on using these methods and others, see Seed and Organize Team Folder Data.

Convert an existing account through the Team Folder settings

You can also create the Team Folder account by promoting a user account that is already in use for
company-wide communication.
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Promoting existing user accounts to team folders should be done only after understanding all the
consequences of such an action.

¢ This can cause company-wide changes to Sync app users

¢ Promoting an existing account can potentially cause re-downloading of existing content

To move an existing user account to a Team Folder account:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

[ S—

the Settings navigation page, click Team Folders Lad .
The Team Folders settings page opens.

2. Click the Enable Team Folders toggle control.

Team FOlderS D Reset to defaults

Enable Team Folders

Click to enable and manage team folders

3. Click Save.
The Set up Team Folder Account dialog box opens.

4. Click the Enable Team Folders checkbox.

5. On the Set up Team Folder Account window, in Enter Team Folder Account Name, type in the
existing full user account name you want to use.

6. On the Set Team Folder Account window, type in the existing Password and Email for the
existing full user.

7. Click Create.

8. Have each user connecting with the Sync app, log out of Sync and restart it.
If any files in the user account that was converted to the Team Folder account were originally
shared with any Sync users, the shared data was synced previously to Shared With Me, but is
now synced to Team Folders — foldername.
After all the data has been downloaded, delete the old folders in Shared with Me.

Seed and Organize Team Folder Data

When you log into the FileCloud user portal with the Team Folder account, the files that appear in the
My Files folder are the Team Folders for your FileCloud system. You can create and seed Team
Folders by logging into Sync, Drive, or the user portal as the Team Folder account and moving the
folders that you want to become Team Folders into the Team Folder account's My Files folder. The
recommended method is to log into the Sync client and sync the folders.

Alternately, as an admin, you can log into the admin portal, and manually create Team Folders.
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Sync Client (Recommended)
Seeding Team Folder data with FileCloud Sync Client is both simple and quick. Follow these steps:

1. First, create the Team Folders outside of FileCloud and copy the Team Folder data into them.
2. Download and install the FileCloud Sync Client.

3. Log in to the Sync Client using the Team Folder account credentials created during the Team
Folder Account Setup.

4. Open the My Files folder.
5. Infile explorer, copy the folders created in Step 1 into My Files.

6. Wait for Sync to run automatically or click Sync Now.
The folders are synced to My Files in your Team Folder Account. The folders become Team
Folders for all other users.

Once the sync is complete, you can log in to the admin interface and go to Team Folders to share
them with users and groups and set up permissions.

Note: Alternately, use the ServerSync Client instead of the Sync Client.
Drive Client

Team Folder data can be seeded using the Drive Client. The following steps must be followed to seed
data using Drive Client.
1. First, create the Team Folders outside of FileCloud and copy the Team Folder data into them.
2. Download and install the FileCloud Drive Client.

3. Log in to the Drive Client using the Team Folder account credentials created during the Team
Folder Account Setup.

4. Locate Drive in your file explorer, and copy the folders created in Step 1 into My Files.
Drive will automatically detect the new folders and add them to My Files in your Team Folder
Account. The folders become Team Folders for all other users.

Once the files and folders are copied, you can log in to the admin interface and go to Team Folders to
share them with users and groups and set up permissions.

Open a browser and log in to the User Portal

The FileCloud web user interface can be used to seed and organize Team Folder data. The following
steps must be followed to set up Team Folder data using the user portal.
1. First, create the Team Folders outside of FileCloud and copy the Team Folder data into them.
2. Using a web browser, go to the FileCloud user portal.
3. Log in using the Team Folder account credentials created during the Team Folder account set
up.
4. Browse to My Files

5. Copy the folders that you created in Step 1 into My Files.
These folders become Team Folders for all other users.
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Now, log in to the admin interface and go to Team Folders to share them with users and groups and
set up permissions.

Admin Portal
Go to the Team Folders page in the admin portal to create Team Folders and seed them with files.

1. Open a browser and log in to the admin portal.

2. Ensure the account that is used to log in has permissions to access Team Folders.
The main admin account has automatic access to Team Folders. To set Team Folder access to
additional admin accounts, see Managing Admin Users.

3. From the left navigation panel, click Team Folders.

4. Add Team Folders.
Add Team Folders by dragging and dropping

a. Drag and drop an existing folder (with or without contents) from your file system onto the
Team folders screen.

L
[ Manage Team Folders

...........................................................................................................................

.
.

Name Modified Size

'
28-08-2020 9:48 AM
t B tansiation files H

b. The folder becomes a Team Folder, and you are prompted to share it with users or groups.
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=l

[ Manage Team Folders

4 > Team Folders

Name Modified Size

. translation files z
BB vedical files o

Folder not shared yet.
Share it with your team to collaborate.

m

c. Click Share Now to share the Team Folder with users and/or groups.

d. To add contents to the folder, drag and drop them into the folder or click the Add Files and
Folder button and select them from your file system.
Add Team Folders by clicking the button

a. Click the Add Files and Folders button.
A drop-down menu opens.

e
ME & 3 Manage Team Folders
Dashboard
a“ > F
Groups
RS | Name ma Modified Size
Market123 Sep 12,2022 12:23 PM
Team Folders B Mrketi23
&5 Network Share -
Marketin

User Share
Folder Permissions

Notifications

b. Either choose New Folder to create a new Team Folder, or click Upload Folder to upload an
existing folder (with or without contents) and make it a Team Folder.
If you choose New Folder:

* Anew folder appears in the list. Your cursor is positioned so that you may give the
folder a name.
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[ Manage Team Folders

A > TeamFolders

] Mame ma Modified Size
B

B Market123 Sep12,202212:23 PM

. Marketing Sep12,202212:22 PM

¢ Add a name and click Enter.
The folder opens and displays a reminder to share the file.

¢ Click Share Now.

[ Manage Team Folders

A > TeamFolders > Human Resou.
Human Resources ’ © Add Files and Folders o
A This folder is not shared yet. Share it with your team to collaborate. Share Now

] Name ma Modified Size

A share dialog box opens.
e To share the folder with users, see Share the Team Folder and Set Permissions.

¢ To add contents to the folder, drag and drop them into the folder or click the Add Files
and Folder button and select them from your file system.

If you choose Upload Folder, your file explorer opens.

a.

¢ Select the folder to use as a Team Folder and upload it. Agree to upload the its files if
prompted.

Name Status Date modified Type 2
Maps < 9/12/2022 2:58 PM File folder
Medical files 6/20/2022 1:39 PM File folder
menu 5/23/2020 1:03 PM File folder

'@ My Data Sources 4/8/2021 2:45 PM File folder
Mv Games 5/23/2020 1:03 File folder ¥

< >
Uplt-);d Cancel
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The folder and its contents are uploaded. The folder becomes a Team Folder, and you
are prompted to share it with users or groups.
21

[ Manage Team Folders

A > Team Folders
Team Folders © Add Files and Folders [I€]
Name Modified Size
. translation files
. Medical files 20-06 ;9@; 11:31 AM
29-05-2020 6:35 AM
- Captures N . A

Folder not shared yet.
Share it with your team to collaborgfe.

¢ Click Share Now to share the Team Folder with users and/or groups.

¢ To add contents to the folder, drag and drop them into the folder or click the Add Files
and Folder button and select them from your file system.

Share the Team Folder and Set Permissions

Beginning with FileCloud 23.241, admins can share Team Folders with external users. Prior to
FileCloud 23.232, they were unable to share Team Folders with external users.

Beginning with FileCloud 23.1, by default, you can no longer share a top-level Team Folder
publicly. To enable public sharing, please Contact FileCloud Support.

You must share Team Folders before users can access them.

+ Team folders that are not shared do not appear under any user's account and are not
accessible.

e Team Folders are shared from the admin portal, and may be shared privately with specific
groups or users.

You can share a Team Folder when you add it or at a later time.

To share a new Team Folder when adding it:
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1. In the admin portal, click Team Folders in the navigation panel.

2. Drag and drop the folder onto the Team Folders screen or use the Add Files and Folders button
and choose either Upload Folder or New Folder.

© Add Files and Folders c

& Upload File

Size E Upload Folder

<: (3 New Folder

A

When the folder is added the following prompt appears:

Folder not shared yet.
Share it with your team to collaborate.

) .

3. Click Share Now, to configure the share and share it with users now, or click Later to configure
and share it at a later time.
If you choose Later, the folder's row displays a warning icon.

[ Manage Team Folders

A > Team Folders

13items

Name ~ Y Filter Items Modified Size
B ouaknrol 20-10-03 5:38 PM Not shared — A
by team folder account
B roms 22:09-12 12:11 PM Shared ——p

by team folder account

If you choose Share Now a Share link for folder dialog box opens.

4. To configure the share, see To complete the Team Folder share, below.
To share an existing Team Folder:

1. In the admin portal, click Team Folders in the navigation panel.
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2. The row for a Team Folder displays a share icon if it has already been shared or a warning icon if
it has not been shared.

[ Manage Team Folders

A > Team Folders

Name Filter ltems Modified Size

. DualEnroll

. 22-09-1212:11 PM O ha
Forms >hared

by team folder account

3. Hover over a Team Folder with a warning icon, and click the share icon.
1
[23 Manage Team Folders

A > Team Folders

"] Name Filter Items Modified Size
() DualEnroll S Sy D - W A
. 22-09-12 12:11 PM
Forms L
by team folder account

The Share link for folder dialog box opens.
4. To configure the share, see To complete the Team Folder share, below.

To complete the Team Folder share:

1. In the Share link for folder dialog box, configure the settings for the share.
For example, you may want to share the folder with a specific group only or limit the upload size.
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Share link for folder DualEnroll (<}

a
Share Link
http://127.0.0.1/url/wtasaffSbmgsjchr Modify Link n E n
Shared Folder
Share Options Share History
Share Name: For Review Change
Expires: Never Expires
Upload Size Limit (MB): Unlimited @ Limited 1000 /
Send Email Notifications: Yes
® Allow selected users or groups
%88 Add Group
Sharing Permissions:
~ -
Group @ -‘a -f- < L . *
View Download Upload Share Sync Delete Manage
ProjectTeam v “ O O O O O
v

For information about share settings, see Share Options for Public and Private Folders.

For information about sharing permissions, see Public Share Permissions for Folders or Private
Share Permissions for Folders.

Note: You cannot share a top-level Team Folder publicly,

Once the Team Folder is shared, it appears to all users that have access to it under Team
Folders in their account in the FileCloud user portal and in FileCloud clients such as Sync, Drive,
and Outlook Add-In.

@ FiLecLoud Q search - £ § emmav
B AllFil e le
fes s 4 -~ > team folder account
> My Files
o team folder account I
> Team Folders ® S

> Network Shares ®

Y Filter Items ifi )
« Shared by Me Name \ m Modified sSize

%, Workflows
. DualEnroll /

B File Operations
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When you share a Team Folder with an external user

When you share a Team Folder with an external user, the folder appears under Shared with Me, and
the name of the user who created the share is the Service Name (the value in Settings > Server >
Service Name).

ﬁ FILECLOUD

B8 All Files o

> Shared with Me

Shared with Me

Bl File Operations

Name

ennirer

When the external user clicks the Service Name to access the share, the Team Folder username
appears in path names and as the name over the list of folders.

@ FiLecLoud Q 2 O sarea~
B AllFiles le i
iles a
A - > | shared with Me > teamfolderuse
> Shared with Me
teamfolderuser (I
| File Operations .
Name Modified Size = -
FileCloud
BB Human Resources

Info

Path
SHARED/teamfolderuser

Permissions

If you rename a Team Folder

If you rename a folder, but do not change the name of the Team Folder share, users will continue to
see the original Team Folder name. To help you remember to change the share name, FileCloud
automatically asks you if you want to change the share name when you change a Team Folder name,
as shown in the following video:
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Your FileCloud site provides your users with a place to store and share files.

¢ Every user of FileCloud needs a user account before they can store and access files

¢ You can configure user accounts to authenticate with the system you already have in place

Administrators cannot create users with the account names admin or superadmin.

Add User Accounts

Configure User Authentication

Manage User Accounts

Create FileCloud Users

Create or Import New Accounts
Allow Users to Create Accounts

User Authentication Settings
Enabling Default Authentication
Active Directory Authentication
Connecting to AD via SSL
Using Single Sign-On

Migrate data after an account name change
Changing the Storage Quota for Users

User Session Expiration

Restrict Commonly Used Passwords
Customize the User Login Screen

You can control access to files stored in FileCloud by configuring permissions for user accounts.

¢ Every user who has access to FileCloud storage must have an account.

¢ Once a user account is created, it can be assigned different access levels.

o In FileCloud version 20.1 and later, special characters from the extended UTF8 alphabet are
supported in display names.
Beginning in FileCloud version 23.251, you can also import users when you import their groups from
certain SSO providers. For instructions, see Group Settings.
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Administrators cannot create users with the account names admin or superadmin.

In this section

User Access Levels and User Types
When you create a user, you assign it an access level.

There are four different access levels for users.

Level Access Notes
Admin The default Admin has complete control The default Admin account is used to manage the
Access over the FileCloud system. FileCloud.

Other admin users have those admin

L . The default admin user account is 'admin’.
permissions given to them.

Other users can be marked as 'admins' and given
limited set of permissions.

Read more about Multiple Admins

Full Control over its own private cloud storage = These user accounts can:

Access space in My Files. ¢ store files in their own private cloud storage

space

¢ view and download files stored in their storage
space

¢ view and download files shared with them by
other users

Guest Restricted access to the FileCloud These user accounts:
Access system. ¢ Do not have private cloud storage

¢ Can only view/upload/download files shared
to them by other user accounts

¢ Can re-share content if they have permissions
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Level Access
External Access to FileCloud only through a Web
Access browser.
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Notes

These user accounts:

Can only view/upload/download content
shared with them

Do not count towards the user license limit

Cannot be authenticated via AD and can only
be local user accounts

Have external linked email accounts and
cannot use the same domain as the FileCloud
URL

Can't be added directly to network shares via
the admin portal

Can access content from network folders if
they are shared

license.

o ¢ Both Full and Guest users accounts are counted towards user accounts specified in the

o External Access accounts are NOT counted towards the license.

User Types Comparison

User Access Feature Full Access

Permitted
User Portal (Web

Browser) Access Fully functional

View shared files Permitted

Authentication Local / ActiveDirectory

Permitted

Mobile App Access Fully functional

Personal storage in
FileCloud

Available

Guest Access

Permitted
Not all functions

External Access

Permitted
Not all Functions Available

available

Permitted Permitted
Local / ActiveDirectory Local Only
Permitted Not Available
Not all functions

available

Not Available Not Available
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Share files with Permitted Permitted Not Available
other users

Install and use Permitted Permitted Not Available
FileCloud Desktop,

FileCloud Sync, and
FileCloud Drive

Sync storage using Permitted Permitted Not Available
Cloud Sync
SSO Login Permitted Permitted Not Available
G Membershi Can be member of any Can be member of any Can be member of any
roup Membership group group group except Everyone.
. Can be Admin Account Can be Admin Account Cannot be an Admin
Admin Account
Account
Team Folders Permitted Permitted Permitted
Automation App Permitted Permitted Not Available
File and Folder Permitted Permitted Not Available
Comments
Permitted Permitted Available by license
MEA beginning in Version 20.2

for Enterprise Advanced
customers.

Checking User Access Level

The access level of any user account can be checked by the Administrator using the admin portal.

To check a user's access level:

1. Log on to Administration Portal.

2. Click Manage Users in the navigation panel.

3. InFilter, enter the name or the email of user

4. The Access for the user will be listed in the Status column.
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= Iy
HOME a Manage Users (+FRCIV X import | ¢ Export
# Dashboard (XD
USERS/GROUPS Filter Q | Filter by name, email or notes Status Filter v Source Yjlte v Show 10 Items v
& Users
User name Display Name Email Last Login Status Actions

& Groups [ new |

2 » aliah Alizh aliahp@example.com 25 Jul 2022 13:46 [ s | z o« n
& Admins (XD

2 »  brianna Brianna brianna@example.com 16 Feb 2022 14:31 @ of n
MANAGE

2 »  briano Brianna briano@example.com Disabled Access @ o n

% Team Folders

Manually Create a New User Account

The default user storage quota for every new user is set in Managed Storage. See Setting up
Managed Disk Storage

To create a FileCloud user with default authentication:

1. Log on to Admin Portal.
2. In the left navigation panel, click Users.

3. In the top right corner, click the Add User.
- W YNEIV X import | ¢ Export

HOME & Manage Users
M, Dashboard  (EED
USERSIROUPS Filter Q | Filter by name, email or notes Status Filter v Source Filte v Show 10 Items v
& Users
User name Display Name Email Last Login Status Actions
& Groups [ new |
2 b liah Aliah aliahp@example.com 25 Jul 2022 13:46 z = K
& Admins [ new |
2 »  brianna Brianna brianna@example.com 16 Feb 2022 14:31 @ o n
MANAGE
»  briano Brianna briano@example.com - @ o n

bo

% Team Folders
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4. Set the required account information.
Add User (%]

Authentication

Default Authentication h
Access Level Full (Licensed Account with storage) v
User name * jacobt
Display Name Jacob

PaSS\MOrd * Ssssssssssnee
(O Generate password automatically and email to user
il *
Email jacobt@example.com
Send Email 0O
Notification
Settings Description

Authenticatio = Allows you to select the authentication type for granting access into the system.

n e Default Authentication - creates a local user account. User credentials are

stored and authenticated within FileCloud.

o LDAP or AD Authentication - creates an external user account. User
credentials are stored and authenticated from an external LDAP or AD
server.

Access Level = Allows you to select the user tule. A user account with Full or Guest access counts as
a license.

User name Name to be used to log into the system.
By default, User name can only contain numbers, spaces, hyphens, periods,
underscores, and letters from the Latin alphabet (A-Z, uppercase and lowercase), and
email addresses may not be used as usernames.
Note: To also enable use of apostrophes in the User name, go to Settings > Admin
and check Allow Email as Username.
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Settings

Display name

Password

Generate
password
automatically
and email to
user

Email

Send Email
Notification

Include
Password in
Email

5. Click Create.
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Description

Name that appears on user interface

Password for the user (Should adhere to password length and strength requirements
for your organization). Either enter a password here, or check the following box.

FileCloud generates a password according to your settings for password limitations
and emails it to the user. Anything entered into the Password field is ignored.

An email id that is unique in the FileCloud system

When checked, a welcome email is sent to the new user. Unchecked by default.
Beginning with FileCloud 20.1, if you uncheck this, you can send a welcome email with
a newly generated password later. See Send Email from User Details.

When checked, the new user's password is included in the welcome email. Checked by
default.

Beginning with FileCloud 20.1, if you uncheck this, you can send a welcome email with
a newly generated password later. See Send Email from User Details.

Video of Adding FileCloud Server User Account

+

ﬁ FILECLOUD
@

HOME

Dashboa

USERS/GROUPS

Users
Groups

Admins

MANAGE

Team Folders

Network Folders

Use hares

Folder Permissions

Notifications

DEVICES

Devices

GOVERNANCE

Da

Retention

Smart DLP

& admin~
>
@ Dashboard
«h System Summary 1Month  6Months & Refresh Ll Statistics = °
- Full / Guest / Limited Users ~ 18/0/3
! hfordetat . Groups 3
My Files ltems (Live / Other) ~ 192/24
Network Folders 3
User Shares 40
| Devices 4
| Audit Records 137729
I Emails Sentin the last 24h 0

Lt Realtime DLP Statistics

Active Downloads

d Thu Fri Sat Sun Mon Active Uploads

Ve Active Shares
QUOTA USAGE 24% TEMP DISK USAGE

™ '<9n %> LICENSE USAGE £, SETUPCHECKUST Active Users
Violations
# License Information  /#Manage @ Version Information & Upgrade © Quick Actions AAlerts® £ Server Link M Alerts CRefresh

User Settings — 99



FileCloud Online Version 23.261 FileCloud Site Setup

Bulk creation of User Accounts from a CSV File

You can create multiple accounts at one time using a CSV file.

Format of CSV file for creating user

To import from a CSV, create a simple text file with the all the user account information. The format of
the created file is explained below:

CSV import format

UserName, EmailID, Password, DisplayName, Status, ExpirationDate, Groups, EmailVerified

Field

UserName

EmaillD

Password

DisplayName (optional)

Status (optional)

ExpirationDate (optional)

Groups (optional)

Description

The user id.

A unique email id to be associated with the user.

Password for the user. Must follow password requirements (minimum length,
etc.)

The name that appears in the user interface for the user.
Default is same as UserName.

The user's account type (access level). Options are Guest|Full|External.
Default is Full.

The date the user account will expire.
Default is none.

The group or groups the user belongs to. If there are multiple groups, separate
them with the | character.
Default is none.

All users other than External users are automatically placed into the Everyone
group. External users are automatically placed into the Externals group.

Note: FileCloud can only recognize group names if you do not insert spaces
between the group names and the | characters:

 Valid: GROUP 1|GROUP 2
¢ Invalid: GROUP 1 | GROUP 2
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Field

EmailVerified (optional)

Description
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Whether or not the user can initially log in without administrator approval after
the account is created.

YES - Email is verified, so user can log in without account approval. Default.

NO - Email is not verified, so administrator must approve account before user
can log in. Administrator approval is only required for the initial login.

Below is a sample csv file for import.

1 UserName EmaillD

2 |nick nick@mycompany.com
3 joe oe@mycompany.com

4 lisa lisa@lisat.com

5 demozzz demozzz@mycompany.ct
6

Importing a CSV File

To import a CSV File:

1. Log on to the Administration Portal

Password

DisplayName

Nick
Joe

Lisa
demozzz

2. Click Users in the left navigation panel.

S Manage Users

Filter usr

Jo
5

Status Filter : All v

Status
FULL
FULL
EXTERNAL
DISABLED

Expirationl Groups

EmailVerified

NO

Accounting|Human Reso YES
YES

Accounting YES
© Add User 3. import

Source Filter: Al v Show 10 Items v

Actions

3. Click the Import button in the upper-right corner to open the import dialog box.
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4. Click Choose File, and select the CSV file containing the entries of users to be created.

5. To send a naotification to each user imported, check Send Email Notification. (Added in FileCloud
20.1)
¢ Toinclude each user's password in the email, check Include Password in Email.

6. Click Import.
When the process is complete, a report is generated indicating the status of each user account
creation.

A Note: To export a CSV file of the users in your system, click the Export button.

The fields exported are the same as the imported fields with the addition of the fields
DisableNotifications, LastLogin, Authentication Type, MobilePhone, and Effective Policy.
Notice that the Password value is not exported.

UserName EmaillD  Password DisplayNai Status Expiration/Groups ~ EmailVerif DisableNo LastLogin Authenticz MobilePhc Effective Policy

gaby gabrielle_95@exampl Gaby FULL EVERYONE YES NO 11/28/2022 14:28 Default Global Default Policy
keira keira@example.com Keira FULL EVERYONE YES NO Default Global Default Policy
brianna  brianna@example.co Brianna  GUEST EVERYONEYES NO 9/16/2022 9:54 Default 1.44E+10 Global Default Policy
laurel laurel@example.com Laurel FULL EVERYONE YES NO Default Global Default Policy
marion  marion@example.corMarion  FULL EVERYONE YES NO 3/11/2022 12:02 Default Global Default Policy
briano briano@example.con Brianna  DISABLED EVERYONE YES NO Default Global Default Policy

Import a user account from AD or LDAP Service

1. Log on to Administration Portal.

2. Set up AD configuration or LDAP configuration depending on your requirements.
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3. Click Users on the left navigation panel.

4. Click Add User button.

5. Select Active Directory or LDAP as the authentication type.

6. Set the required account information as shown and click save.

Settings Description
Authentication Set to Active Directory or LDAP
AD/LDAP User name AD/LDAP User name to import
AD/LDAP Password AD/LDAP User name's Password
Email Disabled: This will be imported from AD/LDAP service
HOME & Manage Users & import | ¢ Bxport
Dashboard  (EENE
USERS/GROUPS Filter Q Status Filter v Source Filte v Show 10 Items v
o User name Display Name Email Last Login Status Actions
Groups [ new |
2 > dlieh Aliah aliahp@example.com 25 Jul 2022 13:46 z < [EB
Admins
2 »  brianna Brianna brianna@example.com 16 Feb 2022 14:31 @ of n
MANAGE
Team Folders 2 »  briano Brianna briano@example.com - @ o n
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Add User

Jzer name

Password

Include Password in

Email
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Default Authentication

Active Directory or LDAP

Bulk Import User Accounts from AD Server

As an administrator, you can create FileCloud user accounts by importing existing accounts from an
AD group in your existing AD server.

Import users from an AD Server

To import users from an AD server:

1. Open a browser and log on to Admin Portal.

2. Setup AD configuration or LDAP configuration depending on your requirements.
3. From the left navigation panel, under USERS/GROUPS, click Users.
4. To open the Import window, click Import.

& Manage Users

Filter

»

>

»

Q | Filterb

User name
Jared Taylor
Noah

abose

name, email or notes

Display Name
Jared Taylor
Noah

Amit Bose

© Add User (RN

Status Filter v Source Filte v SFVA Items

Email Last Login Status
@
noah@example.com @
amitbose@example.com 08 Oct 2020 15:52 ‘ Full Access ‘ e4

> Export

Actions

« [
= [
« [
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5. Under Import Users from Active Directory, click Import.

Import Users from CSV

Note : UserName, EmaillD and Password are mandatory and the rest are optiona

UserName EmaillD Password DisplayName Status ExpirationDate = Groups | Email\Verified
Displayname1 | FULL 02/26/201 Group1

~ peT -

Displayname2 | GUES 05/28/201 Group2 | NO

russel@gmail.com Displayname3 12/22/2 Group3 O
john john@gmail.com Displaynamed = EXTERNAL Groupd | YES
Choose File to Import Choose File | No file en

Import Users from Active Directory

f you are using Active Directory, yo also Import

An AD Group Members Import dialog box opens.

AD Group Members Import

AD Group Name Group name to import

Send Email O

Send email approval to members of this AD group

6. Type in the AD Group Name. A list of existing groups can also be viewed by clicking the Group
List button.

7. To send an email to notify each user after their account is approve, check Send Email.
8. Click the Import button.

Import Disabled Users from Active Directory as Disabled
When a user account is disabled in AD, it may be imported as a disabled account into FileCloud.
To use this option:

1. Open a browser and log on to the admin portal.

User Settings — 105



FileCloud Online Version 23.261 FileCloud Site Setup

2. In then navigation panel, click Groups.

3. Select the group that you want to add users to, and then click the Edit icon.
4. Onthe Members tab, click Import Users from AD Group.

5. In AD Group Name, enter the AD group to import.

6. Enable the Disable Members option.

AD Group Members Import
AD Group Name: Accounting Group List

Automatic Sync:

Remove Members: \

Disable Members:

Send Email:

If there are users with disabled accounts in the AD group, they are listed in the admin portal's
Manage Users screen with Disabled Access.

New Account Creation

By default, a New Account button appears on the log-in page that users can click to create or sign up
for a new account.
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ﬁ FILECLOUD

Login New Account
/
Account Password

Username or Email FR Rk

®

English v

Administrators can customize how new user accounts are created.

If you are enabling FileCloud users to create new accounts when sharing with external individuals,
and SMS 2FA is enabled, you must add a setting that allows the user to enter the individual's phone
number with the share. To add the setting, see the section Enable Two Factor Authentication for
User Portal (Global setting) in Two-Factor Authentication.

Who can create and approve accounts

New account settings
Table 1. The Settings
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Setting

Show New
Account Button

Location

Customization >
General > Login

Options

ENABLED =
Displays New
Account button
on user log-in
page. opens a
window for the
user to type in
new account
information

DISABLED =
Hides New
Account button
on user log-in

page.
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Description

This setting determines whether the New Account
button appears on the user portal log-in page.

If enabled, this setting works with two other
settings to determine authentication and approval
permissions:

o Allow Account Signups
¢ Automatic Account Approval

User Settings — 108



Setting

Allow account
signups

Location

Admin settings
page

Options

Specifies if a user
can or cannot
create a new
FileCloud user
account from the
login page. by
choosing:

o Default
e True
* False

Can Create an
Account

Prerequisite: Sho
w New Account
Button = Enabled

Default = AD and
LDAP users can
create their own
accounts by
logging in to the
user portal (they
do not have to
click the New
Account button).

e Active
Directory
authenticatio
n allowed

e LDAP
authenticatio
n allowed
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Description

This setting controls if the user can create a new
account. By default, the account is disabled until
an administrator approves it. If you want the
account to be automatically approved, use the
Automatic Account Approval setting.

Do | choose Default or True?
Default

True

If you are using AD or LDAP authentication.

You want to allow your AD users to create
their own FileCloud user accounts. After you
import AD or LDAP user accounts into
FileCloud, instruct the users to log in using
their AD or LDAP credentials and on first
login FileCloud will automatically create their
new FileCloud accounts.

Note: If you are not using AD or LDAP
authentication, users cannot create their own
accounts.

If you are NOT using AD or LDAP
authentication

You want to allow your users to create their
own user accounts by clicking the New
Account button. By default, the account is
disabled until an Administrator approves it.
Note: If you are using AD or LDAP
authentication, AD or LDAP users can create
accounts which do not use their AD
credentials by clicking the New Account
button.
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Setting Location Options Description

e Local users
(who are not
using AD or
LDAP
authenticatio
n) cannot
create their
own
accounts.

True = Local
users can create
their own
accounts

e Local users
(who are not
using AD or
LDAP
authenticatio
n) can create
their own
accounts by
clicking the
New
Account
button when
they initially
login.

e Active
Directory
authenticatio
n not
allowed
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Setting

Automatic
Account
Approval

Location

Admin settings
page

Options

o LDAP
authenticatio
n not
allowed

Cannot Create an
Account

False = No users
can create their
own accounts

e |f the New
Account
button is
enabled, and
the user
clicks it, an
error
message
indicates
that new
account
creation is
not allowed.

(Default) No
automatic
approval. Admin
has to approve
account.

Automatically
approve new
accounts to Full
User

Automatically
approve new
accounts to
Guest User

Automatically
approve new
accounts to
External User
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Description

If the total number of licenses has been
reached, share invitations to new users are
blocked unless Automatic Account Approval is
set to Automatically approve new accounts to
External User.

Prerequisites:

e New Account = ENABLED

¢ Allow Account Signups = Default or True
This setting determines:

¢ |f the account created by the user is disabled
until the Administrator approves it

e |f the account is approved with a specific
level of access automatically without
intervention from the Administrator.

For smaller organizations or high security
sites, you can configure this option so that when
a user creates a new account it is disabled until it
is approved by the administrator.

For larger organizations, it might not be
practical to have the administrator approve every
account created and you can use the automatic
account approval settings.
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Scenarios
FileCloud supports the ability to customize the creation of user accounts in the following ways:

¢ Only an Administrator can create new user accounts.

e Users can create their own account but it is disabled. An administrator approves it or denies
approval by deleting it.

¢ Users can create and approve their own accounts.
¢ With a default level of access set by an administrator.
¢ When Share invitations are sent to new users.

e AD or LDAP users can create a new FileCloud account different from their AD or LDAP
credentials.

Table 2. Only an Admin Creates New Accounts

Only an Admin can create (or deny) User accounts

1. The administrator enables the account in the Admin Portal on the Users page by changing the user's
status from Disabled Access to one of the enabled access statuses.

2. The user receives a Welcome email with the account credentials and user portal URL.

Note: An administrator denies approval by deleting a user account. In this case the user receives an email to
inform them that the account has not been approved.

Customization settings, Login tab
© New Account button = DISABLED
Admin settings

© Allow Account Signups = False

© Automatic Account Approval = No automatic approval. Admin has to approve account.

The scenarios where a user can create a new FileCloud account are described in Table 3.

Table 3. Users Can Create New Accounts
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Users can create their own accounts

Users can create their own
accounts
The Admin must approve the
accounts

This scenario can also be
used to allow new users to
create an account when a
Share invitation is sent.

Users can create their own
accounts
Users can approve their own
accounts

This scenario can also be
used to allow new users to
create an account when a
Share invitation is sent.

Active Directory or LDAP
Users create a new FileCloud
account different from their
AD or LDAP credentials

The Admin can configure the
approval process
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! This scenario does not work
for AD and LDAP users. Refer to
the specific scenarios and
settings for AD and LDAP users.

1.

10.

11.

12.

The Administrator
configures the User Search
Mode.

The Administrator
configures New Account
Creation settings.

The Administrator provides
the user with the URL for
the User Portal OR an
invitation to create a new
account is sent when a
user shares a folder or file.

The User accesses the user
portal from a Web browser,
mobile device, or FileCloud

client app.

On the user portal login
window, the user clicks the
New Account button.

The user enters details in
the account creation fields.

The account is created but
is disabled by default.

The Admin will be notified
about the new account.

The Admin will approve the
account.

The Admin will set the user
account type to Full or
Guest.

The user will receive an
account creation email
using the email address
provided during account
creation.

The user is required to
verify the email account to
complete the account
creation process.

FileCloud Online Version 23.261 FileCloud Site Setup

! This scenario does not work
for AD and LDAP users. Refer to
the specific scenarios and
settings for AD and LDAP users.

1.

10.

The Administrator
configures the User Search
Mode.

The Administrator
configures New Account
Creation settings.

The Administrator provides
the user with the URL for
the User Portal OR an
invitation to create a new
account is sent when a
user shares a folder or file.

The User accesses the user
portal from a Web browser,
mobile device, or FileCloud

client app.

On the User Portal Login
window, the user clicks the
New Account button.

The user enters details in
the account creation fields.

The account is created and
is granted access of a Full,
Guest, or External User as
set by the Administrator in
Settings > Admin.

The Admin is notified about
the new account.

The user will receive an
account creation email
using the email address
provided during account
creation.

The user is required to
verify the email account to
complete the account
creation process.

. The Administrator

configures the
Authentication Type as
Active Directory or LDAP.

. The Administrator imports

AD or LDAP user accounts
into FileCloud.

. The Administrator

provides the user with the
URL for the User Portal.

. The User accesses the

user portal from a Web
browser, mobile device, or
FileCloud client app.

. Onthe User Portal Login

window, the user clicks
the New Account button.

. The user enters details in

the account creation
fields.

. The account is created

and is either disabled OR
granted access of a Full,
Guest, or External User as
set by the Administrator in
Admin settings.

. The Admin is notified

about the new account.

. The user will receive an

account creation email
using the email address
provided during account
creation.

. The user is required to

verify the email account to
complete the account
creation process.
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Settings, Users settings Settings, Users settings Settings, Authentication
d g g9 d d
@ User Account Search Mode = @ User Account Search Mode = settings
Exact Email with Implicit Exact Email with Implicit © Authentication Type =
Account Invite OR Exact Email Account Invite OR Exact Email ACTIVE DIRECTORY or LDAP
with Explicit Account Invite with Explicit Account Invite Customization settings, Login
Settings, Authentication Settings, Authentication tab
settings settings @ New Account button =
© Authentication Type = @ Authentication Type = ENABLED
DEFAULT DEFAULT Settings, Admin settings
Customization settings, Login Customization settings, Login ® Allow Account Signups =
tab tab Default
© New Account button = © New Account button = P .

Automatic Account Approval
ENABLED ENABLED = any value PP
Settings, Admin settings Settings, Admin settings
@ Allow Account Signups = @ Allow Account Signups =
True True
© Automatic Account Approval ® Automatic Account Approval
= No automatic approval. Admin = Automatically approve new
has to approve account. accounts to Full, Guest, or

External User

Set Create account on new user
share to true in the policy.

The scenarios where FileCloud automatically creates a new user account are described in Table 4.

Table 4. Automatic Account Creation

FileCloud automatically creates a new FileCloud account for Active Directory or
LDAP Users on First Login

The Administrator configures the Authentication Type as Active Directory or LDAP.

(Optional) The Administrator imports AD or LDAP user accounts into FileCloud.

The Administrator provides the user with the URL for the User Portal.

The User accesses the user portal from a Web browser, mobile device, or FileCloud client app.
On the User Portal Login window, the user enters their AD or LDAP username and password.

oo s~ wh =

FileCloud uses the AD or LDAP credentials to automatically create a FileCloud account for that user.

Settings, Authentication settings

© Authentication Type = ACTIVE DIRECTORY or LDAP
Customization settings, Login tab

@ New Account button = ENABLED

Settings, Admin settings

@ Allow Account Signups = Default

©@ Automatic Account Approval = Automatically approve new accounts to Full or Guest User.
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Also in this section:

Account Approval

This feature is used to allow automatic account creation by a user who clicks the New Account button
in user portal login page.

The admin can set account approval in the Automatic account approval field in the Admin settings
page.

Account approval settings

To set Automatic account approval:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

. - . A3
the Settings navigation page, click Admin .
The Admin settings page opens.

2. Scroll down to the Automatic account approval field.
3. Choose one of the values shown below:

Automatic account approval No Automatic approval, Admin has to approve account v

No Automatic approval, Admin has to approve account

Send account approval pending
Automatically approve new accounts to Full User

Send welcome/verification email Automatically approve new accounts to Guest User

Automatically approve new accounts to External User

Send approval emails to users a

Value Description

No Automatic approval, Admin = Default. The account can be created by the user but the user cannot

has to approve account log in. The account requires admin approval for the user to access it.

Automatically approve new The user can create the account and immediately log in to FileCloud

accounts to Full User without waiting for admin approval. The account has Full User
permission.

Automatically approve new The user can create the account and immediately log in to FileCloud

accounts to Guest User without waiting for admin approval. The account has Guest User
permission. Later the admin can change the permission to Full User
permission.
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Value Description

Automatically approve new The user can create the account and immediately log in to FileCloud

accounts to External User without waiting for admin approval. The account has External User
permission.

To know more about the difference between Full, Guest and External users, see the User Access page.

No Automatic approval, Admin has to approve account

In this mode the user can create an account to access FileCloud but cannot log in until the admin
approves the account, so the system sends an Approval Pending email to the admin. Once the admin
approves the user, the user receives an Approval email, and can log in and access FileCloud.

Note

¢ Approval emails are sent only if the option Send account approval pending emails is enabled in
the admin portal in the Admin settings page. The setting is enabled by default.

¢ |f Send account approval pending emails is disabled, the admin is not notified about account
creation. In this case, new accounts are approved only when admin user logs in.

¢ |f Send account approval pending emails is enabled, the emails are sent to the Admin email in
the Admin settings page.

Approving an account as an admin

When users create their own accounts and the Admin setting field Automatic account approval is set
to the default value of No Automatic approval, Admin has to approve account, by default you are sent
an email to your admin account informing you that a new user has been created an your approval is
required to enable it:
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L,ijeC oud

Admin Approval Required.

A new FileCloud user is created and waiting for your approval.
Usermame : laura
Email : laura@example.com

Please visit the FileCloud Admin portal to approve the user. Admin
portal is at http://127.0.0.1/ui/admin/index_html.

If you disable the Send account approval pending emails field in the Admin settings page, FileCloud
does not notify you that a new account has been created, and you must be notified by a user or
browse for new, disabled users in the Manage User page when you log in.

To approve a new, disabled user:

1. Inthe admin portal, in the navigation panel, click Users, and in the Manage Users page, locate
the new user, who will have disabled access.

@ FiLecloud 2 admin ~
e
2 Harage e

G Dashboard
USERS/ GROUPS & Fiter ([ Q Filter by name, email or notes Status Filter : All v Source Filter : All v Show 10 Items v
2 Users
2 Groups User name Display Name Email Last Login Status Actions
& Admins
MANAGE &
W > jenniferp Jennife
3 Team Folders = e e

2% Network Share

% User Share

2. To open the User Details, click the edit icon for the user.

3. Change the Access Level from Disabled to one of the access levels with permissions.
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User Details [ x ‘

Name Total Quota
laura
Email Used Quota

laura@example.com

Last Login Available Quota
-- 2GB

|
TOS Date
Not Accepted |
Group

B

&

Reset
Password

Send
Email

L]
Manage
Backups

(%)

Delete
Account

>

Profile Image

Access Level

Disabled v

Disabled

Guest

Full

External

Secondary Email

The user is now approved and can log in to and use FileCloud.

@ FiLecLoud 2 admin ~

e
& Manage Users O s
1t Dashboard
USERS/GROUPS & Filter Q  Filter by name, email or notes Status Filter : All v Source Filter : All v Show 10 Items
2 Users
2 Groups User name Display Name Email Last Login Status Actions
£ Admins
2 g Alya aiyaecmplecom GrmE v = x
MANAGE 4
 Toam Forders Wb jemiterp Jennifer jenniferperkinsa@fiecoudcom 14 Apr2025 080 (TIEED )}%a: x
2 faura aura laura@example.com 2 x
=% Network Share s b ; ’ " 2 &
< User Share
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Allow AD or LDAP Users to Create a New Account

o Active Directory (AD) accounts are only available in some versions of FileCloud Online.

Administrators can allow AD or LDAP users to create a new FileCloud user account in one of the
following ways:

+ Have FileCloud automatically create a new FileCloud account for AD or LDAP Users on first login
(credentials are the same as their AD or LDAP credentials)

o Active Directory or LDAP users create a new FileCloud account different from their AD or LDAP
credentials

To allow an AD or LDAP user to create a new FileCloud user account:

1. Set up AD or LDAP based authentication following the instructions in Active Directory
Authentication or LDAP Based Authentication.

2. In the FileCloud admin portal, go to Customization > Login.
3. Check Show New Account Button.

General Labels And Logos URL Ul Messages Email Templates

Ul Features Login Account Menu Listing

Customize User Login Screen

Show New Account Button

Display “New Account” button in user login screen

Show SSO Link

4. Now, in the FileCloud admin portal, go to Settings > Admin.
5. In Allow account signups, select Default.
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Ad min D Reset to defaults

Admin login name

A admin
Change the default admin user name.

Admin email

Email id for admin account

Enable two-factor authentication for admin logins

Requires valid admin or admin user email id.

Reset main admin password
Reset Admin Password

Stats APl key

API Key for getting stats

Allow account signups

) ) ' Default v
Allow new account creation during login.

Allow email as username

©

6. To set an approval method, in Automatic account approval, choose a value.

Automatic account approval No Automatic approval, Admin has to approve account v

No Automatic approval, Admin has to approve account

Send account approval pending
Automatically approve new accounts to Full User

Send welcome/verification email Automatically approve new accounts to Guest User

Automatically approve new accounts to External User

Send approval emails to users a

The user is notified by email when:

¢ Trying to connect (when admin approval is pending)
¢ When the admin has approved the device trying to connect

Table 1. The Settings
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Setting

Show New
Account
Button

Location

Customization >
General > Login

Options

ENABLED =
Displays New
Account button
on user log-in
page. opens a
window for the
user to type in
new account
information

DISABLED =
Hides New
Account button
on user log-in

page.

FileCloud Online Version 23.261 FileCloud Site Setup

Description

This setting determines whether the New Account
button appears on the user portal log-in page.

If enabled, this setting works with two other
settings to determine authentication and approval
permissions:

¢ Allow Account Signups
¢ Automatic Account Approval

User Settings — 122



Setting

Allow account
signups

Location

Admin settings
page

Options

Specifies if a user
can or cannot
create a new
FileCloud user
account from the
login page. by
choosing:

o Default
e True
* False

Can Create an
Account

Prerequisite: Sho
w New Account
Button = Enabled

Default = AD and
LDAP users can
create their own
accounts by
logging in to the
user portal (they
do not have to
click the New
Account button).

e Active
Directory
authenticatio
n allowed

e LDAP
authenticatio
n allowed

FileCloud Online Version 23.261 FileCloud Site Setup

Description

This setting controls if the user can create a new
account. By default, the account is disabled until
an administrator approves it. If you want the
account to be automatically approved, use the
Automatic Account Approval setting.

Do | choose Default or True?
Default

¢ If you are using AD or LDAP authentication.

¢ You want to allow your AD users to create
their own FileCloud user accounts. After you
import AD or LDAP user accounts into
FileCloud, instruct the users to log in using
their AD or LDAP credentials and on first
login FileCloud will automatically create their
new FileCloud accounts.
Note: If you are not using AD or LDAP
authentication, users cannot create their own
accounts.

True

¢ |f you are NOT using AD or LDAP
authentication

¢ You want to allow your users to create their
own user accounts by clicking the New
Account button. By default, the account is
disabled until an Administrator approves it.
Note: If you are using AD or LDAP
authentication, AD or LDAP users can create
accounts which do not use their AD
credentials by clicking the New Account
button.
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Setting Location Options Description

e Local users
(who are not
using AD or
LDAP
authenticatio
n) cannot
create their
own
accounts.

True = Local
users can create
their own
accounts

e Local users
(who are not
using AD or
LDAP
authenticatio
n) can create
their own
accounts by
clicking the
New
Account
button when
they initially
login.

e Active
Directory
authenticatio
n not allowed
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Setting

Automatic
Account
Approval

Location

Admin settings
page

Options

o LDAP
authenticatio

n not allowed

Cannot Create an
Account

False = No users
can create their
own accounts

o |f the New
Account
button is
enabled, and
the user
clicks it, an
error
message
indicates
that new
account
creation is
not allowed.

(Default) No
automatic
approval. Admin
has to approve
account.

Automatically
approve new
accounts to Full
User

Automatically
approve new
accounts to
Guest User

Automatically
approve new
accounts to
External User

FileCloud Online Version 23.261 FileCloud Site Setup

Description

If the total number of licenses has been
reached, share invitations to new users are
blocked unless Automatic Account Approval is
set to Automatically approve new accounts to
External User.

Prerequisites:

e New Account = ENABLED

¢ Allow Account Signups = Default or True
This setting determines:

¢ |f the account created by the user is disabled
until the Administrator approves it

e |f the account is approved with a specific
level of access automatically without
intervention from the Administrator.

For smaller organizations or high security sites,
you can configure this option so that when a user
creates a new account it is disabled until it is
approved by the administrator.

For larger organizations, it might not be
practical to have the administrator approve every
account created and you can use the automatic
account approval settings.
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You can allow AD and LDAP users to create accounts with their AD and LDAP credentials or with

different credentials.

Admins want FileCloud to automatically
create a new FileCloud account

for their Active Directory or LDAP Users on
first login

1. The administrator configures the
Authentication type as Active
Directory or LDAP.

2. (Optional) The administrator imports
AD or LDAP user accounts into
FileCloud.

3. The administrator provides the user
with the URL for the user portal.

4. The user accesses the user portal from
a Web browser, mobile device, or
FileCloud client application.

5. On the login window, the user enters
their AD or LDAP username and
password.

6. FileCloud uses the AD or LDAP
credentials to automatically create a
FileCloud account for that user.

Settings, Authentication settings

© Authentication type = Active Directory or
LDAP

Customization > Login

@ New Account button = Enabled
Settings, Admin settings

@ Allow account signups = Default

© Automatic account approval = The new
user account is automatically approved with
Full or Guest access.

For more information:
Configure Active Directory

Configure LDAP

Active Directory or LDAP Users create a new FileCloud
account different from their AD or LDAP credentials
The Admin can configure the approval process

. The administrator configures the Authentication Type

as Active Directory or LDAP.

. (Optional) The administrator imports AD or LDAP user

accounts into FileCloud.

The administrator provides the user with the URL for
the user portal.

The user accesses the user portal from a Web
browser, mobile device, or FileCloud client application.

On the user portal login window, the user clicks the
New Account button.

6. The user enters details in the account creation fields.

7. The account is created and is either disabled OR

granted access of a Full User, Guest User, or External
User as set by the administrator.

8. The admin is notified about the new account.

9. The user receives an account creation email using the

10.

email address provided during account creation.

The user is required to verify the email account to
complete the account creation process.

Settings, Authentication settings

© Authentication Type = Active Directory or LDAP

Customization > Login
@ New Account button = Enabled

Settings, Admin settings

@ Allow Account Signups = Default

@ Automatic Account Approval = any choice
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Configuring a Scenario
FileCloud supports the following authentication modes:

o Default authentication
o Active Directory based authentication
e LDAP based authentication

The following table describes how each authentication mode impacts the users' ability to create
a new account.

Default Authentication AD LDAP
Authentication Performed by FileCloud Server In AD Server In LDAP Server
Users can Create Accounts Permitted Not Permitted Not Permitted
User Account Types Full, Guest, External Full, Guest Full, Guest

Prerequisites

» Active Directory or LDAP service must be accessible from FileCloud (IP and Port must be
accessible)

» Active Directory or LDAP must support Simple Authentication Method (Anonymous or Name/
Password Authentication Mechanism of Simple Bind)

¢ Active Directory or LDAP users must have an email attribute

Allow Only an Admin To Create New Accounts

Administrators can customize how new user accounts are created.

In this scenario, you will configure the FileCloud site so that only administrators can create new
accounts.

The settings that you use to configure this scenario is described in Table 1.

Table 1. The Settings
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Setting

Show New
Account
Button

Location

Customization >
General > Login

Options

ENABLED =
Displays New
Account button
on user log-in
page. opens a
window for the
user to type in
new account
information

DISABLED =
Hides New
Account button
on user log-in

page.

FileCloud Online Version 23.261 FileCloud Site Setup

Description

This setting determines whether the New Account
button appears on the user portal log-in page.

If enabled, this setting works with two other
settings to determine authentication and approval
permissions:

¢ Allow Account Signups
¢ Automatic Account Approval
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Setting

Allow account
signups

Location

Admin settings
page

Options

Specifies if a user
can or cannot
create a new
FileCloud user
account from the
login page. by
choosing:

o Default
e True
* False

Can Create an
Account

Prerequisite: Sho
w New Account
Button = Enabled

Default = AD and
LDAP users can
create their own
accounts by
logging in to the
user portal (they
do not have to
click the New
Account button).

e Active
Directory
authenticatio
n allowed

e LDAP
authenticatio
n allowed

FileCloud Online Version 23.261 FileCloud Site Setup

Description

This setting controls if the user can create a new
account. By default, the account is disabled until
an administrator approves it. If you want the
account to be automatically approved, use the
Automatic Account Approval setting.

Do | choose Default or True?
Default
 If you are using AD or LDAP authentication.

¢ You want to allow your AD users to create
their own FileCloud user accounts. After you
import AD or LDAP user accounts into
FileCloud, instruct the users to log in using
their AD or LDAP credentials and on first
login FileCloud will automatically create their
new FileCloud accounts.
Note: If you are not using AD or LDAP
authentication, users cannot create their own
accounts.

True

e If you are NOT using AD or LDAP
authentication

¢ You want to allow your users to create their
own user accounts by clicking the New
Account button. By default, the account is
disabled until an Administrator approves it.
Note: If you are using AD or LDAP
authentication, AD or LDAP users can create
accounts which do not use their AD
credentials by clicking the New Account
button.
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Setting Location Options Description

e Local users
(who are not
using AD or
LDAP
authenticatio
n) cannot
create their
own
accounts.

True = Local
users can create
their own
accounts

e Local users
(who are not
using AD or
LDAP
authenticatio
n) can create
their own
accounts by
clicking the
New Account
button when
they initially
login.

e Active
Directory
authenticatio
n not allowed

e LDAP
authenticatio
n not allowed

Cannot Create an
Account

False = No users
can create their
own accounts

e [f the New
Account
button is
enabled, and
the user
clicks it, an
error
message
indicates
that new
account
creation is
not allowed.
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Setting

Automatic
Account
Approval

Location

Admin settings
page

Options

(Default) No
automatic
approval. Admin
has to approve
account.

Automatically
approve new
accounts to Full
User

Automatically
approve new
accounts to
Guest User

Automatically
approve new
accounts to
External User

FileCloud Online Version 23.261 FileCloud Site Setup

Description

If the total number of licenses has been
reached, share invitations to new users are
blocked unless Automatic Account Approval is
set to Automatically approve new accounts to
External User.

Prerequisites:

¢ New Account = ENABLED

¢ Allow Account Signups = Default or True
This setting determines:

¢ [f the account created by the user is disabled
until the Administrator approves it

 |f the account is approved with a specific
level of access automatically without
intervention from the Administrator.

For smaller organizations or high security sites,
you can configure this option so that when a user
creates a new account it is disabled until it is
approved by the administrator.

For larger organizations, it might not be
practical to have the administrator approve every
account created and you can use the automatic
account approval settings.

The scenario where only an administrator creates a new FileCloud account is described in the

following table.

Only an Admin can create User accounts

1. The administrator creates the account in the admin portal.

2. The user receives a Welcome email with the account credentials and user portal URL.

Customization > Login

© New Account button = Disabled

Settings, Admin settings

© Allow Account Signups = False

© Automatic Account Approval = No automatic approval, Admin has to approve account.
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In this scenario, if you disable the New Account button, then the other settings can be left set to
their defaults.

To configure these settings:

1. Log into the admin portal.
2. In the left menu panel, click Customization.
3. On the General tab, click the Login tab.

4. Make sure the Show New Account Button checkbox is not selected.
FileCloud server will not display the New Account button in the user portal.

. Folder: /jenniferp/Accounts/Account Names Folder

Check Access

u -
Users @® ’. < 'i Q
Read Write Share Delete Manage
v v O
v v V| v v
Inherited Permissions
Users ® ,‘ < i o

Read Write Share Delete Manage

Allow Users to Create and Approve Accounts
Administrators can customize how new user accounts are created.
This scenario:

o allows users to create and approve their own accounts.

¢ allows an administrator set a default level of access.
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¢ may be useful in systems where share invitations are sent to new users.

This scenario does not work for AD and LDAP users. Refer to the specific scenarios and settings for
AD and LDAP users.

The settings that you use to configure these scenarios are described in Table 1.

Table 1. The Settings

Setting

Show New
Account
Button

Location

Customization >
General > Login

Options

ENABLED =
Displays New
Account button
on user log-in
page. opens a
window for the
user to type in
new account
information

DISABLED =
Hides New
Account button
on user log-in

page.

Description

This setting determines whether the New Account
button appears on the user portal log-in page.

If enabled, this setting works with two other
settings to determine authentication and approval
permissions:

¢ Allow Account Signups
e Automatic Account Approval
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Setting

Allow account
signups

Location

Admin settings
page

Options

Specifies if a user
can or cannot
create a new
FileCloud user
account from the
login page. by
choosing:

o Default
e True
* False

Can Create an
Account

Prerequisite: Sho
w New Account
Button = Enabled

Default = AD and
LDAP users can
create their own
accounts by
logging in to the
user portal (they
do not have to
click the New
Account button).

e Active
Directory
authenticatio
n allowed

e LDAP
authenticatio
n allowed

FileCloud Online Version 23.261 FileCloud Site Setup

Description

This setting controls if the user can create a new
account. By default, the account is disabled until
an administrator approves it. If you want the
account to be automatically approved, use the
Automatic Account Approval setting.

Do | choose Default or True?
Default
e If you are using AD or LDAP authentication.

¢ You want to allow your AD users to create
their own FileCloud user accounts. After you
import AD or LDAP user accounts into
FileCloud, instruct the users to log in using
their AD or LDAP credentials and on first
login FileCloud will automatically create their
new FileCloud accounts.
Note: If you are not using AD or LDAP
authentication, users cannot create their own
accounts.

True

e If you are NOT using AD or LDAP
authentication

¢ You want to allow your users to create their
own user accounts by clicking the New
Account button. By default, the account is
disabled until an Administrator approves it.
Note: If you are using AD or LDAP
authentication, AD or LDAP users can create
accounts which do not use their AD
credentials by clicking the New Account
button.

User Settings — 134



FileCloud Online Version 23.261 FileCloud Site Setup

Setting Location Options Description

e Local users
(who are not
using AD or
LDAP
authenticatio
n) cannot
create their
own
accounts.

True = Local
users can create
their own
accounts

e Local users
(who are not
using AD or
LDAP
authenticatio
n) can create
their own
accounts by
clicking the
New
Account
button when
they initially
login.

e Active
Directory
authenticatio
n not
allowed
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Setting

Automatic
Account
Approval

Location

Admin settings
page

Options

o LDAP
authenticatio
n not
allowed

Cannot Create an
Account

False = No users
can create their
own accounts

o |f the New
Account
button is
enabled, and
the user
clicks it, an
error
message
indicates
that new
account
creation is
not allowed.

(Default) No
automatic
approval. Admin
has to approve
account.

Automatically
approve new
accounts to Full
User

Automatically
approve new
accounts to
Guest User

Automatically
approve new
accounts to
External User

FileCloud Online Version 23.261 FileCloud Site Setup

Description

If the total number of licenses has been
reached, share invitations to new users are
blocked unless Automatic Account Approval is
set to Automatically approve new accounts to
External User.

Prerequisites:

¢ New Account = ENABLED

¢ Allow Account Signups = Default or True
This setting determines:

¢ [f the account created by the user is disabled
until the Administrator approves it

¢ [f the account is approved with a specific
level of access automatically without
intervention from the Administrator.

For smaller organizations or high security
sites, you can configure this option so that when a
user creates a new account it is disabled until it is
approved by the administrator.

For larger organizations, it might not be
practical to have the administrator approve every
account created and you can use the automatic
account approval settings.

The scenarios where a user can create a new FileCloud account are described in the following table.
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Users can create their own accounts
Users can approve their own accounts
This scenario can also be used to allow new users to create an account when a Share invitation is sent.

L. This scenario does not work for AD and LDAP users. Refer to the specific scenarios and settings for AD and
LDAP users.

1. The administrator configures the User Search Mode.
2. The administrator configures New Account Creation settings.

3. The administrator provides the user with the URL for the user portal OR an invitation to create a new
account is sent when a user shares a folder or file.

The user accesses the user portal from a Web browser, mobile device, or FileCloud client app.
On the user portal login window, the user clicks the New Account button.
The user enters details in the account creation fields.

N o o &

The account is created and is granted access of a Full User, Guest User, or External User as set by the
Administrator.

©

The user receives an account creation email using the email address provided during account creation.
9. The user is required to verify the email account to complete the account creation process.

Settings, Misc > User settings

@ User Account Search Mode = Exact Email with Implicit Account Invite or Exact Email with Explicit Account
Invite

Settings, Authentication settings

@ Authentication Type = DEFAULT

Customization > Login

© New Account button = ENABLED

Settings, Admin settings

©@ Allow Account Signups = TRUE

© Automatic Account Approval = Automatically approve new accounts to Full/Guest/External User.
Settings, Policies

@ Set Create account on new user shares to yes in users' policies.

To configure these settings:

1. Open the User settings page.
a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Misc
b. In the inner navigation bar on the left of the Settings page, expand the Misc menu, and
click User, as shown below.
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@ rieciov

1«
% Groups. 3 Settings

= Settings / Misc/ User

User

Folder to import files from on user creation P

Exact Email Search With Expiicit Account Invite

A Users v

Show al groups v

The User settings page opens.
2. In User Account Search Mode, select Exact Email Search with Explicit Account Invite or Exact

Email Search with Implicit Account Invite.

D Reset to defaults ]

User

Folder to import files from on user creation
Check Path

Folder containing sample data that is imported into each new user's

account.

User account search mode
Exact Email Search With Explicit Account Invite

User search method available in shares

Exact Email Search With Explicit Account Invite

User search account type
Exact Email Search With Implicit Account Invite

Type of users searched for in user searches

Exact Name/Email Search
Group visibility
o ) ) Partial Name/Email Search
Groups visible to users during share creation and taggh, .
comments

Click Save.
3. In the FileCloud admin portal's left navigation bar, go to Customization > General > Login.

4. Check Show New Account Button.
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General Labels And Logos URL Ul Messages Email Templates

Ul Features Login Account Menu Listing

Customize User Login Screen

Show New Account Button

Display “New Account” button in user login screen

Show SSO Link

5. Click Save.

6. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Admin UNKNOWN ATTACHMENT .
The Admin settings page opens.

7. In the Allow Account Signups field, select True.

Allow account signups

Allow new account creation during login.

8. Click Save.

Blocking the createprofile API endpoint

The setting Allow account creation through login form has been added to enable you to block the
createprofile API endpoint from the admin portal. The endpoint is used for account signups in the New
Account form.

To disable the createprofile API endpoint:

1. Go to Settings > Admin.
2. Disable the Allow account creation through login form setting.

Allow account creation through login form

This setting does not affect account creation on new user shares.(When
disabled, the operation is disabled at the API level.)

Allow Users to Create a New Disabled Account

Administrators can customize how new user accounts are created.
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In this scenario you are allowing users to create their own accounts but they are disabled until an
administrator approves them.

The settings that you use to configure this scenario are described in Table 1.

Table 1. The Settings

Setting

Show New
Account
Button

Location

Customization >
General > Login

Options

ENABLED =
Displays New
Account button
on user log-in
page. opens a
window for the
user to type in
new account
information

DISABLED =
Hides New
Account button
on user log-in

page.

Description

This setting determines whether the New Account
button appears on the user portal log-in page.

If enabled, this setting works with two other
settings to determine authentication and approval
permissions:

¢ Allow Account Signups
¢ Automatic Account Approval

User Settings — 140



Setting

Allow account
signups

Location

Admin settings
page

Options

Specifies if a user
can or cannot
create a new
FileCloud user
account from the
login page. by
choosing:

o Default
e True
* False

Can Create an
Account

Prerequisite: Sho
w New Account
Button = Enabled

Default = AD and
LDAP users can
create their own
accounts by
logging in to the
user portal (they
do not have to
click the New
Account button).

e Active
Directory
authenticatio
n allowed

e LDAP
authenticatio
n allowed
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Description

This setting controls if the user can create a new
account. By default, the account is disabled until
an administrator approves it. If you want the
account to be automatically approved, use the
Automatic Account Approval setting.

Do | choose Default or True?
Default

¢ If you are using AD or LDAP authentication.

¢ You want to allow your AD users to create
their own FileCloud user accounts. After you
import AD or LDAP user accounts into
FileCloud, instruct the users to log in using
their AD or LDAP credentials and on first
login FileCloud will automatically create their
new FileCloud accounts.
Note: If you are not using AD or LDAP
authentication, users cannot create their own
accounts.

True

¢ |f you are NOT using AD or LDAP
authentication

¢ You want to allow your users to create their
own user accounts by clicking the New
Account button. By default, the account is
disabled until an Administrator approves it.
Note: If you are using AD or LDAP
authentication, AD or LDAP users can create
accounts which do not use their AD
credentials by clicking the New Account
button.
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Setting Location Options Description

e Local users
(who are not
using AD or
LDAP
authenticatio
n) cannot
create their
own
accounts.

True = Local
users can create
their own
accounts

e Local users
(who are not
using AD or
LDAP
authenticatio
n) can create
their own
accounts by
clicking the
New
Account
button when
they initially
login.

e Active
Directory
authenticatio
n not allowed
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Setting

Automatic
Account
Approval

Location

Admin settings
page

Options

o LDAP
authenticatio

n not allowed

Cannot Create an
Account

False = No users
can create their
own accounts

o |f the New
Account
button is
enabled, and
the user
clicks it, an
error
message
indicates
that new
account
creation is
not allowed.

(Default) No
automatic
approval. Admin
has to approve
account.

Automatically
approve new
accounts to Full
User

Automatically
approve new
accounts to
Guest User

Automatically
approve new
accounts to
External User
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Description

If the total number of licenses has been
reached, share invitations to new users are
blocked unless Automatic Account Approval is
set to Automatically approve new accounts to
External User.

Prerequisites:

e New Account = ENABLED

¢ Allow Account Signups = Default or True
This setting determines:

¢ |f the account created by the user is disabled
until the Administrator approves it

e |f the account is approved with a specific
level of access automatically without
intervention from the Administrator.

For smaller organizations or high security sites,
you can configure this option so that when a user
creates a new account it is disabled until it is
approved by the administrator.

For larger organizations, it might not be
practical to have the administrator approve every
account created and you can use the automatic
account approval settings.
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The scenarios that enable a user to create a new FileCloud account are described in the following
table.

Users can create their own accounts
The Admin must approve the accounts
This scenario can also be used to allow new users to create an account when a Share invitation is sent.

! This scenario does not work for AD and LDAP users. Refer to the specific scenarios and settings for AD and
LDAP users.

—_

—_

© v © No gk

The Administrator provides the user with the URL for the User Portal.

The User accesses the user portal from a Web browser, mobile device, or FileCloud client app.

On the User Portal Login window, the user clicks the New Account button.

The user enters details in the account creation fields.

The account is created but is disabled by default.

The Admin is notified about the new account.

The Admin approves the account.

The Admin sets the user account type to Full User or Guest User.

The user receives an account creation email using the email address provided during account creation.
The user is required to verify the email account to complete the account creation process.

Settings, Authentication settings

@ Authentication Type = Default

Customization settings, Login tab
© New Account button = Enabled
Settings, Admin settings

@ Allow Account Signups = True

© Automatic Account Approval = No Automatic approval; Admin has to approve account

a > 0N~

The

To configure these settings:

Log into the Administration Portal.

In the left menu panel, click Customization.

On the General tab, click the Login tab.

Make sure the Show New Account Button checkbox is selected.

In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Admin UNKNOWN ATTACHMENT .

Scroll down to the Allow account signups field, and select True.

Allow account signups
True v
Allow new account creation during login.

user is notified by email when:

¢ Trying to connect (admin approval pending)

User Settings — 144



FileCloud Online Version 23.261 FileCloud Site Setup

* When the administrator has approved the device trying to connect

Blocking the createprofile API endpoint

The setting Allow account creation through login form has been added to enable you to block the
createprofile API endpoint from the admin portal. The endpoint is used for account signups in the New
Account form.

To disable the createprofile APl endpoint:
1. Go to Settings > Admin.
2. Disable the Allow account creation through login form setting.

Allow account creation through login form

This setting does not affect account creation on new user shares.(When
disabled, the operation is disabled at the API level.)

Prevent Email Addresses as Usernames

Beginning with FileCloud 23.241, Allow Email as Username is enabled by default.
Prior to FileCloud 23.241, Allow Email as Username was disabled by default.

By default, FileCloud usernames can be the same as the user's email address. You can prevent use of
user's email addresses as usernames by disabling an Admin setting.

To prevent use of email addresses as user names:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

: - _ e
the Settings navigation page, click Admin .
The Admin settings page opens.

2. Disable Allow email as username, and click Save.
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Admin ) Reset to defaults

Admin login name

Change the default admin user name.

Admin email

Email id for admin account

Enable two-factor authentication for admin logins

Requires valid admin or admin user email id.

Reset main admin password
Reset Admin Password

Stats API key

API Key for getting stats

Allow account signups

) : ) Default wv
Allow new account creation during login.
Allow email as username
Allow password change
Default v

Allow users to change their passwords.

Emails may no longer be used as usernames.

Domain Limitations for External Users

Domain limitations for external users are effective for FileCloud beginning in version 22.1.
If external users have the same domains that at least 10% of licensed users have before the rule was
put into effect, the external users are allowed to remain with their current emails.

Your FileCloud license limits the number of licensed (full and guest users) you can create, but allows
you to create an unlimited number of external users. To prevent users from using external accounts
for internal users, the system assumes that your FileCloud site domain (and its sub-domains and
sibling domains) and any domain used by at least 10% of your licensed (full and guest) users are
internal domains, and therefore prevents you from creating external users with those domains.

An exception is made for popular email domains like gmail and yahoo. Unlimited numbers of external
users can be created with those domains. Users with those domains are not counted when the system
calculates percents of users with specific domains.
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Example:
A company has a FileCloud license that permits 30 licensed (full and guest) users. The FileCloud site
domain is company456.com.

The 30 licensed users have emails with the following domains:
company456.com - 10 users

tech123.com - 8 users

gmail.com - 8 users

factory123.com - 3 users

sullivanlaw.com - 1 user

The 8 users with gmail.com as their domain are omitted when computing the percent of users with
specific domains.

The admin adds an external user with the email: jcarr@company456.com. This is not permitted
because it has the same domain as the FileCloud site.

The admin adds an external user with the email: mfields@tech123.com. This is not permitted because
36% of the licensed users have the same domain.

The admin adds an external user with the email: hbarrett@gmail.com. This is permitted because
gmail.com is a popular domain.

The admin adds an external user with the email: bsullivan@sullivanlaw.com. This is permitted
because only 4.5% of the licensed users have the same domain.

Password Settings

o Beginning with FileCloud 23.241, the New Accounts Must Change Password setting is enabled by
default.
Prior to FileCloud 23.241, the New Accounts Must Change Password setting was disabled by
default.

Beginning with FileCloud 23.241, the Skip password change on first login setting is disabled by
default.
Prior to FileCloud 23.241, the Skip password change on first login setting was enabled by default.

The following settings are applicable for the default FileCloud Admin, the Team Folder account and
user accounts.

This section explains the password settings available in FileCloud installation.
To view or change the password settings:

1. Open the Password settings page.
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To go to the Password settings page

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on the
Settings navigation page, click Misc

2. In the inner navigation bar on the left of the Settings page, expand the Misc menu, and click
Password, as shown below.

@ ricciows

Dashboard Settings

Password

rd length

The Password settings page opens.

2. Change any of the settings according to your security requirements.

Type

Minimum
Password
Length

Enable Strong
Passwords

Disallow
Commonly Used
Passwords

Incorrect
attempts before
account lockout

Description

Enforces minimum character length for password (Applies to local account and
NOT to AD/LDAP accounts). Default value is 14.

Enabling this will require the password to contain at least one uppercase,
lowercase, number and a special character in the password. Checked by default.

Applies only to local account and not to AD/LDAP account.

Prevents users from using commonly used passwords for their user accounts.
Enabled by default. For more information, see Restrict Commonly Used Passwords.

For higher security, if users try logging in with the wrong password for more than
the times specified here, their account will be locked out and they cannot login
even if they type in their correct password. Default value is 5.

A value of 0 means account lockout with wrong password is disabled.
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Type

Account Lockout
length in
Minutes

Disallow user
login with
password

User Password
Expires In Days

New accounts
must change
password

Skip password
change on first
login

Number of
previous
passwords that
cannot be
reused

Reset password
attempt interval
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Description

Specifies time the account is locked out if wrong password is entered multiple
times as specified in the option for max incorrect attempts. Default value is 5.

A value of 0 means lockout is disabled.

This setting will disallow login for user accounts. DEFAULT allows login with
password for all users.

If a value above 0 is entered, when a new user is created or when a password is
changed, an expiration date for the password is added automatically.

NOTE: Automatic email notifications are sent to the user 7 days and 1 day before
the actual password expiry date.

When enabled, this setting forces new users to change their password on initial
login, with the following exceptions:

* When the user creates the new account through a registration form (the
user adds a password in the form).

* When the user has an AD account (the user is automatically assigned an
AD password).
¢ When the user logs in using SSO.

Default is enabled.

Do not require password change on first login for accounts created during shared
and new signups. Default is disabled.

Specifies the number of previous passwords that cannot be reused when password
is changed. A value of 0 indicates that there are no restrictions.

Interval in minutes between consecutive reset password attempts. Default is 5.

0 indicates that there is no restriction.
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Type Description
Send reset Allows you to create an email that is automatically sent to a user when an admin
password email resets the user's password. There is no default email; when this is enabled, email
subject and email content fields appear.
Send reset password email o
Email subject Password Changed!

Enter email text

A

Email subject is set to Password Changed! but may be changed. The note in Enter
the text of the email below must be entered.

Disabled by default.

3. Click Save.

Setting Account Locked Alerts

By default, FileCloud is set to not send an email message to the user or admin to notify them that the
account has been locked due to incorrect login attempts. However, you may change this setting.

To change the Account Locked Alert setting:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
plel

i
the Settings navigation page, click Admin ~

The Admin settings page opens.
2. Scroll down to the Send account locked email setting.
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Admin session timeout in minutes

Admin portal login session timeout

Example: 15 (default) = 15 minutes; 30 = 30 minutes; 60 = 1 hour 30
Note: Session always expires when browser is closed unless advanced
configuration is added.

Send account locked email

No Email

Show recent access locations in dashboard

. . ) ) Email User
Display the recent access locations chart in the admin dashboard. Default

equals false. Email User and Admin

3. Inthe drop-down list, choose one of the following settings:
No Email - Neither the user nor the admin receives an email notification about the user account

lockout.

Email User - The user receives an email notification about their account lockout but the admin
does not.

Email User and Admin - Both the user and the admin receive an email about the user account
lockout.

Restrict Commonly Used Passwords

Anytime a password is created or updated, before the password is accepted, FileCloud Server
checks the suggested password against the US NIST Password Guidelines list.
¢ This feature can be enabled or disabled by the administrator in the admin portal.
¢ The option is called Disallow commonly used passwords and if enabled it will prevent users
from setting commonly used passwords for their user accounts.

The password entered is checked against the password guidelines list when:

e Anew useris added.
¢ Auser's password or the admin password is updated.
¢ The password is reset.

e User are imported using a CSV file.
To set this option:

1. Go to the Password settings page.
To go to the Password Settings page

a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

~

A2y
&

b. In the inner navigation bar on the left of the Misc page, expand the Misc menu, and
click Password, as shown below.

the Settings navigation page, click Misc
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@ Fiecloud
e - .
& Groups @3 Settings
2 Admins
= Settings / Mise Password
MANAGE &
3 Team Folders

% Network Share

% User Share

) Folder Permissions
4 Notifications

DEVICES &

] Device Management

GOVERNANCE &

& Dashboard

= Retention

) SmartDLP

© Smart Classification

' Compliance Center

Misc. &

@ Audit

o Aert

& UserLocks
Workfiows

i= Reports

Q. Federated Search

) Metadata

SETTINGS &

@ Settings

CUSTOMIZATION &

& Customization

Password

Minimum password length

Minimum acceptable length of Password

Enable strong passwords
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Password

Minimum password length

Minimum acceptable length of Password

Enable strong passwords

Disallow commonly used passwords

Do not allow users’ most common passwords.

Incorrect password attempts before account lockout

0= account s notlocked out

Account lockout length in minutes
0= accounts not locked out
Disallow user login with password

DEFAULT
Disallow Login with password on user accounts.

User password expiration in days

New accounts must change password

New user accounts are required to change passwords on login

Skip password change on first login

1 change on firstlogin for accounts created during

Number of previous passwords that cannot be reused.

2. Enable Disallow Commonly Used Passwords.

14

Require passwords to contain at least one uppercase letter, at least one
lowercase letter, at least one number and a least one special character.

& admin v

D Reset to defauits

D Reset to defaults

Disallow commonly used passwords

Do not allow users' most common passwords.

Incorrect password attempts before account lockout

0 = account is not locked out

3. Click Save.

User Session Expiration

Default Behavior

wn

By default, when a user logs into FileCloud, their session remains authenticated for a specified amount

of time.
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Device Time Session is Valid

Web Browser Specified by the value in Session Timeout in minutes setting. If the browser is closed, the
session expires.

All other apps Doesn't expire. Session lasts until user logs out from app.
and clients

Enabling Session Expiration for all Devices

If you want all login sessions for all user devices (including web browsers) to expire and require re-
login, set the policy to Enforce Session Timeout for All Devices.

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

®
the Settings navigation page, click Policies @ .
The Policies settings page opens.
2. Click the Edit icon in the row for the users' policy.

Policies

e m
Create a new policy

A Policy Name User Count Group Count Default Actions

Global Default Policy 1 0 o Z 0 & & @ X

TEAM FOLDER POLICY 1 0 Z0&&®xX
Page| 1 |of1 B ®

3. Click the User Policy tab.

4. In order to enable the Enforce session timeout for devices using code-based device
authentication setting, scroll down to the setting Enable code-based device authentication and

set it to yes.
Now Enforce session timeout for devices using code-based device authentication is enabled.

5. Set Enforce session timeout for devices using code-based device authentication to yes.
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Effective Policy: "Global Default Policy" (%}

6. Click

General 2FA User Policy Client Application Policy
Some policy settings will not be applicable for Guest and External users.

User Policy

Disable invitations to new users

Do not allow user to send invitations to new users when shares are created.

Create account on new user share

Create accounts automatically when share invitations are sent to new users.

Enable code-based device authentication

Require admin approval for code-based device authentication

Enforce session timeout for devices using code-based device authentication.

Allow folder level security

Allow users to set folder level security for granular permissions.

Save.

Device Configuration Notifications

no v

no v

yes v

Note: We don't recommend requiring session expiration for devices and other clients as it might
impact functionality and reduce user friendliness.

Device

Web Browser

All other apps

and clients

Time Session is Valid

session expires.

Specified by the value in Session Timeout in minutes setting. If the browser is closed, the

Specified by the value in Session Timeout in minutes setting.

Note: When log in used username and password, app will automatically re-login, so the

session will not appear to expire.

When log in used Device Authorization code, app will require user to re-login into FileCloud

using the web browser.

Changing the Storage Quota for Users

Administrators can manage the storage space allotted to a user account or a group of users through

Policies.

¢ Use the Global Default policy to set a quota for all user accounts

* Use a custom policy to set a quota for a specific user or for a select group of users

Set a Quota for a Specific User

To set a storage quota for a specific user, create a custom policy and assign the user to that policy.
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Create a Custom Policy for one user

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies
The Policies page opens.

QU

Policies

New Policy
New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 0 0 o D @ x
TEAM FOLDER POLICY 1 0 08 @ X
« < Page m of1 > »
2 rows

2. Create the custom policy. See Policies.

3. Click the edit icon for the new policy, and in the General tab, in the User storage quota field,
enter the storage quota for the user.

Effective Policy: "HR Users" (]

General 2FA User Policy Client Application Policy Device Configuration Notifications

Some policy settings will not be applicable for Guest and External users.

General

Share Mode Allow Private Shares Only v

Default share expiry in days 0

Number of days shares remain active. 0 = shares do not expire

Default max number of downloads allowed 0

Number of downloads allowed.
0 = maximum number of downloads is unlimited

User storage quota Units ~ | 3‘ GB

0 = unlimited storage

Enable Privacy Settings no v

4. Click Save.
5. Click the user icon for the policy.
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Policies

New Policy New Policy

Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 0 0 O 20/ @ %
HR Users 0 0 08X
TEAM FOLDER POLICY 1 0 C0&8®@ X
« < Page|:’ of1 > »
3 rows

The Manage Policy Users dialog box opens.

6. Select the user in the Available Users box, and click the arrow to move the user into the Policy
Users box.

Manager Policy Users - HR Users (%}

Filter Q Status Filter : All v Source Filter : All v
“ Available Users Status Policy Users Status

2 aliya (Aliya] Full Access

W  jenniferp (Jennifer)

2 team user (Team Folder User)

-
>

<

Close
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The new policy automatically becomes the user's effective policy.
7. Click Close.

8. Confirm that the user's storage quota has changed by clicking Users in the navigation pane, and
clicking the edit button for the user.
In the User Details box that opens, the total quota should reflect the new value:

User Details (%]

Name aliya Total Quota 3 GB /

Email aliya@example.com Used Quota 0B
Last Login -- Available Quota 3GB
TOS Date Not Accepted Used Storage 0B

E o ~» A & ¥ A § O

Manage Manage  Manage Mobile Reset Send Manage Manage Delete
Files Policy Shares Devices  Password Email Notifications Backups  Account
Profile Image -
Update W Remove
Access Level
Full v
Authentication
Default v
v

Save Close

Set a Custom Quota for a Group

To set a storage quota for a specific group, create a custom policy and assign the group to that policy.

Create a Custom Policy to set the quota for a group of users

If you need to change the quota for a custom group of users, you can create a custom policy.
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To create a group custom policy:

1. Follow steps 1to 4 in Set a Quota for a Specific User, above.

2. Click the group icon for the policy.

Policies

New Policy
, New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions I(
2FA 1 0 08 @ X
2FA DUO 0 0 08 X

The Manage Policy Groups dialog box opens.

3. Select the group in the Available Groups box, and click the arrow to move the group into the
Policy Groups box.

Manage Policy Groups - HR Users (x]

Available Groups Policy Groups
EVERYONE
Human Resources|

Marketing

« < Page‘ 1 of1 > »

1rows

The new policy automatically becomes the group's effective policy.
4. Click Close.
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Set a Default Quota for All Users

To change the default storage quota, change the User Storage Quota in the Global Default Policy.

Edit the Global Policy

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

K

the Settings navigation page, click Policies
The Policies page opens.

2. Click the edit icon for the Global Default Policy.

3. Onthe General tab, enter the new value in User Storage Quota.

Effective Policy: "Global Default Policy" (%]

General 2FA User Policy Client Application Policy

Some policy settings will not be applicable for Guest and External users.

General

Share Mode

Default share expiry in days

Number of days shares remain active. 0 = shares do not expire

Default max number of downloads allowed

Number of downloads allowed.
0 = maximum number of downloads is unlimited

Device Configuration Notifications

Allow All Shares v

User storage quota

0 = unlimited storage

Units ~

Enable Privacy Settings
Store deleted files in the recycle bin

Automatically delete files from recycle bin after set number days

0 = do not delete files automatically

Do not store deleted files greater than

0 = do not delete files automatically

4. Click Save.

Units

yes v

yes v

100 MB

User Settings — 159



FileCloud Online Version 23.261 FileCloud Site Setup

Enable WebDAV

WebDAV is no longer available as of FileCloud version 23.241.

Customize the User Login Screen

The following image displays the default FileCloud log-in screen, but you can customize the
features that appear on it.

@ FiLecLoud
Login New Account
Account Password
jessica cececece ®

®

English v

To customize the User Login screen

Admin users must have Customization permissions enabled to customize the user login screen. See
Managing Admin Users for more information.

1. Open a browser and log in to the Admin Portal.
2. From the left navigation pane, click Customization.
3. Select the General tab, and then the Login sub-tab.
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General Labels and Logos URL Configuration Ul Messages Email Te

Ul Features Login Account Menu Listing

Customize Login Screen

Show New Account Button

Display "New Account” button in user login screen

Show SSO Link
Show “Single Sign On" option in user login screen

Show Forgot Password

D Uncheck to hide login screen option "Forgot Password"

Login Panel Transparency
' Yes () No

This setting only applies to classic Ul. Add transparency to login panel. Enable it if a
custom login background image is set.

Login Ul Additional Links

V)
Enter up to two additional links to be displayed in user login screen.
Use the following format:
[Privacy Policy](https://www.yoursite.com/privacy)
[Terms of use](https://www.yoursite.com/eula)
Phone Number Format Hint
Y

Message shown with phone number inputs regarding formatting
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Option

Show New
Account
Button

Show SSO
Link

Show Forgot
Password

Login Panel
Transparency
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Description

Displays New Account button in user log-in screen. Enabled by default.

The New Account button allows a user to create a new account for themselves, and
depending on the configuration of Automatic Account Approval, have it automatically
approved.

Check to show Single Sign On link in the login page:

@ FiLecLoud
Login New Account
Account Password
jim2344311@gmail.com csssssee @

Log In with SSO

Note: If this is checked, but Show Login Options is unchecked, Single Sign On link is not
shown.

The functionality of this button is determined by how you configure Single Sign-On Access

Uncheck to hide Forgot Password.

(Applies to classic Ul only)
Adds transparency to login panel.

Set to:
¢ YES (default)
* NO
Enable this option if you are using a custom login background image.
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Option Description

Login Ul Enter up to two additional links to be displayed in user login screen.
Additional Use the format:

Links

[Privacy Policy] (https://www.yoursite.com/privacy)

[Terms of use](https://www.yoursite.com/tos)

The links appear at the bottom of the login screen:

Login New Account

Account Password

‘ Iadmin ........

\\\\\ @
™ English v
Phone Enter a hint to appear on screens where users can enter phone numbers. For
Number example Include + and country code when entering phone number.

Format Hint

4. Modify the settings for any of the options.
5. To save your changes, click Save.

To customize for SSO log in

You can customize the user log-in screen to display the SSO log-in option along with the direct log-in
option or to only display the SSO login.

To display the SSO log-in option along with the direct log-in option:

1. From the left navigation pane, click Customization.
2. Select the General tab, and then the Login sub-tab.
3. Check Show SSO Link and Show Login Options.
4.

Save your changes.
Now, when users access the user portal log-in page, they will see:
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@ FiLEcLoud
Login New Account
Account Password

jm2344311@gmail.com

Forgot Password

seccccce @

Log In with SSO

On clicking the Single Sign-On link on the login page, the user is redirected to the SAML SSO

Service web page.

Limiting File Upload Size for Users

You can set a limit on the size of files that some or all of your users can upload into FileCloud by
entering a value for Max File Size Limit in the users' policy or policies.

To change the Max File Size Limit setting:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies Gl _

The Policies page opens.

2. Click the Edit icon for the policy of the users who you want to prevent from sharing with

the Everyone group.
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Policies

New Policy
i New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 1 0 O Z 08 @ X
TEAM FOLDER POLICY 1 0 08 X
« < Page‘j of1 > »
2 rows

The Policy Settings dialog box opens.
3. Click the User Policy tab.
4. Scroll down to the Max. file upload size setting.
5. Enter the maximum file size that can be uploaded.

Require share approval workflow

Enables/disables mandatory workflow automation for shares

Max. file upload size

Units~v 3072 Bytes

Maximum storage for file upload. 0 = unlimited. Warning: Renaming and editing files may fail if the
maximum is exceeded.

Save zip file session password

Allow passwords to be saved inside encrypted zip files during the log-in session. Warning: Disabling the
setting requires a user to enter the password every time they access a zip file

) I

6. Click Save.

A Max. file upload size does not apply to Sync and Drive and other non-Web FileCloud clients.

For help applying Max. file upload size to non-web FileCloud clients, please Contact FileCloud
Support.
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Disabling Send for Approval

share a file.

The ability to request file approval is available beginning in FileCloud 21.2.
Beginning with FileCloud 23.241.6:

¢ The Disable Send for Approval option is available.

¢ The file approval option is not available for External users and users who do not have access to

You can remove the ability for a group of users to send files for approval by through their policy.

To disable Send for Approval:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies Q .
The Policies settings page opens.

2. Click the Edit icon in the row for the users' policy.

Policies

New Policy

Create a new policy

A Policy Name
Global Default Policy

TEAM FOLDER POLICY

User Count Group Count Default
1 0 ©
1 0

« < Page| 1 |of1 > »

2 rows

< Reset to Defaults l

New Policy

Actions

Zg s

po

Z0&&®x
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3. Click the User Policy tab.

Effective Policy: "Global Default Policy"
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General 2FA User Policy

Client Application Policy

Some policy settings will not be applicable for Guest and External users.

User Policy
Disable invitations to new users

Do not allow user to send invitations to new users when shares are created.

Create account on new user share

Create accounts automatically when share invitations are sent to new users.

Enable code-based device authentication

Require admin approval for code-based device authentication

Enforce session timeout for devices using code-based device authentication.

FS
Device Configuration Notifications
no v
no v
no v
no v
no v
v

Cance{ m “

4. Scroll down to Disable Send File For Approval, and enable it.

Effective Policy: "Global Default Policy" (]

Enable web edit

Allow users to edit documents from within FileCloud.

Enable recycle bin clearing

Allow users to clear recycle bins.

Disallow default share settings change

-~

Do not allow users to change settings of existing shares and default settings of new shares.

Disable Send File For Approval

Enables/disables send file for approval

Disable Everyone group sharing

Allow group creation

Allows users to create groups from user portal

Allow group management

Allows adding or removing users from groups in user portal

5. Click Save.
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Group Settings

The addition of the Externals group and the removal of External users from the Everyone group is
effective beginning in FileCloud 23.252.

The feature for importing groups from an SSO provider is available in FileCloud 23.251 and later.

Administrators can create groups of users in FileCloud Server. Creating groups allows sharing of files
and folders for multiple users.

The automatic groups Everyone and Externals are created by default for every FileCloud installation.
The Everyone group contains all Full and Guest users. External users are not included in the
Everyone group.

The Externals group contains all External users.

Groups may contain the following attributes

¢ Group Name - Name assigned by the administrator
¢ Group Members - List of users that are part of the group

¢ Group Admins - (optional) Users with the ability to view users, add users, and/or remove users
from the group.

¢ Group Policy - The policy that applies to all members of the group. By default, the Global Default
Policy is assigned.

Once a group is created, it can be populated with users using one of the following methods:

¢ Manually adding users that are already in the FileCloud system.
¢ Importing members of a group from an external AD server.

¢ Importing members of a group from an external SSO provider.

Show me where to manage groups in the Admin Portal

To manage groups, in the navigation panel, click Groups.
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@ FiLecLoud
e
HOME & %2% Manage Groups
(x} Dashboard
USERS / GROUPS a Filter
Lij“ers

2 Groups Group Name v

2 Admins EVERYONE Aug 15, 2025 10:47 AM
AN EXTERNALS Aug 25, 2025 11:19 PM
3 Team Folders

9 5 P
L D Marketing Aug 27, 2025 1:09 PM

What do you want to do?

Manually create a FileCloud Group
To create a group:

1. Open a browser and log on the admin portal.
2. On the left control panel, click Groups.

3. Click the Add Group button.
The Add Group dialog box opens.

Add Group [ x ]

4. Click Add Group.

5. The group is added, and the Manage Group dialog box opens.

Add FileCloud Users to a Group

FileCloud Online Version 23.261 FileCloud Site Setup

& admin v

© Import Groups and Users © Add Group

Status Users in Group Manage

This method requires the user accounts to already exist in your local FileCloud Server.

To add FileCloud users to a group:

1. Inthe navigation panel, click Groups.

2. Click the Edit icon next to the group that you want to add members to..

3. Ifitis not already selected, click the Members tab.

4. In Add Users to Group, enter the username or email of an existing FileCloud user, and click Add.
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Group Na? Approvers Save

Members Admins Policies

Members Management

Add Users tg#Group Import Users from AD Group

[ iess‘ - n
jessicam
Add xport

Filter users

Users

No Records Found

Close

The user is listed under Users in Group.
5. Add any number of users.

Group Name: = Approvers Save

Members Admins Policies

Members Management

Add Users to Group Import Users from AD Group
[earch Us - n
Users in Group (3 members in this group) Export
Filter users
Users
david

dm898002@gmail.com

Jared
jaredtaylor978@gmail.com

Jessica
im234431@gmail.com

6. Either click Save to save the new members in the group, or click the Admins or Policies tab to
further configure the group.
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Add Group Admins

You can assign users to be admins of a group and give each group admin access to view, add, and/or
remove users from the group.

A user's policy also may enable them to add and/or remove users from groups. See Giving Users
Group Management Permissions for more information. If either a user's group admin access or policy
settings gives the user the permission to add or remove users from a group, the user has that ability,
and can manage user groups in the user portal by expanding the user drop-down list and clicking User
Groups:

- l. a Emma~

To Add Group Admins:

1. If you are not already inside the Manage Group dialog box, open it by clicking the Edit icon next
to the group.

2. Click the Admins tab.

3. In the search box, enter a user that you want to add as an admin, and click Add.

The user does not have to be a group member, but must be a current FileCloud user with Full or
Guest status.
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Manage Group )
Group Name: Approvers m
Members Admins Policies

Group Admin Management

= =

jessicam
e i Add

No Records Found

Close

The user is listed under Group Admins with Can view users, Can add users, and Can remove
users checked by default.

4. Uncheck any of the privileges that you do not want the user to have.

Manage Group [ ]
Group Name: Approvers m

Members Admins Policies

Group Admin Management

Search Users n

Group Admins Can view users Can add users Can remove users

o jessicam . ] V)

5. Add any number of admins and set their privileges.

6. Either click Save to save the admins, or click one of the other tabs to further configure the group.

Change a Group's Policy
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Members of a group have both their user policy and the group's policy. For each setting the user has
the greatest access given in either policy.

By default, your groups are assigned the Global Default Policy. You can change that default when you
initially create the group or later by editing it.

To change a group's policy:

1. If you are not already inside the Manage Group dialog box, open it by clicking the Edit icon next
to the group.

2. Click the Policies tab.
3. To change the group's policy, click Select.

Manage Group ©
Group Name: Approvers m

Members Admins Policies

Policy Management

Effective Policy: Global Default Policy

A list of policies opens.
4. Click a policy, and then click Select.
5. Click Save, and click Close.

Import Active Directory Users to a FileCloud Group

You can also import an existing AD group from an Active Directory Server connected to FileCloud.

o During AD import, if a user is not in the AD group, the account is not removed automatically from the
FileCloud group. This logic is based on the scenario where an administrator manually adds other
FileCloud users to the FileCloud group who are not in the AD group, and those users should not be
removed.

However, there is now an option for an enterprise that uses a large number of temporary workers,
such as a construction company that uses a large number of contractors. If they import a large
number of users based on groups, when a contractor is no longer employed, and therefore not a
member of the AD group any more, the admin can now select a checkbox on the AD Group Members
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Import dialog box called Remove Members. This allows admins who need to remove accounts on
import to do so automatically. If you have manually created users that you don't want deleted but
aren't a member of a group any longer, then you would not select this option.

. You must set up and verify before completing the following steps.

To add AD users to a FileCloud group:

1. Open a browser and log in to the admin portal.
2. On the left control panel, click Groups.
3. Click the Import AD Groups and Users button, and choose From AD.

%2% Manage Groups

Filter X F ) y © Import Groups and Users © Add Group

From SSO

Group Name v Created on roup Manage
From AD

Accounting Aug 27, 2025 1:06 PM 2

EVERYONE Aug 20, 2025 4:04 PM 10 Z o

EXTERNALS Aug 25, 2025 11:19 PM 1

An AD Groups dialog box opens:
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AD Groups X

(:/
N

Filter AD Groups by Name

Group Host
test(group)

test6789

test123456

testdevops
TestUseCaseGroupA
TestUseCaseGroupB
TestUserCustomer

TestUsers

O 0O 0 0O 00000

userswithoutemail

« <{ Page 3 of 3

Next

4. Check the groups you want to import, and click Next.
An AD Group Members Import dialog box opens.
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AD Group Members Import

Automatic Sync: o

Remove Members:
Disable Members:

Send Email:

5. Automatic Sync is selected by default. Leave it selected to enable FileCloud to automatically
add users to the FileCloud group that are added to the AD group. This sync is done every 24
hours.

¢ The first time members from the AD group are imported as members of the FileCloud
Group.

¢ In the future, new members added to the AD group are synced automatically to the
FileCloud group.

6. Select any of the other options:

¢ Remove Members - Enable FileCloud to remove members from the group f they are no
longer in the AD group.

¢ Disable Members - Enable FileCloud to disable members in FileCloud as users if they are
disabled in the AD group.

¢ Send Email - Enable FileCloud to send email to members of the AD group telling them they
have been added to the FileCloud group.

7. To import the users from the AD group, click Import.
If you do not have Automatic Sync enabled, rerun this operation at any time to add new
members from the AD group into the FileCloud group.
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If the Enable multiple AD domains setting is enabled, the imported group's name in FileCloud
is: [AD group name] FROM [full domain name including any sub-domains]:

2% Manage Groups

Group Name v Created on Status Users in Group Manage
EVERYONE Aug 15, 2025 10:47 AM 20 Z w
EXTERNALS Aug 25, 2025 11:19 PM 1 Z o
group1 FROM childl.mainad.filecloud Sep 11, 2025 10:36 AM m 2 Z m@
group1 FROM child2.mainad.filecloud Sep 11, 2025 10:45 AM [ Synced | 2 g
group1 FROM mainad.filecloud Sep 11, 2025 10:45 AM = 1 Z o

Import SSO Users to a FileCloud Group

You may configure FileCloud to import groups and users from the OKTA, Google, and Azure SSO
providers. See Import Groups and Users from an SSO Provider for configuration instructions.

By default, the users are not placed into their groups when they are imported into FileCloud, but you
may enable a setting to enable this function. Note that you cannot import SSO users into FileCloud
separately from their groups.

To import an SSO group into FileCloud:

1. Inthe admin portal, in the navigation panel, click Groups.
2. Click the Import Groups and Users button, and choose From SSO.

%2% Manage Groups
Fiter Q F © Import Groups and Users © Add Group
e From SSO
Group Name v Created on n Group Manage
From AD
Accounting Aug 27, 2025 1:06 PM 2 2 W
EVERYONE Aug 20, 2025 4:04 PM 10 Z o
EXTERNALS Aug 25, 2025 11:19 PM 1 Z

An Import SSO Groups dialog box opens.

3. Select the SSO configuration that you want to import a group from, and click Next.
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Import SSO Groups

Name Provider
@  FileCloudOktalntegration okta
@) FileCloudAzure azure
‘ Next ’ ‘ Close ’

4. Select a group, and click Next.

Import SSO Groups (]
Name
O Human Resources
® Marketing
{ Next ] ‘ Close ’

5. Enable or disable the options for the import.
Automatic Import is enabled by default. In this example, the option Dynamic Members Import is
also enabled so you can see how it automatically places users into the correct group.

SSO Group Members Import

Automatic Import: o

Remove Members:

\

Dynamic Members Import: o

Disable Members:

R
e
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The options function as follows:

Automatic
Import

Remove
Members

Dynamic
Members
Import

Disable
Members

6. Click Import.

Enabled by default. FileCloud periodically imports new users from the group in the
SSO provider to the group in FileCloud.

Disabled by default. The group and its permissions are imported without its users.
When a member of the group logs into FileCloud for the first time, the member is
automatically placed into the group.

Disabled by default. Users are automatically placed into the correct groups when they
are imported.

Disabled by default. FileCloud users that are disabled in the SSO group are also
disabled in the FileCloud group.

Although Dynamic Members Import is selected, the group initially shows 0 users (members) and
shows the Status as Syncing in progress. The user count will appear when the syncing is

complete.

20

Filter

Group Name v
Accounting
EVERYONE
EXTERNALS

Marketing

2% Manage Groups

© Import Groups and Users © Add Group

Created on Status Users in Group Manage
Aug 27, 2025 1:06 PM 2
Aug 20, 2025 4:04 PM 10

Aug 25, 2025 11:19 PM 1

Aug 27, 2025 1:41 PM Syncing in progress. 0 Z o

The user count appears when the the status appears as Synced.

000
=

Filter

Group Name v
Accounting
EVERYONE
EXTERNALS

Marketing

Manage Groups

© Import Groups and Users © Add Group

Created on Status Users in Group Manage
Aug 27, 2025 1:06 PM 2
Aug 20, 2025 4:04 PM n
Aug 25, 2025 11:19 PM 1
Aug 27, 2025 1:41 PM [ Synced | 2 w
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Click the edit icon for the group to see which users were imported and placed into the group

(because Dynamic Members Import was selected):

Manage Group (x]
Group Name: = Marketing m

Members Admins Policies

Members Management

Add Users to Group Import Users from AD Group
Search Users... A4 n
Users in Group (3 members in this group) Export
Y  Filter users
Users
0 David Martinez
O Jared Taylor

The users should also appear in the Manage Users screen:

& Manage Users

Filter Q  Filter by name, email or notes Status Filter : All
User name Display Name Email
2 » jenniferp Jennifer
2 4 jaredtaylor978 Jared Taylor
2 » dm898002 David Martinez

Giving Users Group Management Permissions

You can give users permission to add, edit, and delete groups by assigning them a policy that enables
group permissions.
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You can also give them permission to view, add members, or delete members for a specific group in
the settings for the group. See Group Settings for more information about these types of settings.

When users have either group permissions through their policies or through settings for a group, they

have access to the User Groups option in the user portal:

- l. a Emma~

(1] Open All Actions n

O Lock
o User Gr S
Secure Doc
= Folder Permission
dF v22.1.0.20845 hat's Ne
9 Help & Suppo

For more information on user management of groups, see User Groups.

To add group permissions to a policy:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies
The Policies page opens.

®

2. Click the Edit icon for the policy of the users who you want to give group permissions.
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Policies

New Policy
New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions

Global Default Policy 1 0 O 208 =@ x

TEAM FOLDER POLICY 1 0 Z 0 & ;@ X
< Pag»‘:| 1 ‘d 1 > »

The Policy Settings dialog box opens.

3. Click the User Policy tab.

. Scroll down to see the Group policy settings.
By default, each is disabled.

Allow group creation

Allows users to create groups from user portal

Allow group management

Allows adding or removing users from groups in user portal

Allow group deletion

Allows users to delete groups from user portal

. Change the group settings that you want to enable for users with this policy.

Allow group creation - Allows the user to add new groups and manage members in the groups
from the user portal.

Allows group management - Allows the user to add and remove members from any group,
including groups they have not created, from the user portal. This gives the user the ability to
add and remove group members to groups created in the admin portal as well as groups created
in the user portal.

Allow group deletion - Allows the user to delete any groups, including groups they have not
created, from the user portal. This gives the user the ability to delete groups created in the
admin portal as well as groups created in the user portal.

If none of these settings is enabled, users with the policy do not see the Manage User Groups

option in the user portal unless group access is enabled for individual groups. See Group
Settings.
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Admin User and Role Settings

FileCloud enables you to create admin roles with a set of administrator permissions. Users assigned
to any of the admin roles that you have created become admin users and have the permissions
assigned to the role.

Main Admin. The admin account that is created when FileCloud is installed. There is only one Main
Admin account in FileCloud.

Admin User. User accounts that can access the FileCloud admin interface.

Admin Role. Role that defines the set of admin permissions for an admin user. If admin users have
multiple admin roles, they have the combined admin permissions of all of the roles. For instructions on
checking an admin user's permissions, see Managing Admin Users.

Creating admin roles and adding admin users
To create admin roles and add users to them:

1. Click Admins in the navigation panel.
2. In the Manage Admin Roles screen, click Add new role.

& Manage Admin Roles

Filter t F Name Check user permissions J Add new role

Role Name a User Count Group Count Permissions Count Enabled Actions
Custom Role 1 1 0 46 v/ Z W
Custom Role 2 1 0 82 V) 4

The Create Admin Roles dialog box opens.
3. In Role Name, enter a name for the role.

Create Admin Roles [ x)

.
Role Name: | Compliance Role] ’

L

Create Role Cancel

4. Click Create Role.
The Manage Admin Roles dialog box opens to the first page of permissions. The new role is
listed at the top of the dialog box.
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Manage Admin Roles o
Role Name: Compliance Role Enable o

Permissions

Operation Read Create Update Delete
Alert O O
Audit O O
Customization O O

Compliance O O

Device Management O O O O
Encryption O O O O

Federated Search O O

5. Go through each page of permissions, and check the permissions that you want to make
available to the role.

6. When you have finished assigning permissions to the role, click the Users tab if you are ready to
assign users to the role.

7. In Add Users to Role, enter each user that you want to add to the role. When the name appears,
click Add.
You can add Full and Guest users to roles, but not External users.

If you add a user who is not an admin user to a role, the user automatically becomes and admin
user.
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Manage Admin Roles o

Role Name: Compliance Role Enable o
Permissions Groups ®
Users

Add Users to Role

| a]
jessicam
0 Add

Filter users...

‘ Gaby Remove

Remove Role Close

8. To add groups to the role, click the Groups tab.

9. In Add Groups to Role, enter each group that you want to add to the role. When the name
appears, click Add.

Any users in a group who were not admin users automatically become admin users after the
group is added to the role.
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Manage Admin Roles o
Role Name: | Compliance Role Enavle @D
Permissions Users m ®
Groups

Add Groups to Role

‘ hurd n

Human
Resources Group

Filter groups

No Records Found

10. Click Close.
The new role is listed on the page with its user, group, and permissions counts. It is enabled by
default.

& Manage Admin Roles

Filter ). Filter by Role Name Check user permissions l Add new role

e Name a User Count Group Count Permissions Count Enabled Actions
Compliance Role 2 1 29 v Z o
Custom Role 1 2 0 46 %] Z m
Custom Role 2 1 0 82 v Z @
Login Screen Edits 1 0 4 v Z o
Security 0 0 0 v Z @

For instructions on removing an admin role, see Managing Admin Users.

Definitions of Permissions

The following permissions represent functions that admin users may be permitted to perform.
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Operation

Alert

Audit

Compliance

Customizati
on

Device

Management

Encryption

Federated
Search

Files

Folder
Permissions

Groups

Locks

Manage
Administrato
rs

Metadata

Network
Share

FileCloud Online Version 23.261 FileCloud Site Setup

Description

Alert item on the admin interface is visible. Authorization to view and clear alerts in admin
interface.

Audit item on the admin interface is visible. Authorization to view, delete and export Audit
Records.

Compliance Dashboard on the admin interface is visible. Authorization to view and update
compliance settings.

Customization item on the admin interface is visible. Authorization to customize the FileCloud
interface.

Note: Admin users must have Customization > Update enabled to be able to change the user
login background.

Devices item on the admin interface is visible. Authorization to view, create, delete and update
Devices.

Authorization to manage all Encryption at Rest settings.

Support to perform federated search through the admin interface.

Manage Files. Authorization to view, dreate, modify, download, and delete user files.

Manage Folder Level Permissions. Authorization to view and manage Folder Permissions.

Groups menu item on the admin interface is visible. Authorization to view, create, modify and
delete Groups. Manage group members. Import group members from Active Directory.

View , create, and delete Locks on Files and Folders in FileCloud.

Allows promoted admin users to manage the permissions of other promoted admin users.

View, create, update and delete metadata set definitions, attributes and permissions.

Network Folders item on the admin interface is visible. Authorization to view, create, modify
and delete Network Folders. Manage User and Group Access to Network Folders.
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Operation

Notifications

Reports

Retention

Rich
Dashboard

Settings

Smart
Classificatio
n

Smart DLP

System

Team
Folders

User Share

Users

Workflow
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Description

Notifications menu item on the admin interface is available. Add, edit, update, and delete
notification rules.

Reports menu item on the admin interface is available. Add, execute, edit and delete reports.

Retention menu item on the admin interface is available. Add, edit, and delete retention
policies.

View rich dashboard view including tables and graphs on the admin Ul dashboard.

Settings item on the admin interface is visible. Authorization to view and modify FileCloud
Settings.

Smart Classification menu item on the admin interface is available. Add, update, run, and
delete content classification rules.

Smart DLP menu item on the admin interface is available. Add, edit, and delete DLP rules.

System item on the admin interface is visible. Authorization to run system checks, install
check, generate logs and UPGRADE FileCloud to new version.

Set up Team Folders, add, edit, delete and manage team folder and corresponding
permissions. Note: The corresponding Folder Permission must be enabled to be able to
perform a Team Folder operation.

User Shares item on the admin interface is visible. Authorization to view, create, modify and
delete User Shares.

Users menu item on the admin interface is visible. Authorization to view, create, modify and
delete Users. Import New Users. Reset Password for Users.

Workflow menu item on the admin interface is visible. Add, edit and delete workflows on
FileCloud.

Admin users can log in to the admin portal using either their username or email id.
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User Authentication Settings

FileCloud provides multiple ways of authenticating a user account. This is applicable for both FULL

and GUEST user accounts.

FileCloud supports the following Authentication modes

o Default Authentication
o Active Directory based Authentication
e LDAP based Authentication

Passwords for LDAP user can only be changed in the LDAP server

Default Authentication

Performed by

Authentication FileCloud

Allowing Users to
Create Accounts

Permitted

Bulk User creation using CSV files

Password change for

I Ll all users allowed

Password

Can user change/ ves

reset password

User Account Types Full, Guest, External

Note

AD

In AD Server

Not Permitted

Import from AD group

Passwords for AD user can
only changed in the active
directory.

Passwords for AD user can
only changed in the active
directory

Full, Guest

LDAP

In LDAP Server

Not Permitted

Not Available

Passwords for LDAP user
can only be changed in
LDAP server.

Passwords for LDAP user
can only be changed in
LDAP server

Full, Guest

* A user account can only have a single type of authentication mechanism.

Enabling Default Authentication

Initially, FileCloud is set to default authentication mode. User accounts created when this
authentication type is configured have credentials stored and managed within FileCloud.

To enable Default Authentication:
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1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

§oy
the Settings navigation page, click Authentication O )
The Authentication settings page opens.

2. If Authentication type is not already set to Default, change it to Default and click Save.

AUthent|Cation D Reset to defaults

Authentication type
Default v

Default

Default authentication stores the user account credentials in the FileCloud internal database. No

additional configuration is required.

Active Directory Authentication

For admins upgrading to FileCloud 23.251:

¢ Prior to version 23.251, FileCloud always used the AD attribute mail to authenticate AD users,
even if the AD mail attribute field in FileCloud specified a different attribute.

This has been fixed. However, if you used an AD attribute other than the mail prior to version
23.251, AD users imported into FileCloud prior to 23.251 will now receive an error when they try
to log in to FileCloud (unless the non-mail attribute always has the same value as the mail
attribute). If you have users who may have trouble logging in for this reason, prior to updating to
23.251, change the AD mail attribute field back to mail.

Note
AD users count towards the FileCloud license only after:

¢ The user account logs in to FileCloud
¢ Auser from AD is explicitly imported

In this type of authentication mechanism, a user account is authenticated against an external Active
Directory server.
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Prerequisites

Required

Active
Directory
service

Active
Directory

Active
Directory
users

FileCloud
Server

Configuration
Requirement

Must be accessible from
FileCloud

Must support Simple
Authentication Method

Must have an email
attribute

FileCloud username
must match AD user
login name

Important: The FileCloud
username cannot be
changed.
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Notes

IP and Port must be accessible.

Must use simple bind authentication, either anonymously or with a
username and password.

Beginning in FileCloud 21.2, the AD Account name used in Active
Directory settings must have an email ID in Active Directory.

The email address is saved in the user's FileCloud profile. During
login, validation requires the FileCloud email address and the AD
email address to match; later modification of email address in AD
or FileCloud will cause login to fail.

How To Enable AD Authentication

Enabling AD Authentication

To enable AD authentication in FileCloud:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Authentication ® .
The Authentication settings page opens.

2. Under Authentication, change Authentication type to Active Directory, and click Save.

Authentication

Authentication type

Additional settings appear.

l D Reset to defaults ‘

[ Active Directory V]
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3. Enter the required information in the settings under Active Directory Settings (See AD
configuration parameters, below) and then click Save.
Note: The changed parameters must be saved before performing an AD test.

AD configuration parameters

To connect FileCloud with your AD environment, fill in the settings as shown in the following
screenshot.
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AD host - Required. Either the IP address or host name of
the AD server.

AD port - Required. Enter 389 for non-SSL, or enter 636 for
SSL.

Use TLS for the connection - Optional. Enable this setting
if your AD server requires clients to use TLS to connect.

Use SSL for the connection - Optional. Enable this setting
if your AD server requires clients to use SSL to connect.
NOTE: Additional change required.

Enable multiple AD domains - Enable this setting to
authenticate and sync users and groups across multiple
trusted AD domains. For more information about this
feature, see Authenticate Users Across Trusted AD
Domains.

Users have same UPN account suffixes
Enabled by default. All of your AD users should have the
same suffix.

 If your users have the same UPN suffixes:
Leave this setting enabled, and enter the suffix in the
next field, AD account suffix.
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e Otherwise:

Disable this setting. The next field changes to AD
logon name prefix as in the following screenshot. Set
AD logon name prefix (a trailing '\" is not required).
See Mixed AD Authentication support.

Users have same UPN account suffixes

AD logon name prefix
AD logon

ne prefix, for example ‘FILECLOUD

FILECLOUD

To find the AD logon name prefix and the AD account

suffix, refer to:

FileGloud Properties

Published Certficates | Member 0f | Diakin | Obiect | Secuy |
Environment | Sessions | Remote control | Tenminal Sericas et
General | Addiess  Account | Pofle

nes | Oiganization

Usetlogon name:

[fetest [ @fiecloud ocal e

«| userPrincipalName Prefix or
UserName

- -

User logon name (pre-Windows 2000):

AD Account Suffix

[FICECLOUDY [fetest —

Logon Hous \ﬁ\gﬂ\t \

[T
aurtis locked . ‘ samAccountName |

Account gptions:

I~ User must change password at next logon =

I™ User cannot change password |

IV Password never expies .

I™ Store password using reversile enciyption ~| || ™ | LOGON Name Prefix |
[~ Account expires

& Never

€ Endof: [ Thusday . Juy 02,2015 =

Cancel Apely

AD account suffix - The UPN suffix for your domain, the
part after User logon name in the dropdown next to it in

the above screenshot.

Instead of viewing the properties as shown above, you can
get the account suffix by running the following query in the

command line in the AD server:

dsquery * <FULLY QUALIFIED NAME> -scope base -attr
sAMAccountName userPrincipalName
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C:\Documents and Settings\Administrator>dsquery * cn=testadi,cn=users,dc=fileclo|
ud,dc=local —scope base —attr sAMAccountName userPrincipalNane
sAMAccountName userPripcinal

Name.
testadl testadiPfilecloud.local

AD Base DN - Required. Do not enter value with quotes.
The Base DN for your domain. Located in the extended
attributes in Active Directory Users and Computers MMC:

:@ Active Directory Users and Computers

é File Action View Window Help
= Bam e XEE

é Active Directory Users and Computer m
(] saved Queries —
. [#-(_] Builtin
[\ -] Computers
"V'#-(&] Domain Controllers
Cl ForeignSecurityPrincipals
{_il Groups
-2 LastandEaund

AD Base DN written as
DC=filecloud,DC=local

=
[
3

O T T b b b

;4
Q-Tammmmm

o

You can also get the Base DN by running the following
query in the command line in the AD server.

dsquery user -name <LOGON NAME>
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p2dsguery user —name testadl

“EN=testadl,CN=Users,DC=F ilec loud, DC=loca

AD mail attribute - Required. FileCloud requires each user
account to have an associated email id. Typically the
name of this attribute in AD is mail. If a user account has
no mail attribute, then login to FileCloud will fail. If a mail
attribute is present, and login fails, then check the base DN
to ensure it is accurate and is without quotes.

Limit login to AD group - Optional. To limit login to
specific users, add them to a group and specify the group
name here. (Typically this is left blank.) If you set this field,
ensure that the account name specified in AD account
name is part of the AD group.

AD account name - Required. A valid account name is
required here in order for FileCloud to query the AD server.
This can be any account that can access the AD server,
and is located in User logon name in the FileCloud
Properties screenshot, above.

Notes: Enter username, not email id in this field. This
account must have an email address set in AD.

AD account password - A password for the AD account
name.

Disable anonymous binding - Optional. Enable this
checkbox if your AD does not allow anonymous binding.
Enabling this checkbox enables the AD service account
name and AD service account password text boxes.

AD service account name - Optional. The service account
name to use to bind with the AD server.

AD service account password - Optional. The service
account password to use to bind with the AD server.

To connect to Active Directory over SSL, please follow the steps mentioned here.

Make sure the settings are SAVED before trying the AD Tests to verify connectivity

Testing AD Connectivity

Once all data is entered and saved, test the AD settings by clicking the AD Test button.
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Authentication D Reset to defaults

Authentication type
Active Directory v

Active Directory settings

Check AD connectivity and settings.
—

A Test AD Configuration dialog box opens:

Test AD Configuration )

Basic Verification Validate AD Settings
Group Members (ESTETSl AD Group Name Get Group Members

Verify User Access User Name

0

asswora

est Login e=dayEring

0

Close

The following tests can be done.

1. Validate AD settings.

a. Click the Validate AD Settings button to perform basic connectivity tests with the AD
server.
You should receive the response:

AD Access Verified Successfully

Close
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If the tests fail, then check your AD settings to ensure all the data is present and is
accurate.
2. List Groups

a. Once AD settings are validated, click List Groups to view the list of groups read from the
server.
You should see a list similar to:

syncgroup

System Test Group @

3. Get Group Member
a. Click List Groups, then select a group and click Select.
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AD Group List o

syncgroup
System Test Group
test(group)
test6789
test123456

testdevops

testgroup

TestUseCaseGroupB

TestUserCustomer
TestUsers

userswithoutemail v

——> ]

The Group name appears in the Test AD Configuration dialog box.
(You can also enter the group name directly into the text box without selecting from the AD
Group List popup.)

b. Click Get Group Members.

Test AD Configuration (%]

Basic Verification Validate AD Settings / /
Group Members List Groups TestUseCaseGroupA FROM @ Get Group Members

Verify User Access admin

Test Login Get Email ID

The AD Members List should list the correct members of the group:
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AD Member List o

d.tester

a.tester

Note: The group members are NOT automatically added to FileCloud.
4. Verify User Access

a. Enter a specific user name and password and click Test Login to make sure the user can
login to AD.
If not, check if the AD suffix or AD prefix matches the one entered in the AD account suffix
or AD logon name prefix in the FileCloud admin portal or the AD server.

b. Enter a specific user name and password and click Get Email ID.
This should return the correct email address for a user account from AD. If a valid email
address is not returned, then FileCloud cannot import the user account. Check if the email
address is included for the user on the AD Server.

In this section:

More Information:

FileCloud Blogs

Import Users to AD via PowerShell
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Connecting to AD via SSL

If you want to securely add users, change passwords, or connect to the Active Directory server
being used with your FileCloud site, then you will need to use an SSL certificate.

The Lightweight Directory Access Protocol (LDAP) is used to read from and write to Active
Directory. By default, LDAP traffic is transmitted unsecured. You can make LDAP traffic
confidential and secure by using Secure Sockets Layer (SSL) / Transport Layer Security (TLS)

technology.

Before you can enable the use of SSL certificates in FileCloud Server, you must have completed the
following steps:

1. Install and configure your Active Directory server

2. Install an SSL certificate on your Active Directory server

How do | enable the use of SSL in FileCloud Server?
To enable the use of SSL Certificates in FileCloud Server:
1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Authentication @ .
The Authentication settings page opens.

2. Under Authentication, change Authentication type to Active Directory, and click Save.

AUthent|Cat|On [ D Reset to defaults ]

Authentication type
[ Active Directory VI

Additional settings appear.
3. In AD port, change the number to 636.
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4. Enable Use SSL for the connection.

Active Directory settings

Check AD connectivity and settings.

AD host*
adexample.mycompany.com
AD host name

AD port*
-y | 5365
AD port number, usually 389
Use TLS for the connection.
Use SSL for the connection. > 0

5. Click Save.

How do | connect to AD using TLS?

Connecting to Active Directory over TLS

TLS
To use TLS, use port 389 instead of port 636, and enable Use TLS for the connection instead of Use
SSL for the connection.

Authenticate Users Across Trusted AD Domains

The ability for admins to configure FileCloud to sync users and groups across multiple trusted AD
domains through the FileCloud admin portal is available in FileCloud 23.252.

Organizations may maintain multiple AD domains (and sub-domains) in a structure referred to as

an AD forest, which authenticates user access to all of the included domains, enabling actions such as
searching to be performed across all of the domains. A Global Catalog (GC) helps manage an AD
forest by indexing all of its domains so they can be cross referenced easily.

The instructions on this page show you how to configure authentication of all of the AD servers in your
domain forest using the Global Catalog (GC). To authenticate to multiple AD servers by separately
configuring each of the AD servers in your adconfig file, see Authenticating to Multiple AD servers.
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You can sync FileCloud users and groups with all domains in an AD forest by enabling Enable multiple
AD domains in the Authentication settings for Active Directory. When this setting is enabled, the users
in that AD forest are required to log in with their full email addresses to enable cross-domain
resolution.

For more information on using a multidomain AD infrastructure, see AD Directory Services Getting
Started.

To enable multiple AD server authentication:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Authentication ® .
The Authentication settings page opens.

2. Under Authentication, change Authentication type to Active Directory, and click Save.

Authentication [ ) Reset to defaults l

Authentication type

[ Active Directory VI

Additional fields appear.
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3. Toggle on Enable multiple AD domains.

Authentication ) Reset to defaults

Authentication type Active Directory W

Active Directory settings

Check AD connectivity and settings.

AD host* adexample.company.com

AD host name

AD port*

("]
o0
e}

AD port number, usually 389

Use TLS for the connection.

Use SSL for the connection. O
Enable multiple AD domains. O
Use the Global Catalog (GC) to set up authentication across AD

domains.

Note: Enabling this setting automatically enables "Allow email as username.”

When Enable multiple AD domains is toggled on:

« the following account suffix and prefix fields are hidden, since multiple domains are
defined by different account suffixes:

¢ Users have same UPN account suffixes
e AD account suffix
¢ AD logon name prefix

¢ The Allow email as username setting available in Admin settings is automatically enabled
because users stored in this AD domain forest are required to log in to FileCloud with their
full email addresses, which are taken from the User Principal Name (UPN) in Active
Directory. You are not permitted to disable Allow email as username as long as Enable
multiple AD domains is enabled.

4. Fill'in the other fields as instructed on the page Active Directory Authentication.
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Handling of groups and users with the same names in different domains

In AD forests, it is not uncommon for different AD domains or sub-domains to have users or groups
with the same names. For example, two divisions of a company may each have their own domain, but
both divisions may have a Marketing group or a user named Michael in their domain. For this reason,
when Enable multiple AD domain is enabled:

¢ When a group is imported from an AD domain, its name in FileCloud includes both the group
name and the domain/subdomain name:

°% Manage Groups

Filter © Import Groups and Users © Add Group

Group Name v Created on Status Users in Group Manage
EVERYONE Aug 15, 2025 10:47 AM 20
EXTERNALS Aug 25, 2025 11:19 PM 1
group1 FROM child1.mainad.filecloud Sep 11, 2025 10:36 AM [ Synced | 2
group1 FROM child2.mainad.filecloud Sep 11, 2025 10:45 AM [ Synced | 2
group1 FROM mainad.filecloud Sep 11, 2025 10:45 AM [ Synced | 1

¢ When a user is imported through an AD group, its user name in FileCloud is its email address,
including the full domain and sub-domains:

& Manage Users & import  Export

\
Filter ([ QU user 1 ) Status Filter : All v Source Filter : All v Show10ltems v

Mixed AD Domain Environments

In some AD environments, there may be multiple UPN domain suffixes set up in a mixed AD hosting
setup and the UPN prefix names might not be unique in those cases.

Normally FileCloud uses the UPN prefix names as the usernames, and if they are not unique, FileCloud
may not be able to identify the user account correctly.

Therefore, for FileCloud to authenticate in an environment where this occurs, you need to set up the

AD connection information slightly differently. In these cases, the account sAMAccountName will be
used as the user id.

1. Disable the checkbox "Users have the same UPN Account Suffixes"

2. Set the AD Logon Name Prefix parameter, which is the prefix used in the non-editable part of the
User logon name (pre-Windows 2000).
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tinu Properties

Published Certificates | MemberOf | Dialin | Object | Secuity |
Environmentl Sessionsl Remoate conlroll Terminal Services Profilel COM+]

General ] Address | {| Profile | Telephones

' UserPrincipalName
e Prefix or Username

User logon name:

tinu | @filecioud local

User logon name [pre-wWindows 2000]):

i — ' AD Account Suffix .

[FILECLOUDY [tinu

Logon Hours... | LogOnTo...

™| Account is locked out

Account options:

\' sAMAccountName |

IV User must change password at next logon
[~ User cannot change password
™ Password never expires

HN\ LOGON Name
Prefix

I Store password using reversible encryption LI
Account expires
* Never
" Endof: I"r.r'r.r"al:lne:-::l:la_l,l_. July 29,2015 LI
oK I Cancel | Apply l

Users can log in using either their email or sAMAccountName.

How to migrate the data from a user that changes account name

When the account name for a user changes in Active Directory, FileCloud won't recognize this change.
All the files the user owns still belong to the old account.

To migrate the account data to the new AD account:

1. Log in to the admin portal.

2. Go to the Users section and change the user authentication method form External to Default

and assign a password:
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External (AD/LDAP)

Email john@xyz.com

Display Nal john

Account Expirgs On

Password Expires
On

Email Verified

User Details
Name john Total Quota
Email Jjohn@xyz.com Used Quota
Last Login - Available Quota
Group [ Manage | Used Storage
LY

W) E ~» & = O
Mobile Manage Manage Reset Email Delete Manage Manage
Devices Files Shares  Password Password_ Account Policy Backups

Access Level Full
Authentication v Default
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P e ———

The user can login using Sync App or from Web Ul and

download all their files.

3. Ask the user to log in via Web User Portal using the new account/password (AD).

4. Reset the Sync App settings and enter the user's new domain credentials without removing the

data. See Sync Settings.

computer.
All the user's files will sync to the server.

In addition to this, all the user shares need to be created and,

the account has to be added again and permissions created.

Log in to the Sync App with the new account credentials; don't remove the data from the

if the user belongs to any Team Folders,
If the user belongs to any Network

Shares, please remember to add the account to them as well.

Once all the user's data is uploaded to the new account and verified; you can delete the old account.
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Troubleshooting Active Directory

Common FileCloud Active Directory problems and solutions
Trouble establishing a connection with Active Directory:

1. Make sure you have followed the instructions for entering the settings shown in Active Directory
Authentication under AD configuration parameters.

2. Check that the port you have specified (either 389 or 636) is open in the AD server for the
FileCloud server.
You can use the telnet command to confirm that it is open.
telnet [ip address] [port]
For example, if your IP address were 192.168.1.191 and your port were 389, you would enter:

telnet 192.168.1.191 389

3. Confirm that you have entered an account in AD account name. This account is used to query
the AD server and must be present.
If you have entered a value in Limit login to AD group (see below) the account you enter into AD
account name must be a member of the AD group.

4. Confirm that you have entered an AD account password and that it is correct.
Verify your AD settings using the following steps:
Testing AD Connectivity

Once all data is entered and saved, test the AD settings by clicking the AD Test button.

Authentlcatlon ) Reset to defaults

Authentication type
Active Directory v

Active Directory settings

Check AD connectivity and settings.

A Test AD Configuration dialog box opens:
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Test AD Configuration [}
Basic Verification Validate AD Settings

Group Members [FSge Tl D Group Name Get Group Members

Verify User Access e Nams

Test Login ez qapEning

The following tests can be done.

1. Validate AD settings.

a. Click the Validate AD Settings button to perform basic connectivity tests with the AD
server.

You should receive the response:

AD Access Verified Successfully

If the tests fail, then check your AD settings to ensure all the data is present and is
accurate.

2. List Groups

a. Once AD settings are validated, click List Groups to view the list of groups read from the
server.

You should see a list similar to:

User Authentication Settings — 209



FileCloud Online Version 23.261 FileCloud Site Setup

AD Group List L%

syncgroup

®

System Test Group

(3]

=]

test(group)

test6789

®

test123456

G

(3]

testdevops

5]

testgroup
TestUseCaseGroupA

C]

TestUseCaseGroupB

2]

TestUserCustomer

)]

TestUsers

®

userswithoutemail

(5]
4

3. Get Group Member
a. Click List Groups, then select a group and click Select.

AD Group List o

syncgroup
System Test Group
test(group)
test6789
test123456

testdevops

testgroup

TestUseCaseGroupB

TestUserCustomer
TestUsers

userswithoutemail -

-
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The Group name appears in the Test AD Configuration dialog box.
(You can also enter the group name directly into the text box without selecting from the AD
Group List popup.)

b. Click Get Group Members.

Test AD Configuration (%}

Basic Verification Validate AD Settings / /
Group Members List Groups TestUseCaseGroupA FROM @ Get Group Members

Verify User Access admin

Test Login Get Email ID

The AD Members List should list the correct members of the group:

AD Member List o

d.tester

Note: The group members are NOT automatically added to FileCloud.
4. Verify User Access

a. Enter a specific user name and password and click Test Login to make sure the user can
login to AD.
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If not, check if the AD suffix or AD prefix matches the one entered in the AD account suffix
or AD logon name prefix in the FileCloud admin portal or the AD server.

b. Enter a specific user name and password and click Get Email ID.
This should return the correct email address for a user account from AD. If a valid email
address is not returned, then FileCloud cannot import the user account. Check if the email
address is included for the user on the AD Server.

Here are some common AD connectivity error messages and their meanings:
Error messages
AD Access failed. Can't contact LDAP server

Either the Hostname or IP address is wrong or the FileCloud server is not able to contact the AD server
on the port specified.

AD Access failed. Invalid credentials

Either the AD account name or password is incorrect or the Logon prefix or suffix is incorrect.

AD Access failed. Check if provided AD account name is part of Limit Login into AD group

Either the value in AD BASE DN is wrong or the limit group is set and the AD account name is not part
of that group.

Some users have trouble logging in

If you check Users have the same UPN account suffixes, you are prompted to enter the AD account
suffix. If you uncheck it, you are prompted to enter AD logon name prefix. Make sure that whichever
you use applies to all of your AD users who access FileCloud. If it doesn't, users it does not apply to
cannot log in to FileCloud.

All users cannot log in or you cannot import them into FileCloud:

Check if AD mail attribute is filled in. If it is not, users cannot log in or be imported. This is normally set
to mail.

Using the logs to find errors

FileCloud stores all errors associated with AD in the logs.
By default, the log level in FileCloud is set to PROD.
1. Change the log level to DEV to create more detailed entries:

a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Server UNKNOWN ATTACHMENT .
The Server settings page opens.

b. Set Log Level to DEV.
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2. Repeat the steps that caused the error.

3. Open the log file:
In Windows: C:\xampp\htdocs\scratch\logs
In Linux: /var/www/html/scratch/logs

If you see error messages similar to:

2022-05-18 23:03:12.265388 ERROR: [16529329921474] Unable to find provider by name:
Obf0d8c9a7544cel79a7fb1f802dde5f

2022-05-18 23:03:12.265559 ERROR: [16529329921474] Unable to connect to AD server with
david username:

2022-05-18 23:03:12.265608 DEBUG: [16529329921474] User “david’ has not been
authenticated with provider
CodeLathe\Core\Subsystem\Security\Auth\AD\Provider\ADProvider class

2022-05-18 23:03:12.357099 DEBUG: [16529329921474] FAILED LOGIN: Invalid Username or
Password

Do the following:

e Check if the AD login and password are correct.
e Check if the user has an email address in the AD server.

 |If the user is already imported into the FileCloud server, check if the user's email in
FileCloud and email in the AD server match.

If you were authenticating a user (for this example, authenticating user david on host 192.168.1.14),
and see error messages similar to

2022-05-18 23:11:27.296483 NOTICE: [16529334871841] Phone number 1is invalid for
imported user - david

2022-05-18 23:11:27.297668 DEBUG: [16529334871841] User email ‘david@test.com™ does not

match AD user email “davidegmd.com’.

2022-05-18 23:11:27.297760 DEBUG: [16529334871841] User “david® has NOT been

authenticated.

These messages indicate that the user's email address in the AD server doesn’t match the user's email
address in FileCloud.

To restrict login to FileCloud to specific AD users only

1. Create a group in AD and add only those users who should able to log in to FileCloud.
2. In Limit login to AD group, enter the name of the AD group.
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LDAP Based Authentication

In this mechanism, a user account is authenticated against an external LDAP server.

Accounts with this type of authentication are also known as external accounts.

0 By default, LDAP communications between client and server applications are not encrypted.

¢ This means that it could be possible to use a network monitoring device or software to view the
communications traveling between LDAP client and server computers.

e This is especially problematic when an LDAP simple bind is used because credentials

(username and password) are passed over the network unencrypted. This could quickly lead to
the compromise of credentials.

Therefore, it is recommended that you enable Lightweight Directory Access Protocol (LDAP) over
Secure Sockets Layer (SSL) or Transport Layer Security (TLS).

e SSL and TLS are also known as LDAPS

¢ Some applications authenticate with Active Directory Domain Services (AD DS) through simple
BIND. If simple BIND is necessary, using SSL/TLS to encrypt the authentication session is
strongly recommended.

¢ Use of proxy binding or password change over LDAP requires LDAPS. (e.g. Bind to an AD LDS
Instance Through a Proxy Object )

* Some applications that integrate with LDAP servers (such as Active Directory or Active
Directory Domain Controllers) require encrypted communications.

Prerequisites

1. The LDAP service must be accessible from FileCloud (IP and Port must be accessible).

2. LDAP must support Simple Authentication Method (Anonymous or Name/Password
Authentication Mechanism of Simple Bind).

3. LDAP users must have an email attribute.

o « If LDAP Authentication is enabled, then Automatic User creation cannot be enabled (i.e, All user
creation should be done in LDAP server)

e The LDAP user will count towards FileCloud License only after the user account logs into
FileCloud
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Enable LDAP Authentication
To enable LDAP Authentication in FileCloud:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Authentication @ .
The Authentication page opens.

2. Under Authentication Settings, in Authentication Type select LDAP.

Authentication ‘ D Reset to defaults

Authentication type
LDAP v

3. In LDAP Settings, enter the required information, and then click Save.

LDAP Settings

Check LDAP connectivity and settings.
LDAP Test

LDAP host*

Idap://abc.company.com
LDAP host name

LDAP port*
389
LDAP port number
LDAP account name*
username

The LDAP account to use to query the LDAP server.

LDAP account password*

The LDAP account password

LDAP user DN template
CN="NAME" OU=filecloud-users,D

LDAP search DN
OU=filecloud-users,DC=abc,DC=u

LDAP user filter template
(&(objectClass=user)(cn="NAME")

Mail attribute
mail
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Read a description of the LDAP Settings

LDAP Settings

SETTING

LDAP host

LDAP port

LDAP account
name

LDAP account
password

LDAP User DN
template

LDAP search
DN

LDAP user filter
template

REQUIRED
?

REQUIRED

REQUIRED
REQUIRED
REQUIRED

REQUIRED

REQUIRED

REQUIRED

DESCRIPTION

The hostname or IP address where the LDAP
server is running, including the protocol
definition Idap://

The port to be used to connect to LDAP
server (typically 389)

A valid LDAP login account required to
perform queries

Password for the LDAP Account Name

The LDAP Distinguished Name(DN)
template. Every entry in the directory has a
DN that uniquely identifies an entry in the
directory.

This is usually a combination of CN, OU, DC.
Refer to your specific LDAP settings to
uniquely identify a user.

To use multiple OUs, set this equal
to "USE_USER_FULL_DN*

The search DN (Specifies the set of
resources to search for an user).

If there is an ou encompassing all users,
then the search DN would be pointing to that
DN.

The filter to be used to identify a user entry
record from results.

Example

ldap://

mycompany .com

389

<username>

<password>

Use the token ANAME" in
place of user name:

cn=~NAME”,ou=someorg

,dc=company,dc=com

Multiple OU mode:
AUSE_USER_FULL_DNA

If all users are under the
employees ou, then the
search DN would be:

ou=employees,dc=comp

any,dc=com

If the object class is
inetOrgPerson, then you
would use:

(&(objectClass=1inet0
rgPerson)
(cn=ANAME"))
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SETTING EEQUIRED DESCRIPTION Example

Mail attribute REQUIRED In the FileCloud environment, every user username_email_ID
requires an email ID.

Specify the attribute name used in the
LDAP's user record to refer to the email ID.

NOTE: For using with Zimbra, please use the following strings

User DN Template:
uid=ANAME” ,ou=someou,dc=company,dc=com

LDAP Search DN
ou=someou,dc=company,dc=com

LDAP User Filter Template:
(&(objectClass=zimbraAccount) (uid=ANAME"))

NOTE: For using with JumpCloud, please use the following strings

User DN Template:
uid="NAME",ou=Users,o=xxxxxxxxxxxxxxxxxb42f7988db,dc=jumpcloud,dc=com

LDAP Search DN
OU=USErsS , 0=XXXXXXXXXXXXXXXXXxb42f7988db,dc=jumpcloud,dc=com

LDAP User Filter Template:
(&(objectClass=1inetOrgPerson) (uid="NAME"))

Use LDAP with TLS

If you are using an LDAP connection with TLS, then you must configure the LDAP fields using the
following information:
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LDAP host

LDAP port

LDAP account
name

LDAP account
password

LDAP user DN
template

LDAP search
DN

LDAP user
filter template

REQUIRE
D?

REQUIRED

REQUIRED

REQUIRED

REQUIRED

REQUIRED

REQUIRED

REQUIRED
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DESCRIPTION

The hostname or IP address where the LDAP
server is running

The port to be used to connect to LDAP
server (typically 389)

A valid LDAP login account required to
perform queries

Password for the LDAP Account Name

The LDAP Distinguished Name(DN)
template. Every entry in the directory has a
DN that uniquely identifies an entry in the
directory.

This is usually a combination of CN, OU, DC.
Refer to your specific LDAP settings to
uniquely identify a user.

Use the token ANAME” in place of
user name

Example :

cn="NAME* ou=someorg,dc=company,dc=co
m

To use multiple OUs, set this equal
to AUSE_USER_FULL_DN*

The search DN (Specifies the set of
resources to search for an user).

If there is an ou encompassing all users,
then the search DN would be pointing to that
DN.

For example, if all users are under the
ou, then the search DN would be

The filter to be used to identify a user entry
record from results.

For example, if the object class is
inetOrgPerson, then you would use:

(&(objectClass=1inetOrgPerson)
(cn=~NAME"*))

TLS Example

Idaps://

389

cn= ,ou= ,dc=
,dc=com

Multiple OU mode:
AUSE_USER_FULL_DN*

ou=

(&(objectClass=
)(cn= )
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REQUIRE

D? DESCRIPTION TLS Example

SETTING

Mail attribute REQUIRED  In the FileCloud environment, every user
requires an email ID.

Specify the attribute name used in the
LDAP's user record to refer to the email ID.

LDAP Settings

Check LDAP connectivity and settings.
LDAP Test

LDAP host*

Idap://abc.company.com
LDAP host name
LDAP port*
389
LDAP port number
LDAP account name*
username
The LDAP account to use to query the LDAP server.
LDAP account password*
The LDAP account password
LDAP user DN template
CN="NAME",OU=filecloud-users,D
LDAP search DN
OU=filecloud-users,DC=abc,DC=u

LDAP user filter template
(&(objectClass=user)(cn="NAME")

Mail attribute
mail

Multi-Factor Authentication

Multi-factor authentication (MFA) refers to the multi-step verification process that is available in
FileCloud and designed to provide an extra layer of security. With this function, in order to access
FileCloud, the user is required to know not only the password and username but also an extra security
code that is made available to them. The FileCloud administrator can enable multi-factor
authentication for the user portal, and also, separately, for the admin portal. This can be done
regardless of the authentication type (default, AD, or LDAP).
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FileCloud supports the following modes of delivering MFA codes:

e Email

¢ Google Authenticator TOTP Code
¢ DUO Security (user portal only)

e SMS OTP Security Code

Multi-factor authentication using TOTP (Google Authenticator or similar
TOTP code generators)

o These instructions are written using Google Authenticator as an example TOTP code generator,
however, any TOTP apps such as Microsoft Authenticator or DUO mobile app, etc. can be used.

To set up MFA with Google Authenticator:
¢ Inthe FileCloud user portal, choose TOTP (Authenticator App) when configuring MFA for the
user portal. See Multi-Factor Authentication for User Portal for help.

¢ In the FileCloud admin portal, choose TOTP Authentication when configuring 2FA for the admin
portal. See Two-Factor Authentication for Admin Portal for help

When a user logs in for the first time, they are provided with an option to set up Google
Authenticator. This involves entering a code or scanning a QR Code into the the Google
Authenticator client. See Log in Using Multi-Factor Authentication for more information.

Note that once Google Authenticator is set up using the user portal, other client devices can be used
to connect to the FileCloud account.

o Once MFA with Google Authenticator is set up for the first time, the user is no longer able to set it up
again. Only the Administrator can clear the Google Authenticator setup.

Multi-factor authentication using SMS OTP (one-time password) Security
Codes

FileCloud can be set up to use SMS security codes to perform MFA. Currently, we have implemented
Twilio as the default SMS Gateway Provider, although enterprise customers may add custom SMS
providers and handlers to the system. In order to successfully use SMS security, admins must set up a
Twilio account to receive the required security ID, authentication token and the phone number from
which the codes will be sent.
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1. Create a Twilio account.
Follow instructions at https://www.twilio.com/docs/sms to obtain the required SID, Auth Token
and create a phone number.

2. In the FileCloud admin portal, open the MFA settings page.
To open the MFA settings page

a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Misc .

b. In the inner navigation bar on the left of the Settings page, expand the Misc menu, and click
MFA, as shown below.

@rcol
e
Settings
Dasrboard
owps
Adminz
- Miscellaneous MFA Setlings
= MFA code length PR
a
o MFA code character format v
]
- SMS MFA code expiration in minutes
- . Case-sensitive MFA code comparison
Smart Classtication
Allowed resend attempts
Compllance Center
" beto
time a
Auvan
I MFA Code Resend Timeout
Number of seconcs user must walt between cede resend attempts
User Locks fault
MFA
SMS Security Settings for Twilio
SMS admin SID
SID of the gateway pravider
ttings
SMS admintoken | e @
Customzation Token of the gateway provide
SMS admin sending phone number ‘:|

The 2FA settings page opens.
3. Fill in the MFA settings.

User Authentication Settings — 221


https://www.twilio.com/docs/sms

FileCloud Online Version 23.261 FileCloud Site Setup

M FA O Reset to defaults

Miscellaneous MFA Settings

MFA code length 4 v
MFA code character format Default (numbers and letters) W
SMS MFA code expiration in minutes 5

Case-sensitive MFA code comparison

Allowed resend attempts 5

Maximum allowed MFA code resend attempts before a security
timeout (5 is default)

MFA Code Resend Timeout 60

Number of seconds user must wait between code resend attempts.

Default is 60.

Test SMS gateway configuration Bl '~ Phone number ie. 01555[..)

Phone number, for example, 015555550100

SMS Security Settings for Twilio

SMS admin SID

SID of the gateway provider

SMS admin token cssssssses ®
Token of the gateway provider

SMS admin sending phone number B ‘'~ Change Phone Number

Phone number from which SMS code is sent to user
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MFA code length - The number of letters and digits in the MFA code. Default is 4.
MFA code character format- Type of characters permitted in MFA code. Options are:

¢ Numbers and letters (default)
e Numbers

o Letters

e Uppercase letters

SMS MFA code expiration in minutes - How long, in minutes, the security code remains valid. Default
is 10.

Case-sensitive MFA code comparison - When checked, the code entered is case-sensitive.

Allowed resend attempts - Number of times the user may resend the code before logging in is timed
out for the time set in MFA Code Resend Timeout.. Default is 5.

MFA Code Resend Timeout - Number of seconds between Allowed resend attempts that the user
must wait before attempting to resend again. Default is 30.

For example, if Allowed resend attempts is 5, and MFA Code Resend Timeout is 30, a user can
attempt to resend a code 5 times and then is forced to wait 30 seconds before being able to attempt
to resend the code another 5 times. If those attempts fail, the user is forced to wait another 30
seconds, and so on.

Test SMS gateway configuration - Enter a secure known phone number, and save the settings. Click
Test SMS to check if your SMS configuration is valid.

SMS admin SID - SID of gateway provider.
SMS admin token - Token of gateway provider.

SMS admin sending phone number - Phone number from which SMS code is sent to user.

Once the setup is complete, set up the policy for users and choose the appropriate SMS gateway
provider, similarly to other MFA methods.

Users are required to set up a phone number once the SMS MFA Policy is enabled. Once the phone
number is set up, client devices can be used to connect to the FileCloud account. Set up the phone
number via the web Ul or through your admin.
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If users are required to use SMS with MFA, they will see the following dialog box during login after the
policy is enabled:

Add your phone number for SMS-based 2FA

Please enter your phone number

Save Phone Number

Multi-factor authentication validity for Email based MFA
MFA Code validity: 10 minutes.
For Web Apps, The MFA validity period is tied to the Session Timeout

For Client apps (i0S, Android App, Drive and Sync) the MFA code will be required only on very first
access and subsequent access will not require the code. If the record of that device is removed using
"Remove Client Device Record" action, then subsequent access for that mobile device will require the
MFA code.

For instructions specific to the admin portal or the user portal, see:

Multi-Factor Authentication for User Portal

Enable multi-factor authentication for user portal

To enable multi-factor authentication for logging into the user portal:

If you are planning to enable DUO Security as the multi-factor authentication mechanism, first set up
FileCloud to use DUO Security Service (instructions below).

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies Q .
The Policies page opens.
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New Policy

Create a new policy

A Policy Name

Global Default Policy

TEAM FOLDER POLICY
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User Count

0 0 O

1 0

« < Page‘ 1 ’of1 > »

2 rows

2. Edit the policy of the users who will use MFA.

3. Click the MFA tab.

4. Enable Require multi factor authentication.
Additional fields appear for setting up MFA.

Group Count Default

New Policy

Actions
208 & x

2 0&&@ X%
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Effective Policy: "Global Default Policy" (%]

General MFA User Policy Client Application Policy Device Configuration Notifications Watermark

Some policy settings will not be applicable for Guest and External users.

MFA
Require multi factor authentication O

Require a one-time code to be entered as well as the account password.

MFA Mode Single Method v
Allow one verification method. Users must set up and sign in with the single method Single Method
you enable.

Multiple Methods (User Choice)

. . Primary and Backup Methods
Email Mechanism ’ P

Get login code via email

SMS Mechanism

Get login code via SMS

TOTP Mechanism

e >

Use authenticator app to generate one-time codes

DUO Mechanism

Approve sign-ins using the DUO mobile app

Cancel “ “

5. In the MFA Mode drop-down list, choose one of the options:

» Single Method - Users must use the single authentication mechanism that you enable on
this tab.

¢ Multiple Methods (User Choice) - Users may choose one of the authentication
mechanisms that you enable on this tab.

¢ Primary and Backup Methods - Users may choose (and must set up) two of the
authentication mechanisms that you enable on this tab, one as a primary method and one
as a backup. On initial login, users choose the primary and secondary methods and do any
set up necessary for them . On future logins, they are prompted to use the primary method
on login, but can switch to the backup.

6. Depending on which of the methods you have chosen in MFA Mode, choose one or more of the
following mechanisms:

¢ Email Mechanism - Sends a one-time authentication code to the user's email address.

¢ SMS Mechanism - Sends a one-time authentication code via the user's SMS number.
If you choose SMS Mechanism, an SMS Provider Setup field appears below it. Choose
either Twilio, our default SMS gateway provider or Custom if you are adding a custom
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provider.
For more information about setting up your SMS provider, see Multi-factor authentication.

SMS Mechanism o

Get login code via SMS

SMS Provider Setup Twilio v

Twilio

TOTP Mechanism Custom

Use authenticator app to generate one-time codes

e TOTP Mechanism - Generates a one-time authentication code via the user’s authentication
app.
¢ DUO Mechanism - Enables the user to use their DUO app to either get a one-time code.

What Users See

When you require multi-factor authentication for a certain policy, the choices given to users in that
policy depend on both the MFA Method you choose and the MFA Mechanisms that you enable.

¢ MFA Mode: Single Method
Mechanism enabled in this example: Email
When users in this policy log in, they see:

2FA Authentication

o Please check your email for the security code.

2FA Security Code

I r

¢ MFA Mode: Multiple Methods (User Choice)
Mechanisms enabled in this example: Email, SMS, TOTP, DUO
When users in this policy log in, they see:
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MultiFactor Authentication Setup

o Choose your verification method

= J ]

Email SMS TOTP
Receive one-time Receive one-time code Generate code using
verification code via via text message authenticator app
email

J

DUO

Generate code using
DUO app

¢ MFA Mode: Primary and Backup Methods
Mechanisms enabled in this example: Email, TOTP, DUO
When users in this policy log in, they are prompted to choose a primary verification method:
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ﬁ FILECLOUD

MultiFactor Authentication Setup

o Choose your primary verification method

U & L

DUO Email TOTP
Generate code using Receive one-time Generate code using
DUO app verification code via authenticator app

email

L 2Y

If, for example, a user selects Email, they are prompted to log in with a code sent through email,
and then they are prompted to choose a secondary verification method:
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ﬁ FILECLOUD

MultiFactor Authentication Setup

o Choose your secondary verification method

L & L

DUO Email TOTP
Generate code using Generate code using
DUO app authenticator app

If the user chooses TOTP, they are prompted to set up TOTP login.
When they log in again, they are automatically prompted to enter a code sent to email, but they
are also given the option of switching to TOTP:
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ﬁ FILECLOUD

2FA Authentication

o Please check your email for the security code.

2FA Security Code

TOTP
Use Alternative

If you switch from Single Method to Multiple Methods or Primary and Backup Methods, the user’s
chosen mechanism or primary mechanism automatically is made the same as their prior single
mechanism unless you disable that mechanism as well. (For example, if you had set Single Method,
Email Mechanism and changed to Multiple Methods with all mechanisms enabled, the user’s choice

method would be Email Mechanism.

Multi-factor authentication using DUO security

FileCloud can be set up to use DUO security service to perform MFA. Note that DUO PUSH is not
supported and requires code generated by DUO Mobile app to be entered to perform MFA.

The following steps are required to set up MFA using DUO.

1. ADD DUO Auth API
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¢ Follow instructions at https://duo.com/docs/authapi to get integration key, secret key, and API
hostname.

Duo's Auth APl is included in the Duo Beyond, Duo Access, and Duo MFA plans.

First Steps

Before starting:

Sign up for a Duo account.

Log in to the Duo Admin Panel and navigate to Applications.

Click Protect an Application and locate Auth API in the applications list. Click Protect this Application to
get your integration key, secret key, and APl hostname. (See Getting Started for help.)

Review the API Details to see how to construct your first API request. Duo Security also provides
demonstration clients available on Github to call the Duo APl methods. Examples are available in: Python,
Java, C#, Ruby, Perl, and PHP. Adding Duo requires some understanding of your application's language and

authentication process.

Documented properties will not be removed within a stable version of the API. Once a given API endpoint is
documented to return a given property, a property with that name will always appear (although certain
properties may only appear under certain conditions, like if the customer is using a specific edition).

¢ In the FileCloud admin portal, open the DUO Security settings page.
To go to the Duo Security settings page

a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

e

Y

the Settings navigation page, click Misc

User Authentication Settings — 232


https://duo.com/docs/authapi

FileCloud Online Version 23.261 FileCloud Site Setup

b. In the inner navigation bar on the left of the Settings page, expand the Misc menu, and click
DUO Security, as shown below.

@ FiLecloud
113
Desiboard €3 Settings
ouPs &
Users L3 O Security
Groups
Admins Q
Team Folders = DUO Security O Reset to de
% Network Share @ Storage v
User Share . deat . )
- Duo Auth API Security Settings
I s
O = Duo Auth API Integration key
podficatons & oa Specity Duo Autn AP Securiy Integrationkey Lo
ES & & & Duo Auth API Secret key
DeviceManagement e
& E uj
= # Licens Duo Auth API host
Dashboard - Specify Duo Security Auth API Host
Retention Duo Admin API Security Settings
Smart DLP Duo Admin APl Integration key
Y Cont e
Smart Classification Specify Duo Admin AP1 Security Integration Key
& WwebEd
Compliance Center Duo Admin API Secret key
~ Tempoces  ofdmnAEBEEEEE o e
e v Pa Integ v
> Audit _— Duo Admin API host
Alert
User Locks
Workflows
Reports
Federated Search
‘) Metadata “ °
DUO Security
Settings

The DUO Security settings page opens.

1. Fill in the Duo Auth API Security Settings fields on the page.
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DUO Secu I'Ity ) Reset to defaults

Duo Auth API Security Settings
Duoc Auth API Integration key

Specify Duo Auth API Security Integration Key

Duoc Auth API Secret key

Duo Auth API host

Specify Duo Security Auth APl Host

Duo Admin API Security Settings
Duc Admin API Integration key

Specify Duo Admin API Security Integration Key

Duo Admin API Secret key

FEERREEESE

Duc Admin API host

2. Add DUO Admin API

¢ Follow instructions at https://duo.com/docs/adminapi to get values for integration
key, secret key, and APl hosthame

¢ Ensure it has Grant read resource permission.
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Dashboard > Applications > Admin API

Admin API

Setup instructions are in the Admin APl documentation 4.

The Admin API allows you to programmatically create, retrieve, update, and delete users, phones, hardware tokens, admins, applicati

Details
Integration key
Secret key | Click to view.
Don't write down your secret key or share it with anyone.
APl hostname
Settings

Type Admin API

Name Admin API
Duo Push users will see this when approving transactions.

Permisslons ) Grant administrators
Permit this Admin API application to add, modify, and delete administrators.
) Grant read information
Permit this Admin API application to read information and statistics generally used for reporting purposes.
) Grant applications
Permit this Admin API application to add, modify, and delete applications.
[J Grant settings .
Permit this Admin API application to read dhd update global account settings.
[J Grant read log s’
Permit this Admin API apglig:ilén to read logs.
¥ Grant read resource
Permit this Admin API application to read resources such as users, phones, and hardware tokens.
) Grant write resource
Permit this Admin API application to add, modify, and delete resources such as users, phones, and hardware tokens.

Notes

For internal use.

Save Changes

¢ In the FileCloud admin portal, go to the DUO Security settings page.
¢ Fill in the Duo Admin API Security Settings fields on the page.
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DUO Securlty D Reset to defaults

Duo Auth API Security Settings
Duo Auth API Integration key

ssssssssse
Specify Duo Auth API Security Integration Key

Duo Auth API Secret key

Duo Auth API host

Specify Duo Security Auth APl Host

Duo Admin API Security Settings
Duo Admin API Integration key

Specify Duo Admin API Security Integration Key

Duc Admin API Secret key

vvvvvvvvvv

Duo Admin API host

+ Now follow the instructions above to enable MFA and specify the MFA mechanism as Duo
Security.

Note: When users who are enrolled in the Duo Admin Panel log in, they must use the text
code from the default entry in their Duo App. When users who are not enrolled in the Duo
Admin Panel attempt to log in, they are prompted to use a QR code scanner to enroll
themselves, and then must use the text code from the entry they added in their Duo App.
See Log in Using Multi-Factor Authentication for more information.

Reset TOTP or DUO settings for a user

When a user loses a TOTP (Google Auth) app enabled device or if they need to reset the code for any
reason, you can reset the Google Authenticator setup for that user using the following steps.

1. Inthe FileCloud admin portal, go to Users and click the Manage Policy icon in the row for the
user.
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3
o

S Manage Users [ 3. import ’ [ e Export

Filter Q. jen Status Filter : All v Source Filter : All v Show 10 Itenr Vv
User name Display Name Email Last Login Status Actions
2 > jennifer Jennifer jennifer.perkins@filecloud.co 28 Apr 2023 01: Z X

2. Click the MFA tab.
3. Click the Reset MFA Setting to enable the user to reset their authenticator code.

Reset 2FA

Allow user to reinitialize 2FA authenticator

Cancel “ “

After the secret is reset, the user is not required to redo the DUO setup on initial login as
FileCloud will import access tokens from DUO automatically.

New devices can be registered from the DUO Admin Panel using the DUO Enrollment Email
feature.

Two-Factor Authentication for Admin Portal

TOTP authentication for the admin portal is available beginning in FileCloud 23.242. TOTP
authentication should work correctly with any authenticator app; however, the following apps have
been tested and performed successfully: Google Authenticator, TOTP Authenticator, Duo Mobile,
Microsoft Authenticator, Authy, Okta Verify, 2FA Authenticator (2FAS)

Support for two-factor authentication is available for admin portal login. Both the primary FileCloud
admin and the superadmin (for multitenancy) can be set to require the additional code in order to
access the admin portal.

Two-factor authentication for the admin portal supports authentication by email, SMS, and TOTP.

Enable two-factor authentication for admins

To enable 2FA for the first time an admin logs into the admin portal:
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1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on the

, - . -
Settings navigation page, click Admin .
The Admin settings page opens.

2. Enable Enable two-factor authentication for admin logins.

Ad min D Reset to defaults

Admin login name
admin
Change the default admin user name.

Admin email
. ) jenperkins123@gmail.com
Email id for admin account

Enable two-factor authentication for admin logins

Requires valid admin or admin user email id.

2FA fields appear.

Setting 2FA delivery method to SMS
Note: Currently SMS authentication is effective for the primary admin, but not for promoted admins.

1. To use SMS authentication, In Select 2FA Delivery Method for Admin, choose SMS
Authentication.
Additional fields appear.

Enable two-factor authentication for admin logins

O

Requires valid admin or admin user email id.

Select 2FA Delivery Method for Admin
SMS Authentication Vv
Enable Two Factor Auth for Admin.

Set Admin 2FA Code Timeout

w

Set admin 2FA timeout in minutes

SMS Service Provider
) . Twilio v
Master Admin 2FA SMS Provider

Master Admin Phone Number

Master Admin Phone Number

2. In Set Admin 2FA Code Timeout, set the time in minutes that you want the temporary log-in
code to remain valid.
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3. In SMS Service Provider, choose Twilio or Custom.

4. In Master Admin Phone Number, enter the main admin's SMS phone number.
An invalid main admin phone number will cause lockout - the portal will not be accessible when
SMS Authentication is chosen.

Setting 2FA delivery method to email:

1. To use email authentication, in Select 2FA Delivery Method for Admin, choose Email

Authentication.
Admin email
. @example.com
Email id for admin account
Enable two-factor authentication for admin logins
Requires valid admin or admin user email id. c
Select 2FA Delivery Method for Admin
Email Authentication v

Enable Two Factor Auth for Admin.

Set Admin 2FA Code Timeout

w

Set admin 2FA timeout in minutes

2. Enter a valid email in the Admin email field above the Enable Two Factor Authentication for
Admin Logins field.

3. In Set Admin 2FA Code Timeout, set the time in minutes that you want the temporary log-in
code to remain valid.

Setting 2FA delivery method to TOTP

1. To use TOTP authentication, in Select 2FA Delivery Method for Admin, choose TOTP

Authentication.
Enable two-factor authentication for admin logins o
Requires valid admin or admin user email id
Select 2FA Delivery Method for Admin TOTP Authentication v

Enable Two Factor Auth for Admin.

Reset main admin TOTP setup

Set Admin 2FA Code Timeout =

Set admin 2FA timeout in minutes

2. In Set Admin 2FA Code Timeout, set the time in minutes that you want the temporary log-in
code to remain valid.

3. See Log in Using Multi-Factor Authentication to set up Google Authenticator (or a similar
authenticator app) to use for TOTP Authentication.
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Promoted admins use the method to log in to the admin portal that they use to log in to the user
portal.

Reset TOTP settings for the primary admin

When you select TOTP Authentication for the 2FA delivery method, the setting Reset Admin TOTP

setup appears below it. If the primary admin loses their TOTP-enabled device or needs to reset the
TOTP authenticator code for another reason, a promoted admin with Settings read and update role
privileges can click Reset Admin TOTP setup to enable the admin to reset their authenticator code.

Enable two-factor authentication for admin logins o

Requires valid admin or admin user email id.

Select 2FA Delivery Method for Admin TOTP Authentication W

Enable Two Factor Auth for Admin.

Reset main admin TOTP setup N

Set Admin 2FA Code Timeout

w

Set admin 2FA timeout in minutes

Reset TOTP settings for promoted admins

Since promoted admins use their user login method rather than their admin login method to log into
the admin portal, a promoted admin will only log in to the admin portal with TOTP if that is the method
set for their user account, and therefore, to reset a promoted admin's TOTP authorization, use the
method explained in Multi-Factor Authentication for User Portal.

Single sign-on (SS0O)

o Single sign-on (SSO) is only available in some versions of FileCloud Online.

Single sign-on (SSO) is a user authentication process that permits a user to enter one name and
password in order to access multiple applications.

FileCloud supports the following types of Single sign-on model.

SAML Single Sign-On Support

You can use SAML SSO to control the authorization and authentication of hosted user accounts that
can access FileCloud Web based interface.
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e SAML is an XML-based open standard data format for exchanging authentication and

authorization data between parties.

¢ FileCloud supports SAML (Security Assertion Markup Language) based web browser Single Sign

On (SSO) service

+ FileCloud acts as a Service Provider (SP) while the Customer or Partner acts as the identity
provider (IdP). FileCloud SAML SSO service is based on SAML v2.0 specifications.

SSO Login Diagram

SSO Login Diagram

The following process explains how the user logs into a hosted FileCloud application through

customer-operated SAML based SSO service.

Usertries to
reach hosted
FileCloud
application

FileCloud
redirects browser

Browser sends
SAML response
to FileCloud

User s logged in
to FileCloud

Browser
redirects to
SSOURL

FileCloud SAML Transaction Steps

1. The user attempts to reach the hosted FileCloud application through the URL.
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2. FileCloud generates a SAML authentication request. The SAML request is embedded into the
URL for the customer’s SSO Service.

3. FileCloud sends a redirect to the user's browser. The redirect URL includes the SAML
authentication request and is submitted to customer’'s SSO Service.

4. The Customer’'s SSO Service authenticates the user based on valid login credentials.

5. The customer generates a valid SAML response and returns the information to the user’s
browser.

6. The customer SAML response is redirected to FileCloud.

7. The FileCloud authentication module verifies the SAML response.

8. If the user is successfully authenticated, the user will be successfully logged into FileCloud.
When the IdP successfully authenticates the user account, the FileCloud (SP) authentication module
verifies that the user account exists in FileCloud.

If the user account does not exist in FileCloud, then a new user account is created and the user is
logged into FileCloud.

SSO Configuration Steps
In order to successfully configure SAML SSO, the following steps must be followed.

1. Configure Apache Webserver.
To configure Apache Webserver for SAML SSO, please Contact FileCloud Support.

2. Ensure the correct FileCloud URL is set and uses HTTPS

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Server =@ .
The Server settings page opens.
2. In the Server URL field, confirm that your URL begins with HTTPS.

3. Click Check URL to make sure your URL is valid.

Server D Reset to defaults

Service Name
¢ ) FileCloud
Name to use to refer to the service

Service URL https://Department XYZ fileclc [REEEqUE

URL that accesses the service

3. Set SAML as the default single sign-on method in FileCloud
To set the SSO type in FileCloud:
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1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

o

the Settings navigation page, click SSO Q .
The SSO page opens.

2. In Default SSO Type, select SAML.

SSO D Reset to defaults

Default SSO type

SAML v

4. Configure IdP settings in FileCloud

Note: If you are using Active Directory Federation Services (ADFS) Support for authentication,
see ADFS Single Sign-On Support.

To configure IdP settings in FileCloud:

1. Inthe FileCloud admin portal SSO settings page, fill in the settings under SAML Settings.
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S SO O Reset to defaults

Default SSO type
SAML v

SAML Settings

IdP endpoint URL or entity ID*
http://www.okta.com/exk172d54g'

IdP username parameter*

uid
IdP email parameter*
email
IdP given name (first name) parameter*
givenName
IdP surname (last name) parameter*
sn
IdP log out URL (optional)
URL to call to log out of identity provider
Limit log in to IdP group (optional)
Specify the identity provider group that users must belong to in order to log in. admin
Note: Groups that a user belongs to must be passed from IdP in ‘memberof
attribute.
Crrun g - urTRBLITOTTT
s:tc:SAML:2.0:bindings:H 4
TTP-Redirect"”
Location="https://dev-
823480.oktapreview.com
IdP Metadata*
/app/dev-

823480_confltestlab_1/e
xk172d54g9EArRV40h8/s .
so/saml"/> —
</md:IDPSSODescriptor>
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SSO error message (optional) S50 wrsor musswon (cptond
<html>

<head>

<meta hlip-
equiv="Content-Type
content="text/himi;
charsel=UTF-8">
<litle>Fi#eCloud SSO
Authorization
Page</litle>
</head>

N €& @)

o

Allow account signups
Allow new account creation through login process

Automatic account approval I N

Set Admin approval for creating new accounts.

0 - No automatic approval, Admin has to approve account.
1 - Actomatically appeove new accourts to Full User.

2 - Actomatically approve new accourts to Guest User.

3 - Automatically approve new accoumts to External User

Enable ADFS »
Specity It IdP = Active Directory Federation Service (ADFS)

User login token expiration follows IdP token expiration rule >

Uszer authentication token will expire as specified by identity
provider.

Enable browser-only SSO session timeout »

It enabled, SSO session timeouts will be restricted to web browsers
only

Show the Idp login screen @
Redirect user login to IdP login scroen automaticaly.

Log level | FRCO W/ |
Usze DEV only for testing.

Allow SSO for external users ')
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Use the following table to understand the IdP settings.

FileCloud
Parameters

IdP End Point URL

Idp Username
Parameter

IdP Email
Parameter

IdP Given Name
Parameter

IdP Surname
Parameter

IdP Log Out URL
(Optional)

Limit Logon to IdP
Group

Show the IdP
Logon Screen

IdP Metadata

IdP Settings

Identity Provider URL

Identifies the Username (must be unique for each user)
¢ Usually uid or agencyUID
¢ Default value: uid

NOTE: The username must be unique. If username sent by Idp is in email format, the
email prefix will be used for username. The email prefix in this case must be
unique.

Identifies the email of the user (must be unique)

Default value: mail

Identifies the given name of the user
Default value: givenName

Identifies the surname of the user

Default value: sn

URL for logging out of IdP

IdP Group Name

¢ Specifying a group name means that a user can login through SAML SSO only
when the Identity Provider indicates that the user belongs to the specified IdP

group
¢ The IdP must send this group name through the memberof parameter

¢ The memberof parameter can include a comma separated value of all groups to
which the user belongs

Identifies which Logon screen the user will see:
¢ FileCloud screen = not selected
¢ |dP screen = selected

Identity Provider metadata in XML Format
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Parameters

SSO Error Message
(Optional)

Added in FileCloud
20.1

Allow Account
Signups

Added in FileCloud
20.1

Automatic Account
Approval

Added in FileCloud
20.1

Enable ADFS

User login token
expiration match
Idp expiration

Enable Browser-
Only SSO Session
Timeout

Added in FileCloud
23.232.1

Show the Idp Login
Screen

Log Level

FileCloud Online Version 23.261 FileCloud Site Setup

IdP Settings

Custom error message that appears when a signin is invalid. Enter in HTML format.

When TRUE, during the login process, if the user account does not exist, a new
FileCloud user account is created automatically.

This setting works with the Allow Account Signups setting to determine:
¢ [f the account created by the user is disabled until the administrator approves it

¢ |f the account is approved with a specific level of access automatically without
intervention from the Administrator.

¢ Possible values are:
0 - No automatic approval, Admin has to approve account
1 - Automatically approve new accounts to Full User
2 - Automatically approve new accounts to Guest User
3 - Automatically approve new accounts to External User

No

If enabled the user token expiration will be set based on Idp expiration settings

If not enabled user token expiration will be set based on FileCloud Session Timeout
(FileCloud admin Ul - Settings - Server - Session Timeout in Days)

Default: No (Not enabled)

If enabled, SSO session timeouts apply to browser sessions but not to client sessions.

If enabled, automatically redirect user to Idp log-in screen.

Set the Log mode for the SAML Calls.
Default Value: prod (Do not use DEV for production systems)
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FileCloud

Parameters (G2 EEEN
Allow SSO for Only appears if feature is included in license.
external users If enabled, external users can log in to FileCloud using SSO.

Default value: Disabled.
Added in FileCloud
23.253

5. Register FileCloud as a Service Provider (SP) with the IdP

Use the following URL (Entity ID) to register FileCloud as an SP with IdP or ADFS. The URL below also
provides the metadata of the FileCloud SP:

http://<Your Domain>/simplesaml/module.php/saml/sp/metadata.php/default-sp
6. Enable the SSO link on the login page

You can customize the user log-in screen to display the SSO log-in option along with the direct log-in
option or to only display the SSO log-in.

To display the SSO log-in option along with the direct log-in option:

1. From the left navigation pane, click Customization.
2. Select the General tab, and then the Login sub-tab.
3. Check Show SSO Link and Show Login Options.

General Labels And Logos URL Ul Messages Email Templates News Feed TOS Advanced

Ul Features Login Account Menu Listing
Customize User Login Screen

Show New Account
Button

Display "New Account” button in user login screen

Show SSO Link
Show "Single Sign On" option in user login screen
Show Login Options
Uncheck to hide all login screen options such as "Forgot Password", "SSO

Login’

4. Save your changes.
Now, when users access the user portal log-in page, they will see:
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@@ FlLEcLoud
Login New Account
I
Account Password
im2344311@gmail.com ssesccee @

Log In with SSO

On clicking the Single Sign-On link on the login page, the user is redirected to the SAML SSO
Service web page.

To only display the SSO log-in the user portal or the admin portal, please Contact FileCloud Support.

Integrate AuthO SSO with Filecloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration
Step 1 on the page SAML Single Sign-On Support for configuration instructions.

You can integrate AuthO SSO with Filecloud using the SAML 2 protocol. Below are the steps to achieve
this.
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Configuration in AuthO portal

1. Log in to the AuthO Dashboard and click the tab Application on the left panel.
2. Create the application.

I AN

"' Auth0 A  Help&Support  Documentation  Talkto Sales fetest e v
= Thank you for purchasing the Free AuthO plan. You have 17 days left in your trial to experiment with features that are not in the Free plan. Like BILLING

- what you're seeing? Please enter your billing information here.

o ppplications

B Applications
B, APls Setup a mobile, web or loT application to use AuthO for Authentication. Learn more »
@ SSO Integrations
o9 Connections Filecloud
o ClientID oDwtyKq1N8pTk9BDAAWqOy43yB8! (L) = {8} o> =]
U I Logi REGULAR WEB APPLICATION
niversal Login

0, Users &Roles
Users
Roles

Rules

&

A, Hooks

a

B Multifactor Auth
™ Emails

Logs

Q@ Anomaly Detection
{:} Extensions

(O Get Support

3. Name the application and click Regular Web Applications.
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Create application

Name

My App

You can change the application name later in the application settings.

Choose an application type

L o

Native Single Page Web
Applications
Mobile or Desktop,
apps that run natively A JavaScript front-
in a device. end app that uses an
API.
eg:i10S SDK

eg: Angular.JS +
NodeJS

ke

Regular Web
Applications

Traditional web app
(with refresh).

eg: Java ASP.NET

A

Machine to
Machine
Applications

CLI, Daemons or
Services running on
your backend.

eg: Shell Script

CREATE CANCEL

4. Click the created application again and go to the settings tab. Confirm that the application name

is in the Name field and click Addons.
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users or applications B Help&Support Documentation  TalktoSales  fctest ° v

Vof AuthO

= Thank you for purchasing the Free AuthO plan. You have 17 days left in your trial to experiment with features that are not in the Free plan. Like SAE
what you're seeing? Please enter your billing information here.

@ Dashboard € Back to Applications

@ Applications .I I d
Fileclou

B APIs

REGULAR WEB APP JON  ClientID oDwtyKqlN8pTk9BDBAWqOY43yB8S4ZYL
@ SSO Integrations L“

o Connections e
Quick Start Settings Addons Connections

[©3 Universal Login

0, Users & Roles

Users Name Filecloud (m}
Roles
>3 Rules Domain fctest.auth0.com Q
43 Hooks
B Multifactor Auth Client ID oDwtyKq1N8pTk9BDBAWQOyY43yB8SAZYL o
™ Emails
Logs Client Secret flm]
Q@ Anomaly Detection Reveal client secret.

. The Client Secret is not base64 encoded.
i:} Extensions

Get S t ipti
(O Get Suppor Description

5. Click SAML2 Web App.
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@ Dashboard
B Applications
B APIs
@ SSO Integrations
o Connections
Universal Login
£, Users & Roles
Users
Roles

25 Rules

4% Hooks

Q Multifactor Auth
[ Emails

Logs

& Anomaly Detection
{’F Extensions

O Get Support
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a Help & Support ~ Documentation  Talk to Sales  fctest e v

€ Back to Applications

o Filecloud

REGULAR WEB APPLICATION Client ID oDwtyKqlN8pTk9BDOAWqOY43yB8S4zYL

Quick Start Settings Addons Connections

Addons are plugins associated with an Application in Auth0. Usually, they are 3rd party APIs used by the application that AuthO
generates access tokens for (e.g. Salesforce, Azure Service Bus, Azure Mobile Services, SAP, etc).

. NNp .
“2*amazon S Firebase O Layer

" webservices™

sal cy‘()rce salesforce W

2R Windows Azure Microsoft Azure .
Sovoania

LA SAML2 o ‘Q WS-FED

b2 wes APP WEB APP

6. Enter your FileCloud URL in the Application Callback URL.
https://your_filecloud_url/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp
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Addon: SAML2 Web App X

Settings Usage

Application Callback URL

https:/A /simplesaml/module.php/saml/sp/saml2-acs.php/default-sp
SAML Token will be POSTed to this URL
Settings

SAML Protocol Settings

e audience( string ): The audience of the SAML Assertion. Default will be the Issuer
on SAMLRequest .

* recipient( string ): The recipient of the SAML Assertion (SubjectConfirmationData).
Defaultis AssertionConsumerUrl on SAMLRequest or Callback URL if no
SAMLRequest was sent.

7. Scroll down and click Enable.
8. Click Usage.
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Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters

e SAML Version: 2.0

* Issuer: IDP endpoint URL

-

urn:fctest.authO.com

¢ |dentity Provider Certificate: Download AuthO certificate

¢ |dentity Provider SHA1 fingerprint:

F2:62:74:37:F9:48:63:01:A6:09:76:03:2E:9D:8B:F5:C0:84:45:23

¢ |dentity Provider Login URL:

https://fctest.authO.com/samlp/oDwtyKqIN8p Tk9BDOAwqOy43yB8S4zYL
Download this metadata
 Identity Provider Metadata: Download /

Alternatively, you can add a connection parameter:

https://fctest.authO.com/samlp/oDwtyKqIN8p Tk9BDOAwqOy43yB8S4zYL?connection=User
name-Password-Authentication
https://fctest.authO.com/samlp/oDwtyKqIN8p Tk9BD0OAwqOy43yB8S4zYL?connection=goog

le-oauth2

In this case, AuthO will redirect users to the specified connection and will not display the
Login Widget. Make sure you send the SAMLRequest using HTTP POST .

9. Note down the value in the field Issuer.
10. Scroll down and download the metadata from Identity Provider Metadata.
11. Go to Users in the AuthO Dashboard and create the user.
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Talk to Sales

fetest e v

Documentation

+ CREATE APPLICATION

@ Drtbons Applications
B Applications
B, APls Setup a mobile, web or loT application to use AuthO for Authentication. Learn more ~

@ SSO Integrations

o Connections

ﬂ Filecloud

- REGULAR WEB APPLICATION

ClientID
Universal Login

M, Users & Roles
Users
Roles

2S Rules

4% Hooks

B Multifactor Auth

™ Emails

Logs

& Anomaly Detection

{:} Extensions

(O Get Support

Configuration in FileCloud admin portal

.

the Settings navigation page, click SSO Q

The SSO page opens.
2. Enter the below details in the required fields

oDwtyKq1N8pTk9BDBAWqOy43yB8! (L) B & « g

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

¢ |IdP End Point URL: Paste here the value we note down from Issuer: (step 9, above)

¢ |dP Username Parameter: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/

emailaddress

¢ |dP Email Parameter: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/

emailaddress

¢ |IdP Given Name Parameter: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/

givenname

¢ IdP Surname Parameter: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/

surname

« IdP Metadata: Open the metadata file we have downloaded using notepad and copy paste

value here.
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SSO O Reset to defaults
Default SSO type SAML o
SAML Settings

IdP endpoint URL or entity ID* urn:fctest.authO.com

*
IdP usemame parameter http://schemas.xmlisoap.org/ws/2(

IdP email parameter* http://schemas.xmlsoap.org/ws/2(

1 -
IdP given name (first name) parameter http://schemas.xmlisoap.org/ws/2(

IdP surname (last name) parameter* http://schemas.xmlsoap.org/ws/2(

IdP log out URL (optional)

URL to call to log out of identity provider

Limit log in to IdP group (optional)

Specify the identity provider group that users must belong to in order to log in.

admin
Note: Groups that a user belongs to must be passed from IdP in ‘memberof’
attribute.
'S
IdP Metadata*

3. For help filling the remaining files on the page, see SAML Single Sign-On Support.
4. Click Save.
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5. Go to Customization > General > Login and check Show SSO Link and Show Login Options.

ﬁ FILECLOUD

INourTIcations
DEVICES

Devices
GOVERNANCE

Dashboard

Retention

Smart DLP

Smart Classification
MISC.

Audit

A\erlso

User Locks

Workflows

Reports
Federated Search

[ Metadata

SETTINGS
Settings

CUSTOMIZATION

Customization

-

General Labels And Logos

Ul Features Login

Customize User Login Screen

Show New Account
Button

URL

Account Menu

Ul Messages

Listing

Email Templates News Feed TOS Advanced

Display “New Account” button in user login screen

Show SSO Link

\

Show “Single Sign On" option in user login screen

Show Login Options

o

Uncheck to hide all login screen options such as “Forgot Password”, "SSO

Login”
Login Panel @ YES O NO
Transparency Add transparency to login panel. Enable it if a custom login background image
is set
Login Ul Additional [Privacy Policy](https://www.yoursite.com/privacy)
Links [Terms of use](https://www.yoursite.com/tos)

6. In the FileCloud user portal login page, click on the more option and access SSO. This will first
redirect you to the AuthO login page where you can authenticate as the user that you have

created in AuthO.

If that user doesn't exist in FileCloud, it will be created automatically after successful
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authentication.

ﬁ FILECLOUD

Login New Account
I
Account Password

im2344311@gmail.com sscsscese @

Log In with SSO

v

English v

Integrate Microsoft Entra ID with FileCloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration
Step 1 on the page SAML Single Sign-On Support for configuration instructions.

Note: Microsoft Entra ID can only be integrated if FileCloud has an SSL certificate in place, as
Microsoft requires HTTPS URLs when configuring FileCloud in Entra ID.
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FileCloud can be integrated with Microsoft Entra ID.

¢ Microsoft Entra ID must be configured as an Identity Provider (IdP)
* FileCloud will act as the Service Provider (SP)

To integrate Microsoft Entra ID with FileCloud:
Log in to the Azure Portal (https://portal.azure.com).

1. Search for Microsoft Entra ID, and then click the Microsoft Entra ID icon.

El ‘DI X”

All Services (57) Marketplace (8) Vv More (4)

Azure services

See all

Services
—
+ & |

. @ Microsoft Entra ID |
Create a Microsoft Entra  Azure Net i

resource D Files 8 nicrncnft Entea IN Dratactinn

2. If you see a directory list, select the directory you want to integrate with FileCloud.
3. Select Enterprise applications in the left navigation menu.
= Microsoft Azure

Home

" Default Directory | Overview

Microsoft Entra ID

s + Add v 53 Ma

~
© overview
Preview features @ Azure Active Dire
# Diagnose and solve problems Overview  Monito
Manage
bearch your tenant

& Users
& Groups Basic information
8¢ External Identities

Name
4. Roles and administrators

Tenant ID
A Administrative units

N

. Primary domain
Delegated admin partners
License

Enterprise applications

aun
b
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4. Click New application.

= Microsoft Azure

Home > Default Directory | Enterprise applications > Enterprise applications

=== Enterprise applications | All applications

o Default Directory - Microsoft Entra ID

-+ New application (D Refresh

Overview

© overview View, filter, and search applications in
X Diagnose and solve problems The list of applications that are maint:
Manage # Search by application name or ot
All applications 8 applications found

5. In the Browse Microsoft Entra Gallery page, enter FileCloud in the search box, and click the
FileCloud icon.
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> Browse Microsoft Entra Gallery > Enterprise applications | All applications >

Browse Microsoft Entra Gallery

- Create your own application P\j Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy an
When deploying an app from the App Gallery, you leverage prebuilt templates to connect your
application here. If you are wanting to publish an application you have developed into the Micrc

can file a request using the p ss described in this article.

|/C FileCloud] “* X Single Sign-on : All User Accour

—3 Federated SSO (@ Provisioning

Showing 19 of 19 results /e

FileCloud Lifesize Cloud
Codelathe @ Lifesize
D u D

FileCloud information appears in the right panel.
6. Enter a name for your FileCloud app, and click Create.
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FileCloud X

R'j Got feedback?

Logo @ Name* (O
| FileCloud app v
Publisher (O Provisioning @
Codelathe Automatic provisioning is not
supported
Single Sign-On Mode (@) URL )
SAML-based Sign-on https://www.getfilecloud.com

Linked Sign-on

Read our step-by-step FileCloud integration tutorial

FileCloud is an Enterprise File Access, Sync and Share solution that is
hosted on your server or hosted by us. Use Microsoft Entra ID to
manage user access and enable single sign-on with FileCloud.
Requires FileCloud subscription.

The Overview page for the new application opens.
7. Inthe Set up single sign on box, click Get started.
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Home > Default Directory | Enterprise applications > Enterprise applications | All applications >

z FileCloud app | Overview

Enterprise Application

i overview “  Properties

[ Deployment Plan Name @

X Diagnose and solve problems 5 [ FileCloud app D ‘
Application ID @

Manage
[ 617842d9-1012-4834-8832-.. |

nm"oe

ili Properties ObjectiD ©

& Owners [ 225c90cf-b75¢-4f32-be36-1... D |

&k Roles and administrators

Getting Started

& Users and groups
D single sign-on
@ Provisioning & 1. Assign users and groups —3 2. Set up single sign on (é::)J 3. Prc
C  self-service Provide specific users and groups access Enable users to sign into their application You'll
to the applications using their Microsoft Entra credentials the ap
Custom security attributes Assign users and groups Get started Learn
Security

The Single sign-on screen opens.
8. Click SAML.

Home > Default Directory | Enterprise applications > Enterprise applications | All applications > Browse Microsoft Entra Gallery > FileCloud app

) FileCloud app | Single sign-on

Enterprise Application

i Overview - Single sign-on (SSO) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in

your organization to sign in to every application they use with only one account. Once the user logs into an application, that

M Deployment Plan credential is used for all the other applications they need access to. Learn more.

K Diagnose and solve problems

Manage

Select a single sign-on method  Help me decide

Il Properties

& Owners

. N ® Disabled 43 SAML C
s Roles and administrators Single sign-on is not enabled. The user Rich and secure authentication to
won't be able to launch the app from applications using the SAML (Security
& Users and groups My Apps. Assertion Markup Language) protocol.
D single sign-on
@ Provisioning
C  self-service

The SAML-based Sign-on screen opens.
9. In the Basic SAML Configuration box, click Edit.
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Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > FileCloud app

FileCloud app | SAML-based Sign-on

Enterprise Application

7 Upload metadata file ) Change single sign-on mode = Test this application 27 Got feedback?
i overview -

[ peployment Plan Set up Single Sign-On with SAML

X Diagnose and solve problems . . . . 5 - . . .
An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenID Connect or OAuth. Learn
Manage more.

I :
ili- properties Read the configuration guide o for help integrating FileCloud app 1.
& Owners o

Basic SAML Configuration 2 edi
&l Roles and administrators Edit
& Users and groups Identifier (Entity Il?) ) Requ!red

Reply URL (Assertion Consumer Service URL) Required
D single sign-on Sign on URL Required

Relay State (Optional) Optional
@ Provisioning Logout Url (Optional) Optional
C  self-service

e Attributes & Claims

3

In the right panel, the Basic SAML Configuration form opens.
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Basic SAML Configuration

Bl save RF' Got feedback?

Identifier (Entity ID) * ©

The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra ten}/ﬂve default identifier will be the audience of the SAML response for IDP-initiated SSO.

Add identifier

Patterns: https://* filecloudonline.com/simplesaml/module.php/saml/sp/metadata.php/default-sp,
https://* filecloudhosted.com/simplesaml/module.php/saml/sp/metadata.php/default-sp

Reply URL (Assertion Consumer Service URL) * @

The reply URL (s where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service‘”w?)‘ in SAML.

Add reply URL

Patterns: https://<SUBDOMAIN> filecloudhosted.com/<CUSTOM_URL>,
https://<SUBDOMAIN> filecloudonline.com/<CUSTOM_URL>

Sign on URL*

Sign on URL (s used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

*

| Enter a sign on URL

Patterns: https://EXAMPLE.filecloudhosted.com, https://EXAMPLE.filecloudonline.com

€ Please enter a valid URL starting with "https://". If your URL has query parameters, ensure that there is a slash preceding
the question mark (i.e. /7)

€ This field is required

Relay State (Optional) @

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a

FINE me 1IN mmih bhmé bmlenr cimmer +m o rmnnifin lanmbine within tha menlinaéine

10. Enter the top three fields, Identifier (Entity ID), Reply URL, and Sign on URL using your FileCloud
domain, then click Save.
Identifier (Entity ID) - the FileCloud SSO endpoint, for example, https://yourdomain.com/
simplesaml/module.php/saml/sp/metadata.php/default-sp
Reply URL - your FileCloud domain with the additional path indicated, https://yourdomain.com/
simplesaml/module.php/saml/sp/saml2-acs.php/default-sp
Sign on URL - Your FileCloud site URL, for example, https://yourdomain.com

User Authentication Settings — 266


https://yourdomain.com/simplesaml/module.php/saml/sp/metadata.php/default-sp
https://yourfileclouddomain.com/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp
https://yourdomain.com

FileCloud Online Version 23.261 FileCloud Site Setup

Basic SAML Configuration

Sve | A7 Gotfezdback?

Identifier (Entity ID)* ©
The unigue ID that identifies your application to Microseft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the gudience of the SAML response for IDP-initiated S50.

Default

|https://yourdomain.com/simplesaml/moduIe.php/samI.'sp/metadata.php/default-sp \/l ] © [@

Add identifier

Patterns: https://* filecloudonline.com/simplesaml/module.php/saml/sp/metadata.php/default-sp,
https://* filecloudhosted.com/simplesami/module.php/saml/sp/metadata.php/default-sp

Reply URL (Assertion Consumer Service URL) * ©

The reply URL is where the application expects to receive the authentication token. This is also referred to as the Assertion
Consumer Service” (ACS) in SAML

Index Default

| https://yourdomain.com/simplesaml/module.php/saml|/sp/sami2-acs.php/default-sp \/l | \/I I:] (D) [m

https://yourdomain.codelathe.com/simplesaml/module.php/saml/sp/sami2-acs.php/d... D o @

Add reply URL

Patterns: https://<SUSDOMAIN> filecloudhosted.com/<CUSTOM_URL>,
https://<SUBDOMAIN > filecloudonline.com/<CUSTOM_URL>

Sign on URL *
Sign on URL is used if you would like to perform service provider-initigted single sign-on. This value is the sign-in page URL for
your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

*

https://yourdomain.codelathe.com v

Patterns: https://EXAMDLE.lee(Ioudhosted.com, https://-EXAMDLEﬁlecloudonline.com

Relay State (Optional) @

11. Close the panel and scroll down to the SAML Certificates box.
12. Download and save the Federation Metadata XML.
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SAML Certificates

Token signing certificate
tatus

Thumbprint

Expiration

Notification Email

App Federation Metadatz Url

Certificate (B3ze64)

Certificats (Raw)

Federation Metadata XML

Verification certificates (optional)
Required

Active

Expired
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& Edit
Active
6EC32192E991421840899CFFE9SCSAB233CESTES
4/1/2027, 9:32:35 AM
jennifer.perkins@supportcodelathe.onmicrosoft.com
https://login.microsoftonline.com/ea98dd1f-3860-... 1

Download

Download

Download

No

-«

f Edit

13. Click Users and groups in the left navigation panel, and click Add user/group.

= Microsoft Azure

Home

Default Directory | Enterprise applications > Enterprise applications | All applications

FileCloud app | Users and group

Enterprise Application

8 Overview

[[1 Deployment Plan

X Diagnose and solve problems
Manage

Il Properties

&

Owners

& Roles and administrators

Users and groups |

O |k

Single sign-on

14

Provisioning

4 Add user/group

FileCloud app

0 The application will appear for assigned usars within My Apps. Set 'visible to users? tono in

Assign users and groups to 3pp-roles for your application here. To creats new app-roles for

)_J

First 200 shown, to search all users & gro..

Display Name

No application assignments found

14. In the Add Assignment page, click the link under Users or Groups to add users and groups.
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Home > Default Directory | Enterprise applications > Enterprise applications

Add Assignment

Default Directory

A\ Groups are not available for assignment due to your Active Directory plan level. Yo
the application.

Select 3 role

The Users or Groups page opens.

15. Search for and check the users or groups that you want to assign to the app, and choose Select
(at the bottom of the page).
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Users

(D Try changing or adding filters if you don't see what you're looking for.

Search
| O jennifer X

1 result found

All Users

Name Type Details

‘ Jennifer User jennifer.

—

16. At the bottom of the Add Assignment page, click Assign.

Home > Default Directory | Enterprise applications > Enterprise applications | All applications > FileCloud

Add Assignment

Default Directory

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application.

Users

1 user selected.

Select a role

—/

Assign

17. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click SSO UNKNOWN ATTACHMENT .
The SSO settings page opens.
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18. In the Default SSO Type drop-down list, choose SAML.

19. Enter the following details:

Settings

Default SSO type

IdP endpoint URL or entity
ID

IdP username parameter

IdP email parameter

IdP given name (first name)
parameter

IdP surname (last name)
parameter

IdP Metadata

Value

SAML

From the metadata XML downloaded, copy the entity ID on the first line
of the XML document.

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

Copy the complete contents of the metadata XML downloaded.

To get the IdP endpoint URL, open your downloaded xml data and copy the entitylD as shown in

the screen shot below.

<?xml version="1.0" encoding="UTF-8"?>

- <EntityDescriptor xmins="ur

8692491c137d">

" entityID="https://sts.windows.net/b096b215-a01c-4d3e-9f87-b2583e46d112/" ID="_80cdSb8e-32c2-49d9-8dda-

- <RoleDescriptor xmins:xsi="http:/ /www.w3.0rg/2001/XMLSchema-instance" protocolSupportEnumeration="http:/ /docs.oasis-open.org/wsfed/federation/200706" xmins:fed="http:
open.org/wsfed/federation/200706" xsi:type="fed:SecurityTokenServiceType">

- <KeyDescriptor use="signing">

- <KeyInfo xmins="http://www.w3.0rg/2000/09/xmldsig#">

20. Save the above settings.

This completes the Microsoft Entra ID SSO integration with FileCloud.

Troubleshooting failed SSO login for a member of an IdP group

An IdP group is a group of users in Microsoft Entra ID who are authorized to log in to FileCloud. When
a user logs in to FileCloud with SSO using Entra ID, FileCloud automatically checks the login user's
FileCloud group name to see if it is the same as the user's IdP group name. However, this fails
because Entra ID can only send the Group ID, not the group name, to FileCloud. To fix this, add a
custom claim parameter named memberof in Entra ID to send the group's Object ID (Group ID) to be
compared with the field Limit log in to IdP group in FileCloud SSO settings. Since the two values are
identical, the user is able to log in to FileCloud.

To get the group's Object ID, in Microsoft Entra ID:
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1. Log in the the Azure portal, and in the navigation panel, click Microsoft Entra ID.
2. In the navigation panel, click Groups, and then click the Group to limit the login to.

3. Inthe Overview screen for the group, copy the Object ID field:

Home > Default Directory > Groups

FCAZAD ~»

Group

i Delete P? Got feedback?
© Overview

X Diagnose and solve problems

Manage
iI! properties
&% Members Membership type ‘ Assigned D ‘
o
& Owners Source ‘ Cloud 1) ‘
& Roles and administrators

e, 4 Type ‘ Security D ‘

& Administrative units

2 R Object Id \ 85827b08-011f-4005-8f87-5332d5fd8azb D ‘
% Group memberships

4. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click SSO UNKNOWN ATTACHMENT .

5. In Limit log in to IdP group, enter the Object Id.
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S S O O Reset to defaults

Default SSO type
SAML v

SAML Settings

IdP endpoint URL or entity ID*
XOOOOCOOCOOCOONOO0OO0OO0OONOE

IdP username parameter*
http://schemas.xmlisoap.org/ws/2(

IdP email parameter*
http://schemas.xmlisoap.org/ws/2(

IdP given name (first name) parameter*
http://schemas.xmlisoap.org/ws/2(

IdP surname (last name) parameter*
http://schemas.xmisoap.org/ws/2(

IdP log out URL (optional)

URL to call to log out of identity provider

Limit log in to IdP group (optional)

Specify the identity provider group that users must belong to in order to log in. 85827b08-011f-4005-8f87-5332¢
Note: Groups that a user belongs to must be passed from IdP in ‘'memberof’
attribute.

In Microsoft Entra ID, go to the Enterprise Applications screen, and choose the FileCloud
application

In the navigation panel, click Single sign-on.

8. Scroll down to Attributes and Claims, and click Edit.

Home > Default Directory | Enterprise applications > Enterprise applications | All applications > FileCloud >

FileCloud | SAML-based Sign-on

Enterprise Application

« T Upload metadata file ) Change single sign-on mode = Test this application 2 Got feedback?

Deployment Plan Relay State (Optional) Optional

Logout Url (Optional) Optional
Manage
m .
il Properties

© v s ciams a~ 2 et &~

& Owners

givenname user.givenname
&. Roles and administrators sumame User.surname
2 Users and groups emailaddress user.mail B

name user.userprincipalname
D single sign-on Unique User Identifier user.userprincipalname
@ Provisioning
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. Click Add a group claim.
A Group Claims form opens in the right panel.

. In Source attribute, choose Group ID.
. Check Customize the name of the group claim.
. In Name, enter memberof.

. Click Save.
The new claim is listed under Additional claims with the value user.groups (which is equal to

Object Id).
Attributes & Claims Manage the group clims used by Azure AD to populate SAML tokens iszued to your app
Add new claim Columns. A7 Got feedback? @ This page includes evaluation in the '  section.

Required claim Source attribute *
Claim name Value Group ID

Unique User Identifier (Name ID]
A Advanced options

Additional claims
] Fier groups (review)
Claim name vave
Atrbut to match
"
"
Match with
"
pulschemasmisospira/ws 200 o5 dentiy/daims/sumams_ usersurame
string
o o

Customizethe ame o the group claim

Name (required)

memberof

Namespace (optional)

(] Emit groups as role claims ©

1 ool reoex repiac to groups ¢

Now memberof will be sent to FileCloud with the value of the user group, and when FileCloud
compares it with the Idp Group, the values match, so FileCloud will allow the login.
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Integrate Centrify with FileCloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration
Step 1 on the page SAML Single Sign-On Support for configuration instructions.

FileCloud can be integrated with Centrify. Centrify must be configured as an Identity Provider (IdP),
and FileCloud will act as the Service Provider (SP).

To configure FileCloud with Centrify:

PLEASE NOTE: Any reference to samldev.codelathe.com in this article should be replaced with your

own FileCloud URL.

1. Log in to your Centrify issued URL.
2. After successful login to Centrify, go to the admin section and to the dashboard.

3. Create a new application as shown below.

Dashboards  Users  Apps

Getting Started

Devices Policies  Roles  Reports Requests  Settings

Getting Started with the Centrify Identity Service

Overview

Creating Roles

Adding Saas applications
Adding users

Assigning users to roles

Enrolling mobile devices

Managing mobile devices

Run the Quick Start Wizard for
initial configuration of the
Centrify Identity Service.

Overview

Identity Service is a cloud-based service that decreases the cost of managing Saa$ applications and mobile devices while at the
same time improving user application adoption, satisfaction and productivity. From a single administrator console, you assign the
Saas applications (and set policies for use) to the users in your organization and get a list of the devices enrolled by your users. In
turn, those users can use single sign-on to open the applications from both a convenient web portal and their mobile devices

You can also use Identity Service for mobile device management. From the same administrator console you can create group
policies just for mobile devices, send commands—for example, to lock a lost device or wipe a stolen device—to the devices, and
generate activity reports that help you monitor and manage even the most diverse assortment of devices.

Identity Service includes a cloud-based identity service and a policy service that automates mobile device security policy
enforcement. You can create user accounts in the cloud service or use your existing Active Directory accounts. The Policy Service
lets you use the cloud service or Active Directory to define your mobile device group policy sets and deploys them automatically to
the mobile devices.

See the Identity Service overview for a more information.

4. From the Apps menu, click Add Web Apps.
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Dashboards  Users  Apps Devices Policies Roles Reports Requests  Settings

Add Web Apps Add Mobile Apps Search: = All Applications ~
\
Name Type Description  Provisioning App Gateway Status
Amazon.com Web - User Password Amazoni... Deployed
~ Google Mail Web - User Password 10+ GB of... Deployed
SAML Web - SAML This temp..
[ L(‘;) User Portal Web - Portal The User ...

5. On the Add Web Apps screen, click the Custom tab and choose SAML, then click Add.

HE AddWeb Apps X
il Add web applications to enable single-sign on

Select one of the templates to'add a custom
web application. Browser Extension (advanced) @
Or, use Infinite Apps to add User-Password
applications automatically.

NTLM and Basic @ Add
OpenlD Connect (Preview) @ Add
SAML © Add

1000 68

* User-Password @
.1

v

Close

6. Inthe SAML Web App Screen, click Application Settings in the navigation panel.

7. In Assertion Consumer Service URL enter the FileCloud assertion URL http://<your domain>/
simplesaml/module.php/saml/sp/samli2-acs.php/default-sp

8. Download the Identity Provider SAML Metadata as shown below. Get the details for configuring
FileCloud on this screen in the FileCloud admin portal on the Settings > SSO tab.

a. The Identity Provider Single Sign On URL must match the Issuer URL in the screenshot
below.
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b. The metadata downloaded from this screen must match the IdP Metadata in the FileCloud
admin portal on the Settings > SSO tab.

< Apps

SAML

Web - SAML  Deployed

Actions ¥

Application Settings Learn more

Service Provider Info Upload SP Metadata /

Assertion Consumer Service URL €)

Application Settings

https://samldev.codelathe com/simplesaml/module.php/saml/sp/saml2-acs

Issuer €)

https://cloud.centrify.com/SAML/GenericSAML

Encrypt Assertion €)

Identity Provider Info
Identity Provider Sign-in URL €)

https://aak0528.my.centrify.com/applogin/appKey/297e418f-0616-4b61-b22
Identity Provider Error URL €3

https://aak0528.my.centrify.com/uperror?title=Error%20Signing%20In&messz
Identity Provider Sign-out URL €3

https://aak0528.my.centrify.com/applogout

Download Identity Provider SAML Meta data €@

- - te meser as . s . seeme am

9. Inthe SAML Web App Screen, click Description in the navigation panel.
10. Add the Application Name and Application Description.
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< Apps

SAML

Web - SAML  Deployed

Actions ~

Description Learn more

Description Application Name/

FileCloud

Application Description

This template enables you to provide single sign-on to a web application that
uses SAML (Security Assertion Markup Language) for authentication

Category * €

Other

Logo (60 x 60 pixels recommended)

Select Logo

11. Inthe SAML Web App Screen, click Account Mapping in the navigation panel.

12. Select Use Account Mapping Script as shown below. This enables you to use your email as your
username.
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< Apps

SAML

Web - SAML  Deployed

Actions ¥

Account Mapping Learn more

Map to User Accounts

Use the following Directory Service field to supply the user name
Everybody shares a single user name

® . Use Account Mapping Script

Account Mapping

Test

1 UserIdentifier = LoginUser.Username;
2 LoginUser.Username = LoginUser.Get('mail').split("@")[@];

13. Inthe SAML Web App Screen, click Advanced in the navigation panel.
14. Add the script as follows:

Apps

SAML

Web - SAML  Deployed
Actions ¥

Advanced Learn more
Reset Script Test

Script to generate a SAML assertion for this application

=

setIssuer(Issuer);

setSubjectName(UserIdentifier);

setServiceUrl(ServiceUrl);

setAttribute("mail”, LoginUser.Get("mail"));

setAttribute("uid",LoginUser.Username);
setAudience('https://samldev.codelathe.com/simplesaml/module.php/saml/sp/metadata.php/default-sp’);
setRecipient('https://samldev.codelathe.com/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp’);
setHttpDestination('https://samldev.codelathe.com/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp”);
setSignatureType('Response’);

Advanced

NV A WN

The configuration is now complete.
15. Choose Switch to User Portal and click Apps.
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» 1
00
r - - . ~ . - Support
Dashboards  Users  Apps Devices Policies Roles Reports Requests  Settin
Downloads
Reload
Add Web Apps Add Mobile Apps Search:  All Applications About .
Switch to User Portal
Name Type Description Provisioning App Gateway Status
Amazon.com Web - User Password Amazon is a.
™ Google Mail Web - User Password 10+ GBof s

16. From the Apps gallery, select the FileCloud app.

Add Apps Bia Search: | All Apps v

y

amazon

™M

Google Mall

4]
(]
(@]
cC
O

Amazon.com Fil

From the FileCloud login screen, you can now select Single Sign-On to log in through Centrify.

Integrate CYBERARK with FileCloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration
Step 1 on the page SAML Single Sign-On Support for configuration instructions.

As an administrator, you can integrate CYBERARK SSO via SAML into FileCloud. Once integrated your
users will be able to access FileCloud with their CYBERARK credentials.
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CYBERARK is a cloud-based platform

s CYBERARK' « Manage privileged accounts and credentials

¢ Secure workforce and customer identities

¢ Secure and manage access for applications and other non-
human identities

In this integration scenario:

¢ CYBERARK must be configured as an Identity Provider (IdP)
¢ FileCloud will act as the Service Provider (SP)

Configure FileCloud with CYBERARK

1. In CYBERARK, create a new web app.
a. Open a browser and log in to your CYBERARK admin portal.
b. From the left navigation pane, click Web Apps.

CYBERARK | Dashboards

@ CyberArk Identity
Admin Portal

Users

ccccccc

Users
Lo oses

uuuuu

c. Onthe Web Apps screen, in the top right corner, click Add Web Apps.

d. Inthe Add Web Apps popup, select the Custom tab and scroll down until you find SAML,
and click Add. A confirmation panel may appear. Click Yes, and then close to access the
added SAML Web App.
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2. In CYBERARK, configure the added SAML Web App.
a. Click Settings in the navigation panel. In Description, enter a meaningful name such as
FileCloud SSO. Click Save at the bottom-center of the screen.

CYBERARK & Back to Web Apps & Doutiof3
ﬂ FileCloud

Type: Web - SAML + Provisioning Status: Deployed

g
Learn more

@ Dashboards Trust
SAML Response Description
& Core Services ~ Permissions Customize Name and Description for each language @
Users Policy Name *
Roles Account Mapping FileCloud
Policies Linked Applications Description
Reports Provisioning This template enables you to provide single sign-on 10 a web
Rt P app‘hcan»on that uses SAML (Security Assertion Markup Language) for

b. Click Trust in the navigation panel, and download the metadata file.

c. Under Identity Provider Configuration, expand IdP Entity ID /Issuer and copy the URL into a
notepad.

€ Back to Web Apps < > 10f3

ﬂ FileCloud

Type: Web - SAML + Provisioning Status: Deployed

: Trust
Settings
Learn more
Trust
SAML Response Identity Provider Configuration
Permissions Configure your IdP Entity ID / Issuer and Signing Certificate, if needed. Your SAML Service Provider will require you to send IdP Configuration values in a certain method.

poiicy Metadata

: O Manual Configuration
Account Mapping 1dP Entity ID / Issuer and Signing Certificate do not need to be edited in most cases.

p S b If you need to edit them, edit them first then proceed to the configuration method required by Service Provider.
Linked Applications

i + IdP Entity ID / Issuer ()
Provisioning

rop Gty
Workflow \ Sioning Cartificara (7)
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d. Select Manual Configuration, and copy the Single Logout URL into a notepad as it will be
used in the next steps.

€ Back to Web Apps < > 10f3

) FileCloud

Type: Web - SAML + Provisioning Status: Deployed

Trust
Settings
Learn more
Trust
SAML Response Identity Provider Configuration
Permissions Configure your IdP Entity ID / Issuer and Signing Certificate, if needed. Your SAML Service Provider will require you to send IdP Configuration values in a certain method. Choose the m
Policy Metadata 3 Manual Configuration

®) Man nfiguration
Account Mapping sthalionthtat fFyour ce Provider provides  SAML S5O co

If SAML Service Provider requires you to send IdP Configur:

e IdP Configuration values from below, and paste them
; y below and send them to SP.
Linked Applications

i > IdP Entity ID / Issuer (D)
Provisioning

> Signing Certificate (©

App Gateway i ks
Workflow s ~
SingleSignonURL @

Changelog heeps:// ( Copy
( Copy ‘

e. Access the SAML Response tab in the navigation panel, and add the following attribute
values:

uid = LoginUser.Username

mail = LoginUser.Email

givenName = LoginUser.DisplayName
sn = LoginUser.Shortname

€ Back to Web Apps < > 10f3

ﬂ FileCloud

Type: Web - SAML + Provisioning Status: Deployed

_ / SAML Response
Settings
Learn more
Trust

SAML Response Attributes
Permissions Click the Add button below to map attributes from your source directory to SAML attributes that should be included in the SAML response fqg
T

Policy ’ ( Add ‘\
Account Mapping L= —
Linked Applications Attribute Name Attribute Value
Provisioning uid LoginUser.Username
App Gateway

mail LoginUser.Email
Workflow
Changelog givenName LoginUser.DisplayName
C )

sn LoginUser.Shortname

3. Export the metadata file into FileCloud and configure SSO.
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a. Configure Apache Webserver

b. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click SSO UNKNOWN ATTACHMENT .
The SSO page opens.

i. Configure the following attributes:
IdP Username Parameter = uid
IdP Email Parameter = mail
IdP Given Name Parameter = givenName
IdP Surname Parameter = sn

ii. Paste the Single Logout URL copied in step 2d into IdP Log Out URL (Optional)
iii. Paste the IdP Entity ID/Issuer URL copied in step 2c into Idp Endpoint URL or EntitylD

iv. Open the metadata file downloaded in step 2b, and copy its content into IdP
Metadata.

v. Fill'in the other settings on the page as shown in SAML Single Sign-On Support.
vi. Click Save.
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S SO O Reset to defaults

Default SSO type SAML v
SAML Settings
IdP endpoint URL or entity ID*
IdP username parameter* vid
IdP email parameter* mail
1 1 -
IdP given name (first name) parameter giveName
IdP surname (last name) parameter* <n
IdP log out URL (optional)
URL to call to log out of identity provider
Limit log in to IdP group (optional)
Specify the identity provider group that users must belong to in order to log in. admin
Note: Groups that a user belongs to must be passed from kP in ‘'memberof
attribute.
“~
IdP Metadata*
v
V.

c. Enable SSO Login. In the FileCloud admin portal, go to Customization > General > Login.
Enable Show SSO Link and Show Login Options.
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General Labels And Legos URL Ul Messages Email Templates News Feed TOS Advanced

Ul Features Login Account Menu Listing

Customize User Login Screen

Show New Account
Button

Display "New Account” button in user login screen

Show SSO Link

|

Show "Single Sign On" option in user login screen

Show Login Options

Uncheck to hide all login screen options such as “Forgot Password”, “SSO

Login”®

4. Configure the service provider in CYBERARK.
a. Click the Trust tab in the navigation panel for the Web App, and scroll down to Service
Provider Configuration.

b. In URL, add the following: https://YOUR-FILECLOUD-URL/simplesaml/module.php/saml/
sp/metadata.php/default-sp and click Load to download FileCloud's metadata.

‘ Service Provider Configuration ‘

Select the configuration method specified by Service Provider, and then follow the instructions.

&) Metadata

Manual Configuration

Metadata

Use one of the following methods to import SP Metadata given by your Service Provider.

URL htps:/i /simplesaml/module.p

o )

File Choose File Choose File

XML Paste XML here

c. Once you have loaded FileCloud's metadata, change the settings from Metadata to Manual
Configuration and disable Encrypt SAML Response Assertion. Click Save.
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Service Provider Configuration

Select the configuration method specified by Service Provider, and then follow the instructions.

| Metadata Manual Configuration
Manual Configuration

Fill out the form below with information given by your Service Provider. Be sure to save your work wt

SP Entity ID / Issuer / Audience ®

hteps:/ /simplesaml/module.php/saml/sp/met

Assertion Consumer Service (ACS) URL ®

hteps:/i /simplesaml/module.php/saml/sp/sam

Recipient * @ ¥ Same as ACS URL

Sign Response or Assertion?

(®) Response ) Assertion ) Both
NamelD Format (@

unspecified v

Single Logout URL ®

\ hteps:/i V/simplesaml/module.php/saml/sp/samr

¥ Encrypt SAML Response Assertion ®

Subject Name: CN= ), O= L1 S=
C=_.
Thumbprint:

Choose File Encryption Certificate (Required)

5. Complete CYBERARK SSO integration.
a. Access FileCloud's user portal and click Login In with SSO.

FILECLOUD

COBELATHE

Login @ New Account

Account Password

Username orEmail | | seeeeseane 5

Log In with SSO 4
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You are redirected to your CYBERARK login page.

&% CYBERARK

Sign In

Enter your username (user@domain)

A

Next

b. Complete your user authentication.

&% CYBERARK

< Start Over

Authenticate to the Platform

Enter the password associated with your username

() Keep me signed in

Next

You are redirected to FileCloud.
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a FILECLOUD

Ba AllFiles o

> My Files e o

> Network Shares

© Recent Documents v

+r Starred v AllFiles  Upload Files

< Shared by Me

B File Operations E
My Files ® Network Shares

Recent Documents Starred Documents

Now you can use single sign-on with CYBERARK from FileCloud.

Integrate JumpCloud with FileCloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration
Step 1 on the page SAML Single Sign-On Support for configuration instructions.

As an administrator you can integrate these two systems so that your JumpCloud users can access
their FileCloud account without having to enter their credentials a second time.

JumpCloud’s is a cloud-based platform

‘m JumpC|0Ud ¢ |t enables IT teams to securely manage user identities

Directory-as-a-Service .
¢ |t connects teams them to resources they need regardless of provider,

protocol, vendor, or location

In this integration scenario:

¢ JumpCloud must be configured as an Identity Provider (IdP)
¢ FileCloud will act as the Service Provider (SP)
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Configure FileCloud with JumpCloud

1. In JumpCloud, create a new application.
1. Open a browser and log in to your JumpCloud admin interface at https://
console.jumpcloud.com/login.
2. From the left navigation pane, click Applications.
3. On the Applications screen, to add a new application, click the plus sign.
4. Inthe Configure New Application screen, enter FileCloud in the search field and click configure.

o JumpCloud Applications )

6 a Configure New Application
o Nemes  Displa
5 o gnewo 4 Q FileCloud
ApplicationName «  Supported Functionality
Gricon s o]

(® RapIUS

) Org Settings

2. In JumpCloud, configure the FileCloud application

1. In Display Label, enter a meaningful name.

Details

Display Label:

FileCloud Server Top Sales

2. In IDP Entity ID, enter a unique, case-sensitive identifier to be used by JumpCloud for this
FileCloud service provider.

IdP Entity Il O Also referred to as the 'Issuer’, this is the
unique, case-sensitive identifier used by
FileCloud JumpCloud for this service provider. This value
should match the value specified in
FileCloud's SSO configuration
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3. Replace YOUR_DOMAIN with your domain name in all fields.
SP Entity ID:

http://YOUR_DOMAIN/<implesaml/module.php/saml/sp/metadata.php/default-sp

ACSURL: ©
http:limplesamI/moduIe.php/samI/sp/samIZ-acs.php/defauIt-sp

Default RelayState:
http:/YOUR_DOMAIN/auth/samlsso.php

4. Enter a unique value for IdP URL.
Note that the IdP URL cannot be shared across applications, and this URL is not editable after
creation.

IdP URL:

https://sso.jumpcloud.com/saml2 filecloud TopSales24

3. In JumpCloud, activate the new application and export metadata and certificate

1. In JumpCloud, on the configuration screen, save and activate the new application.

Please confirm your new SSO connector
instance

Note that the IdP URL cannot be shared across applications and this URL

is not editable after creation.
>m
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2. Download the generated certificate.

o Application has been saved.

Pur mCertificate has been created
& Download Certificate

The saml.crt file must be copied into the correct location in the FileCloud root folder for your
integration to work. Contact FileCloud support and request that your saml.crt file be copied into your
Simple SAML certificate folder.

4. In JumpCloud, create a group and add users

1. In JumpCloud, on the Groups screen, click the plus sign to add a new group.

«#'® JumpCloud

Getting Started
Group =~

Users ]
FileCloud

Group of Users
Systems

Policies

Groups

2. Enter the group name.
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New User Group

Details Users  System Groups  Applications RADIUS Directories

Group Configuration

NAME:

FileCloud| X

[] Create Linux group for this user group @

[] Enable Samba Authentication @

3. Enable the group to access FileCloud.
Details Users System Groups Applications RADIUS  Directories

FileCloud user group is bound to the following applications:

Q searct
Status Name =~ Display Label
() e FileCloud Top Sales 24 FileCloud Top Sales 24

h

4. On the Users screen, click the plus sign to add a new user.
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Users @
Q

O

STATUS NAME ~

User Information

0o e

O e ’ R oiseL iz © [ —p——

COMPANY EMAL * @

User Security Settings and Permissions

Employment Information

Personal Employee Information

Custom Atinbutes

Public Keys

5. Onthe New User screen, click the Details tab and type in the user's information.
6. On the New User screen, click the User Groups tab and add the user to your FileCloud group.

Details User Groups  Systems Directories

Select User Groups to add membership for this user:
Q

Type Group ~

@ FileCloud

Group of Users

7. Click Save User.

5. In FileCloud, configure the SSO settings.
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1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click SSO 55 .
The SSO page opens.

2. In Idp End Point URL, type or paste in the same value as the IdP Entity ID that you entered into
JumpCloud.

The correct string can also be seen in the metadata xml file:

2 C:\Users\ \Downloads\metadata (¢xml ~ & | See

@& C\Users Downloads\m... * | |_]

- <md EntltyDescrlptor‘entltyID—"FlleCIoud TopSales24" wxmlns md="urn:oasis:name
- <md:IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:
WantAuthnRequestsSigned="false">
- <md:KeyDescriptor use="signing">
- <ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
- <ds:X509Data>

3. Input the Service Provider Attribute Name information from the JumpCloud configuration
screen into the corresponding fields in the FileCloud Settings > SSO tab.
Copy these values from JumpCloud:

Attributes

If attributes are required by this Service Provider for SSO authentication, they are not editable. Additional attributes may be included in assertions, although support for each attribute will vary for each Service Pro

USER ATTRIBUTE MAPPING:

Service Provider Attribute Name JumpCloud Attribute Name

givenName firstname

lastname

email email

uid username

Enter them into the corresponding settings in FileCloud on the Settings > SSO tab.

4. On the server, open the XML file that contains the metadata you exported from JumpCloud.
Copy the metadata in the file and paste it into the IdP Metadata field in FileCloud.
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SSO O Reset to defaults
Default SSO type SAML v
SAML Settings

IdP endpoint URL or entity ID* FileCloud_TopSales24

IdP username parameter* vid

IdP email parameter* email

1 -
IdP given name (first name) parameter o givenName

IdP surname (last name) parameter*

sn
IdP log out URL (optional)
URL to call to log out of identity provider
Limit log in to IdP group (optional)
Specify the identity provider group that users must belong to in order to log in. admin

Note: Groups that a user belongs to must be passed from IdP in ‘memberof'
attribute.

IdP Metadata* o

5. Fill in the other settings on the page as shown at SAML Single Sign-On Support.
6. Click Save and minimize the browser.

Now you can start using single sign-on with JumpCloud from FileCloud.
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To integrate with the Okta browser plugin, please see Integrate with Okta using browser plugin.

Before completing the following procedures, configure Apache Web Server. See SSO Configuration
Step 1 on the page SAML Single Sign-On Support for configuration instructions.

When FileCloud is integrated with Okta, Okta is configured as an Identity Provider (IdP) and FileCloud

acts as the Service Provider (SP).

To configure FileCloud with Okta:

1. Log in to your Okta-issued URL, which has the format: https://yourdomain-admin.okta.com/

admin/dashboard

2. After successful login to Okta, go Applications > Applications, and click Create App Integration.

Dashboard v
Directory v
Customizations »

Applications /

Applications

== Applications © Help

s STATUS ® Okta Admin Console
i
Security 2 ACTIVE 0
AT o @  ouBommgn
Workflow v
Okta Ds d
Reports. v
Settings v

3. Inthe Create a new app integration screen, select SAML 2.0, and click Next.

Create a new app integration

Sign-in method 0QIDC - OpeniD Connect

xen-based OA - wsthentication for Single Sigr-On (SSO) through AP
ondoonts. Recommended if you ntend to & .
\ the Okta Sign-in Widget

© samL20

Learn More (3

SWA - Secure Web Authentication

»d. U

API Services

e m
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4. In the General Settings tab of the Create SAML Integration screen, enter a name for App name,
and click Next.
#Create SAML Integration

o General Settings

1 General Settings

2
€]
-

App nisibility Do not display applhication icon 10 users

s m

5. In the SAML Settings screen, set the values as follows:

¢ Set Single sign on URL to the FileCloud assertion URL http://<your domain>/simplesaml/
module.php/saml/sp/saml2-acs.php/default-sp

» Set Audience URI (SP Entity ID) to http://<your domain>/simplesaml/module.php/saml/
sp/metadata.php/default-sp

¢ Set Default Relay State to http://<your domain>/auth/samlsso.php

¢ Under Attribute Statements, the attribute names must match the names set in the
FileCloud admin portal in Settings > SSO for Idp Username Parameter, Idp Email
Parameter, Idp Given Name Parameter, and IDP Surname Parameter.
Set the Values for the Attribute Statements to the values shown in the screenshot.
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Okta FileCloud

A SAMLSettings

$0

General

Single sign on URL @ Default SSO type

http:// Isimplesaml/module.php/saml/sp/sami
Use this for Recipient URL and Destination URL

SAML v

SAML Settings

Allow this app to request other SSO URLs 4P endpolnt URL or anby ID°

Audience URI (SP Entity ID) 0\ http:// Isimplesami/module.php/sami/sp/met 1dP username parameter*
vid
Enter these
Default RelayState @ htp:// Jauth/samisso.php 1dP email parameter* values into mail
the Attribute
f no value is set, a blank RelayState is sent

1dP given name (first name) parameterr  Statements

Name ID format @
Unspecified v
P 1dP surname (last name) parameter*

Application username @ Okta username >

Update application username on Create and update

Show Advanced Settings

Attribute Statements (optional) MORE
Name Name format Value

givenName Unspecified  + userfirstName

sn Unspecified  ~ userlastName

email Unspecified  ~ user.email

uid Unspecified ~ ~ substringBefore(user.email’@")
[ Add Another |

Group Attribute Statements (optional)

Name Name format Filter
optona

Unspecified | Startswith

Add Another

6. Click the Feedback tab of the Create SAML Integration screen, then select I'm an Okta customer
adding an internal app, and click Finish.
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= Create SAML Integration

© Feedback
3 Help Okta Support understand how you configured this applhication
Why are you asking me this?
Are you a customer or partner? © I'm an Okta customer adding an internal app This form provides Okta Support with
Fm a software vendor. I'd like to integrate my app with useful background information about
Okta your app. Thank you for your help—we
appreciate it.

u The optional questions below assist Okta Support in understanding your app integration.

Apptype @ Thas i an internal app that we have created

‘ Previous \

7. Go to the Sign On tab, and click View Setup Instructions to view FileCloud SSO configuration
details .
General Sign On Import Assignments

Settings Edit

Sign on methods

The sign-cn method determines how a usar signs into and manages thair credentials for an
application. Some sagn-on methods require additional configuration in the 3 party application.

Apphcation username is determined by the user profile mappeng. Configure profile mapping

+ SAML20O

Default Relay State httpeliflecioudsrv/auth/samisso.php

SAML 2.0 is not contigured until you complete the setup instructions.
J View Setup Instructions | <

Identity Provider metadata is avadable if this application supports dynamic configuration.

Credentials Details

Application username format Okta usarname

A screen with information similar to the first image in the table below opens.

8. Use the details in this screen to configure the settings in the FileCloud admin portal's Settings >
SSO0 screen and to create a saml.crt file.
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(1) Copy the entitylD field from the text box into Idp Endpoint URL or EntityID in FileCloud

admin Ul interface under Settings > SSO.

(2) Confirm that the text in the IDP Metadata box is the same as the text in Idp Metadata in
FileCloud admin Ul interface under Settings > SSO.

b. Click Download certificate, then copy the certificate file and rename it to saml.crt.

The saml.crt file must be copied into the correct location in the FileCloud root folder for
your integration to work. Contact FileCloud support and request that your saml.crt file be

copied into your Simple SAML certificate folder.

Okta Setup Instructions

The following is needed to configure Myldp

dentity Provider Single Sign-On URL:

X509 Certificate:

Optional

Provide the following IDP metadata to your

FileCloud SSO Settings

SSO O Reset to defaults

Default SSO type SAMI -

SAML Settings

1dP endpoint URL or entity ID* hitp://www.okta.com/ex
IdP username parameter* Jid

IdP email parameter*

IdP given name (first name) parameter* givenName

IdP surname (last name) parameter*

1dP log out URL (optional)

URL to call to log out of identity provider

Limit log in to IdP group (optional)

y the

IdP Metadata*®

Now assign the Okta FileCloud integration to users so they can log in with Okta.

9. Click the Assignments tab in Okta.

10. In the Assign drop-down list, choose Assign to People.
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Myldp

Active @ | Viewlogs Monitor imports

©

General Sign On Import Assignments

Convert assigpments v Search People ~ REPORTS

2 & Current Assignments
fi Assign to Pecple Type

py Assign to Groups
Groups

SELF SERVICE

You need to enable self
service for org managed apps
before you can use self

No users found service for thes app.
Requests Disabled
Approval
Edit

A list of users who have both Okta and FileCloud accounts opens.
11. Select users from the list to allow them to sign in to FileCloud using Okta.

Once the application is created and FileCloud is configured you can start using single sign-on with
Okta from FileCloud.

Log in to FileCloud using Single Sign-on with Okta

Users can sign in to the user portal or admin portal with SSO using Okta.

1. Inthe FileCloud login screen, the user chooses Log in with SSO.
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Login

Account Password

FU[QCI Password

Log In with SSO

If the user is already logged in to Okta, they are automatically logged in to FileCloud.

If the user not logged in to Okta, they are first redirected to the Okta sign in page, and after
signing in to Okta, they are immediately redirected to FileCloud and logged in.
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Connecting to ©}

Sign-in with your account to access
Myldp

okta

Sign In

Username

nathan.

|:| Keep me signed in

Help

Integrate with Okta using browser plugin

Before completing the following procedures, configure Apache Web Server. See SSO Configuration
Step 1 on the page SAML Single Sign-On Support for configuration instructions.
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The Okta plugin for browsers works by storing FileCloud user credentials in a web application that you
add to Okta. After a user chooses to log in with Okta, the credentials are entered in the FileCloud page
and log in proceeds automatically.

The Okta plugin works with default FileCloud login, not SSO. Do not configure SSO settings in
FileCloud.

Procedure:

Note: You must have an Okta account before completing these steps.

1. Set up the FileCloud application in the Okta admin panel
2. Assign the FileCloud application to users

3. Install the plugin on the user browser.

4. User logs in to FileCloud using the plugin.

o The plugin supports different browsers. Setup and tests for this guide use Google Chrome.

Set up the FileCloud application in Okta admin panel

1. Login as Admin in Okta.
2. In the navigation panel, click Applications > Applications.
3. In the Applications screen, click Create App Integration.

Dashboard v

] H 1 © Helg
Diesctory v == Applications b
Customizations v Croato App Intogration [ Browse App Catalog IR I ‘
(
Applications ~
Applicati
Self Service STATUS @
T
Security v ACTIVE 0
INACTIVE 0 @
Workflow v
b
Report v

4. In the Create a new app integration screen, choose SWA - Secure Web Authentication, and click
Next.
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Create a new app integration

Sign-in method 0OIDC - OpenlD Connect

Learn More (2

SAML 2.0

XML-bas

\ application only supports SAML.

© SWA - Secure Web Authentication

specific SSO method. Use if you

API Services

Interact with Okta APls using the scoped OAuth 2.0 access tokens for

machane-to-machine authentication

5. Fill'in the Create SWA Integration screen as shown in the following screenshot, and click Finish.
In App's login page URL, enter the login page URL for the corresponding FileCloud installation.
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= Create SWA Integration
1 General App Settings
Create

App name FileCloud

App's login page URL \ http://127.0.0.0/ui/core/indexhtml

Show Advanced Settings

App logo (optional) |£1 |,.[

©

App visibility Do not display application icon to users

Apptype @ This is an internal application that we created

2 How will your users sign in?
Create

?
Who sets the credentials? User sets username and pas..

Application username (None) =

Update application username on Create and update

Assign application to users
Now assign the Okta FileCloud integration to users so they can log in with Okta.

1. Click the Assignments tab in Okta.
2. Inthe Assign drop-down list, choose Assign to People.
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FileCloud

Active ~ & | Viewlogs Monitor Imports

O

General Sign On Import Assignments

m c“wh * Search Pecple ~

i Assign to Pecple Tpe
P Assign to Groups

Groups

No users found

A list of users who have both Okta and FileCloud accounts opens.

REPORTS

SELF SERVICE
You need to enable self
service for org managed apps
before you can use self
sarnce for thes app.

Go 10 self service settngs

Requests Disabled
Appeoval

Edit

3. To allow users to sign in to FileCloud using Okta, click Assign in the row with their email.

Assign FileCloud to People

Nathan

nathan. @ .com

X

Assign

4. Enter a User Name and Password for the user, then click Save and Go Back.
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Assign FileCloud to People -

Credential Security User sets username and password
Visit the app's sign-on options to modify

User Name

passwo'd LA AR AR L L)

Save and Go Back Cancel

ck
5. Click Done.

Assign FileCloud to People
Search...

Nathan
nathan. @ .com

Done

6. Repeat this process for all users you want to assign to the integration.
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Install the Plugin in the Browser
Information on plugin installation is available here:

https://help.Okta.com/en/prod/Content/Topics/Apps/Apps_Browser_Plugin.htm

Users log in to FileCloud using the plugin
Users can sign in to the user portal or admin portal with SSO using the Okta plugin..

1. In a browser where the Okta Plugin is installed, the user clicks the Okta plugin icon, and selects
the FileCloud application.

2. If the user is not already logged in to Okta, they are prompted to log in.
Connecting to @

okta

Signin

Username

3. Inthe plugin Setup access dialog box, the user enters their FileCloud Username and Password.
In the future, when they open the plugin, they will not be prompted to enter credentials again.
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< Back to My Apps

Setup access to your FileCloud account in Okta

Enter your username and password for FileCloud. If you don't have
one, please create an account on FileCloud or contact your

administator.

\:wmmo
\\:’swofd

4. The browser redirects the user to the FileCloud login page in the Okta Admin Panel. The login
screen with credentials filled in may appear first, and after a few seconds the FileCloud user
portal should open (the user does not need to click Login).

ﬁ FILECLOUD

Login New Account
I
Account Password
.com (AR RN RN 1O
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Depending on the browser, when the user accesses the FileCloud login page again, the plugin
may offer to log in for them:

°kta Sign in with 1 click %
’— FileCloud

Alternately, the user can access the application by choosing it directly in the plugin:
w © Q) =
okta ® @ amn I8
E |

Work ‘
@ Myldp see
@ FileCloud oo
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Integrate Google with FileCloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration
Step 1 on the page SAML Single Sign-On Support for configuration instructions.

As an administrator you can integrate Google and FileCloud so that your Google users can access
their FileCloud account without having to enter their credentials a second time.

When FileCloud is integrated with Google, Google is configured as an Identity Provider (IdP) and
FileCloud acts as the Service Provider (SP).

1. Log in to the Google Workspace Admin Center at admin.google.com.
2. Inthe left navigation pane, go to Apps > Web and mobile apps.

= o Admin Q_ Search for users, groups or settings
Apps > Web and mobile apps
@ Home
» & Directory
Apps (4) Add app ¥ Settings ¥
» _L_ﬂ Devices PP
- i Apps 4 + Add a filter
Overview
D Name A Platform Authentication |
» Google Workspace
O Web SAML '
Additional Google services
Web and mobile apps <4 O web SAML '
—_ ||

3. Click Add app and choose Add custom SAML app.
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o Admin Q_ Search for users, groups or settings

Apps > Web and mobile apps

GD Home

» =~ Directory

Apps (4 Addapp ¥ Settings ¥
> El Devices PP “)
v i Apps + Addafite ~Searchforapps
Overview
D Name 1 Add private Android app patical
» Google Workspace
D fc Add private Android web app IL
Additional Google services
Web and mobile apps O fc Add custom SAML app -~ H
. .

4. Enter an App name, and click CONTINUE.

X Add custom SAML app

o App details e 5 entity P er det e ’ t o At

App details

Enter details for your custom SAML app. This information is shared with app users. Learn more

FileCloudGooglelntegration

App icon

Attach an app icon. Maximum upload file size: 4 MB

File Explorer CANCEL m

5. Click CONTINUE.
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X Add custom SAML app

° App details ° Google Identity Provider detail: o Service er details o Attribute ma

onfigure single sign-on (SSO) for SAML apps, follow your service provider's instructions. Learn more
Option 1: Download IdP metadata

DOWNLOAD METADATA

OR

Option 2: Copy the SSO URL, entity ID, and certificate

SSO URL

https://accounts.google.com/o/saml2 D
Entity ID

https://accounts.google.com/o/sami2 D
Certificate

Google_2029-8-4-131312_SAML2_0 o *
SHA-256 fingerprint

o

6. Fill in the fields as follows, replacing your-domain.com with your FileCloud domain. Click
CONTINUE.
ACS URL: https://your-domain/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp
Entity ID: https://your-domain/simplesaml/module.php/saml/sp/metadata.php/default-sp
Start URL: https://your-domain/
Name ID Format: TRANSIENT
NamelD: Basic Information > Primary Email
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X Add custom SAML app

0 App details ° Google Identity Provider detail: e Service provider details o Attribute m

Service provider details

To configure single sign on, add service provider details such as ACS URL and entity ID. Learn more

https://your-domain.com/simplesaml/module.php/saml/sp/samli2-acs.php/default-sp

https://your-domain.com/simplesaml/module.php/saml/sp/metadata.php/default-sp

https://your-domain.com/

D edre e

Name ID

Defines the naming format supported by the identity provider. Learn more

TRANSIENT v

Basic Information > Primary email v

7. Click ADD MAPPING.
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X Add custom SAML app

0 App details Q Google Identity Provider detail o Service provider details o Attribute mapping

Attributes

Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked

with * are mandatory. Learn more

Google Directory attributes App attributes

-~

ADD MAPPING

Group membership (optional)

Group membership information can be sent in the SAML response if the user belongs to any of the groups )

add here

Google groups App attribute

Search for a -

. Choose the Google Directory attributes below, and add the specific values shown to App
attributes. Then click FINISH.
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X Add custom SAML app

° App details

° Google Identity Provider detail:

° Service provider details o Attribute mapping

Attributes

A e Directory, then map them to service provider attributes. Attributes marked with * are mandatory. Leam more

Google Directory attributes App attributes

Basic Information >

First name - givenName X

Basic Information >

Last name - sn X

Basic Information >

Primary email - mail X
ADD MAPPING

Group membership (optional)

Google groups

App attribute

You should see a screen similar to the following.
9. Click DOWNLOAD METADATA.
L User access v
FiIeCIoudGoogIeIm To make the managed app available to select users, choose a group or organizational unit. Learn more

[Z TEST SAML LOGIN

egration

% DOWNLOAD METADATA e

/' EDIT DETAILS

@ DELETE APP

View details

OFF for everyone

Service provider details v

Certificate ACS URL Entity ID

Go _SAML2_0 https s https odu
2029) e.php/saml/sp/sami2-acs.php/d e.php/saml/sp/metadata.php/d

SAML attribute mapping v

Map Google directory user profile fields to SAML service provider attributes.

givenName mail sn

Basic Information > First name Basic Information > Primary emal Basic Information > Last name

10. In the Download metadata popup, click DOWNLOAD METADATA.
The file GoogleIDPMetadata.xml is automatically downloaded.

11. Click the copy icon next to Entity ID, and save it. You will need it to complete your configuration

in FileCloud.
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Download metadata

nfigure single sign-on (SSO) for SAML apps, follow your
service provider’s instructions. Learn more

Option 1: Download IdP metadata

DOWNLOAD METADATA <—

OR

Option 2: Copy the SSO URL, entity ID, and certificate
SSO URL

https://accounts.google.com/o/sami2/idp?idpid=C019 =

Entity ID

https://accounts.google.com/o/sami2?idpid=C019 D
Certificate
Google. _SAML2.0 D 2
TMACGCSaGSIbaDOEBCwWUAMHSXFD
SHA-256 fingerprint

o

CLOSE

12. Click CLOSE.

13. Click the down arrow in the User access box.
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SAML User access v

To make the managed app available to select users, choose a group or organizational unit. Learn more

@ FileCloudGooglelnt
View details

egration
OFF for everyone
[Z TEST SAML LOGIN X . X
Service provider details v
% DOWNLOAD METADATA Certificate ACS URL Entity ID
7/ EDIT DETAILS (Expires Aug 4, 202 S e saml/sp/sami2-a \p/default
W DELETE APP
SAML attribute mapping v

Map Google directory user profile fields to SAML service provider attributes.
givenName mail sn

14. Select ON for everyone.

If you want to only enable this for certain groups, click the Groups down arrow and add the
groups.

Showing settings for users in all organizational units

FileCloudGoogleln

tegration
Service status ~
All users in this account Service status —~h
(® ON for everyone
v O OFF for everyone
Most changes take effect in a fe tes. Leam more
Organizational Units v L

unsaved change ~ CANCEL ™ SAVE

15. Click SAVE.

Configure Google SSO in the FileCloud admin portal

Now, add the values from your integration in the Google admin portal into the corresponding fields in
FileCloud.
1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click SSO &5 .
The SSO page opens.

2. In Default SSO Type, select SAML.

SSO D Reset to defaults

Default SSO type e
SAML v

3. Fill in the settings under SAML Settings. The table below the image shows what to enter in each
required IdP value.
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S S O O Reset to defaults

Default SSO type SAML v
SAML Settings

IdP endpoint URL or entity ID* https://i {simple
IdP username parameter* mail

IdP email parameter* mail

IdP given name (first name) parameter* givenName

IdP surname (last name) parameter* sn

IdP log out URL (optional)

URL to call to log out of identity provider

Limit log in to IdP group (optional)

Specify the identity provider group that users must belong to in order to log in.
Note: Groups that a user belongs to must be passed from IdP in ‘'memberof'

attribute.

IdP Metadata* IdP Metadata®
<md:EntityDescriptor A
xmins:md="urn:o0asis:nam
es:tc:SAML:2.0:metadata” .
entitylD="https://account
s.google.com/o/sam|2?

v
vz,
Setting Value
IdP endpoint URL or Enter the value of Entity ID from your Google/FileCloud app in the Google
entity ID admin portal, See the image below.
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Setting Value

IdP username mail
parameter

IdP email parameter mail

IdP given name (first givenName

name) parameter

IdP surname (last sn
name) parameter

IdP log out URL See SAML Single Sign-On Support

Limit log in to IdP See SAML Single Sign-On Support

group

IdP Metadata Enter the content of the metadata file you downloaded from your Google/

FileCloud app in the Google admin portal. It should have been downloaded
as GoogleldPMetadata.xml.

SAML User access v
. To make the managed app available to select users, choose a group or organizational unit. Learn more
m FileCloudGooglelnt
F| . View details
egration
OFF for everyone
IDP metadata (contents you ¢ I .
p te&ocdlelDiMetad y DP endpoint URL or entity ID

Service provider details v
% DOWNLOAD METADATA Certificate ACS URL Entity ID
7/ EDIT DETAILS
W DELETE APP

SAML attribute mapping v

Map Google directory user profile fields to SAML service provider attributes.

givenName mail sn

4. For help filling the remaining settings on the page, see Step 4 on page SAML Single Sign-On
Support.

5. To display the SSO option on the user login page, see Step 6 on page SAML Single Sign-On
Support
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Integrate OneLogin with FileCloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration
Step 1 on the page SAML Single Sign-On Support for configuration instructions.

This article describes how to integrate OnelLogin as an SSO provider with FileCloud.

Pre-requisite: The mcrypt module must be installed on FileCloud. In Windows, it should be installed
by default. In Linux, if mcrypt is not installed, it must be installed

OnelLogin: Create App Connector

1. Login into the OnelLogin web UL.
2. Click Apps > Add Apps.
3. Search for SAML Test Connector and select SAML Test Connector (IdP).

onelogin USERS  APPS  DEVICES  ACTIVITY  SETTINGS  DEVELOPERS  UPGRADE NO

Find Applications

‘ Q saml test ‘:\:‘nne\:t-:ﬂ

SAML Test Connector (Advanced)
Onelaogin, Inc

SAML Test Connector (1dP)
OnelLagin, Inc.

SAML Test Connector (IdP w/attr)
OneLogin, Inc.

SAML Test Connector (IdP w/attr. Incl group transform)
OneLogin, Inc.

SAML Test Connectar (IdP w/ attr w/ slgn response)
OnelLaogin, Inc.

SAML Test Connector (1dP) w/encrypt slgned assertlons
OneLogin, Inc.

SAMI_Taet Cannartar (IADY ucfanrnint elanad raen

W . Radhakrishnan

SAML2.0

SAML2.0

SAML2.0

SAML2.0

SAML2.0

SAML2.0

SAMIL 20

4. In the add screen, enter a name for the connector. For example, something like FileCloud
Connector.

5. Click Save.

6. Open the created connector and click the Configuration tab.

7. Fill the following values into the configuration tab. Replace dev.company.com with your
FileCloud site.
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Configuration Value

RelayState https://dev.company.com/auth/samlsso.php

Audience https://dev.company.com/simplesaml/module.php/saml/sp/metadata.php/
default-sp

Recipient https://dev.company.com/simplesaml/module.php/saml/sp/saml2-

acs.php/default-sp

ACS (Consumer) URL https://dev.company.com/simplesaml/module.php/saml/sp/sami2-
Validator* acs.php/default-sp

ACS (Consumer) URL*  https://dev.company.com/simplesaml|/module.php/saml/sp/saml2-
acs.php/default-sp

+~ SAML Test Connector (IdP)

Configuration

Application Details RelayState

https,/dev.company.com/auth/samlsso.php

Audience

https;/dev.company.com/simplesaml/module

Recipient

https:/dev.company.com/simplesaml/maodule

ACS {(Consumer) URL Validator*
https,/dev.company.com/simplesaml/module

*Required. Regular expression - Validates the ACS URL when initiated by an AuthnRequest

ACS {Consumer) URL*
https;/dev.company.com/simplesaml/module

*Required

Single Logout URL

8. Once the configuration tab is completed, click the Parameters tab.
9. Add the following four parameters:
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Field name

givenName

mail

sn

uid

Field name

Flags

FileCloud Online Version 23.261 FileCloud Site Setup

Flags Value
Include in SAML assertion First Name
Include in SAML assertion Email
Include in SAML assertion Last Name
Include in SAML assertion Username
New Field
givenName

This is the name of the field in the application's

AP

Vv Include in SAML assertion

Multi-value parameter

CANCEL SAVE
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USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS

— SAML Test Connector (IdP)

Parameters

Credentials are

e Configured by admin Configured by admins and shared by a er

SAML Test Connector (1dP) Field Value Add parameter
NamelD (fka Email) Email

givenName First Name custom parameter
mail Email custom parameter
sn Last Name custom parameter
uid Username custom parameter

10. Save these changes. Then click the SSO tab.
11. In the SSO tab, copy and save Issuer URL.
12. Click More Actions > SAML Metadata and download the metadata file.

USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS

— SAML Test Connector (IdP)

vendor Homepage

Reapply entitlement mappings

SAML Metadata
Enable SAML2.0

Sign on method Delete
SAML2.0

X509 Certificate
Standard Strength Certificate (2048-bit)

Change | View Details

SAML Signature Algorithm

SHA-1 v

L L]

SAML 2.0 Endpoi TP
https./fcodelathe-dev.onelogin.com/trust/sami2/http-pos | 1)
https,fcodelathe-dev.onelogin.com/trust/sami2/http-redirec [ 1)

13. Finally, add users to the newly created FileCloud Connector either individually or as group.
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Integrate FileCloud with OneLogin SSO

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click SSO.
The SSO page opens.

2. In Default SSO Type choose SSO.
3. Use the following table to fill in the SAML configuration.

SAML Settings Value

IdP Endpoint URL Issuer URL saved in the previous section from OnelLogin SSO tab
IdP Username Parameter  uid

IdP Email Parameter mail

IdP Given Parameter givenName

IdP Surname Parameter sn

IdP Metadata Copy and the paste the contents of SAML metadata from OneLogin.
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SSO

Default SSO type

SAML Settings
IdP endpoint URL or entity ID*

IdP username parameter*

IdP email parameter*

IdP given name (first name) parameter*
IdP surname (last name) parameter*

IdP log out URL (optional)

URL to call to log out of identity provider

Limit log in to IdP group (optional)

Specify the identity provider group that users must belong to in order to log in.

Note: Groups that a user belongs to must be passed from IdP in 'memberof’
attribute.

IdP Metadata*

4. Save the changes.

Integrate ADSelfService Plus with FileCloud

Integrate ADSelfService Plus with SimpleSAML SSO

D Reset to defaults

SAML v

https://app.onelogin.com/saml/me

uid

email

givenName

sn

admin

Before completing the following procedures, configure Apache Web Server. See SSO Configuration
Step 1 on the page SAML Single Sign-On Support for configuration instructions.

User Authentication Settings — 328



FileCloud Online Version 23.261 FileCloud Site Setup

Step 1: Install ADSelfService Plus and configure it to integrate with SimpleSAML SSO in
FileCloud

1. Install ADSelfService Plus.

2. Open the ADSelfService admin portal. Your URL should be similar to http://win-
s3uexxjaed2:8888/authorization.do.
The Dashboard tab should be selected, and the server name should be similar to: win-
s3uexxjaed2

3. If AD is already installed, Domain Name and Domain Controller are automatically detected and
entered for you.
If they are not automatically entered, in Add Domain Details, enter them, and click Add.

> o = Zé’ .'",,"”"77 I

I MSN | Outlook, Office, Skcype, ... [7] ADSelfService Plus

;g\ walcome, admin © Your evaluation license i going to expire i 12 days. mor=
ADSelfService Plus Sian Out, Chonge Pasaword, Jump Yo

Configuration Admin Support

Domain Name Domain Controllar

WIK-S3UELTIAED2.ns-ad. filecloudiabs.com

ns-ad filecloudlabs.com

< o

Add Domain Controller(s) :
ADSelService Flus gets the data from the First OC.

[Oizcover]
M Authentication
Ancaymous legin is used when no authantication is given.
Comain User Name 1 |
Domain Password : |
Add | Cancel
4. Click the Configuration tab
Welcome, admin ©  vour evaluation license iz going to expire in 12 dayz. more Organization Chart | License | Help
ADSelfService Plus Sm0.Que change Pazarard, Lme 12 - Search Employes
Dashboard [P Conniguration admin Support | om
P & @ password sync/single sign on v
PR winorn e vak comoontts t ot a ol skt for v D arikommant (o
8  Policy Configurstion
Sk acar Aushartictin [ A Applcations(123 3
4 Pazzword Expiry Notdfication Important : [nstall the Password Sync Agent to synchronize nati
®  Password Policy Enforcer
T —— SAML A Google Apps 1] Office 365
- — Filedoud IBM i/AS400 System HP UX Directory Server Google Apps Office 365 / Azure
Security Center R
A ~Y Microsoft
¥ Nosd New Festures ? @ 1201 0! “wzendesk A BERE
Salesforce Zoho Zendesk Microsoft Dynamics CRM
{3 Dropbox pagerduty Paskteave Mmingle &, RopDynamics
Dropbox PagerDuty PlanMyleave Mingle AppDynamics
U - e
panorama? \&IPIC EGNXXTE INSTRUCTURE ® statushub

Panoramag Velpic Q Q K2 (A< b Instructure Statushub
€y -

User Authentication Settings — 329


https://www.manageengine.com/products/self-service-password/download.html
http://win-s3uel7jaed2:8888/authorization.do
http://win-s3uel7jaed2:8888/authorization.do

FileCloud Online Version 23.261 FileCloud Site Setup

5. In the navigation bar, expand Self-Service and click Password Sync/Single-Sign-On.

6. Click New Custom App.

7. Fill'in the following Create Application fields:

a.
b.
c.

In Application Name enter FileCloud.
In Category drop-down list, choose any option.

In the Supported SSO flow drop-down list,choose SP initiated SSO.
The Large icon and Small icon fields are optional. You can leave the defaults for the
remaining fields.

,-a\ Wekome, admin © vour evaluation license is going to expirs in 12 days. mors
\DSelfService Plus Sign Out, Change Pazsword, Jump To
Dashboard Reports figur n Admin Support
N e i e
Self-Service ¥ (=) ( SAML based custom applications
@ Configure Active Directory-based single sign-on for any of your custom SAML application.

Policy Configuration
Create Application

Application Name |
Pazsword Expiry Notification

®  Paszword Policy Enforcer Category Choose Category -
S Supported SSO Flow 50 initiated SSO -
i Directory Seif Service Advanced Configuration ¥

Large con Browse
Administrative Tools &3
Becuity G 2 Senall icon Browse

¥ Need New Festures ? RSA SHA Algorithm RSA-SHAL -
SAML Response Signed -

Note: » ADSelfService Plus will sutomstically link user accounts between this application and
Active Directory using the mail attribute for enabling SSO. To change this, configure
Account Linking.
« Please check with the Service Provider about the SSO flow they support.

8. To go to the SSO for SAML based custom applications/Configure Application page, click Next.
9. Fillin the following Configure Application fields:

a.

In Domain Name, enter the domain name of your user’'s email address in AD.

For example, if the email address is fc@test.com, enter test.com as the domain name.

In Display Name enter any name.

In SAML Redirect URL enter https://yourFileclouddomainname/simplesaml/module.php/
saml/sp/metadata.php/default-sp

In ACS URL enter https://yourFileclouddomainname/simplesaml/module.php/saml/sp/
saml2-acs.php/default-s

10. Click Save.

11. Click Download SSO certificate in the upper-right of the page.
The SSO/SAML Details dialog box opens.
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SS0/SAVL Detals X
Login URL hHip:(ime 2t flnsiesdohs sam GEEMamapps/ssologn/custom_sami_1( 1]
Logout URL hitp:Oma-= = Ataslaniahs oo logoticustom_sami_ .
Error/Haip UR hilp = =t Ate ~nm 88 hekcustom_sami_10 &

SHAL FingerPrint [} - I'

Daownicad S50 Ceribcale

12. Click Download Metadata file, and save the metadata file (metadata.xml).

Step 2: In FileCloud, configure your SSO settings for ADSelfService Plus

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click SSO 5.
The SSO page opens.

2. In Default SSO Type, choose SAML.
3. Fill in the SAML settings:

a. In IDP Endpoint URL,
open the metadata.xml file you downloaded, and copy the URL after entitylD. It should look
similar to: entitylD="http://yourFileclouddomainname:8888/iamapps/ssologin/
custom_saml_10000/e6¢c2b84d31da852eac8e0f88ee5c4703b9974c2f

In IDP Username Parameter, enter mail.
In IDP Email parameter enter mail
In IDP Given Name Parameter enter givenName.

In IDP Surname Parameter enter sn.

-~ ® 2 O T

In IDP Metadata paste the entire contents of the metadata.xml file.

0 By default, ADSelfService Plus passes the mail attribute, and FileCloud creates the user from the
username portion of the email address. For example, if the email is sam@fc.com, FileCloud creates
an account with sam as the username.

If you want to pass userPrincipalName as the parameter, contact the ADSelfService support team to
make necessary changes in the database to pass that parameter. For example, to pass
userPrincipalName instead of mail, ADSelfService must add the following entry to their database:
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"userPrincipalName":"uid"

After they have added the entry, set IDP Username Parameter to uid.

Integrate Ping Identity SSO with Filecloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration
Step 1 on the page SAML Single Sign-On Support for configuration instructions.

This article describes how to integrate PingOne as an SSO provider with FileCloud.

Configuration in Ping Identity portal

1. Log in to the Ping Identity dashboard, and click the Connections icon in the navigation panel.
2. Click Applications, then click the + button.

3. Inthe right panel, click SAML Application.
4. Name and save the application.

WPingidentity. @ - ® Explore - 2
Applications @ O Add Appiication (x
Q. search (o) Descri
¢ Connections makeit ity
7 Applications by Appiicaion Nerme +
Applications 4 Box
Client D: dB5d1c9a-c54d-471c-857c-aBad23bd366
Application Catalog
g3 Dropbox .
Gilont 1D 0630426 1963.4542-630-cdBT 776c3do escription
A, Tt ID: 00305126-£063-4542-a6a0-GA37 77603460 o
FC Online
= p
lcon
o
a
E PingOne Admin Console Max Sz 10MB
PingFederate Glient D cOIb0CdS-ece?-4000-b465- 156442332322
Choose Application Type
[rm— PingOne Application Portal
Gilont ID: 54703d God-4ded b50a. 024150023150
[r— PingOne Self-Service - MyAccount
Giiont ID: 6236b164-doc-Ab41-016c-092408626100 SAML Application 0IDC Web App Native
G Appiications that are Web appications that are Applications that run from a
accessed within a browser accessed within a browser mabile device or a deskiop
Using the SAML protocol using the OpeniD Connect computer,including a
protocal PingOne MFA authenticator.
O S
Single-Page Worker Application Catalog
Front-end applcations that Applications that can use the Use a templated Integration.
Use an API {0 fetrieve data PingOne admin AP

Visitthe Application Catalog

“ Gancel

The SAML Configuration screen appears in the right panel.

5. Select Manually Enter, and fill in the fields as follows:
ACS URLs:

https://<your_filecloud_url>/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp
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Entity ID:
https://<your_filecloud_url>/simplesaml/module.php/saml/sp/metadata.php/default-sp

[ Add Application

SAML Configuration

Provide Application Metadata
QO Import Metadata () Import From URL (@ Manually Enter

ACS URLs *

https://yourdomain.com/simplesaml/module.php/saml...
+Add

Entity ID *

https://yourdomain.com/simplesaml/module.php/saml...

Save Cancel

6. Click Save.
Several tabs appear in the right panel.

7. Select the Attribute Mappings tab, then click @ , and add the following attributes:
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Field name

givenName

mail

sn

uid

Flags

Include in SAML Assertion

Include in SAML Assertion

Include in SAML Assertion

Include in SAML Assertion

Overview Configuration

Attribute Mappings
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Ping One Value

Given Name

Email Address

Family Name

User ID

Policies Access

These mappings associate PingOne user attributes to SAML or OIDC attributes in the application. See Mapping attributes 0

If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

FC Online

saml_subject

givenName

mail

sn

uid

8. Click the Configuration tab.

9. To get a copy of the metadata file associated with the configuration, click Download Metadata.
Save the file so you can enter its contents into the FileCloud admin portal.

PingOne
User ID Required

Given Name

Email Address

Family Name

User ID
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Overview Configuration Attribute Mappings Policies Access

Configuration details for a SAML application \ o

Connection Details

-
C Download Metadata ) —

C Download Signing Certificate )

Issuer ID
(]

Single Logout Service
D

Single Signon Service
D

IDP Metadata URL

Initiate Single Sign-On URL

SAML Settings

ACS URLs
/simplesaml/module.php/saml/sp/sami2-acs.php/default-sp [

Your application configuration is now complete.
10. Click the Identities icon in the Ping Identity navigation panel.
11. Click Users, and then add your users.
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Pingldentity.

Environments
Administrators
Production Users

< Identities Q
Search normally or using SC

2 users by Family Nam

Configuration in Filecloud Admin portal

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click SSO &5 .
The SSO page opens.

2. Enter the following information:

Field Value

IdP End Point URL Enter the value of Issuer Id: ( Configuration tab — Issuer ID just below the
"Download Metadata" button)

IdP Username uid
Parameter

IdP Email mail
Parameter

IdP Given Name givenName
Parameter

IdP Surname sn
Parameter
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Field Value

IdP Metadata Copy the contents of the metadata file downloaded above paste them here.

SSO

Default SSO type

SAML Settings
IdP endpoint URL or entity ID*

IdP username parameter*

IdP email parameter*

IdP given name (first name) parameter*
IdP surname (last name) parameter*

IdP log out URL (optional)

URL to call to log out of identity provider

Limit log in to IdP group (optional)

Specify the identity provider group that users must belong to in order to log in.
Note: Groups that a user belongs to must be passed from IdP in 'memberof’
attribute.

IdP Metadata*

D Reset to defaults

SAML v
uid
email
givenName
sn
admin
v

3. If you want users to see the Ping Identity login after they click Login with SSO, scroll to the

bottom of the screen and enable Show the Idp Login Screen.

If you want users to be directly logged into FileCloud after they click Login with SSO, do not

enable Show the Idp Login Screen.
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Show the Idp login screen

Redirect user login to IdP login screen automatically.

Log level
Use DEV only for testing.

DEV v

4. Fill in the other fields on the page as shown at SAML Single Sign-On Support.

5. Click Save.

6. Go to Customization > General > Login and check Show SSO Link and Show Login Options.

ﬁ FILECLOUD

A Nourmicauons

-
DEVICES §
General Labels And Logos URL Ul Messages Email Templates News Feed TOS Advanced

L) Devices
GOVERNANCE Ul Features Login Account Menu Listing

1l Dashboard

. Customize User Login Screen

B Retention

U Smart DLP Show New Account

Button

¥ Smart Classification Display “New Account” button in user login screen

MISC.
) Show SSO Link /
@ Audit
Show "Single Sign On" option in user login screen

A A\ertso

& User Locks Show Login Options /

L Workflows Unch?ck to hide all login screen options such as "Forgot Password", "SSO

Login
= Reports
Login Panel @ YES O NO

Q _

2 Federated Search Transparency Add transparency to login panel. Enable it if a custom login background image
Y Metadata 15 set
SETTINGS ‘ . . i . .

Login Ul Additional [Privacy Policy](https://www.yoursite.com/privacy)
£ Settings Links [Terms of use](https://www.yoursite.com/tos)

CUSTOMIZATION

4| Customization

Log in to FileCloud using Single Sign-on with Ping Identity

1. Inthe Filecloud User login page, the user chooses Login with SSO.
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ﬁ FILECLOUD

Login New Account
I
Account Password
sesssnee L O]

v

Log In with SSO

English v

If you have checked Show the Idp Login Screen in the FileCloud SSO settings, the user is
redirected to the Ping Identity login screen, and must click Sign On.
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Ping

Identity

Forgot Password

Otherwise, the user is directly logged in to FileCloud.

Setting Up and Configuring Certificates when Upgrading SSO

When you upgrade SSO, please Contact FileCloud Support to avoid overwriting your current
certificates with the default certificates sent with the library.

ADFS Single Sign-On Support

Introduction

FileCloud offers a SAML-based Single Sign-On (SSO) service that provides customers with full control
over the authorization and authentication of hosted user accounts.

Using the SAML model, FileCloud acts as the service provider and also a claims-aware
application. FileCloud customers that host FileCloud can authenticate against Active Directory
Federation Services (ADFS) and log in to FileCloud.

FileCloud acts as a Service Provider (SP) while the ADFS server acts as the identity provider (IdP).

‘ ° Active Directory Federation Services (ADFS) Support \
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When SAML SSO Type is selected and ADFS is enabled in FileCloud, FileCloud accepts claims in the
form of ADFS security tokens from the Federation Service, and can use ADFS claims to support
Single Sign-On (SSO) into FileCloud.

To specify the identity claims that are sent to the FileCloud refer to the IdP Configuration section
below.

Prerequisites
+ A Working ADFS implementation. This is beyond the scope of FileCloud. Please refer to articles
available on the internet on setting up ADFS.

¢ FileCloud must be running on HTTPS using SSL. (Default self-signed SSLs that ship with
FileCloud do not work). ADFS does not allow adding a relying party that is running on HTTP or
self-signed SSL. For help setting up SSL in FileCloud, please Contact FileCloud Support.

FileCloud SSO Configuration Steps
In order to successfully configure SSO:

1. Configure Apache Webserver.

2. Set SAML as a the default single sign-on method in FileCloud and configure IdP settings.
3. Enable single sign-on link on the login page.
4.

Register FileCloud as a service provider (SP) with IdP by adding FileCloud as a Relying Party
Trust in ADFS.

Step 1: Apache Web Server Configuration

Follow the steps in SAML Single Sign-On Support to set up the Web Server configuration and enable
SS0.

Step 2: Set SAML as the default SSO method and configure IdP/ADFS

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

o

the Settings navigation page, click SSO L_@J .
The SSO page opens.

2. Set Default SSO Type to SAML.
3. Set the other fields as specified in the following table.

FileCloud ADFS as IdP
Parameters Data can be obtained from Federation Metadata

Default SSO Type For ADFS, select SAML
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IdP End Point URL Identity Provider URL (Entity ID)
e.g. http://yourADFSdomainName/adfs/services/trust

IdP Username Identifies the Username (must be unique for each user)
Parameter Usually SAMAccountName or User Principal Name defined in claim
rules.

NOTE: The username must be unique. If username sent by Idp is in
email format,

the email prefix will be used for username. The email prefix in this case
must be

unique.

value: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/
upn or upn

<Attribute
Name="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
FriendlyName="UPN" xmIns="urn:oasis:names:tc:SAML:2.0:assertion" />

IdP Email Identifies the email of the user (must be unique)

Parameter http://schemas.xmlsoap.org/ws/2005/05/identity/claims/

emailaddress or emailaddress

<Attribute
Name="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
FriendlyName="E-Mail Address"
xmins="urn:oasis:names:tc:SAML:2.0:assertion" />

IdP Given Name Identifies the given name of the user.

Parameter http://schemas.xmlsoap.org/ws/2005/05/identity/claims/

givenname or givenname

<Attribute
Name="htt&//schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
FriendlyName="Given Name"
xmins="urn:oasis:names:tc:SAML:2.0:assertion" />

IdP Surname Identifies the surname of the user

Parameter http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname or
surname
<Attribute

Name:“http://schem&.xmlsoap.org/ws/2005/05/identity/claims/surname“
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
FriendlyName="Surname" xmins="urn:oasis:names:tc:SAML:2.0:assertion" />

IdP Log Out URL URL for logging out of IdP
(Optional)
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Limit Logon to IdP
Group (Optional)

IdP Metadata

SSO Error Message
(Optional)

Added in FileCloud
20.1

Allow Account
Signups

Added in FileCloud
20.1
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IdP Group Name

¢ Specifying a group name means that a user can log in through
SAML SSO only when the Identity Provider indicates that the user
belongs to the specified IdP group

¢ The IdP must send this group name through
the memberof parameter

¢ The memberof parameter can include a comma-separated list of
all groups to which the user belongs

Federation Metadata in xml format. Usually ADFS metadata is found at
the URL Path below:

e.g. https://yourADFSDomain/federationmetadata/2007-06/
federationmetadata.xml

1 ADFS

] Enabled  Prowy Enabled URL Path Ta
| " Endpoints | No No " Arust/1 256 w
] Ce'fiﬁulﬁ‘ ) No No " Arust/1 256sh.. W
o Claim pmnybons Yes Yes . Arust /13 w
a3 Tl.'ust Relationships No No ™ Arust/1 w

| Claims Provider Trusts
- Yes Yes o Arust/13 2. W
) Relying Party Trusts No No s Arust/1 2. W
| Attribute Stores No No " Arust/1 256 w
43 A!nhentlca!‘lon Policies No No " Arust/1 256sh: w
-] Per Relying Party Trust No No ™ At /1 w
No No o Arust/13, w
No No o Arust/1 w
No No o Arust/1 w
No No /adfs/senvicesArust/13/windows w
No No /adfs/servicesArust/13/windowsmixed W
No No o Arugt/1 W
Yes No /adfs/services Arusttcp/windows w
No No /adfs/senvices Arust/atfactresolution Si
Yes Yes /adfs/oauth2/ [}
Metadata
es adfs/sendces Anist fmen
/Federation! a/2007-06/FederationMetadata xml -

Custom error message that appears when a signin is invalid. Enter in
HTML format.

When TRUE, during the login process, if the user account does not
exist, a new FileCloud user account is created automatically.
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Automatic Account
Approval

Added in FileCloud
20.1

Enable ADFS

User login token
expiration match
Idp expiration

Enable Browser-
Only SSO Session
Timeout

Added in FileCloud
23.232.1

Show the IdP Login
Screen

Log Level

Allow SSO for
external users

Added in FileCloud
23.253
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This setting works with the Allow Account Signups setting to
determine:

¢ If the account created by the user is disabled until the
administrator approves it

¢ [f the account is approved with a specific level of access
automatically without intervention from the administrator.

e Possible values are:
0 - No Automatic approval, Admin has to approve account
1 - Automatically approve new accounts to Full User
2 - Automatically approve new accounts to Guest User
3 - Automatically approve new accounts to External User

Yes

If enabled the user token expiration will be set based on ADFS
expiration settings

If not enabled user token expiration will be set based on FileCloud
Session Timeout
(FileCloud admin Ul - Settings - Server - Session Timeout in Days)

Default: No (Not enabled)

If enabled, SSO session timeouts apply to browser sessions but not to
client sessions.

If enabled, automatically redirect user to IdP log-in screen.

Set the Log level for SAML calls.
Default Value: PROD (Do not use DEV for production systems)

Only appears if feature is included in license.
If enabled, external users are able to log in to FileCloud using SSO.
Default value: Disabled.

Notes:

For IDP Log Out URL to be effective, request that FileCloud Support add the corresponding setting to
your FileCloud configuration. to be effective, you must also add a setting to the FileCloud config file:
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1. Open the configuration file:
Windows: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux: /var/www/config/cloudconfig.php

2. To make the IdP Log Out URL setting effective, add:
define("TONIDOCLOUD_SAML_SIGNED_LOGOUT", 1);

For help configuring multiple IDPs with Automatic Account Approval settings specific to each one,
see Integrating Multiple IDPs.

Note: For IDP Log Out URL to be effective, request that FileCloud Support add the corresponding
setting to your FileCloud configuration.

SSO D Reset to defaults

Default SSO type SAML v

SAML Settings

IdP endpoint URL or entity ID* http://yourADFSdomainName/adfs
*

IdP username parameter http://schemas.xmlsoap.org/ws/2C

|dP email parameter http://schemas.xmlsoap.org/ws/2C

IdP given name (first name) parameter http://schemas.xmlsoap.org/ws/2C

*
IdP surname (last name) parameter http://schemas.xmlsoap.org/ws/2C

IdP log out URL (optional)

URL to call to log out of identity provider

Limit log in to IdP group (optional)

Specify the identity provider group that users must belong to in order to log in.
Note: Groups that a user belongs to must be passed from IdP in 'memberof’
attribute.
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Step 3: Enable SSO link on the login page

Follow the steps in SAML Single Sign-On Support (under SSO Configuration Steps, Step 6) to enable
SSO sign-in on the user portal or admin portal.

Step 4: Register FileCloud as SP in IdP/ADFS

Registering FileCloud as SP in ADFS involves series of steps from adding FileCloud as a Relying Party
Trust in ADFS to setting up Claim Rules for FileCloud in ADFS. Please follow the steps below to
successfully register FileCloud in ADFS.

Before you proceed, you must be able to download the metadata of FileCloud from the following
Entity ID URL. (Note HTTPS).

https://<Your Domain>/simplesaml/module.php/saml/sp/metadata.php/default-sp
If you have trouble downloading the metadata from the above URL, please check if HTTPS is
working and Steps 1, 2 and 3 above were completed successfully.

1. Onyour ADFS server, open the ADFS management console, expand Trust Relationships and
select the Relying Party Trust node. In the Actions pane, click Add Relying Party Trust.

Actions
Relying Party Trusts -
“ Add Relying Party Trust... "
Add Non-Claims-Aware Relying...

View »

2. Click start, then paste the Entity ID URL from above into the Federation Metadata address field
and click Next.
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Select Data Source

Steps Select an option that this wizard will use to obtain data about this relying party:
@ Velkoms

@ Select Data Source

@ Import data about the relying party published online or on a local network
Use this cption 10 impod the necessary data and cedificates from a relying party ceganization that publishes

@ Specfy Display Name s federation matadata onling or on a local natwork.
@ Corfigure Multifactor Federation metadata address fhost name or URL):
Authentication Now? - = -
[Hiwe Tw e BT & simplesaml/module php/saml/sp/metadats php/defautt2p |
@ Choose |szuance
Authorzation Rules Example: f5.contoso.com or hitps.//www contoso com/app
@ Readyto Add Trust O Import data about the relying party from 2 file
@ Fnsh Use this option to import the necessary data and cerificates from a refying party organization that has
exported s federation metadata to a fie. Ensure that this file is from a trusted source. This wizard will not
valdate the source of the file,
Fadaration metadata file location:
Browsa... \
() Enter data zbout the relying party manually
Use this option to manualy input the necessary data about this relying party organization.
| cPrevious || MNet> || Cancel |

Note: You can do this manually by downloading your metadata file from http://<your domain>/
simplesaml/module.php/saml/sp/metadata.php/default-sp and importing it into ADFS by
choosing Import data about the relying party from a file.

Once you access the metadata URL you need to enter admin credentials to be able to
download the metadata file. The username is admin and the password can be found in:
<FileCloud WEB ROOT>/thirdparty/simplesaml/config/config.php

3. Accept the warning
4. Enter the display name for the Relying Party Trust, usually your FileCloud URL.
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Specify Display Name

Steps

@ Velkome

@ Select Data Source
@ Specfy Dsplay Name

@ Conrfigure Muttifactor
Authentication Now?

@ Choose lssuance
Authonzation Rules
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Enter the display name and any optional notes for this relying party.
Display name.
[emEgge

Notes:

5. Click Next several times in the wizard until you reach the Ready to Add Trust page. Here, review
the tabs. The Encryption and Signature tabs must have values associated with them.
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S Add Relying Party Trust Wizard

Ready to Add Trust

E=

Authentication Now?

Steps The relying party trust has been configured. Review the folowing settings, and then dlick Next to add the

@ Welcome relying party trust to the AD FS configuration databaza.

® Select Data Source Montoring | Identfiers | Encryption | Sgnature | Accepted Claims | Organization | Endpoints | Note < | > |
@ Specfy Diplay Name Specily the montors tings for this relying party bust,

@ Corfigure Muti{actor Relying party’s federation metadata URL:

@ Choose lssuance

[— S s /smplesaml/module php/saml/sp/metadats php/defaut-p ]

Authonzation Rules

[v] Monitor relying party
@ Readyto Add Trust
° [v] Automatically update relying party
This refying party’s federation metadata data was last checked on:
18-03-16
This relying party was last updated from federation metadata on:
18-03-16

< Previous

|| Ned> || Cancel

6. Click Next. The new Relying Party Trust is now added.

Display Name Enabled Type dentifier
Device Registration Service Yes WS-T.. umms-drsfstransishun c¢|

Microscft Office 365 Identity Platform Yes WS-T... hitps://fogin microsoftonir
WS-T L el vwersuns .

o >

7. Select the Relying Party Trust we have just added and then click Edit Claim Rules.

Actions

Add Relying Party Trust.
Add Non-Claims-Aware
View

New Window from Here

G Refresh

ﬂ Help

| ——e
Update from Federation
Edit Claim Rules...
Disable
Properties

K Delete

Help

8. Add an Issuance Transform Rule. Choose the Transform an Incoming Claim rule template.

User Authentication Settings — 349




FileCloud Online Version 23.261 FileCloud Site Setup

Select Rule Template
Steps Select the template for the claim rule that you want to create from the folowing list. The description provides
@ Choose Rule Type details about each daim rule template.

@ Configure Claim Rue Caim rule template:
Send LDAP Atributes as Caims

Send Qaims Using 2 Custom Rule

mukiple dams from 2 single nile using this rule bype., For example, ywcmwelhsnkl«wuoaeae
2 rule that wil exdract attibute values for authenticated usars from the dsplayName and telephoneNumber
Active Diractory attributes and then send thosa values as two dfferent outgoing ciams. This rule may also
be used to send all of the user’s group memberships. If you wark to only send indwidual group
memberships, use the Send Group Membership 23 a Caim rule template.

< Previous

9. Give a Claim rule name (Name ID Transform - can be anything). Choose Windows account name
as Incoming claim type and Name ID as Outgoing claim type. Choose Transient Identifier for
Outgoing name ID format. Select the radio button Pass through all claim values. Click Finish to
add the claim rule.
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Configure Rule
Steps You can configure this rule to map an incoming claim type to an outgoing claim type. As an option. you can
@ Choose Rude Type also map an incoming clam value to an outgoing claim value. Speciy the incoming dam type o map to the
outgoing claim type and whather the daim value should be mapped 1o a new dam value.
@ Configure Claim Rue
Claim rule name:
[NamelD Transtorr| |
Rule template: Transform an Incoming Clam
Incoming ciaim type: IWndomaoemnnm vI
Incoming name 1D format [thpeci!ied vl
Outgoing dlaim type: [Name 10 v/
Qutgoing name |0 format: ITmaertlduﬁler VI

(®) Pass through al ddaim valuas
(O Replace an incoming claim value wih 2 diferent outgoing claim value

incoming claim value: [ ‘

Outgoing claim value l l I Browee...

) Replace incoming e-mal suffit claims with a new e-mall suffix

New e-mai sufitc: [

Example: fabdkam com

| <Previous || Frish || Cancel |

10. Add another issuance transform rule. Select Send LDAP Attributes as Claims template.
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Select Rule Template

Steps Select the template for the claim rule that you want to create from the folowing list. The description provides
@ Choose Rule Type details about each daim rule template.

@ Configure Claim Rue Caim rule template:
ISendLDAPMrINesuOm VI

Qaim rule template description:

Using the Send LDAP Attrbute as Claims rula template you can select attrbutes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Muttiple attrbutes may be sent as
mukiple clams from 2 single nile using this rule type, For example. you can use this rule template to create
2 rule that wil exdract attibute values for authenticated usars from the deplayName and telephoneNumber
Active Diractory attributes and then send thosa values as two dfferent outgoing ciams. This rule may also
be uzed to send all of the user’s group memberships. If you wart to only send indwidual group
memberships, use the Send Group Membership as a Caim rule template.

< Previous

11. Fill in the rule fields:

¢ Enter a Claim rule name (LDAP Claims - can be anything).

¢ Select Active Directory as Attribute store.

¢ Enter the mapping values of LDAP Attributes to Outgoing Claim Types. The outgoing claim
type must match the names as specified in FileCloud SSO Settings Ul Page (the screenshot
below follows the FileCloud SSO Settings as documented above).

¢ For Outgoing Claim Type, uid and mail are required. SAM-Account-Name in the
screenshot below can be replaced with UPN if desired.
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Configure Rule

Steps You can configure this rule to send the values of LDAP atinbutes as claims. Select an attnbute store from
@ Choose Rule Type MQI&MM&WM.MWMMﬂthMm’ claim types that wil be
i .

@ Configure Claim Rule
Claim rule name:

|LDAPCb'ms
Rule template: Send LDAP Attributes as Claims

Atribute stoce:

|Active0iedory v|

Mapping of LDAP attrbutes to outgoing claim types:

ety G Outgong Cam Type (Select ortype to add more)

SAM-Account-Name
E-Mal-Addresses
Given-Name
Sumame

» For ADFS configuration, add an additional claim parameter (Token-Groups - Unqualified
Names > memberof).
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Edit Rule - LDAP Claims X

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be issued
from the rule.

Claim rule name:

LDAP Claims ]

Rule template: Send LDAP Attributes as Claims

TE—

Attribute store:
| Active Directory ~

Mapping of LDAP attributes to outgoing claim types:

25: E‘:fte;ibme (Select ortype to Outgoing Claim Type (Select or type to add more)

» SAM-Account-Name ~ fuid v
E-Mail-Addresses ~ [mail v
Given-Name .V [|givenName v

me N v
Toke:-Groups - Unqualified Names v memberof bl 175
‘_ View Rule Language... 7 Cancel ‘

¢ Click Finish to add the rule.

12. Once configured, you should have two issuance transform rules (Name ID Transform and LDAP
Claims if you followed the steps above). Click Apply and Exit.
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Issuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name lssued Claims
1 Name |D Transform Name ID
2 LDAP Claims uid mail givenName sn

I Edt Rule I l Remove Rule

This completes the ADFS configuration and FileCloud is added as a Relying Party Trust in the ADFS
server. You can now test SSO from FileCloud by going to the FileCloud login page and clicking the
Single Sign-On link as mentioned in Step 3, above.

NTLM Single Sign-On Support

FileCloud supports NTLM for User Login through SSO.

Prerequisites

For NTLM SSO to work, the FileCloud Server must be connected to the AD domain.
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Web Server Settings

To configure your Web server for NTLM SSO, please Contact FileCloud Support.

Browser Settings to Enable Domain User SSO Login
For Internet Explorer and Google Chrome

1. Add the site URL to trusted site.

2. In the settings for trusted sites, enable user login to be sent, see screenshot below.

Security Settings - Trusted Sites Zone

Settings

() Disable A
(® Enable
= Ehnable XSS filter
(®) Disable
() Enable
= Sﬁcripting of Java applets
(_) Disable
(® Enable
() Prompt
82, User Authentication
82, Logon
() Anonymous logon
» () Automatic logon only in Intranet zone
(® Automatic logon with current user name and password
() Prompt for user name and password ‘

< >

*Takes effect after you restart your computer

Reset custom settings

Resetto: | Medium (default) v Reset...

OK Cancel

Troubleshooting
In some environments, additional code may be needed to complete authentication from the server.

After configuration, if you attempt to login with the AD username and password and are repeatedly
prompted to enter your AD credentials instead of being transferred to the user portal:

1. Edit the file at c:\xampp\htdocs\.htaccess
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2. Locate this section:

#Route all requests to our handler
RewriteRule A(.%x)/?$ public/index.php [L]

3. Above the line:

#Route all requests to our handler

add the code:

RewriteRule “auth/index\.php$ - [L]

Oracle Identity Manager LDAP integration with FileCloud
|

Oracle Identity Manager
Oracle Identity Management enables system administrators to integrate multiple Active Directories
and control them from one location. To ensure a smooth configuration please ensure:

e The server that is hosting FileCloud is able to communicate to the server that is hosting OIM.
¢ You have access to the Admin user and are able to access WebLogic Admin server.

¢ Both server's firewalls accept the incoming connection.

Integrating OIM's LDAP with FileCloud

To successfully integrate OIM's LDAP with FileCloud, ensure that FileCloud is able to pull the
corresponding attributes such as Name, Email, and password. To verify this, please review your
connection settings under

Oracle's WebLogic Admin Server under Domain Structure> Services> Security Realms > [myrealm] >
Providers. Under Providers > Authentication select the authentication provider to use to connect to
FileCloud via LDAP.
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Change Center

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

ORACLE WeblLogic Server® Administration Console

@ Home Log Out Preferences Record Help || Q

(Horne >Summary of Servers >Summary of Security Realms >myrealm >Summary of Security Realms >myrealm >Providels]

l. id I‘ Migration

Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential M

Domain Structure

base_domain

B}-Diagnostics

Authentication | Password Validation = Authorization = Adjudication = Role Mapping | Auditing = Credential Mappin

How do IL...
Assertion providers
« Manage security providers

o Set the JAAS control flag
Re-order Authentication providers

o Configure Authentication and Identity

o Configure the Password Validation provider

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authenticatic
security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP serve
to work with users and groups from previous releases of WebLogic Server.

B Customize this table

Authentication Providers

New | [Delete | ’ Reorder

| Name Description
[ | DefaultAuthenticator WebLogic Authentication Provider
[_) | OIMAuthenticationProvider Provider that performs authentication through the Oracle Identity Manag

[ | DefaultidentityAsserter WebLogic Identity Assertion provider

[) | ADAuthenticationProvider

New | | Delete | | Reorder

Provider that performs LDAP auﬂ\entication]

Click the authentication provider name to access its settings. Navigate to the Provider Specific tab. To
enable FileCloud LDAP to pull the necessary attributes add the following ObjectClass string under All

Users Filter.

(&(objectClass=user)(cn="NAME"))
Then, fill out the other required fields based on your Active Directory configuration.

ORACLE WebLogic Server® Administration Console
@ Home Log Out Preferences [2] Record Help | Q Welcon

Home >Summary of Servers >Summary of Security Realms >myrealm >Summary of Security Realms >myrealm >Provid:

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Configuration | Performance

Domain Structure

base_domain
‘ Environment
;‘“ Deployments
Efj' Services
§ ecurity Realms

I Commeon ProviderSpeciﬁc

Use this page to define the provider specific configuration for this Active Directory Authentication provider.

nteroperability

— Ce

B}-Diagnostics
gg Host: 10.0.7.23 The host name or IP address of the LDAP s¢
@9 Port: (389 The port number on which the LDAP server
gg Principal: CN=admin DC=filecloudserv The Distinguished Name (DN) of the LDAP ¢

= connect to the LDAP server. More Info...

How do I... =]
Credential: [ The credential (usually a password) used to

o Configure Authentication and Identity Info...

Assertion providers
y < Confirm Credential:
« Manage security providers
System Status =] [ &) SSLEnabled Specifies whether the SSL protocol should b
server. More Info...
Health of Running Servers

| Faled(0)
[ Critical (0)
[T overloaded (0)
[ warning (0)
I ok (4)

(] User Base DN:

The base distinguished name (DN) of the tni
users. More Info...

dc=filecloudserver.dc=us

&E] All Users Filter:

If the attribute (user object class) is not spe

j = =N,
(&(objectClass=user)(cn="N empty), a default search filter is created bas

] User From Name Filter:

If the attribute (user name attribute and ust
the attribute is null or empty), a default sea
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Once you have added the ObjectClass attribute on the WebLogic Server realm provider's configuration,
access FileCloud's admin portal.

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Authentication ® .
The Authentication page opens.

2. Under Authentication Settings, in Authentication Type select LDAP.

AuthenticatiOn ‘ ) Reset to defaults

Authentication type
LDAP v

3. To successfully configure LDAP, see LDAP Based Authentication.
4. To ensure a successful connection, in LDAP User Filter Template add: (&(objectClass=user)
(cn="NAME"))

LDAP Settings

Check LDAP connectivity and settings. LDAP Test

LDAP host*
Idap://
LDAP host name

LDAP port*

w
(o]
¢s]

LDAP port number

LDAP account name*

admin
The LDAP account to use to query the LDAP server.

LDAP account password*

The LDAP account password

LDAP user DN template CN="NAME" OU=filecloud-users,D

LDAP search DN OuU=filecloud-users,DC=fileclouds:

LDAP user filter template (&(objectClass=user)(cn="NAME")

Mail attribute mail
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Next, verify your connectivity to OIM's LDAP by clicking LDAP Test and clicking Validate LDAP
Settings.

SUCCESS

LDAP Access Verified Successfully

If you obtain a successful confirmation message proceed to verify that FileCloud is able to login and
obtain the email ID as seen on the screenshots below. Upon completion without any errors
FileCloud has been successfully integrated with OIM'S LDAP connection.
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SUCCESS

Authentication OK

SUCCESS

admin@filecloudserver.us

Desktop Apps Code-Based Authentication

Code-based device authentication is set by policy. It requires users to request approval to loginto a
desktop app or mobile app. When the request is approved, a code is created which the user must enter
into the app to log in. Requests are approved in the user portal, but additional admin approvals may
also be required.

Enabling code-based device authentication
Enable Code based device authentication
To enable code-based device authentication:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies @ .
The Policies settings page opens.

2. Click the Edit icon in the row for the users' policy.
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Policies

New Policy

Create a new policy

A Policy Name User Count Group Count
Global Default Policy 1 0
TEAM FOLDER POLICY 1 0

Default

©

« < Page 1 of1 > »

2 rows

The Policy Settings dialog box opens.
3. Click the User Policy tab.

New Policy

Actions
208 x

C0&®&®ex

4. In the User Policy tab, set Enable code-based device authentication to yes.

Effective Policy: "Global Default Policy"

General 2FA User Policy Client Application Policy

Some policy settings will not be applicable for Guest and External users.
User Policy
Disable invitations to new users

Do not allow user to send invitations to new users when shares are created.

Create account on new user share

Create accounts automatically when share invitations are sent to new users.

Enable code-based device authentication

Require admin approval for code-based device authentication

Device Configuration Notifications

no v

no v

no v

Now, when a user logs in to a client app, an approval request appears in in the user portal. The
user must approve the request to receive a code that is entered into the client app to

successfully log in.

How users log in with device authentication, below, shows how this process works.

How users log in with device authentication

How users log in with device authentication to desktop apps

User Authentication Settings — 362



FileCloud Online Version 23.261 FileCloud Site Setup

Once code based authentication is enabled, the user can follow these steps to log in via a desktop

app.
The following example uses the Sync application, but the procedure is the same for all of the desktop

applications and the mobile apps.

1. In the login screen, the user selects Device Authentication Code and then clicks Log in.
ﬁ Sync for FileCloud

CLOUD NETWORK BACKUP FINISH
STORAGE FOLDERS FOLDERS

Login
Please enter your credentials. When you sign in to your account,
your FileCloud Sync settings will automatically be configured.

Login Method Password SSO Device Authentication Code

Server URL

Account Jess

Proxy Settings Log in

The following dialog box opens.
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Enter Device Code

User needs to approve and submit device code:

Enter Code

Open Website

2. To get the device authorization code:

a. The user logs in to the user portal, then clicks the arrow next to the username and
chooses Settings..

b. In the Settings screen, the user click the Devices tab.
c. The user clicks the check next to Needs Approval.

General Devices
Device Name Device Details Last Login Device Status Actions
£ Cloud Sync (DESKTOP-N71N3EH) 25;]?’282?:2:532 (Build 9200), :‘?;’;;\"aer 19th 2020 Needs Approval v/ X

0S: Windows Microsoft Windows NT 10.0.18363.0, October 8th 2020

~ -

< MS Outlook (DESKTOP-N71N3EH) App: 151.2.3 2:08PM Approved X
. . 0S: Windows 8 6.2 (Build 9200) October 8th 2020

< FileCl D DESKTOP-N71N3EH; ' A

< FileCloud Drive (DESKTOI 3EH) App: 20.2.0.4723 1:46PM pproved X
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A dialog box pops up with the Device Authorization Code:
Device Approved for Use [x]

Device Authorization Code:

2CWDHJ

Please enter the above authorization code in your device to login.

Close

3. The user copies the Device Authorization Code and pastes it into the Enter Device Code dialog
box, then clicks Submit to log in.

Enter Device Code (%]

User needs to approve and submit device code:

Enter Code 2CWDHJ

Open Website

Requiring admin approval as well as user approval for devices

Requiring admin approval to log in with client devices

The Enable code based device authentication setting lets users log in to desktop apps using a device
authorization code without admin approval. You can also can configure FileCloud to require logins to
desktop apps to be approved by admins before being approved by users.

To require admin approval for device authentication:
1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies
The Policies settings page opens.

2. Open a policy for edit.

3. Inthe User Policy tab, set Enable code based device authentication to YES.
The Require Admin Approval for Device Authentication setting becomes enabled.
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4. Set Require Admin Approval for Device Authentication to YES.

Effective Policy: "Admin Users" [ x]

General 2FA User Policy Client Application Policy Device Configuration Notifications

Some policy settings will not be applicable for Guest and External users.

Disable invitations to new users

no v
Do not allow user to send invitations to new users when shares are created.
Create account on new user share

; . yes Vv

Create accounts automatically when share invitations are sent to new users.
Enable code-based device authentication yes v
Require admin approval for code-based device authentication yes v
Enforce session timeout for devices using code-based device authentication. no v
Allow folder level security

no v
Allow users to set folder level security for granular permissions v

Cancel m “

To approve a client device that has been sent to you for admin approval

1. Go to Device Management in the admin portal to view the listing for the device approval.
The device is listed with Status showing Needs Admin Approval and Access set to Blocked.

[[] Manage Devices

Filter Q  Username, Device name/deta Access Filter : All v
Health Type Username Device Name Device Details Last Access status / Access/  Action  Logs
"/ /
App versio V r
0 > & jenniferp Cloud Sync 0S: Window " Blocked v

22621)

2. In the Access column, change Blocked to Allowed.
Now the Status column shows Needs User Approval, and the user must approve the client
device (as shown above in How users log in with device authentication) and get an
authorization code before log in can occur.

[[] Manage Devices

Filter Q  Username, Device name/detal Access Filter : All v
T / /
Health Type User name Device Name Device Details Last Access status  f Access f Action  Logs
/ /
/ ¥
App version: 0.8639 4
) 4 & jenniferp Cloud Sync 0 (Build Today at 11:50 AM from 127.0.0.1  Needs User Approva
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Enabling Basic Authentication

FileCloud supports enabling basic authentication for users through a policy setting.

To enable basic authentication:

1. Add the setting for basic configuration to cloudconfig.php:

a. Open cloudconfig.php.

¢ Windows Location : C:\xampp\htdocs\config\cloudconfig.php

¢ Linux Location : /var/www/html/config/cloudconfig.php

b. Add the following and save:

define("TONIDOCLOUD_ENABLE_BASIC_AUTHENTICATION",1);

2. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

©
the Settings navigation page, click Policies @» .
The Policies settings page opens.

3. Click the Edit icon in the row for the users' policy.

Policies

New Policy

Create a new policy

A Policy Name User Count Group Count
Global Default Policy 1 0
TEAM FOLDER POLICY 1 0

2 rows

The Policy Settings dialog box opens.
4. Scroll to the bottom of the policy's General tab.
5. Set Enable Basic Authentication to enabled.

Default

O

New Policy

Actions
C0&&® X%
08 <&@ X
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Effective Policy: "Global Default Policy"

Enable Privacy Settings

no v

Store deleted files in the recycle bin no v
Automatically delete files from recycle bin after set number days

0 = do not delete files automatically

Do not store deleted files greater than

) ) Units~ 100 MB
0 = do not delete files automatically

Enable Basic Authentication

: - enabled v
Enable Basic Authentication

m

6. Click Save.

7. To enable specific users to use basic authentication, assign the policy to them.
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Share Settings

The Attach Share Password by Default for Public Shares setting is available beginning in FileCloud
20.1.

File sharing allows users to provide public or private access to files stored in FileCloud Server with
various levels of access privileges.

To control how users share files and folders in ways that are appropriate for your organization,
administrators configure share settings.

Configure Sharing Defaults

The field Allow comments for external users is available beginning in FileCloud 23.251.

The fields Public share default password length and Require complex public share passwords are
available beginning in FileCloud 23.242. Shares created with passwords prior to 23.242 maintain the
passwords they were created with and are not required to comply with the new settings.

Beginning with FileCloud 23.241, the Default Share Type is Private Share.
Prior to FileCloud 23.241, the Default Share Type was Public Share.

When a user wants to share a file or folder, administrators can decide which options should be
automatically selected.

The settings are really just a recommendation and can be changed by the user, unless you
disable the ability to change the defaults.

Most of the settings below are set the Share settings page.
To open the Share settings page:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Misc @ .

2. Inthe inner navigation bar on the left of the Settings page, expand the Misc menu, and
click Share, as shown below.
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@ FiLecLoud & admin v
e a
HOME & {8 Settings
(3 Dashboard
= Settings / Misc / Share
USERS/ GROUPS
S uUsers
55 Groups Q
2 Admins
= server =
MANAGE & Share O Reset to defaults
& Storage v
2 Team Folders
% Network Share 2 Authentics
N = Authentieation Default share type Srivate Share o
%, User Share i Set the default share type of a new! d share. Applicable only when
Global Share Mode s set to Allow Al Shares
/> Folder Permissions & Database
O Notifications B Ema Default max share upload size s ME~
Defautlt upload size limit for a shared folder. Can be overriden in folder share
settings. 0 = no size limit
DEVICES & & Endpoint Backup a
B ® License Disable private sharing to groups [ o]
GOVERNANCE &
i Disallow changes to default share settings
& Dashboard
I Retention Allow comments for external users
D SmartDLP t existing shares. Share owners need to enable comments for
xte in share dialog. Leam more
» Smart Classification
Remove expired shares
~ Compliance Center
~ Remove expired user shares automatically.
MiSC. &
Delete files from expired shares
® Audit
If you cho e files, they will be moved to the recycle bin on the next
2 Alert . Cron run
Password Only takes eff move expired shares is checked.
% User Locks Notifications
Share < Public shares must be password protected O
Workflows
i= Reports Attach share password by default for public shares [ o]
Q. Federated Search Attach the share password by defautt to emails sending share links for public
) shares.
[ Metadata
2 Maximum file size for DRM share 20 MEB~
£ Quarantined files
e © Rese Public share default password length 14
-~ . 141s defau
@ Settings = oetau
Require complex public share passwords O
v

Require strong passwords for public shares (at least one lowercase letter, at

The Share settings page opens.
Follow the procedures below to change the sharing defaults.
Default Share Type

This option tells FileCloud Server what type of share to automatically select when a user shares a file
or folder. By default it is set to Private Share, but you may change it.

¢ Applicable only when Share Mode is set to Allow All Shares.
¢ This type can be changed by the user unless Disallow Default Share Settings Change is set.

To change the Default Share Type:

1. Open the Share settings page.
2. In Default share type, select the option you want to use.

Share Settings — 370



FileCloud Online Version 23.261 FileCloud Site Setup

Share

Default share type

Set the default share type of a newly created share. Applicable only
when Global Share Mode is set to Allow All Shares.

Default max share upload size

D Reset to defaults

Public Share

Public Share

Private Share

Default upload size limit for a shared folder. Can be overriden in Uni Password Protected Share
folder share settings. O = no size limit.
Public Share Allows users to share with anyone who has the link to the share.

¢ Does not require the user you want to share with to have a FileCloud account.

¢ Share a file with everyone with or without restrictions.

¢ Share a file with everyone and require a password.

Private Share Allows users to share with anyone who has the link and can log in to a FileCloud

(Default) account.

¢ Does require the user you want to share with to have a FileCloud account.

¢ Requires an invitation to be sent to someone to create a FileCloud account if they

don't already have one.

e Share a file with all FileCloud users with or without restrictions.

¢ Share a file with specific FileCloud users with or without restrictions.

Password Forces users to create a password when sharing a file or folder.

Protected Share
share.
¢ The share can be public or private.

3. Click

Set Expiration Days Default

¢ Recipients of the share are given the password when they receive the link to the

You can allow users to share files and folders for as long as they exist, or you can set the number of

days that a share remains active by default.

Note: This setting can be changed by the user unless Disallow changes to default share settings is set

in the Share settings page.

To set the Share Expiry default in a policy:

Share Settings — 371



FileCloud Online Version 23.261 FileCloud Site Setup

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

i - . .. |E
the Settings navigation page, click Policies Q .
The Policies settings page opens.

2. Click the Edit icon in the row for the users' policy.

Policies

New Policy
) New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions

N
O 208%™ @ X

Global Default Policy 1 0
TEAM FOLDER POLICY 1 0 208X
« < Page 1 of1 > »

2 rows

3. Click the General tab.

4. Change the value of the Default Share Expiry in Days setting.
A value of 0 means that unless changed by a user, shares do not expire.
A
General 2FA User Policy Client Application Policy Device Configuration Notifications
Some policy settings will not be applicable for Guest and External users.
General
Share Mode
Allow All Shares v

Default share expiry in days

Number of days shares remain active 0 = shares do not expire

Default max number of downloads allowed

Number of downloads allowed. 0
0 = maximum number of downloads is unlimited

User storage quota
Units~ 2 GB
0 = unlimited storage

Enable Privacy Settings
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5. Click Save.
The value is only changed for users who are using this policy.

Default Max Share Upload Size

Administrators can allow users to upload files into a shared folder no matter how big it is, or you can
set a suggested size limit.

¢ You can set a maximum size limit in any of the following units: B, KB, MB, GB.

¢ Using a value of 0 means that users can upload files into a shared folder no matter how big it is.

¢ This setting can be changed by the user in the shared folder settings.

To set the Max Upload size default for Shares:

1. Open the Share settings page.

2. In Default max share upload size, select a choice in Units, and then type in the file size limit you
want to use.

Share D Reset to defaults

Default share type

Set the default share type of a newly created share. Applicable only Public Share
when Global Share Mode is set to Allow All Shares.

Default max share upload size

Disable private sharing to groups

Disallow changes to default share settings

3. Click Save.
Disable Sharing to Groups for Private Share

You can check Disable private sharing to groups to hide the Group option when users or admins
privately share a file or folder.

To disable users and admins from sharing to groups:

1. Open the Share settings page.
2. Scroll down to Disable private sharing to groups and enable it.
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S ha re ) Reset to defaults

Default share type

Set the default share type of a newly created share. Applicable only Public Share v
when Global Share Mode is set to Allow All Shares.

Default max share upload size

Default upload size limit for a shared folder. Can be overriden in Units~ 0O Bytes
folder share settings. O = no size limit.

Disable private sharing to groups

Disallow changes to default share settings

3. Click Save.
Now when a file or folder is shared, the Manage Share window does not display the Group tab.

Share link for file Preliminary.dwg Q

Share Link
https:// ifurl/mfxyjtrygumérhnt Modify Link n E n E
Shared File
jennifer/Preliminary.dwg
Share Name: Preliminary.dwg Change
Expires: Never Expires Change

Send Email Notifications: Yes

Allow anyone with link
Allow anyone with link and a password

o Allow selected users or groups

]
Sharing Permissions:
&+ Invite Users [

User 104 * ﬁ’. < s i °

View Download Upioad Share Sync Delote Manage
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Allow External Users to Add Comments

By default, external users cannot add comments to shares. However, you can enable the Allow
comments for external users setting to allow external users to add comments to private shares of
files and folders. Note that for this setting to be effective, the share creator must also allow comments
by external users and give the external user write access to the share.

To allow external users to add comments:

1. Open the Share settings page.

2. Scroll down to Allow comments for external users and enable it.

Share ‘O Reset to defaults

Default share type

Private Share v
0 MB ~
Disable private sharing to groups
Disallow changes to default share settings
Allow comments for external users o
Sh also enable comments for external users in share. 0gging
t existing shares. Leam more

Remove expired shares

Remove expired user shares automat :SH)

Now, if a share creator enables the option Allow Comments for External Users and gives the
external user write (upload) access, as shown below . . .
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re link for file Bank Account statement.pdf (]

Share Link
http://127.0.0.1/url/wamakasqgzgtzeu7k Modify Link n E u E

Shared File

3ank Account statement.pdf

Share Options Share History
Share Name: Bank Account statement.pdf Change
Expires: Never Expires Change
Allow Comments for External
® Yes No Save
Users: @

Send Email Notifications: Yes

Sharing Permissions:

This share is
private.

Only certain
Groups
users/groups are

allowed

® Allow selected users or groups

& Invite Users

~ .
User 104 & = < ~ | ] e
View Download Upload Share Sync Delete Manage
aliah@example.com v & O x

... the external user can select the share in the Shared with Me listing, click the Comments tab,
and add a comment to the share:

= @@ FiLEcLoud X info
o W 0
Details Activity Metadata Comments
4 ~ > Shared with Me > jenniferp
jenniferp
3items .
"] Name - Filter It Modified
U V0 _ Fiiter items odimt Bank Account statement.pdf
v Bank Account statement.pdf May 27, 2020 2:22 PM Add Comment
Looks good]
bank statement1.xlsx Jul 20, 2020 11:42 AM
yz
PO 72135.pdf Jul 27,2022 1:26 PM
Add
Comments
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Disallow/Allow Default Share Settings Change

The Share link dialog box appears with settings that the user can modify:

Share link for file Feature List.xIsx (%}

Share Link
http://127.0.0.1/url/mrn2h2jpuxcq3qtg n E n E
Shared File
jenniferp/Feature List.xlIsx
Share Name: RJsOXjdVpBiIMMDW!1
Expires: Never Expire

Max number of downloadst No Restrictions

Send Email Notifications: Yes

Sharing Permissions: ® Allow anyone with link
Allow View + Download WV
This share is Public
Anyone with a link Allow anyone with link and a password
can view.

Allow selected users or groups

Allow Anyone with Secure Web Viewer link and a password

However, you can prevent users from changing these settings.
To require users to share files and folders with the default settings you have configured:

1. Open the Share settings page.
2. Scroll down to Disallow changes to default share settings and enable it:
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Share ) Reset to defaults
Default share type
Set the default share type of a newly created share. Applicable only Public Share v

when Global Share Mode is set to Allow All Shares.
Default max share upload size
Default upload size limit for a shared folder. Can be overriden in Units~ 0O Bytes

folder share settings. 0 = no size limit.

Disable private sharing to groups

o

Disallow changes to default share settings

o

AND

3. Inthe inner navigation bar on the left of the page, click Policies
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@ FiLecLoud
o wosro
e
%% Groups 3 Settings
2 Admins
= Settings / Policies
MANAGE &
[0 Team Folders
== Network Share
< User Share
- e = Server
/~ Folder Permissions
et & Storage v
L Notifications
DEVICES & = Authentication
.| Device Management i% Admin
& Database
GOVERNANCE &
- = "
i Dashboard & Email
R & Endpoint Backup
J SmartDLP # License
> Smart Classification B Policies <
+ Compliance Center 2SS0

4. The Policies page opens.

5. Click the Edit icon for the policy of the users who you want to prevent from changing default
share settings.
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Policies

New Policy
i New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 1 0 O D@ X
TEAM FOLDER POLICY 1 0 08 =&®x

« < Page‘ 1 |of1 > »

6. Click the User Policy tab.
7. Scroll down to Disallow Default Share Settings Change, and enable it.

Enable recycle bin clearing

Allow users to clear recycle bins.

Disallow default share settings change

Do not allow users to change settings of existing shares and default settings of new shares.

Disable Everyone group sharing

8. Repeat steps 5, 6, and 7 for the policies of all users who you want to prevent from changing
default share settings.

Now, for users with those policies, the Share link dialog box has a message at top that share
settings cannot be changed, and there are no change buttons or clickable options:
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Share link for file Feature List.xIsx %]

/ Share settings cannot be changed. Users and groups can be invited. For more information contact your administrator.

Share Link

http://127.0.0.1/url/umgaxuunx4mqwikf

Shared File
f/ienniferp/Feature List.xlsx

Share Options Share History

Share Name: fJ2Y6Batbg2GzieY
Expires: Never Expires Change
Max number of downloads: No Restrictions

Send Email Notifications: Yes

Sharing Permissions:

This share is Public
Anyone with a link

can view.

Hide Direct Link option for shared files and folders

(] =]

Allow Anyone with Secure Web Viewer link and a password

In the User portal, the Direct Link action is available when users select a file or folder in Team Folders

or Shared with Me:

A - > teamfoldera » HR Resources

HR Resources

9 items

|  Name ~ 3 Filter Items
. Folder A
Lendinglnvoice.doc

m LendinglLoanLabels.doc

m LendingLoanShippingLabels.doc

© Add Files and Folders

Modified Size

08/24/2020 11:39:20

o m

e & 7 <|lel0-weaoll- <

Direct Link is Ready

Beginning in FileCloud 20.2, FileCloud can be configured to hide the Direct Link action.

Please Contact FileCloud Support to hide the action.
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Disable sharing to the Everyone group
The Everyone group includes all of your active Full users. If you do not want to allow sharing of files or
folders with all of your users at once, you can disable sharing to the Everyone group.
To disable sharing to the Everyone group:
1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies T2 .
The Policies page opens.

2. Click the Edit icon for the policy of the users who you want to prevent from sharing with the
Everyone group.

Policies

Create a new policy

A Policy Name User Count Group Count  Default Actions

Global Default Policy 1 0 O 208 @ x

TEAM FOLDER POLICY 1 0 Z0&e&® X
< Pag»‘:| 1 ‘d 1 > »

3. The Policy Settings dialog box opens.
4. Click the User Policy tab.
5. Scroll down to Disable Everyone group sharing and enable it.

Disallow default share settings change

Do not allow users to change settings of existing shares and default settings of new shares.

Disable Everyone group sharing

Allow group creation

Allows users to create groups from user portal

6. Click Save.
7. Repeat steps 2 through 5 for the policies of all users who you want to prevent from sharing with
the Everyone group.

Now, when these users select a group to share with, the Everyone group does not appear.

Share Settings — 382



FileCloud Online Version 23.261 FileCloud Site Setup

Default settings for public share passwords
There are several share settings that enable you to set defaults for public share passwords.
To access and configure the public share password settings:

1. Open the Share settings page.

2. Scroll down to the public share settings:

Public shares must be password protected

Attach share password by default for public shares o

Attach the share password by default to emails sending share links for public

shares.

Maximum file size for DRM share

Units~ 20 MB
Public share default password length 14
14 is default
Require complex public share passwords o
Require strong passwords for public shares (at least one lowercase letter, at

east one uppercase letter, at least one number, and at least one cial

character)

3. Torequire users to password protect public shares, enable Public shares must be password
protected.

The option Allow anyone with link is now unavailable when a user shares a file or folder.

4. When Attach share password by default for public shares is set to enabled (the default value),
share passwords are included in share link emails sent from the share. Disable the setting to
avoid including share passwords in the emails.

5. Public share default password length is 14. Enter a new value to change the minimum length.

6. By default, Require complex public share passwords is enabled. This requires share passwords
to have at least one lowercase letter, one uppercase letter, one number, and one special
character. To allow users to enter any combination of characters, disable the setting.

To require users to accept FileCloud Terms of Service before accessing a public share or a password-
protected share, see Terms of Service

Set the Share Mode

FileCloud allows administrators to manage file shares created by their users.

¢ You can choose to allow or restrict file sharing for accounts in FileCloud by setting the Share
Mode.
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* The Share Mode setting appears in policies on the General tab of a policy, and is set to Allow All
Shares by default.

To manage the share mode for a set of users:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies @ .
The Policies settings page opens.
2. Click the Edit icon for the policy associated with the set of users.

Policies

New Policy
) New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 1 0 O 208 =&®® x
TEAM FOLDER POLICY 1 0 208y X
« < Page| 1 of1 > »
2 rows

3. Click the General tab.
4. Click the Share Mode drop-down list, and choose one of the options. Then click Save.

Effective Policy: "Global Default Policy" (%}

-

General 2FA User Policy Client Application Policy Device Configuration Notifications

Some policy settings will not be applicable for Guest and External users.

General

Share Mode

Allow All Shares v

Allow All Shares

Default share expiry in days

Number of days shares remain active. 0 = shares do not expire | Allow Private Shares Only

Shares Not Allowed
Default max number of downloads allowed

Number of downloads allowed. 0
0 = maximum number of downloads is unlimited
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Option Description
Allow All Allows users to share any file or folder with custom permissions.
Shares

A file or folder can be shared with:
» Anyone with access to the link (Public Share). No FileCloud account
required.

e Anyone with access to the link (Public Share) and a password. No FileCloud
account required.

» Another user in FileCloud (Private share). FileCloud account required. The
shared files will show up in the Shared with Me folder.

Allow Private = Allows users to share any file or folder with a user that has an existing FileCloud
Shares Only account.

Sharing Privately requires:

» The recipient(s) to be another user in FileCloud (Private share). FileCloud
account required. The shared files will show up in the "Shared with Me"
folder.

e Aninvitation to be sent to someone to create a FileCloud account so that
they can access a share.

¢ Users to configure the share with or without restrictions.

Shares Not Prevents users from sharing any file or folder.
All ) . . . ) )
owed ! If you choose this option, then no other sharing settings that you configure will be
in effect.

Specify Sharing Expiration

Administrators can configure 3 main expiration features of a shared file or folder.

Feature Options Description
Number of days » No expiration (0) Allow sharing to happen for a temporary time, or
« Expire in a certain number of allpw shares to exist as long as the file or folder
days exists.
Remove share ¢ Remove the URL links to Specify what happens when a shared file or folder is
links/shared shares automatically no longer accessible from the Share link.
files * Remove shared files  Expired URL links will be removed automatically
automatically on the next Cron run (In this case the files will

not be affected.).

¢ |f you choose to remove files, they will be moved
to the Recycle Bin on the next Cron run.
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Feature Options Description

Notifications e Alert users with access to a You can have FileCloud send email to everyone who
share that it will expire soon has access to the shared file or folder.

¢ Specify the number of days
before the share expires that
you want to send the email
notification

Set Expiration Period
Set Expiration Days Default

You can allow users to share files and folders for as long as they exist, or you can set the number of
days that a share remains active by default.

Note: This setting can be changed by the user unless Disallow changes to default share settings is set
in the Share settings page.

To set the Share Expiry default in a policy:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

®
the Settings navigation page, click Policies
The Policies settings page opens.

2. Click the Edit icon in the row for the users' policy.

Policies

New Policy
Create a new policy m

A Policy Name User Count Group Count Default Actions

Global Default Policy 1 0 O 208X

TEAM FOLDER POLICY 1 0 08 & X
< < Page 1 of 1 > »

3. Click the General tab.
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4. Change the value of the Default Share Expiry in Days setting.
A value of 0 means that unless changed by a user, shares do not expire.

o
General 2FA User Policy Client Application Policy Device Configuration Notifications
Some policy settings will not be applicable for Guest and External users.
Share Mode
Allow All Shares v
Default share expiry in days
Number of days shares remain active. O = shares do not expire -
Default max number of downloads allowed
Number of downloads d 0
0 = maximum number of downloads is unlimited
User storage quota
Units~ 2 GB
0 = unlimited storage
Enable Privacy Settings
yes W
v

e ) .

5. Click Save.
The value is only changed for users who are using this policy.

Set Expiration Actions
Remove Expired Shares

Expired URL links will be removed automatically on the next Cron run (In this case the files will not be
affected.)

If you choose to remove files, they will be moved to the Recycle Bin on the next Cron run
To automatically remove expired links or expired files:

1. Open the Share settings page.
To open the Share settings page

a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
&
the Settings navigation page, click Misc .

b. In the inner navigation bar on the left of the Settings page, expand the Misc menu, and
click Share, as shown below.
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@ FiLecLoud

HOME &

3+ Dashboard

USERS/ GROUPS &

S Users
%% Groups
£ Admins
MANAGE &
3 Team Folders

=5 Network Share

% User Share

> Folder Permissions
£ Notifications

DEVICES &

] Device Management
GOVERNANCE &
£ Dashboard
= Retention
Smart DLP
» Smart Classification

' Compliance Center

MISC. &
®  Audit
0 Alert

&) User Locks
Workflows
= Reports

\ Federated Search

Metadata
SETTINGS &
© Settings

CUSTOMIZATION &

{8 Settings

= Settings / Misc / Share

Web Ed
Team Folders

Third Party Integrations v

FileCloud Online Version 23.261 FileCloud Site Setup

Share

Default share type

share type of a newly cr
jow All Sh:

share. Applicable only when

Global Sh:

Default max share upload size

limit for a shared rriden in folder share Units~ | 0

mit.

Default u
settings.

Disable private sharing to groups

Disallow changes to default share settings

Remove expired shares

Remove expi er shares auto

Delete files from expired shares

Public shares must be password protected

Attach share password by default for public shares

Attach the share password by default to emails sending share links for public [ o]
shares.

Maximum file size for DRM share
Units~ | 20 MB

Public share default password length

8is default

Require complex public share passwords

Require strong passwi

least one uppercase lette:

The Share settings page opens.
2. Enable Removed expired shares,

or

enable both Remove expired shares and Delete files from expired shares.

Note: Delete files from expired shares is not effective unless Removed expired shares is also
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enabled.

Sha re D Reset to defaults

Default share type

Set the default share type of a newly created share. Applicable only when Public Share v
Global Share Mode is set to Allow All Shares.

Default max share upload size

Default upload size limit for a shared folder. Can be overriden in folder share Unitsv 0 Bytes
settings. 0 = no size limit.

Disable private sharing to groups
Disallow changes to default share settings

Remove expired shares

Remove expired user shares automatically.

Delete files from expired shares

If you choose to remove files, they will be moved to the recycle bin on the next 0
Cron run.
Only takes effect if Remove expired shares is checked.

3. Click Save.

Send Expiration Notifications

Alert share Users About Upcoming Expiration

You can have FileCloud send email to all of a share's recipients to notify them that the share will expire
soon. You can also specify how many days before the share expires that the email notification is sent.

To send an email alert that a share will soon expire, and to specify the number of days before
expiration the email is sent:

1. Open the Share settings page.
To open the Share settings page

a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
‘@
the Settings navigation page, click Misc .

b. In the inner navigation bar on the left of the Settings page, expand the Misc menu, and
click Share, as shown below.
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@ FiLecLoud

HOME &

@ Dashboard
USERS/ GROUPS &
2 Users

% Groups

£ Admins
MANAGE &

O Team Folders
& Network Share
< User Share
/> Folder Permissions
2 Notifications

DEVICES &

] Device Management
GOVERNANCE
& Dashboard
& Retention
O SmartDLP
> Smart Classification
' Compliance Center
Misc. &
@ Audit
o Alert
& User Locks
Workflows

= Reports
Q. Federated Search
[ Metadata
SETTINGS &
@ Settings

CUSTOMIZATION &

{8 Settings

= Settings / Misc / Share

& Authentica

[
.
g

Q ¢
Z WebE:
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Share

Default share type
Set the default sh: Public Share v
Global Share Mode is set to Allow

Default max share upload size
Default upload size limit for a shared folder. Can be overriden in folder share Units~ | O Bytes

settings. 0 = no size limit.

Disable private sharing to groups

Disallow changes to default share settings

Remove expired shares

Remove expired user shares automatically

Delete files from expired shares

remove files, they will be moved to the recycle bin on the next

ve expired shares is checked

Public shares must be password protected

Attach share password by default for public shares
Attach the share password by default to emails sending share links for public O

shares.

Maximum file size for DRM share
Units~ | 20 MB

Public share default password length

8is default

Require complex public share passwords

Require strong passwords for public shares (at least one lowercase letter, at
least one uppercase letter, at least one number, and at least one special

The Share settings page opens.

2. Scroll to the bottom of the page.

3. To send emails notifying share recipients that shares are expiring, enable Send email

notifications for expiring shares.

By default, the number of days before a share expires that an email is sent is 3.

4. To change the number of days before a share expires that an email is sent, change the value
in Number of days before share expiration to send notification email.
This setting only applies if Send email notifications for expiring shares is enabled.

Hide option to send share link by email

Send email notifications for expiring shares

o

Encode share owner's username in share URLs

For security, encode the share owner's username to avoid displaying it in share

URLs

Number of days before share expiration to send notification email 3
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Instead of just communicating the most secure sharing procedure to your users, administrators can
configure special settings to ensure a more secure environment when users are sharing files.

To password protect shares, prevent share name changes, or hide the option for sending share links

by email:

1. Open the Share settings page.
To open the Share settings page:

a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

s
@

the Settings navigation page, click Misc

b. Inthe inner navigation bar on the left of the Settings page, expand the Misc menu, and

click Share, as shown below.

@ FiLecLoud

L
HOME & 3 Settings
(=} Dashboard
= Settings / Misc / Share

USERS | GROUPS &
2 Users
%% Groups

2 Admins

MANAGE &

3 Team Folders

== Network Share

User Share

Folder Permissions

£ Notifications

DEVICES &

Device Management

& E
GOVERNANCE
® License
& Dashboard
.
Retention
Smart DLP
-
Smart Classification Q
' Compliance Center (& wene
=

MISC. &

«
<

> Audit
O Alert = =
User Locks
Workflows
= Reports Share <

1 Federated Search

) Metadata

SETTINGS &

@ Settings

Share O Reset to defaults

Default share type

u h: v

Default max share upload size
De an be - B;
Disable private sharing to groups
Disallow changes to default share settings
Remove expired shares
Remove expired user shares automatically
Delete files from expired shares
ity ext
Public shares must be password protected
Attach share password by defauit for public shares

are password by defaut to emails sending share links for public [ o]

Maximum file size for DRM share

Public share default password length

8is default

Require complex public share passwords

The Share settings page opens.
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Share

Default share type

Set the default share type of a newly created share. Applicable only
when Global Share Mode is set to Allow All Shares.

Default max share upload size
Default upload size limit for a shared folder. Can be overriden in

folder share settings. O = no size limit.

Disable private sharing to groups

2. Configure any of the following secure share settings:

Password Protect Shares and Require Complex Passwords

D Reset to defaults

Public Share v

Units~ O Bytes

Administrators can require users to create all public shares with a password for an extra layer of
security. Users cannot disable the use of passwords when this is set.

By default, FileCloud requires public share passwords of 14 characters in length that include at least
one uppercase letter, at least one lowercase letter, at least one number, and at least one special

character. Administrators may change these settings.

Public shares must be password protected

Attach share password by default for public shares

Attach the share password by default to emails sending share links for public
shares.

Maximum file size for DRM share Units ~

Public share default password length

14 is default

Require complex public share passwords

Require strong passwords for public shares (at least one lowercase letter, at
least one uppercase letter, at least one number, and at least one special
character).

To require strong password protection:

L O
O

20 MB

14

1. Inthe Share settings page, scroll down to the password settings.

2. Enable Public shares must be password protected.
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3. Leave Public share default password length at 14, or change it to another number.

4. Leave Require complex public share passwords enabled.
Disallow Share Name Change
For security reasons, shares have a randomly generated name that is created by default.

* Randomly generated names are more difficult for attackers to guess.
+ Randomly generated names do not expose user names or a description of the data.

This is how the randomly generated name looks in the user portal when creating a share:

Share link for customerid.docx (]

Share Link
http://127.0.0.1/url/bjypf2xrabuphuhr Modify Link n E u

Shared File

Share Options Share History

Share Name: ePvqOeFpt11gIFAT Change
Expires: Never

Max number of downloads: No Restrictions

Send Email Notifications: Yes

® Allow anyone with link
Sharing Permissions: Allow anyone with link and a password

Allow selected users or groups

By default, users may change randomly generated share names to custom names. However, you may
prevent users from changing share names.

To prevent users from changing randomly generated share names:
1. In the Share settings page, scroll down to the setting Disallow share name change, and enable
it.

Disallow share name change

O

Don't allow users to change autogenerated share names.

2. Click Save.
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Hide Send Share Link Via Email

Users can send a share link by email by clicking the mail icon shown in the following image. To secure
share links, you can hide the mail icon to make it unavailable to users.

Share link for customerid.txt (%}

Share Link

http://127.0.0.1/url/t4ibtyddscfkafkp Modify Link n E n

Share Options Share History

Share Name: gcUml06zziOID1hg Change
Expires: Never

Max number of downloads: No Restrictions

Send Email Notifications: Yes

® Allow anyone with link
Sharing Permissions: Allow anyone with link and a password

Allow selected users or groups

To hide the option for sending a link to the share in email:

1. In the Share settings page, scroll down to the setting Hide option to send share link by email,
and enable it.

Hide option to send share link by email O

2. Click Save.
To limit user account searches:
Limit User Account Searches
You can limit how users search for other user accounts.

By default, when user1 shares a file or folder with user2, user1 can search for user2's account by the
user name or email id. The search results list both exact and partial matches.

However, this is not desirable in certain cases and organizations, as the search results reveal user
accounts that exist in the FileCloud system.

Therefore, FileCloud allows you to restrict user searches using two search modes:
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User Account User Account Type
e Exact Email Search With Explicit Account Invite o ALL
e Exact Email Search With Implicit Account Invite e FULL
e Exact Name/Email Search e GUEST
¢ Partial Name/Email Search e EXTERNAL
How to enable User Account Search Mode How to enable User Search Account Type

NOTE: You can use these search limitations together.

For example, you can set the User Account Search Mode to Partial Name/Email Search, and then use the User
Account Type search mode to limit the results to only accounts with FULL access.

A Note

Using a search mode limits account searches for all the users in the FileCloud system.
These settings affect searches in shares for share recipients.

Share link for Financial

Share Link

https://phoenix.codelathe.com/url/fgeywf3jhz3kzwig Modify Link n E

Shared File
[jennifer.perkins/Fin|

Invite users to this share (<}

Add email address or account
Share Name:

. e allison@site.com Add
Expires:

Upload Size Lin No user invited.

Send Email Not

Sharing Permis - :
N
-~ ~ - e

=== ~ = ate
View Download Upload Share Sync Delete Manage

No entries
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To make it clearer which user has shared a file:
Use Display Name as well as User Account Name

To make it clearer which user has shared a file, you can change how a user name is displayed in
sharing details.

How user names are defined in FileCloud

In the admin portal, when you create a user, you set 2 different names.

1. User name

« In the user portal, by default, FileCloud displays the User name.

¢ |t may not be clear to users who is sharing the file with them,
especially if User name includes only abbreviations and numbers.

¢ The User name cannot be changed after the user has been created.
2. Display name

¢ You can have FileCloud use the Display name as well as the User name on the Details tab when
showing the share information.

¢ Using the Display name makes it clearer to users who is sharing the file with them.

¢ The Display name can be changed after the user has been created.
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Add User
Authentication Default Authentication Y
Access Level Full v

User name* elin freo
Display Name Eline

Password* ssssssssens
Email efrei@example.com|

Send Email v
Notification

Include Password in v
Email

Create Close

Where Your Changes Appear

In the user portal, the user's name is displayed differently after you change the default display to
include the Display name.

BEFORE (User Name) AFTER (Display Name and User Name)

Share Settings — 397



Details
Pane

Shared
With Me
list

FileCloud Online Version 23.261 FileCloud Site Setup

> o W-
. 0o W Details Activity
Details Activity
elin frei Elin (elin frei)
Info Info a
Path
Path

/SHARED/elin frei

Copy patt

A -~ > Shared with Me

Shared with Me

Name

elin frei

[

[}

@ abrielled
- °

User Account Search Mode

/SHARED/elin frei

Copy path

/ﬁ‘ « 2 Shared with Me

Shared with Me

Name

Elin (elin frei)

Gaby (gabrielled)

For security reasons, you can restrict user searches so that your users have to know the exact email
address of the person they want to add to a share or a workflow. Alternatively, you can set this option
to allow users to search for another user with just a known partial email address.

To access the User Account Search Mode Settings:

1. Open the User settings page.
To open the User settings page:

a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

™
\@‘:

the Settings navigation page, click Misc
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b. In the inner navigation bar on the left of the Settings page, expand the Misc menu, and
click User, as shown below.

@ FiLecLoud

oo e
% Groups 3 Settings

£ Admins
= Settings / Misc / User
MANAGE &

3 Team Folders

= Network Share Q

2
< User Share
» Server

> Folder Permissions o User O Reset to defaults
~ . & Storage v
2 Notifications
DEVICES & & Authentication Folder to import files from on user creation
‘
] Device Management i Admin Folder containing sample data that is imported into each new user's account.
& Database
GOVERNANCE User account search mode
. Exact Email Search With Explicit Account Invite
& Dashboard & Emah User search method available in shares
= Retention & Endpoint Backup User search account type
All Users v
O SmartDLP ® Lc Type of users searched for in user searches
©) Smart Classification n P Group visibility
Show all groups v
+ Compliance Center » Groups visible to users during share creation and tagging in comments
s, & o e Send email to user to approve device
@ Audit Send email notifying user device is ready to be approved.
z w
2 Aert o Default view settings
M Team Folders Automatic v
W User l'ocks) Default behavior of file portal folder view
¥ Third Party Integrations v
I\ Workfiows Allow users to modify their phone numbers
= Reports

Q. Federated Search

) Metadata

SETTINGS &

@ Settings

CUSTOMIZATION &

£ Customization

TEM o

The User settings page opens.

2. Click the User account search mode drop-down list:

User D Reset to defaults ]

Folder to import files from on user creation
. o ) Check Path
Folder containing sample data that is imported into each new user's

account.

User account search mode

) Exact Email Search With Explicit Account Invite v
User search method available in shares

Exact Email Search With Explicit Account Invite

User search account type Exact Email Search With Implicit Account Invite

Type of users searched for in user searches .
Exact Name/Email Search

Group visibility | Partial Name/Email Search

ranne vicihla ta nicare diirina chara Aroatinn and tannaina in [ Show all arouns - g

3. Choose a search mode, and click Save.
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When this search mode is set by admin, the following

SR E SENLE behavior will be seen during sharing by users:
Exact Email JoeCarpenter@MyFileClo e Only email search is allowed

Search With ud.com o If the email doesn't exist in the system, an
Explicit explicit invite option will be shown

Account Invite . . . S
¢ With this option, a user may still figure out

other users that exist in the system

Exact Email JoeCarpenter@MyFileClo ¢ Only email search is allowed

Search With ud.com « If the email doesn't exist in the system, then
Implicit the system will send an invite to the entered
Account Invite email address without notifying the user

» With this option, a user cannot figure out
other users that exist in the system

Exact Name / Joe Carpenter e Both name and email search is allowed
Email Search e No partial matches are allowed.

¢ [f the name doesn't exist in the system, the
system will not give the user option to invite
the specified user

¢ If the email doesn't exist in the system, the
system will give the user option to invite the
specified user

Partial Name / JoeC ¢ Both name and email search is allowed
Email Search e Partial matches are allowed

¢ [f the name doesn't exist in the system, the
system will not give the user option to invite
the specified user

o |If the searched email doesn't exist in the
system, the system will give the user option
to invite the specified user

User Search Account Type

For security reasons, you can restrict user searches so that your users can only search for user
accounts that are assigned a specific level of access.

To access the User search account type setting:

1. Open the User settings page.
To open the User settings page:

a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

&)

the Settings navigation page, click Misc
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b. In the inner navigation bar on the left of the Settings page, expand the Misc menu, and
click User, as shown below.

@ FiLecLoud
e
% Groups @3 Settings
£ Admins
3= Settings / Misc / User
MANAGE &
£ Team Folders
& Network Share Q
< User Share
, P & Server
/> Folder Permissions User  Reset to defaults
\ _— & storage v
2 Notifications
& Authentication )
DEVICES &
Folder to import files from on user creation
] Device Management i Admin Folder containing sample data that is imported into each new user's account.
& Database
GOVERNANCE User account search mode
- Exact Email Search With Explicit Account Invite
& Dashboard = Emal User search method available in shares
= Retention & Endpoint Backup User search account type
All Users v
O SmartDLP ® License Type of users searched for in user searches
© Smart Classification W Poicies Group visibility
Show all groups v
+  Compliance Center 2 S50 Groups visible to users during share creation and tagging in comments
Misc. & Send email to user to approve device
@® Audit Send email notifying user device is ready to be approved.
o Aert Default view settings
i Automatic v
& User Locks Default behavior of file portal folder view
J\ Workflows Allow users to modify their phone numbers
= Reports
Q. Federated Search
] Metadata
SETTINGS &
@ Settings
Directory
CUSTOMIZATION & DUO Security
& Customization Privacy
2FA
TEM &

The User settings page opens.

2. Click the User search account type drop-down list:

User D Reset to defaults ]

Folder to import files from on user creation

= o ) Check Path
Folder containing sample data that is imported into each new user's
account.

User account search mode

Exact Email Search With Explicit Account Invite v
User search method available in shares

User search account type

) All Users v
Type of users searched for in user searches
Group visibilit
P y Full Users
Groups visible to users during share creation and tagging in Show all grot
comments | Guest Users

External Users

Qaend amail tn 11ear tn annrnve davira

3. Choose the account type to search on, and click Save.
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ALL

FULL

GUEST

EXTERNAL
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Level of access

No restriction of account searches

An account with full access has its own private cloud storage space in the "My Files"
area.

These users can:
o store files in their own private cloud storage space
* view/download files stored in their storage space
¢ view/download files shared with them by other user accounts

An account with guest access level has restricted access to the FileCloud system.
These user accounts do not have private cloud storage. These users can:

¢ view/upload/download files shared to them by other user accounts

¢ re-share content if they have permission

An account that can only be used to access the User Portal through a Web browser.
External Accounts can:
¢ view/upload/download content shared with them

External Access accounts can only be local user accounts.
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Document Settings

In this section:

Setting Up Document Preview

When users preview supported file types directly in the User Portal through the web browser, they can
see part of the file without having to install the application that created it.

This type of preview commonly uses the Quick JS Preview feature which enables previewing of DOCX,
PPTX, XLSX, and PDF files when DocConverter is enabled. See LibreOffice Windows Instructions.

1. When a user selects a file in the User Portal, a Preview button becomes available.

A -~ > MyFiles © Add Files and

| Name Modified Size

] certificate of deposit.xIsx - @ & & B O - m &8

2. When the user clicks the Preview button, a separate window opens showing an image of the file.
Beginning in FileCloud 22.1, many of the previews can be edited with the same Web edit/Office
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Online and Edit in Desktop applications that are available for editing the file from the file listing.

a certificate of deposit.xIsx Zopenwith v < > X X
Microsoft 365 for the web
u certificate of deposit - View-only Search for tools, help, and more (Alt + Q) %% Jennifer
Certificate of deposit @ Desktop v
A B C D E F G H 1 B Google Sheets n
1‘ Certifi¢ate of deposit
EA 1 OAN ANALYSIS RATE
3| INTEREST RATE MONTHLY PAYMENT,
200% |225% | 2.50%
4| YEARS OF LOAN TOTAL PAYMENT
5 LOAN AMOUNT TOTAL INTEREST, 425% | 4.50%
6 PAYMENTS DUE 6.25% 6.50%
7 = 5
P RATE 3 5 10 12 15 20 25 30 Y |[HE
9 200%|  $286.43  $17528 $92.01 $78.17 $64.35 $50.59 $42.39 $36.96 10.00% | 10.25% | 10.50%
10 2.25:/0 $287.52 $176.37 $93.14 $79.31 $65.51 $51.78 $4361 $38.22 1200% | 1225% 1 12 50%
1 250%  $28861 $177.47 $94.27 $80.45 $66.68 $52.99 $44.86 $39.51 - - -
12 275%  $289.71 $178.58 $95.41 $81.61 $67.96 $54.22 $46.13 $40.82 14.25% | 14.50%
13 3.00%  $290.81 $179.69 $96.56 $82.78 $69.06 $55.46 $47.42 $42.16 16.00%
14 325%  $29192  $180.80 $97.72 $53.96 $70.27 $56.72 $48.73 $43.52
15 350%  $29302  $18192 $98.89 $85.15 $71.49 $58.00 $50.06 $44.90
16 3.75%  $29413|  $18304  $100.06 $86.34 $72.72 $59.29 $51.41 $46.31
17 400%  $29524 |  $18417  $10125 $87.55 $73.97 $60.60 $52.78 $47.74
18 425%  $29635  $18530  $10244 $88.77 $75.23 $61.92 $54.17 $49.19
19 450%  $297.47 $18643  $10364 $90.00 $76.50 $63.26 $55.58 $50.67
20 475%  $29859 $18757  $104.85 $91.24 $77.78 $64.62 $57.01 $52.16
n 500%  $299.71 $188.71 $106.07 $92.49 $79.08 $66.00 $58.46 $53.68
2 525%  $300.83 |  $189.86  $107.29 $93.75 $80.39 $67.38 $59.92 $55.22
PE) 550%  $301.96  $191.01 $108.53 $95.02 $81.71 $68.79 $61.41 $56.78
2 575%  $30309  $19217  $109.77 $96.30 $83.04 $70.21 $62.91 $58.36
2 6.00%  $30422  $193.33 $111.02 $97.59 $84.39 $71.64 $64.43 $59.96
2 6.25%  $30535  $194.49 $112.28 $98.88 $85.74 $73.09 $65.97 $61.57
27 650%  $30649  $19566 $11355  $100.19 $87.11 $74.56 $67.52 $63.21
28 6.75%  $307.63  $196.83 $114.82 $101.51 $88.49 $76.04 $69.09 $64.86
2 7.00%  $30877  $198.01 $116.11 $102.84 $89.88 $77.53 $70.68 $66.53
30 726%  $309.92 $199.19 $117.40  $104.18 $91.29 $79.04 $72.28 $68.22
31 750%  $31106  $20038 $11870 $10552 $92.70 $80.56 $73.90 $69.92
2 7.75%  $312.21 $201.57  $120.01 $106.88 $94.13 $82.09 $75.53 $71.64 -
= LOAN ANALYSIS
L Workbook Statistics End Mode v Give Feedback to Microsoft — 100% + 4

To include watermarks on previewed documents, see Watermark Settings.

Import Files : Pre-seeding

Administrators can import files to managed storage configuration to prepare FileCloud for users.
* NOTES:

¢ During the seeding operation, the system is operating under a special mode and user access
must not be allowed (though it is not prevented automatically).

¢ Therefore, ideally, seeding should be done during initial system setup.
Import Files into Local Managed Storage

Prerequisite:

In order for the data to be imported, the following conditions must be met.
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1. The data must be in locally accessible disk. Ideally, the data must reside in the same drive as the
managed storage (for example, if managed storage is in C:\fileclouddata, then the import data
must also be in C: drive)

2. The data must be in following structure. <ImportPath><users><data>. For example, if you have
four users, bshepard, jsmith, mjackson, sjane, then the structure should be:

fcimport subfolder1 01711:12AM  File folder
bshepard 5] filet.xt 711:12AM  Text Document 0KB
jsmith 5 file2.t 11:12AM  Text Document 0KB
mjackson ] file3t 5/18/201711:12AM  Text Document 0KB

sjane

3. The users must already be created in the system (bshepard, jsmith, mjackson, sjane must
already be valid full users in the system).

4. The users must have enough quota assigned to allow the data import.

To import files into local managed storage:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Misc UNKNOWN ATTACHMENT .
By default, General settings are opened.

2. Scroll down to Import Files, and click the Import Files button.

Scheduled tasks

Manually execute scheduled tasks which are normally run using cron.

Import files
) Import Files
Import files into managed storage.

Allowed file extensions

Only files with these extensions are uploaded. Use

3. On the Import files into managed storage dialog box, in File Import Path, type the location to the
files you want to import in the format C:\importpath or \import\data.
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Import files into managed storage [ x)

File import path

C:\importpath

A WARNING: DO NOT PERFORM ANY USER LOGINS AND FILE ACCESS DURING SEEDING OPERATION

Path must have the following structure IMPORTPATH/USERNAME/USERDATA. All top level folders in the upload
folder should match an existing username in the system.

e Lastimport start time:
e Lastimport end time:
e Lastimport count:

4. Click Import.
Import Files into S3 Managed Storage
Prerequisite:
In order for the data to be imported, the following conditions must be met
1. The data must be in a bucket that is accessible with the same credentials as the Managed
Storage bucket

2. Both Managed Storage as well as the seeding bucket should not have encryption enabled.

3. The data must be in following structure. <Toplevel Folder><List of valid user account
folders><data for each of the folder>

4. The users must already be created in the system with full user status.
5. The users must have enough quota assigned to allow the data import.

To import files into S3 managed storage:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Misc UNKNOWN ATTACHMENT .
By default, General settings are opened.

2. Scroll down to Import Files, and click the Import Files button.
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Scheduled tasks

Manually execute scheduled tasks which are normally run using cron.

Import files
o Import Files
Import files into managed storage.

Allowed file extensions

Only files with these extensions are uploaded. Use '

3. Onthe Import files into managed storage dialog box, fille in the fields as follows:
File import path - The originating folder of the content to be imported.
Bucket - the name of the bucket that contains the files you want to import.
S3 folder name - the name of the top level folder in the bucket that contains the files you want
to import.

Import files into managed storage [ x)

File import path

toplevelfolder/username/userdata

Bucket

fc-bucket

S3 folder name

toplevelfolder

4. Click Submit.

Optimize PDF Preview

Administrators can configure FileCloud to show a preview of PDF files directly in the User Portal
without forcing a user to download the file first.

This is configured when you Set Up Document Preview.

How users experience PDF previews

If you choose to allow previews of PDF files, you should be aware of what the user's experience will be
on the user portal.

In some cases, viewing PDF files can take more time than expected.
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The time it takes to generate a preview of a PDF depends on the how the file is created.
In general, a PDF can be categorized in to two main types:

* Native (quicker)

¢ Scanned (slower)

Why is a Native PDF quicker to preview?

Native

Information is saved as text when you save a file as PDF if you have created the file from the following
sources:

* A word processing program such as Microsoft Word, Excel or PowerPoint

* A browser page printed to PDF

* Afile saved directly from PDF generation software such as Nitro PDF, Adobe PDF, etc.

When information is saved as text, searching, copying, and other text-based operations on the PDF are
quicker.

It also takes less time to generate a preview of a native PDF file than a scanned PDF file.

Scanned

When PDFs are created from scanning, there is no information about the content because the PDF file
just serves as a container of images.

While this format is useful when the objective is to showcase graphics material, the rendering of
this file can take a long time.

When a scanned PDF needs to be previewed in FileCloud:
1. The client's User Portal needs to check the entire PDF embedded text to allow search, copy or

any other text based operations.

2. This text processing operation is done at the moment when the client's User Portal requests a
preview.

3. The processing on the client-side portal can make the preview loading slow for general use.

If you have a scanned PDF file that has been created from one of the following sources, your best
option is to convert the file to native PDF before uploading it to FileCloud:

e Legal documents
¢ Insurance patient documents
¢ Blueprints and manuals
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Optimizing files in this way allows a file to be opened with less processing time and generates a
preview quicker.

How Do | Convert a Scanned PDF to Native?

There are several tools in the market you can use to convert scanned PDF files to native PDF files
(OCR reading).

For example, if you have a scanned image similar to the following, you should convert it Native
PDF:

62 The People Of His Pasture

1853). Rev. Foster wrote only a very general obituary for the
New Orleans Christian Advocate. Her family was one of the
first in Demopolis to be stricken with yellow fever, and she
nursed her husband and several children who came down
with the disease until she, weak from her ordeal, contracted
the fever herself. “Her friends, however, apprehended no
danger. Her illness seemed but slight. But one night she
suddenly became worse, and in two hours breathed her last.
She was not found without preparation. She died trusting in
the promises of God in Christ Jesus.”® She died on October
30, 1853.

One of the saddest deaths in the congregation was that of
Mrs. Elizabeth Curtis Traweek, wife of the hotel-keeper
Ignatius A. Traweek. Her husband and a son also died of the
fever, leaving six orphaned children. Mrs. Traweek was
Elizabeth M. Curtis, daughter of Thomas Roe Curtis of
Spring Hill and a granddaughter of the revered Revolution-
ary War soldier Samuel Curtis of Demopolis and Spring Hill.
The Traweeks had been married in August 1834 by the Rev.
John Collier. Her Demopolis pastor, Thomas H. Foster,
wrote her obituary also and told of some unexplained diffi-
culties in her life: “Her peculiar situation prevented her
giving that attention to the ordinary duties of a member of
the Church, which she so much desired, and which would
have given greater enjoyment to her heart, and more com-
pleteness to her Christian character. She deeply regretted
this, and never so much as in her last illness.” She died on
the 16th of October, followed by her husband and one of their
seven children.

Mr. William McAllister was one of those who did not get
out of town soon enough; he died on the 14th of October at
his plantation near Spring Hill. And when the terms of his
last will and testament were revealed, the public learned of
several extraordinary provisions: McAllister had ordered
the freeing of his slaves (in 1850 he owned 40 slaves) and had
directed his executor to provide for the transporting to the
African nation of Liberia of any of the freed slaves who
desired to go. Furthermore, the will provided for the care of

Pestilence and War, 1853-1865 63

his wife, Mrs. Agnes McAllister, for the rest of her natural
life—but as there were no children, the bulk of the entire
estate was to become the property of the Alabama Confer-
ence of the Methodist Episcopal Church, South. McAllister’s
will was entirely a “Methodist” document, naming Lewis B.
McCarty as executor and bearing the signatures of Lucius
Wilcox, (the Rev.) John D. Fisher, and John W. Henley as
witnesses.!® The legacy was lucrative for the church; and
when the North Alabama Conference split off from the
Alabama Conference in the 1870s, there was a considerable
squabble over how to divide the sizeable McAllister Fund.!!
The fine McAllister house on Strawberry Street near the
church was purchased from the Alabama Conference in 1873
by Archibald Y. Sharpe, another member of the congrega-
tion.

The Rev. Mr. Foster’s obituary for William McAllister was
lengthy and filled with praise. Identified as a citizen of
Demopolis and a member of its Methodist Church, McAllis-
ter was mourned as one whose “death is a sore calamity, not
only to his surviving partner, who is left in all the loneliness
of childless widowhood, but to the whole community.” As if
somehow aware of the inheritance soon to be lavished upon
the church, Foster declared: “He loved God’s ministers,
God’s people, and God’s church, with no common love.”*?

The deaths in Demopolis continued on into December,
but finally a heavy frost put an end to the contagion. Slowly
the streets of the town came back to life, as the refugees
returned to find what a terrible toll the pestilence had taken
in their town. The Methodist Church, empty for nearly three
months, summoned its members to prayer. Mrs. Louisa
Jane Cornish reported that the “dear sound of the church bell
called the people to church and the faithful pastor [Rev.
Foster] ascended the pulpit. Songs and prayers again echoed
through the house, and the voice of instruction fell upon the
waiting congregation.”'® At the end of the year of 1853 the
Rev. Thomas H. Foster transferred to the Louisiana Confer-
ence and accepted an appointment in Baton Rouge, partly
because that place too was periodically afflicted with yellow

In our example:

¢ this file is scanned and saved as a PDF named Scanned_PDF.pdf
¢ |f we use this file as it is, the FileCloud Preview will take a longer than expected time to render
this on the User Portal

For test purposes, CodelLathe has tested and recommends the following tool to optimize PDF
files for generating a preview:

e ABBYY produces FineReader, an all-in-one OCR and PDF software application for increasing
business productivity when working with documents.

« Using ABBYY Fine Reader software, you can open and convert this PDF file to a Native PDF file.
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E The use of ABBYY FineReader was used for explanation purposes only. Any other tool that can read
a PDF file can be used to optimize the PDF files for web viewing.

Managing File Extensions

As of Version 23.232.1, FileCloud lists php, php5, phar, phtml, php7, and htaccess as disallowed file
extensions. If you are using a version of FileCloud earlier than 23.232, you are advised to add any of
these extensions that are not include by default onto the Disallowed File list.

For security reasons you may want to restrict uploading of files with specific extensions.

¢ You can either create a list of file extensions to restrict, or create a list of file extensions to
allow.

« |f you create an Allowed list of file extensions, then any settings in the Disallowed list will be
ignored.
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¢ These restrictions help to prevent users from uploading malicious attachments and viewing
them.

¢ By default FileCloud restricts users from uploading any files with php extensions. This is to
prevent any code injection.

In FileCloud's Misc/General settings you may specify allowed and disallowed file extensions.

Allowed file extensions

Only files with these extensions are uploaded. Use ] as the delimiter.

Disallowed file extensions
php|php5|phar|phtmi|php7|htacce

Files with these extensions are not uploaded. Use | as the delimiter.

Which list should | use? Allowed or Disallowed?
« If you know which file types you don't want to allow and this list is short, you can use the
Disallowed setting.
¢ |f you want to allow only a few file types to be uploaded, you can use the Allowed setting.

¢ |f you create an Allowed list of file extensions, then any settings in the Disallowed list will be
ignored.

What Do You Want to Do?

Allow File Extensions
e
If you leave an empty space in your list, then you will allow files that don't have an extension to be
uploaded.

¢ An empty space is defined as a delimiter character followed by no value.

Examples Description Impact on Uploading Files

Allow files to be uploaded with an Only the following files can be uploaded by users:

| extension of: o Portable Network Graphics

png . . .

ipg | png « Joint Photographic Experts Group
* JPg « Any file without an extension (for example, a file
e empty named config)
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Examples Description Impact on Uploading Files

Allow files to be uploaded with an Only the following files can be uploaded by users:
extension of:

¢ Portable Network Graphics
png | « png _ .
jpg ¢ Joint Photographic Experts Group

* jpg

To allow extensions in the Admin Portal:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

-

P
e
the Settings navigation page, click Misc o .
By default, General settings are opened.
2. Scroll down until you see the Allowed File Extensions box.

3. Inthe Allowed File Extensions box, specify the allowed extensions, using the "|" character to
separate each extension.

Notes:

¢ If you add extensions to the Allowed File Extensions list, then any extensions in the Disallowed File
Extension list will be ignored.

i If you leave an empty space in your list, then you will allow files that don't have an extension to be
uploaded.

Allowed file extensions

Only files with these extensions are uploaded. Use \ as the delimiter.

This list of extensions must use the following character as the delimiter:
o
o
o For example, to restrict the mp4 and mp3 extensions:
mp4 | mp3
Disallow File Extensions
To disallow extensions in the admin portal:

Log into admin portal.

From the left navigation panel, select Settings.

On the Settings screen, select the Misc. tab, and then the General tab.
Scroll down until you see the Disallowed File Extensions box.

In the Disallowed File Extensions box, add the additional restricted extensions.
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If you add extensions to the Allowed File Extensions list, then any extensions in the Disallowed File
Extension list will be ignored.

Disallowed file extensions
php|phpS5|phar|phtml|php7|htacce
Files with these extensions are not uploaded. Use | as the delimiter. pPhpIphpoipharip php °

This list of extensions must use the following character as the delimiter:
.
¢ For example, to add restrictions for mp3 and mp4 to the list of disallowed extensions:
phplphp5|phar|phtml|php7|htaccess|mp3|mp4

Restricting File Extensions

As an administrator, for security reasons you may want to create a set of rules for the working
environment where many users have access to a central resource, such as files and folders in
FileCloud.

¢ This helps prevent users from uploading malicious attachments and viewing them.

¢ By default FileCloud will restrict files with php extensions. This is to prevent any code injection.

To manage extensions in the Admin Portal:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

e
a2
the Settings navigation page, click Misc .
By default, General settings are opened.
2. Scroll down until you see the Disallowed File Extensions box.
3. In the Disallowed File Extensions box, specify the restricted extensions.
Disallowed file extensions
php|phpS|phar|phtmi|{php7|htacce
Files with these extensions are not uploaded. Use | as the delimiter. phpiphpSiphar|phtmiiphp7ihtacce
This list of extensions must use the following character as the delimiter:
.
¢ For example, to add restrictions for mp3 and mp4 to the list of disallowed extensions:

php|php5|phar|phtml|mp3|mp4
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Restricting File Names

For security reasons you may want to create a set of rules for the working environment where many
users have access to a central resource, such as files and folders in FileCloud Server. In this case, you
may want to make sure that certain files are not available.

To restrict names of files that can be uploaded:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

i
the Settings navigation page, click Misc © .
By default, General settings are opened.

2. Add the file names to the Disallowed file names field.
Separate multiple names with |.

Disallowed file extensions

php|php5|phar|phtmi|php7|htacce

Files with these extensions are not uploaded. Use | as the delimiter.

Disallowed file names

. . o attack|threat.exe
Files with these names are not uploaded. Use | as the delimiter.

Check for double file extension

Searching deeper for double file extensions will improve the search for
disallowed file extension although it could block uploads where the name
matches the defined extensions.

Files matching or including any term entered are not uploaded. If you do not specify an
extension, files matching or including the term and any extension are not uploaded.

To understand how to create a list of file names, use the examples below.

Q L If you leave an empty space in your list:
¢ Inthe User Portal, all files are blocked from being uploaded.
¢ The Sync client does not check for restricted names.

¢ If you add an extension to the file name, then only the combination of name + extension is
restricted.
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To manage file extensions ONLY, you can either create a list of file extensions to restrict, or
create a list of file extensions to allow. See Manage File Extensions for instructions.

Example Description Impact on Uploading Files
Restrict any file from being uploaded if it The following files cannot be uploaded
contains any of the 3 strings in the file name: = by users:
attack | * attack o *attack*.*
threat.exe
| o threat.exe e *threat.exe
* empty e Any file

The following files can be uploaded by
users:

¢ No files can be uploaded until the
empty delimiter is removed.

Restrict any file from being uploaded if it The following files cannot be uploaded
contains any of the 2 strings in the file name: | by users:
attack | « attack o *attack*.*
threat.exe
o threat.exe e *threat.exe

The following files can be uploaded by
users:

¢ Any file not containing attack
¢ Any file not containing threat.exe
e threat.* (where *is NOT .exe)

Manage File Versioning

You can allow a user to uploaded changes to a file and create another version of a file. This is called
file versioning.

¢ This allows users to have an older version of the file on the site
» Users can download a previous version

¢ Users can remove previous versions to save space

How do | know if there are previous versions of a user file?

1. Open the user's details and click Manage Files.
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User Details ()
Name Total Quota
Email Used Quota
com Available Quota
Last Login 18 Oct 2024 14:38

Used Storage
TOS Date Not Accepted

ms o A & & A & O

Manage  Manage Mobile Reset Send Manage Manage Delete
Policy Shares Devices  Password Email Notifications  Backups  Account

Manage Files -

(0] Update W Remove

2. In the Manage files screen, navigate to a file and click its Versions icon

C Annuity template.docx 51 KB Oct 22, 2024 12:47 PM E]

3. The Previous Versions window opens and lists all versions of the file.

Previous Versions (%]
Current
. 51 KB Oct 22, 2024 r
Version 12:47 PM
. Sep 05, 2024 Oct 22, 2024
; 3 *
UEEEL Sk 01:01 PM 12:47 PM - Y

« If file versioning is causing issues, you can turn it off.
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» File versioning can cause loss of data when a user accidentally overwrites a file with the same

name.

o Users may be storing too many unnecessary versions of a file and are taking up too much

space.

When you configure file versioning, use the following values:

Option Setting

Number of old versions to -1
keep for each file

Number of old versions to any number
keep for each file greater than
0

To manage file versioning:

Result

The user tries to upload another version but the upload will
FAIL

When the user uploads a new version of a file, it is saved, and
the latest <Number of old versions to keep for each file>
versions are kept.

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Storage .
The Managed Storage settings page opens by default.

2. In Number of old versions to keep for each file type in -1 to turn versioning off or any number

greater than 0 to use versioning.

Managed Storage

Storage path

D Reset to defaults l

Location for storing cloud files (location must be writable by web server) Check Path

Example location on Windows: c:\clouddata
Example location on Linux: /opt/cloud/data

Note : To change the storage location after it has been configured, move the contents from the old storage location to the

new.

Number of old versions to keep for each file

w

Set to -1 to turn off versioning and instead create a new copy on each upload.

Disable 'My Files'

Disable 'My Files' (managed storage)

3. To save your changes, click Save.
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Configuring Zip Files and Zero Trust File Sharing

o Beginning with FileCloud 23.241, zip files are enabled by default. Prior to FileCloud 23.241, zip files
were disabled by default.
Functionality for creating and working with content in zip files in My Files is available beginning with
FileCloud 22.1.
Functionality for creating and working with content in zip files in Network Shares is available
beginning with FileCloud 23.232.

If you use encrypted storage and have zip files enabled, FileCloud creates temporary unencrypted
copies of the files when performing actions on them. These files are only present briefly; however, if
you want to avoid having the unencrypted data on your system, contact FileCloud Support to disable
zip files.

Users can create and upload zip files into their My Files and Network Shares folders, and then preview,
download, add, and delete contents of these zip files.

When users create zip files within FileCloud, they may add a password to them to create them as
encrypted Zero Trust folders The password (decryption key) must be entered by the user who created
the zip file or anyone they share the file with to access it. Note that the decryption key is not stored in
FileCloud or known by the FileCloud system, and therefore makes the file invulnerable to attacks
where the system is compromised.

For information about how users add and work with zip files, see Working with Zip Files.
By default, after the password is entered the first time during a log-in session, it does not have to be

entered again during that session, but a setting in policies enables you to require users to enter the
password each time they access it during a session.

To disable or re-enable the zip file feature

By default, the zip file feature described above is enabled. Please Contact FileCloud Support to disable
it, or re-enable it after it is disabled.

Zip File Settings

The following are default settings for zip files.

Setting Default value

Encryption method WinZip AES-256
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Setting Default value
Compression level Normal
Compression method Deflated
Fallback character set None

Max zip file size 100 MB

WinZip AES-256 encryption is not supported in Windows. If you are using Windows, Contact
FileCloud Support to change your setting for the encryption method.

To require the password each time an encrypted zip file is accessed:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies T2 .
The Policies page opens.

2. Click the Edit icon for the policy of the users who you want to apply the restriction to.

Policies

Create a new policy

A Policy Name User Count Group Count Default Actions

Global Default Policy 1 0 0 Z 08 @ X

TEAM FOLDER POLICY 1 0 Z 0L = X
Page 1 of 1 > »

3. The Policy Settings dialog box opens.
4. Click the User Policy tab.
5. Scroll down to Save zip file session password and enable it.
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Max. file upload size

Maximum storage for file upload. 0 = unlimited. Warning: Renaming and editing files may fail if the Units~¥ 0 Bytes
maximum is exceeded

Save zip file session password

Allow passwords to be saved inside encrypted zip files during the log-in session. Warning: Disabling the o

setting requires a user to enter the password every time they access a zip file.

o] I

6. Click Save.
Now, the users must enter the password each time they access the contents of the zip file.

Permissions in shared zip files

When a zip file is shared publicly, share users can view the contents of the zip file and download them.
When a zip file is shared privately, the operations that share users can perform on its contents
depends on their share permissions.

The following table shows what each share permission allows share users to do with the contents of a
zip file

Permission  Description

View Preview files and open folders in the zip file.

Download Download files in the zip file and save them. Downloading folders in the zip file is not
permitted.

Upload Upload files into the zip file and delete files in the zip file.

Share Share the zip file. Sharing of files and folders inside the zip file is not permitted.
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Email Settings

Beginning with version 23.253, you may automatically embed QR codes in share emails. To
configure automatic embedding of QR codes, see 23.261b Email Templates .

0 Beginning with version 23.241.1, Azure XOAUTH XMTP with GCC High is supported.

0 Microsoft is replacing basic authentication with oAuth for emails sent using Office 365 in 2023. To
address this change, beginning with version 22.1.1, FileCloud supports oAuth as
an SMTP authentication method. To use SMTP oAuth with FileCloud, you must use Azure as an
authorization provider.

FileCloud can send various messages to users via email, including:

¢ share notifications
« file change notifications
e error notifications

For email to work smoothly with your system, configure the Email Settings below.
To configure email settings:
1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Email .

The Email settings page opens.
The general settings on the page begin with System email from address and go through Email

type, as shown in the screenshot below.
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2. Fill'in the settings as shown in the following screenshot, using the table below as a guide.

Email D Reset to defaults l

Test email

System email from address

) ) ) ) hello@filecloudmail.com
The from email address to use on outgoing mails from FileCloud.

System email from name

) ) ) ) FileCloud
The from email name to use on all outgoing emails from FileCloud.

Use system from name and address

To conceal the sender, list Email From Address and Email From
Name for all user share emails, even if an actual from address and
name exist.

Email Reply to address

hello@filecloudmail.com
The email address to display in the 'Reply to' field

Email Reply to name

) ) ) FileCloud
The name to display in the 'Reply to' field

Use Reply to name and email
To conceal the sender, list Reply To Address and Reply To Name for

all user share emails, even if an actual reply to address and name
exist.

Email type
SMTP v

General email setting information:
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System
email
from
address

System
email
from
name

Use
system
from
name and
address

Email
Reply to
address

Email
Reply to
name

Use Reply
to name
and
address

Email type
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Description

By default, System email from address is listed on emails if there is no email from
address (for example, when emails are sent by the system or by workflows).

! By default, admins cannot change the System email from address; it is set to
fchosted@filecloudmail.com. If you want to change the System email from address or
you want admin permission to change the System email from address, please Contact
FileCloud Support.

o If you are using SMTP as your email type, and set SMTP AUTH type (listed
below, under SMTP Configuration) to XOAUTH2, then set System email
from address to the same value as SMTP AUTH username. This is required
for successful use of Azure as the authentication provider.

By default, System email from name is listed as the from display name from which email
messages are sent to users. It is used if there is no email from name (for example, when
emails are sent by the system or by workflows).

To conceal the sender, list the System email from address and System email from
name for all user share emails, even if an actual from address and name exist.

By default, Email Reply to address is listed on emails if a reply to address does not exist
(for example, when emails are sent by the system or by workflows).

By default, Email Reply to name is listed on emails when a recipient replies to an email
without a reply to name (for example, when emails are sent from the system or by
workflows).

To conceal the sender, list Email Reply to address and Email Reply to name for all user
share emails, even if an actual reply to address and name exist.

Specify the email facility to be used. The type can be SMTP, Mail or SendMail.

Note that Mail and SendMail use the underlying OS's function (and are available only for
Debian/Ubuntu installation).

The recommended setting is SMTP.
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3. If you choose SMTP for Email Type, complete the following steps for filling in the SMTP fields. If
you choose Mail or SendMail for Email Type, skip these steps, and go to Do Not Email Settings.

SMTP Configuration

Note: You must have an SMTP account to set up email using SMTP.
To configure SMTP in Email settings:
1. In Email Type, choose SMTP.
The SMTP fields below it become enabled.
Email type . | SMTP o

SMTP host
smtpcorp.com
SMTP host name

SMTP port 2525

SMTP connection security None v
SMTP AUTH enabled O
SMTP AUTH type .

SMTP AUTH username fcdemo241

XOAUTH?2

SMTP AUTH password

2. Fillin the SMTP fields according to the descriptions in the following tables.
The value you choose for SMTP Auth Type determines which additional SMTP fields are

displayed below.

Office 365 Settings
When using Office 365, SMTP settings must be set to the following values:
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Setting Recommended value
SMTP host smtp.office365.com
SMTP port 587

SMTP connection security TLS

SMTP AUTH username, SMTP AUTH Enter the sign in credentials of the hosted mailbox being

password

used.

For more information about SMTP configuration for Office 365 accounts see the Microsoft

Office Support Article.
SMTP Setting = Description
SMTP Host SMTP Server to use for sending email
SMTP Port The SMTP port to use to connect to SMTP Host (provided by your SMTP provider)
SMTP Security  If your SMTP provider uses SSL or TLS security then select the appropriate value.
SMTP AUTH If SMTP requires authentication, then check this to enable and enter the
enabled authentication settings.
SMTP AUTH SMTP Auth Type may be Basic or XOAUTH2. The option you choose determines
type which additional SMTP fields follow.

* Basic authentication requires the user to enter a username and password.
It is supported by many email providers, but is being deprecated in
Microsoft 365 in Exchange Online in early 2023.

¢ XOAUTH2 refers to OAuth 2.0 authentication, which uses temporary single-
use tokens to provide a more secure method of verification. XOAUTH2 will
now be used with Microsoft 365 for Exchange Online and is also the
method used by a number of other providers.

If you choose Basic for SMTP Auth Type, enter values for the following fields:

Field

Value to enter

Email Settings — 425


http://smtp.office365.com
https://support.office.com/en-us/article/How-to-set-up-a-multifunction-device-or-application-to-send-email-using-Office-365-69f58e99-c550-4274-ad18-c805d654b4c4?ui=en-US&rs=en-US&ad=US&fromAR=1

FileCloud Online Version 23.261 FileCloud Site Setup

SMTP AUTH username The authentication username.

SMTP AUTH password The password for SMTP AUTH username.

If you choose XOAUTH2 for SMTP Auth type:
a. Review the following information.

XOAUTH2 token generation must be performed by the FileCloud master admin and not
by a promoted admin user.

To avoid configuration issues with Microsoft 365 XOAUTH2 setup due to Azure
permissions settings, we recommend the following:

If you are able to use an Azure global admin as the SMTP AUTH username in
FileCloud:

i. Use an Azure global admin account to create the FileCloud XOAUTH2
application.

ii. Use the same Azure global admin account in the FileCloud email settings
System Email from address, Email Reply to address, and SMTP AUTH
username.

iii. Use the Azure global admin account to grant permissions when generating
the XOAUTH2 token.
If you are not able to use an Azure global admin as the SMTP AUTH username in
FileCloud:

i. Use an Azure global admin account to create the FileCloud XOAUTH2
application.

ii. Do not use the same Azure global admin account for the FileCloud email
settings System Email from address, Email Reply to address, and SMTP
AUTH username, but do set all three of these fields to a single email address.

iii. Assign the email entered into SMTP AUTH username to the FileCloud
XOAUTH2 application:

1. Log into portal.azure.com and go to Microsoft Entra ID > App
registrations.

2. Click the FileCloud XOAUTH2 application, and in the navigation panel,
click Roles and administrators.

3. Click Cloud Application Administrator, and then click Add assignments
and assign the FileCloud SMTP AUTH username to the FileCloud
XOAUTH2 application.
iv. Use the SMTP AUTH username to grant permissions when generating the
XOAUTH2 token.
If neither of the above options work, confirm that SMTP AUTH is enabled for the SMTP
AUTH username and your Organization:
To check if SMTP AUTH is enabled for the SMTP AUTH username:
i. Open Microsoft 365 admin center and go to Users > Active Users and check
the SMTP Auth User.
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ii. Inthe right panel, click Mail, and then click Manage Email apps.
iii. If Authenticated SMTP is not checked, check it.
To check if SMTP AUTH is enabled for your Organization:
i. Go to the Microsoft Exchange admin center and click Settings, then click Mail
flow.

ii. If Turn Off SMTP Auth Protocol for your Organization is not checked, check it
and click Save.
If none of these options work, contact Microsoft Support for help.

b. Go to the page Microsoft Azure and XOAUTH2 setup guide and follow the instructions
under Configure an OAuth2 app in Microsoft Azure to register your oAuth application in
portal.azure.com.

c. Inthe Email settings page, scroll down to SMTP Auth type and the oAuth fields.

SMTP AUTH type XOAUTH2
SMTP AUTH username fcdemo241
SMTP oAuth Provider Azure v

oAuth Client Secret Value vessssssss ®
oAuth Client ID

oAuth Tenant ID

oAuth Redirect URI

oAuth Azure Graph URL (Optional)

oAuth Azure Auth URL (Optional)

oAuth Azure Outlook URL (Optional)

Complete oAuth Setup Generate oAuth Token

d. Fill in the SMTP oAuth fields on the Email Settings page listed in the table below:
For the fields oAuth Client Secret Value, oAuth Client ID, oAuth Tenant ID, and oAuth
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Redirect URI, retrieve the values from portal.azure.com after registering the oAuth
application.

SMTP Enter the authentication username
Auth
User

o You must set Email From Address (described above under General
email setting configuration) to the same value as SMTP Auth User.
This is required for successful use of Azure as the authentication

provider.
SMTP Choose the oAuth provider (authorization server). Currently, the only available option
oAuth is Azure.
Provider
oAuth The secret key your FileCloud system uses to get a temporary token from the
Client authorization server.
Secret
Value
oAuth Application (client) ID from the SMTP provider application. This ID is used to get the

ClientID = temporary token from the authorization server.

oAuth Directory (tenant) ID used to get the temporary token from the authorization server.
Tenant (This field is applicable only when Azure is the provider; when other providers are
ID added, it will not be required for them.)

oAuth The location (appended with the parameter holding the token) where the

Redirect authorization server should send the user after the token has been generated. The
URI location specified should be your FileCloud domain.

Use the format https://your-filecloud-domain.com/admin/getoauthtoken
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oAuth If you are using Azure XOAUTH SMTP with GCC High, fill in these fields as follows:
Azure

Graph oAuth Azure Graph URL (Optional) https://graph.microsoft.us

URL
0Auth
Azure
Auth URL
0Auth oAuth Azure Outlook URL (Optional)
Azure

Outlook

URL

oAuth Azure Auth URL (Optional) https://login.microsoftonline.us

https://outlook.office365.us

If you are using Azure XOAUTH SMTP without GCC High, these settings default to the
correct values for the non-GCC High setup, and it is not necessary to enter them.
However, you may enter the correct values, which are:

https://graph.microsoft.com

https://login.microsoftonline.com

https://outlook.office.com

Complet = Click Generate oAuth Token so you can begin using email with oAuth.
e oAuth
Setup

e. If your SMTP AUTH type is XOAUTH2, do the following:
After you have filled in the SMTP fields, click Generate OAuth Token.
If you are not logged in to your Microsoft authenticator app, you are prompted to log in so
you can access Azure to generate the token.
Once the OAuth token is generated, the following XML appears on your screen:

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

v <commands>
v <command>
e>getoauthtoken</type>
result>1</result>
<message>0Auth refresh token has been retrieved successfully.</message>
</command>
</commands >

3. Click Send email at the top of the screen to test the settings.

Emall ) Reset to defaults l

Test email
|

System email from address

) hello@filecloudmail.com
The from email address to use on outgoing mails from FileCloud.

If your setup is valid, the email is sent to the admin's email, and a success notification appears
on your screen.
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Not Email Settings

Emails get added to the Do not email list when users click unsubscribe in the email body.

Beginning with FileCloud version 20.3, admins can add or remove users from the Do not
email list by clicking Manage beside Do not email list.

Admins can specify the maximum number of emails that system can send in a 24 hour span.

Users on the Do not email list do not receive any emails unless Ignore "Do not email" list for
priority emails or Ignore "Do not email" list are checked.

To send emails to users on the Do not email list

By default, users on the Do not email list do not receive any emails

To allow users on the Do not email list to receive important emails like password recovery and
2FA, check the Ignore "Do not email" list for priority emails checkbox .

To ignore the Do not email list and send all emails to users who are on the list., check the Ignore
"Do not email" list checkbox.

Do not email list
Manage

Ignore "Do not email” list for priority emails

Users on "Do not email” list will still receive priority emails.

Ignore "Do not email” list

Users are emailed even if they are on the "Do not email” list.
NOTE: If both options are unchecked, users added to the "Do not
email” list do not receive any emails.
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To add or remove users from the Do Not Email list:

1. Next to Do not email list, click Manage.
The Manage Do Not Email List dialog box opens.

Manage Do Not Email List (%}

‘ Add Email | Remove Email | Clear All J

Email

gabrielle95@example.com

jonathan81@example.com

Close

2. To add an email to the list, click Add Email, then enter and save an email address.

3. Toremove an email from the list, check the box next to the email and click Remove Email.

To limit the number of emails sent to a user

If your users are receiving too many email notifications, you can limit the number of FileCloud system-
generated emails sent to them in 24 hours.

In the field Maximum number of emails to send in 24h at the bottom of the Email settings page, enter
the maximum number of system emails to be sent each user per day.

Maximum number of emails to send in 24h

If the maximum number is reached, additional emails sent during 0
the 24h are not delivered (0 = no limit).

Configuring System Generated Emails

Controlling System Generated Automatic Emails
It is possible to control which emails are sent by the system.

To change the email settings:
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1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Admin

%

The Admin settings page opens.

2. Scroll down to the email settings, and enable or disable the settings to send or not send the

specific email types.

Send account approval pending emails

Send welcome/verification emails

Send approval emails to users

Send daily admin summary emails

Send account approval
pending emails

Send welcome/
verification emails

Send approval emails to
users

Send daily admin
summary emails

3. Click Save.

6

60686

Send an approval pending email to the admin when a new user account is

created and admin approval is required.

Send verification emails to users to verify their email addresses.

Send account approval emails to users.

Send daily system summary emails to the main admin account, This only
works if a Cron Task or Windows Task Manager is setup.
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Endpoint Backup Settings

FileCloud lets you configure automatic backup settings for users' files and folders to ensure their data
is secure.

Note: FileCloud supports backing up files and photos from different devices.
What Do You Want To Do?

Configure backup settings for all users
To configure the backed up settings for all users:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

[@]
the Settings navigation page, click Endpoint Backup .
The Endpoint Backup settings page opens.

2. Fill in the settings as shown in the following screenshot using the table below as a guide.

End pOint BaCkup ) Reset to defaults ]

Allow users to back up

6

Enable users to back up with FileCloud Sync app.

Allow camera uploads

6

Allow automatic backup of photos and videos from mobile devices.

Backup path

Root storage path for user backups. Admin can override in user /$SUSERNAME/backups/
details. If 'My Files' is disabled, admin must specify a new pathin
user details for each user.

Backup notification email

Email for notification of backup status
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Description

Allow users to back up files and folders using the FileCloud Sync app. See Backing Up
Files.

This setting also enables you to configure Sync backup of specific files and folders for
all users. See Globally Backing Up User Files and Folders.

Allow mobile clients to automatically back up photos and videos to their FileCloud
accounts.

Turning off this setting prevents this server from being used to back up audio/video
files.

All camera uploads are stored in the user's backup folder. This location cannot be
changed.

For example, if the user name is jdoe, the camera uploads are stored in /jdoe/backups/
<phone name>

The location where automatically updated media and backup files are stored. This is a
read-only field meant for display only.

You can override this path for specific users to have them back up to a different
location in the User Details screen (see below).

An additional email ID to which Backup Complete notifications are sent.

Configure a specific user's backup folder

It is possible to set a different backup folder path for each user, overriding the default global path

specified.

You must know the exact folder path you want to use.

For more information, see Identifying a FileCloud Specific Path.

To set the Backup Path for a user:

1. Log in to the FileCloud admin portal.

2. In the navigation panel, click Users.

3. Click the Edit icon for the user whose path you want to change.

4. On the User Details screen, scroll down to the Backup Path field.
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5. In Backup Path, type in the folder path you want to use.

User Details [x)

Name demo Total Quota 2GB
Email de@de.pl.pp Used Quota 3 KB
Last Login 31 Oct 2024 09:31 Available Quota 2GB
TOS Date Not Accepted Used Storage 3KB

E = ~» A & % A §§ O

Manage Manage  Manage Mobile Reset Send Manage Manage Delete
Files Policy Shares Devices  Password Email Notifications  Backups  Account
LJ (Automatic Sync ot My Files and Network -
Folders)
Disable Sync
O (Offline Network Share Sync
Backup Path
/demo/backups
Change Password on
Login
Account Locked
O
Creation Source
Default v
Phone Number v

6. To save your changes, click Save.

View a user's backed-up files
To view details of the backed up files for a specific user:

1. Log in to the FileCloud admin portal.
2. In the navigation panel, click Users.
3. Click the Edit icon for the user whose path you want to change.

4. On the User Details screen, click Manage Backups.
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User Details [ x)

Name jenniferp Total Quota
Email Used Quota

Available Quota
Last Login 22 Oct 2024 12:45 Used Storage
TOS Date Not Accepted

E & o A & ¥ Ao & O

Manage Manage  Manage Mobile Reset Send Manage Manage Delete
Files Policy Shares Devices  Password Email Notifications  Backups  Account
. -~
Profile Image
@A Update W Remove
Access Level
Full v
Authentication
Default v
v
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5. On the Backup Devices screen, to view the paths backed up from a device, click Backups.

Backup Devices [ x)

Devices Actions

DESKTOP @ Backups

4 4 Page 1 of1T » M

1 row
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6. On the Backup Sets for client screen, click Backup History for a client.

Backup Sets for client - DESKTOP (%)

Path Actions
C:\DavidSync\FileCloud\My Files\Docs _> @ Backup History
C\data @ Backup History
M 4 Page 1 of1 » M
2 rows
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7. On the Backup Records for path screen, view the backup dates and number of files backed up.
Backup Records for path - C:\DavidSync\FileCloud\My Files\Docs

Backup Date Files Backed Up

2024-10-23 10:31:00 2

4 4 Page 1 oft » M

1 row

Close

Also see:

Automatic Database Backup

In environments where high availability architecture is being used, automatic backups are performed
during Cron runs.

By default, automatic database backups are enabled with the following configuration:

¢ Daily backups are stored in the following directory: .../scratch/autobackups/
¢ Backups are maintained for the last 15 days before being overwritten with new backups
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As an administrator, you can change the location where backups are stored, the number of backups to
maintain, and the number of days between backups. Or, if you already have a back-up strategy, you
can disable automatic backups.

To configure automatic database backups:
1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
‘&
the Settings navigation page, click Misc .
By default, General settings are opened.

2. Scroll down to the backup settings and modify them depending on your system's needs.

Disable automatic database backup

Database backup storage path

) [var/www/html/scratch/autobacku
Path must be writeable.
Number of backups to store
15
Number of settings backups to maintain
Database backup interval
0

0 = back up every day, 1 = back up every other day, etc.

Disable automatic database backup - Enable to prevent database back up during a Cron run.
When disabled, automatic backup runs, and the last automatic backup run date is displayed.

Database backup storage path - The path to the directory where backed-up database files are
saved. You must use a path that is accessible to the FileCloud server, can have files saved to it,
and has enough room for the backup files

Number of backups to store -The number of days you want stored in a single backup file. By
default, each backup file contains 15 days worth of data. If you want smaller files, you can lower
this number. For example, if you type in 2 for Number of backups to store, the backup file will
only contain 2 days worth of data. After those 2 days, the backup file is overwritten to store the
next 2 days worth of data. This setting controls how far back you can recover data.

Database backup Interval - The interval in days between each backup. The default is 0 which
creates a daily backup of the number of days set in Number of backups to store.

3. Click Save.
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Example

The Cherry Road Real Estate company needs to back up data from the last 30 days and wants the
back-up refreshed every week. To do this, these are the settings they use:

* Disable automatic database backup = not selected

+ Database backup storage path = /var/scratch/autobackups

¢ Number of backups to store = 30

o Database backup Interval =7

Setting Up Persona Backup Using Sync

As an admin, you can use the FileCloud Sync app to set up a persona backup for all users of your
FileCloud System. A persona backup saves individual settings and preferences for users across their
FileCloud devices, making it easy for you to restore them.

To set up persona backup for users, open the policy used by them in the admin portal, and add device
configuration code for Sync backup that includes the local paths that contain user specific
configurations.

Steps:

1. Enable Endpoint Backup for FileCloud Sync from the Admin Portal.
2. Install FileCloud Sync on the users' computers, and enable Remote Management in Sync.

3. Set a default device configuration for Sync in the users' policy from the admin portal.

1) Enable Endpoint Backup for FileCloud Sync from the Admin Portal

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

®
the Settings navigation page, click Endpoint Backup Q .
The Endpoint Backup settings page opens.

2. Enable the Allow Users To Backup option, and click Save.
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Endpoint Backup

Allow users to back up

Enable users to back up with FileCloud Sync app.

Allow camera uploads

Allow automatic backup of photos and videos from mobile devices.

Backup path

Root storage path for user backups. Admin can override in user
details. If "My Files' is disabled, admin must specify a new path in
user details for each user.

Backup notification email

Email for notification of backup status

D Reset to defaults ]

J/SUSERNAME/backups/

2) Install FileCloud Sync and enable Remote Management

For backup to take place using the device configuration set up in the policy, Remote Management
must be enabled in the FileCloud Sync App. This can be done by either:

¢ The user manually enabling the option in the FileCloud Sync App
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@ FILECLOUD @ engisn v

Welcome to FileCloud Sync!

FileCloud Sync allows you to keep a local copy of remote files. Changes you
make to the local files are automatically copied to the remote ones.

Select Your Sync Folder

Locally synced files are downloaded to this folder. Make sure you have enough
space to store all downloaded files.

Local Sync Folder:
C:» FileCloud» FileCloud

Allow Remote Management

Enable your organization to centrally manage your file synchronization
settings.

| Allow Remote Management @

¢ On a Mass Deployment, an admin enabling remote management by setting the
allowcentralmgmt parameter to 1. This requires registry entries to be created before FileCloud
Sync is initialized on the users' local machines.
Note: If FileCloud Sync is initialized prior to the creation of registry keys in the users' local
machines, the configuration to enable remote management will not take effect.

3) Set a default device configuration for Sync in the user's policy

Note: You must identify the local paths from the user’'s computer to include in the Sync Backup before
creating the device configuration XML. Refer to the Device Configuration XML documentation for
Sync.

1. Log in to the admin portal.

2. Navigate to Settings > Policies and edit the users' policy.

3. Go to the Device Configuration tab and enter the configuration in XML format. Below is a
sample script to use.
The first parameter of the XML, <offline_folder_1>, is a local path in the user’'s computer. The
lines after it are the other local directories that must be included in the Sync Backup.

<xml>

<cloudsync>

<allowuserconfigforbackup>0</allowuserconfigforbackup>
<offline_folder_count>7</offline_folder_count>
<offline_folder_1>C:\Users\${USER}\AppData\Roaming\Microsoft\Outlook|/${USERID}/
backups/${USERID}/Outlook|1|30m|1|0|0</offline_folder_1>
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<offline_folder_2>C:\Users\${USER}\Pictures|/${USERID}/backups/${USERID}/Pictures|
1|36m|1]|0|0</offline_folder_2>
<offline_folder_3>C:\Users\${USER}\Desktop|/${USERID}/backups/${USERID}/Desktop|1|
30m|1|0]|0</offline_folder_3>
<offline_folder_4>C:\Users\${USER}\Music|/${USERID}/backups/${USERID}/Music|1|30m|
1]0]0</offline_folder_4>
<offline_folder_5>C:\Users\${USER}\Favorites|/${USERID}/backups/${USERID}/
Favorites|1|30m|1|0|0</offline_folder_5>
<offline_folder_6>C:\Users\${USER}\AppData\Roaming\Microsoft\Templates|/$S{USERID}/
backups/${USERID}/Office_Templates|1|30m|1|0|0</offline_folder_6>
<offline_folder_7>C:\Users\${USER}\Documents|/${USERID}/backups/${USERID}/
Documents|1|30m|1|0|0</offline_folder_7>

</cloudsync>

</xml>

Policy Settings - Global Default Policy

Note: Some policy settings will not be applicable for Guest and Limited users.

General 2FA User Policy Client Application Policy Device Configuration Notifications

Manage Device Configuration

ic|/${USERID}/backups/S{USERID}/Music| — a
1|30m|1]0]0</offline_folder_4>
<offline_folder_5>C:\Users\${USER}\Favo
rites|/${USERID}/backups/${USERID}/Fav
orites|1|130m|1]0|0</offline_folder_5>
<offline_folder_6>C:\Users\${USERNApp
Data\Roaming\Microsoft\Templates|/${U
SERID}/backups/${USERID}/Office_Templ
ates|1|30m|1|0|0</offline_folder_6>
<offline_folder_7>C:\Users\${USER}\Doc
uments|/${USERID}/backups/${USERID}/
Documents|1|30m|1|0|0</offline_folder_

Client Configuration

Reset © Close
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Client Security Settings

Setting Client Application Policies

FileCloud allows customization of the client application (mobile clients) policies.

Effective Policy: "Global Default Policy" (]

General 2FA

User Policy

Client Application Policy Device Configuration Notifications

Some policy settings will not be applicable for Guest and External users.

}

Require passcode lock for mobile clients

Require mobile FileCloud users to use a passcode to access the FileCloud app (valid only in clients that

support passcode).

Disable all mobile client apps from connecting

Disable 'Edit' functions in mobile client apps

Disable rename, copy, upload, etc in mobile client apps (if applicable).

Disahle 'Print' antion in mobile client anns

Type

Require Passcode lock for
mobile clients

Disable all mobile client
apps from connecting

Disable edit functions in
mobile client apps

Disable "Print" option in
mobile client apps

Disable "Download" option
in mobile client apps

Disable "Open with" option
in mobile client apps

Disable "Share" options in
mobile client apps

Description

Force mobile clients to enable FileCloud app pincode. If the pincode is not
enabled, the login is rejected with an appropriate message.

Prevent login to FileCloud system using mobile client apps (users are allowed
to login only via the web browser).

Prevent delete, copy, and move operations from being performed from mobile
client apps.

Prevent printing from mobile client apps (At this point only iOS app provides
print function)

Prevent file downloads in mobile client apps.
Hide option to open a file in third party apps. NOTE: In Android, all files are

opened in third party apps and this setting has no effect.

Hide file and folder sharing from mobile client apps.

Client Security Settings — 445



FileCloud Online Version 23.261 FileCloud Site Setup

Type Description

Disable "Add to favorites" Hide "Add to favorites" option from mobile client apps
options in mobile client

apps

You may override a policy when you are editing the user details for a specific user; however, the new
policy settings apply to all users who are assigned that policy.

To change a policy through a user's details:

1. Inthe admin portal, go to Users.
2. Edit the user record.
3. Click Manage Policy.
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User Details

Name
Email

Last Login
Group

john
Jjohn@xyz.com
04 Feb 2018 10:38

Total Quota
Used Quota
Available Quota
Used Storage

2GB
5.1GB
0B

51 68 [ vere- |

O kK » & X O = @&

Mobile Manage  Manage Reset Email Delete Manage  Manage
Devices Files Shares  Password Password Account Policy Backups
Access Level Full v
Authentication Default e
Email john@xyz.com
Display Name john
Account Expires On
Password Expires On
Email Verified
v

Save Close

4. Next to Effective Policy, click Calculate.
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User Policy : john

Policy Selected

Policy Name

Effective Policy

‘Mobile user policy' is selected.

No policy

TEAM FOLDER POLICY
Mobile user policy

HR Policy

Global Default Policy

Clear

Mobile user policy

Calculate effective policy of the user, as group associat

may change enforced policy.

B Calculate

Close
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5. Next to Effective Policy, click Open.
The policy opens.

Effective Policy: "Mobile app users" (%)

General 2FA User Policy Client Application Policy Device Configuration Notifications

Some policy settings will not be applicable for Guest and External users.

Client Application Policy
Require passcode lock for mobile clients
Require mobile FileCloud users to use a passcode to access the FileCloud app (valid only in

clients that support passcode).

Disable all mobile client apps from connecting

Disable 'Edit’ functions in mobile client apps

Disable rename, copy, upload, etc in mobile client apps (if applicable).

Disable 'Print' option in mobile client apps

Disable 'Download' option in mobile client apps

6. Change the settings and click Save.
Note that the settings are changed for all users who belong to the policy.

Using a Proxy Server

As an Administrator, you can configure proxy network settings.
What is a proxy server?

A proxy server is a computer system or an application that acts as an intermediary for requests from
clients seeking resources from other servers.

1. Aclient connects to the proxy server, requesting some service, such as a file, connection, web
page, or other resource available from a different server.

2. The proxy server evaluates the request as a way to simplify and control its complexity.
Proxies are used to add structure and encapsulation to distributed systems.

Today, most proxies are web proxies, facilitating access to content on the World Wide Web, providing
anonymity and bypassing IP address blocking.

To configure proxy settings:
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1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

&
the Settings navigation page, click Misc o .
By default, General settings are opened.

2. Scroll down to Enable Proxy Settings, and enable it.
Additional proxy settings appear.

3. Enter values for Proxy host, Proxy port, Proxy user name, and Proxy password.

Enable proxy settings ()

Proxy host

myproxyserver
Proxy port

Proxy user name

MyUser

Proxy password

Sesssssnne

4. Click Save.

Configuring OAuth for SCIM Integration

o Configuration of OAuth credentials that give external applications access to FileCloud resources is
available beginning in FileCloud 23.252. SCIM is currently the only application that can gain access
through this OAuth configuration, but in the future, additional applications may be added.

FileCloud supports SCIM integration with Azure, Okta, and OneLogin, but most other SCIM IdPs
should be able to connect to FileCloud using OAuth. Please contact your authentication service for
support in configuring its integration with FileCloud.

OAuth 2.0 authorization enables an application to securely access FileCloud resources without
requiring a manual action or scheduled command to trigger the access request. OAuth 2.0 provides
secure access by specifying scopes (permitted actions) associated with the access, and by creating
unique tokens for accessing FileCloud. A token remains valid for an interval set in the configuration
that may range from 1 hour to 5 years.

Currently, SCIM (System for Cross-domain Identity Management) is the only application that uses this
OAuth configuration in FileCloud. SCIM is a protocol that enables you to update FileCloud user and
group information by syncing it with changes made to user and group information in other
applications. When SCIM detects a change in one of the apps, it uses OAuth 2.0 to gain access to
FileCloud and update its user/group data.

To configure OAuth application credentials for SCIM in FileCloud:

1. Inthe FileCloud admin portal, open the Application Credentials page.
To go to the Application Credentials page:
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a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

N

&

the Settings navigation page, click Misc

b. Inthe inner navigation bar on the left of the Settings page, expand the Misc menu, and

click Application Credential, as shown below.

@ riLecloud

Team Folders e
€3 Settings
£ Network Share

User Share =

= Settings / Misc / Application Credentiai
Folder Permissions
Notifications
Q

Device Management

Application Credential O Resetto defaults

]
<

NANCE &
Dashboard
= etention New Application Credential

Smart DLP

Smart Classification

[ T

Compliance Center
> Audit

Alert

User Locks
Workflows

Reports % WebEa

Federated Search ™ Team Foige

Metadata v Party Integrations v
Quarantined files = Misc v

SETTINGS A

Settings

G

Customization
~ Checks

Upgrade

Application Credential

& admin v

The Application Credentials page opens.
2. Click Create.

Application Credential O Reset to defaults |

New Application Credential o

The Create New Application Credential dialog box opens.
3. Enter the Application Name and an Application Description.
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Create New Application Credential [ x ]

Application Name*

SCIM

Application Description*

Integration with SCIM

e )

4. Click Create.
Integration id and Integration Secret credentials are listed on the dialog box.

Create New Application Credential [ x ]

Application Name*

SCIM

Application Description*

Integration with SCIM

Integration id

68b0

Integration secret

5d65

Download Credentials

The credentials will not be shown to you again, but you will be required to enter the Integration
secret to create the token.

5. Click Download Credentials to save them in a file named file credentials for [Application
Name].txt
The dialog box closes and the credential is now listed.
Click the key icon.

SCIM @\p =@ x
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The Manage Scopes dialog box opens.

6. Enable scim.read to grant SCIM read permission to FileCloud's identity data, enable scim.write
to grant SCIM create, update, and delete permissions to FileCloud's identity data, or enable both.
Available Scopes
scim.read
SCIM data reading (includes list all and list one operations) 0
scim.write
SCIM data writing (includes create, update and delete operations) o
7. Click Close.

8. Click the ticket icon.

SCIM @ }E@’x

The Manage Tokens dialog box opens.

9. In Client Secret enter the Integration secret you saved above.

11.

12.

. In Expiration, choose the interval that the token will remain usable. By default the interval is 1

hour.

Click Create Token.
You are prompted to save the token.

Click Download Token.
It is saved to the file credentials for [application name].text

Token downlad (x ]

Please download this token now, and keep it in a safe place. After you close this window,
you will be unable to access it through FileCloud.

Download Token

The Token ID and its create and expire dates and times are shown. It is automatically made
active.
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Manage Tokens - SCIM %]

Create New Token
Client Secret Expiration

Enter client secret 1 Hour v

Create Token
Active Tokens Delete All Tokens

Token ID: 68b0 Active

Scopes: scim.read, scim.write

Expires : 8/28/2025, 3:47:54 PM
Created : 8/28/2025, 2:47:54 PM

Close

13. Click Close.
SCIM will now automatically update FileCloud with the connected apps' identity information.

Client Security Settings — 454



FileCloud Online Version 23.261 FileCloud Site Setup

Online Web Editing

Beginning in FileCloud 22.1, Office extensions .doc, .xls, and .ppt are no longer editable in Web Edit.
In Desktop Edit, users may still edit .doc, .xIs, and .ppt files.

If Web editing is enabled in your system, users can edit Office files, text files, markdown files (.md),
HTML files, and log files without downloading them from FileCloud.

Users can edit supported Office file types in Office Online and edit the other file types listed above in
FileCloud's built-in editors.

If Web editing is not available in your system, please Contact FileCloud Support.

To see how Web editing is done using Office Online, see Web Edit/Openin. . ..

Web Editing with Google Apps

Beginning with FileCloud 21.3, you can integrate FileCloud with Google Apps to make an additional
Web Edit option. Google Apps cannot replace your current WOPI client, but may be added as an
additional option, so that when users select to Web Edit docx, xlsx, pptx files, both the WOPI client and
the Google app are listed as options for opening it:

v () bank statementl.xlsx @ & Z £ - W a

P 4 ] Office Microsﬁ? 365 for the web

"<\ @ Open in Desktop (Excel)

B Open with Google Sheets

o In FileCloud's mobile apps, files can be viewed but not edited in Google Apps.

6 ¢ Editing of some large files is not supported in Google Apps. See Files you can store in Google
Drive for specific size limitations.
¢ To open a Google Apps editor in incognito windows, you may first have to grant Google Docs
the correct permissions or unblock third party cookies.

To integrate with Google Apps:
Set up Google Apps - FileCloud integration in the Google Cloud platform:

Online Web Editing — 455


https://support.google.com/drive/answer/37603?hl=en

FileCloud Online Version 23.261 FileCloud Site Setup

You must have a Google account that you can use to sign in to the Google Cloud Console in order to
integrate your system with Google Apps.

1. Access the Google Cloud Console at https://console.cloud.google.com and sign in.

2. Go to Home > Dashboard.

3. Click Create Project.

Google Cloud Platform  Select aproject v Q  Search products and resources
A Home N Dashboard
@ Recent >
@  Toview this page, select a project. CREATE PROJECT
PINNED

Pin your top products here

¥ Pinsappearhere @ X

MORE PRODUCTS A

\;’ Marketplace
&

Billing
API  APIs & Services >
°
W Support >

A New Project screen opens.
4. Give the project a name and click Create.

= Google Cloud Platform Q  Search products and resources

New Project

You have 11 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS /
-~ Project name *

FileCloud Integration Project (] }

Project ID: filecloud-integration-project. It cannot be changed later. EDIT

Location *

B No organization BROWSE
g

Parent orgg#fization or folder

CANCEL

The project opens in the dashboard.
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5. In the navigation panel, click APls & Services > Dashboard.
(If the navigation panel is not visible, click the three bars in the upper-left corner of the screen to

open it.)
6. Click Enable APIs and Services.

=

<l

Google Cloud Platform

Click to open navigation panel

APlIs & Services

Dashboard

Library

Credentials

OAuth consent screen
Domain verification

Page usage agreements

o* FileCloud Integration Project v Q  Search products ...

APlIs & Services =+ ENABLE APIS AND SERVICES

Traffic

Errors

our 6hours 12hours 1day 2days 4days 7days 14days + 30days

~ ra .

= La H
1.0/s
0.8/s
0.6/s

& No data is available for the selected time frame
0.4/s
0.2/s
0
Nov 07 Nov 14 Nov 21 Nov 28
[~ :

7. Search for Google Drive API, select it, and enable it.

Google Cloud Platform

API API Library

API Library > “google drive api”

Filter by

CATEGORY
Big data (3)
Analytics (2)
Databases (1)

Developer tools (1)

Healthcare (1)
Google Enterprise APIs (5)

Storage (1)
Mobile (1)
Google Workspace (1)

¢ FileCloud Integration Project v

Q_  google drive api X

/

“google drive api”

7 results

/£

s

Google Drive API
Google Enterprise AP| @

The Google Drive API allows clients to access resources from Google Drive.

Drive Activity API
Google Enterprise AP| @

Provides a historical view of activity in Google Drive.

8. Then go back to the main navigation pane, and choose APls & Services > OAuth consent
screen.
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Google Cloud Platform  $e FileCloud Integration Project v Q  Search products and resour...

Recent

PINNED

Pin your top products here

¥ Pinsappearhere @ X'

MORE PRODUCTS A Library

Credentials

Q Marketplace
o OAuth consent screen

& Billing Domain verification
Page usage agreelpents
API  APIs & Services > o g€ ag
)
W Support >
© 1AM & Admin >
hnps;// cloud.google.c

9. For User Type, choose Internal or External depending on the following guidelines:

Internal means the integration is limited to Google Workspace users within the organization
(email domain). External allows any Google account.

Free google accounts only allow External users, because there is no Google Organization. Paid
google accounts can use both, but Internal is only allowed if there’s a Google Organization set

up

External requires the Google Project to be published into production status. It also may require
the Google Project to be verified if it displays an icon or display name for the project on the
OAuth consent screen.

10. Click Create.

Google Cloud Platform  $e FileCloud Integration Project v Q  Search products and resour...

API APIs & Services OAuth consent screen Learn M|

Choose how you want to configure and register your

<% Dashboard app, including your target users. You can only [
associate one app with your project. Google OAuth consent screen

w il .

i Library What is the OAuth consent screen? v
User Type

o+ Credentials

O Internal @ What are OAuth consent scopes? v
i OAuth consent screen

Only available to users within your organization.

Domain verification You will not need to submit your app for What are sensitive APl scopes? v
verification. Learn more about user type
=»  Page usage agreements
© External @ What are restricted API scopes? v

Available to any test user with a Google Account.
Your app will start in testing mode and will only be

available to users you add to the list of test users. The app registration process
Once your app is ready to push to production, you
may need to verify your app. Learn more about What information do | need? v
user type
Will my app need to be verified by Google? v
— 3 -
<l

What if | dan't verifv mv ann? AV
- el =mouilinainac 440 am | PR Dzl icc. 2A R Mz £C D1 cn DD e e oo, Lo
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An Edit app registration screen for the OAuth consent screen opens.

= Google Cloud Platform & FileCloud Integration Project v Q  Search products and resour...

API APIs & Services Edit app registration Learn >l
<% Dashboard . . . . e
M @ oAuthconsentscreen — @ Scopes How is this info presented to users?
i Library o Testusers — o Summary This is the consent screen that users see

o+ Credentials ~
(& Signin with Google

i OAuth consent screen APP information o
~

This shows in the consent screen, and helps end users know who you
are and contact you

Domain verification

=u  Page usage agreements pop name © / [Dlsplay Name] wants access
(2 y 4 |
| Filectoud \ to your Google Account
. 7
The name of the app gsking for consent
User supponK o
[ @gmail.com M l Select what [Display Name] can access
For users to contact you with questions about their consent D
‘ App logo BROWSE ‘
. ) (- >
<l Upload an image, not larger than TMB on the consent screen that will a ~
e s Mokilieainac 456 am | PR Gl (€6 20 NE WA EC B D BB SC DOL E.EG nm | B Dactan: 2.60 ne | B Auctin: 250 Deland. 0c

11. Fill in the required information, and then click Save and Continue.

The registration screen for Scopes opens:

= Google Cloud Platform $e FileCloud Integration Project v Q  Search products and resour...
API APIs & Services Edit app registration <l
«»  Dashboard @& OAuth consent screen — @) Scopes — @) Testusers — @ Summary

i Library

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more

o+  Credentials
= OAuth consent screen

Domain verification ADD OR REMOVE SCOPES
=»  Page usage agreements
Your non-sensitive scopes

APl 4 Scope User-facing description

No rows to display

<l

12. Click Add or Remove Scopes.
An Update Selected Scopes screen opens.
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13. Scroll to the bottom of the screen and manually add https://www.googleapis.com/auth/
drive.file. Then click Add to Table.

APl _reaaonly

O  BigQuery .../auth/cloud-platform View your data across Google Cloud services and see the
API .read-only email address of your Google Account

D BigQuery ...Jauth/devstorage Manage your data and permissions in Cloud Storage and
API .full_control see the email address for your Google Account

D BigQuery ...Jauth/devstorage View your data in Google Cloud Storage
API .read_only

|:| BigQuery ...Jauth/devstorage Manage your data in Cloud Storage and see the email
API .read_write address of your Google Account

Rows per page: 10w 1-100f41 < >

Manually add scopes

If the scopes you would like to add do not appear in the table above, you can enter them here. Each scope should be on
anew line or separated by commas. Please provide the full scope string (beginning with "https://"). When you are
finished, click "Add to table".

https://www.googleapis.com/auth/drive.file /J
| S
ADD TO TABLE

14. Check it in the table and click Update.

Platform

API APIs & Services

<%  Dashboard

1 Library

o  Credentials

& OAuth consent screen
Domain verification

=u  Page usage agreements

It appears under Your non-sensitive scopes.

Search products and resour...

Edit app registration <I

@& OAuth consent screen — @) Scopes — @) Testusers — @ Summary

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more

ADD OR REMOVE SCOPES

Your non-sensitive scopes

APl 4 Scope User-facing description
- See, edit, create, and delete only the u
./auth/drive specific Google Drive files you use
file with this app

15. Scroll to the bottom of the screen and click Save and Continue.

16. In the Test Users screen, click Save and Continue.
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17. In the navigation panel, click OAuth consent screen again, and click Publish App, and then click

confirm.
= Google Cloud Platform $e FileCloud Integration Project v Q  Search products and resour...
API APIs & Services OAuth consent screen Learn >
<%  Dashboard .
FileCloud , eoraee Google OAuth consent screen
1 Library . 2
What is the OAuth consent screen? v

o+  Credentials

Publishing status @

What are OAuth consent scopes? v
v OAuth consent screen
Testing
Domain verification What are sensitive AP| scopes? v
PUBLISH APP
S Page usage agreements
What are restricted API scopes? v
User type
External @ The app registration process
What information do | need? v

MAKE INTERNAL

<

Will my app need to be verified by Google?
OAuth usercap @

-

18. In the navigation panel, click Credentials, and in the Credentials screen, click Create Credentials,
and choose OAuth client ID.

= Google Cloud Platform $e FileCloud Integration Project v Q  Search products and resour...
API APIs & Services Credentials + CREATECREDENTIALS [ DELETE
APl key
%> Dashboard .
“ ar Create credentials to act  |dentifies your project using a simple API key to check quota and access
fii  Library OAuth client ID
API KeyS Rgfluests user consent so your app can access the user's data
O~ Credentials X
[J  Name ervice account Key Actions
w %th consent screen No AP keys to displa Enables server-to-server, app-level authentication using robot accounts
Domain verification Help me choose

OAuth 2.0 Client | Asks a few questions to help you decide which type of credential to use
=p  Page usage agreements

|:] Name Creation date |}, Type Client ID Actions

No OAuth clients to display

Service Accounts Manage service accounts

O Email Name 4 Actions

No service accounts to display
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The Create OAuth Client ID screen opens.

Google Cloud Platform  $e FileCloud Integration Project v Q  Search products and resources

API APIs & Services & Create OAuth client ID

«»  Dashboard Aclient ID is used to identify a single app to Google's OAuth servers. If your app runs on

multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more

" .
i Library information. Learn more about OAuth client types.

o Credentials ion type *

Web application v ‘
i OAuth consent screen ; )

~ Name *

Domain verification FileCloud Web client ‘

The name of your OAuth 2.0 client. This name is only used to identify the client in the

Se¢  Page usage agreements console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

=+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

URIs *

/ https://www.myfilecloud.com/core/googledocsoauth
N h

19. In Application type, select Web application.
In Name, enter any name.
In URIs under Authorized redirect URIs enter your FileCloud URL appended with /core/
googledocsoauth, for example, https://www.myfilecloud.com/core/googledocsoauth.
20. Click Create.
An OAuth client created message box opens:
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OAuth client created

The client ID and secret can always be accessed from Credentials in APls &

Services
OAuth is limited to 100 sensitive scope logins until the OAuth
consent screen is verified. This may require a verification process
that can take several days.
~ Your Client ID .
B
~ Your Client Secret .
B
¥ DOWNLOAD JSON
OK

21. Click Download JSON, and download and save the JSON file.
Configure Google Apps in FileCloud
Now we need set up Google Apps in FileCloud by adding the OAuth file and the HTML verification file.

1. Go to https://www.google.com/webmasters/verification/home
2. Click Add a Property, put your FileCloud URL (no endpoint appended this time).

Webmaster Central

Use the table below to manage verified owners of your properties or to add new properties to your accou

ADD A PROPERTY

Enter the URL of the property that you'd like to verify.

[https://www.myfilecloud,coni Continue

Example: http-//www.example.com/

3. Click Continue.
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Webmaster Central

Verify your ownership of https://www.myfilecloud.com/. Learn more

Your Google Account will be recorded in Google's systems as an official owner of this property.
Note - your ownership information will be stored and be visible to other owners (both current and future).

Recommended method Alternate methods

Recommended: HTML file upload

Upload an HTML file to your site.

1. Download this HTML verification file. [googlec html]

2. Upload the file to https://www.myfilecloud.com/

3. Confirm successful upload by visiting https://www.myfilecloud.com/googlec html in your browser.
4. Click Verify below.

To stay verified, don't remove the HTML file, even after verification succeeds.

. Download the HTML verification file.

5. Now open the FileCloud Admin Ul and go to Settings > Web Edit, and scroll down to Google

Apps Access.

6. Check Enable Google Apps.

7. For Google OAuth Client ID, click Choose File to select the JSON file you downloaded and saved

in the previous procedure, and then click Upload to upload it.

. For Google's Domain Verification File, click Choose File to select the HTML file that you just
downloaded.
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Google Apps Access

Enable Google Apps

Click to edit documents using Google Docs/Sheets/Slides

Google Server Idle Session Timeout

n expiry time (in minutes from 5 to 1440) in which the edit will be

OAuth Client ID

Google O

Upload OAuth Client ID (json)

| Choose File | client_secre...ent.com.json

‘} Upload ‘

the client secret JSON file to be used to access Google Docs via the OAuth

Google's Domain Verification File

Upload Google's Domain Verification File (.html)

‘ Choose File ‘ google4f3c...e19747.html

" Upload ‘

Upload HTML file to be used to verify your domain

9. Now go back to the https://www.google.com/webmasters/verification page where you have
just downloaded the HTML file, and confirm you are not a robot.

10. Click Verify.

Your users can now view and use the Open in Google [app] option for docx, xIsx, and pptx files.

New Document Creation via Web Browser

Once online editing is configured by the administrator, FileCloud users can log in to their portal and
create new documents and edit them from within the web browser.

To enable new document creation

1. Enable Show New Document Creation Option in Customization > General >Ul Features.
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ﬁ FILECLOUD

Admins 5

MANAGE

% Team Folders
Network Folders
User Shares
Folder Permissions

DEVICES

L] Devices

MISC.
Audit
A\enso

@ User Locks

Workflows

il

Reports
Federated Search
Metadata
SETTINGS

Settings
CUSTOMIZATION

Customization
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[2a]Manage User Ul Customizations

General

Ul Features

Labels And Logos

Login

URL Ul Messages Email Templates

Account Menu Listing

Customize User Ul Features

Enable Ul
Customizations

Show Document
Preview

Show Single File Share
Full Preview

Show New Document
Creation Option

Show Quick Edit
Option

4

Enable Ul customization

4

News Feed TOS Advanced

Show "Preview" in document file menu options (Requires "Document Preview"

configured)

Showgfull screen preview for single file public shares
)
v
v

Show new document creation option in the folder menu

v

Show "Quick Edit" (Requires user to install CloudSync client)

2. Now, in the user portal, users can click Add Files and Folders above the list of files. A drop-down
list with options for creating new files or a new folder appears.

@ FiLecLoud

B AllFiles a
> My Files
> Team Folders ®
> Network Shares ®
> Shared with Me
© Recent Documents w
¢ Starred v
« Shared by Me

B File Operations

¥ Notice «

AirSend: rannactinn nannls ta ot wark

If the user chooses to create a file, the file appears at the top of the list of files and folders.

My Files

Name -

test.md

supplies.txt

|-
-
<

ot

extension is already entered.

Filter Items

preview.html

pexels-retha-ferguson-30595...

pexels-pixabay-432786.jpg

pexels-pixabay-235985.jpg

Q Search
© Add Files and Folders c
Upload File U
Mod it
New Folder +
New Word Document
UOC‘,: New Presentation
Y yo
New Spreadsheet
Oct
¥ New Text Document
Oct{  New Markdown File
by yo
New Folder Readme
Aug
by oot 2.00 WD
Aug 11, 2020 3:46 PM 1.05 MB
by you
Aug 13, 2020 10:26 AM 115 MB
by you
Avim 1% 209A 1190 AR

3. The user must type in a name, and click Enter.

- a a‘, Emma ~

-l

The
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/ﬁ‘v > My Files

My Files <

Name Modified Size a=s

m [ .docx

The document opens for edit.

Readme files
There can only be one readme file in a folder, and it is always named readme.md.

After a user creates the readme file, when they click Add Files and Folders and choose New Folder
Readme, the existing readme is opened for edit.

When a user selects a folder that includes a readme file, the contents of the readme are displayed in
the About panel to the right of the screen.

1 ~ = =
®© 6 ~ 0 © &
A > My Files » Public Documents About Det Activity MetadataSecurityC it

Public Documents © Add Files and Folders [IERGINE
. This folder stores documents that may

be distributed publicly:

Name e Tax forms
Modified Size HH + Contracts
* Records of transactions

Nov 23,2020 10:59 AM « 178

by you

B README.md

Web Editing Text Files

FileCloud supports editing text files from within a browser session. This support is enabled regardless
of WOPI configuration, as editing of text files uses a built-in widget.

To create a new text file, see New Document Creation via Web Browser

Editing text files

To edit a text file:

1. Navigate to the text file, hover over it, and click the Edit icon.
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m Sample Word File.docx May 23, 2022 12:45 246 KB
V]  Sample Text File.txt @ & &% g - w &
= Open in Desktop (Notepad)
IMG_0033.PNG @ op P P 164 KB
[£ Edit Online
Color tagging.png o 87 KB

2. Choose the edit option (there may be one or more).
The file opens in the text editor you have chosen..

3. Edit and save the file.
Note: You can also add and read comments about the file in the right panel.

Web Editing Markdown and Readme Files

Starting with version 20.2, FileCloud supports editing markdown files from within a browser session. It
also supports editing readme files, which are a form of markdown files and use the same types of
editors.

To create a new markdown or readme file, see New Document Creation via Web Browser

Editing markdown and readme files
To edit a markdown or readme file:
1. Navigate to the file, hover over it, and click the Edit icon.

Name Modified Size

README.md ® & B <L

=
l

@ Open in Desktop

[ Edit Online

2. Choose the edit option (there may be one or more).
The file opens in the text editor you have chosen..

There can only be one readme file in a folder, and it is always named readme.md. After you
create the file, it is displayed in the About section to the right of the page when you select the
folder.

Coauthoring Office Documents Using Web Edit

FileCloud supports coauthoring of Office document files from within a browser session.
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Introduction

Coauthoring occurs when two users are editing the same document and can view each other's
changes as they make them.

Only .docx, .xslx, and .pptx documents can be coauthored.

To open an Office file in web edit, hover over the file and click the Web Edit icon. In the drop-down list,
choose Microsoft 365 for the web.

(] bank statementl.xlsx ® & @ <L 0 - @ &8
] Office Microso[‘tZGS for the web

@ Open in Desktop (Excel)

Coauthoring Flow
The following steps demonstrate the flow of coauthoring.

1. User A wants to coauthor a document with user B.

2. User A shares the folder containing the document to user B. The share should have view,
download and upload permissions to user B.

User A opens the file in web edit.
User B opens the same file that was received via sharing in web edit.

Now both users can edit the document and they can see each other editing the file.

IS LI

The web edit service will handle the coordination and will ensure saving both user changes.

Disable Online Web Editing

You can decide not to allow your users to edit documents in a browser.

After you configure online editing, FileCloud users can log in to the user portal, select any
supported document and click a Web Edit button to edit the document from within the web
browser. All the changes made by the user are saved in FileCloud automatically.

If you do not want to support this feature for certain users, the Web Edit button can be removed
from the user portal through the users' policies.

To hide the Web Edit button for the users associated with a policy:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

A?i?
the Settings navigation page, click Policies @ .
The Policies settings page opens.

2. Click the Edit icon in the row for the users' policy.
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Policies

New Policy
, New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 1 0 O 208X
TEAM FOLDER POLICY 1 0 08X
« < Page \:’ of1 > »
2 rows

The Policy Settings dialog box opens.
3. Click the User Policy tab.
4. Locate Enable web edit, and disable it.

Effective Policy: "Global Default Policy" (%]

General 2FA User Policy Client Application Policy Device Configuration Notifications

Some policy settings will not be applicable for Guest and External users.

User Policy
Disable invitations to new users

o no v
Do not allow user to send invitations to new users when shares are created.
Create account on new user share

) R no v
Create accounts automatically when share invitations are sent to new users.
Enable code-based device authentication no v
Require admin approval for code-based device authentication no v
Enforce session timeout for devices using code-based device authentication. no v
Allow folder level security

no v

Allow users to set folder level security for granular permissions.

Enable web edit

Allow users to edit documents from within FileCloud.

5. Click Save.
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Policies
User ————» ]
----------- ]
= ]
]
Policy Record ] ]
= ]
~Group ————» : |

L ‘ Policy Value

You can manage users and groups easily using policies.

¢ Policies enable you to manage settings at the user or group level
¢ One policy record manages multiple policy settings
¢ The policy record can be associated with a user or group

To manage FileCloud policies, click Settings in the navigation pane, and then, on
©

the Settings navigation page, click Policies

Policies

New Policy
New Policy

Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 0 0 O 08, X%
TEAM FOLDER POLICY 1 0 208 X%

« < Page| 1 ‘of1 > »

2 rows

The policy values in Table 1 are managed in a policy record.

Table 1. Policy Values

General
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Share Mode All (public and private)
Default share expiry in days 0

Default max number of downloads allowed 0

User storage quota 2GB

Enable Privacy Settings NO

Store deleted files in the recycle bin NO

Automatically delete files from recycle bin after set 0

number days

Do not store deleted files greater than 100 MB

2FA

Require two factor authentication NO

Two Factor Authentication Mechanism Email

User Policy

Disable invitations to new users NO

Create account on new user share NO

Enable code-based device authentication NO

Require admin approval for code-based device NO

authentication (Only enabled if Enabled

Code Based Client
Authentication is set to
YES.)
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Enforce session timeout for devices using code-based NO

device authentication. (Only enabled if Enabled
Code Based Client
Authentication is set to

YES.)
Allow folder level security YES
Enable web edit YES
Enable recycle bin clearing YES
Disallow default share settings change NO
Disable Send File For Approval NO
Disable Everyone group sharing NO
Allow group creation NO FileCloud 21.2
Allow group management (add and remove users) NO FileCloud 21.2
Allow group deletion NO FileCloud 21.2
Allow workflow automation sharing NO FileCloud 23.251
Disable workflow automation NO FileCloud 21.2
Require share approval workflow NO FileCloud 21.2
Selected Workflow (only appears if Require Share Select a Workflow FileCloud 21.2

Approval Workflow is set to YES)

eSignature YES FileCloud 23.241.4
Max. file upload size 0 FileCloud 22.1
Save zip file session password YES FileCloud 22.1

Client Application Policy

Default Value

Version Available
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Require passcode lock for mobile clients

Disable all mobile client apps from connecting

Disable 'Edit' functions in mobile client apps

Disable 'Print' option in mobile client apps

Disable 'Download' option in mobile client apps

Disable 'Open with' option in mobile client apps

Disable 'Share' options in mobile client apps

Disable 'Add to favorites' option in mobile client apps

Notifications

Disable Notifications

Disable User Override

Disable Add notifications

Disable update notifications

Disable delete notifications

Disable Download notifications

Disable Preview notifications

Disable Lock/Unlock notifications

Disable Share notifications

Disable Rename notifications

Disable self notifications

NO

NO

NO

NO

NO

NO

NO

NO

NO

NO

NO

NO

NO

NO

NO

NO

NO

NO

NO
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List of watermark rules

Working with Policy Records

Accessing Policy Records

To access a policy record:
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A list of watermark rules

23.261

that apply to users in this

policy. When these users
preview content, the
highest priority
watermark that applies
appears on the preview.
See Watermark

Settings .

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies

The Policies page opens.

Policies

New Policy

Create a new policy

A Policy Name

Global Default Policy

TEAM FOLDER POLICY

Creating a New policy Record

QU

Group Count Default

0 ©

< Page‘ 1 ‘Of'l > »

2 rows

New Policy

Actions
08 X

208 @ X%
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To create a policy:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

'

the Settings navigation page, click Policies
The Policies page opens.

2. Click New Policy.

Policies

New Policy \
New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 0 0 O 208 ®® X%
TEAM FOLDER POLICY 1 0 P08 X
« ¢ Page ‘j of1 > »
2 rows

3. In the New policy window, in Policy Name, type in a unique name for this policy, and then

click Create.
New Policy (%}
Policy Name

Admin user policy

e

The policy is created and appears in the Policies list.
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4. Edit the new policy to configure settings.

Policies ) Reset to Defaults l
New Policy
New Policy

Create a new policy

A Policy Name User Count Group Count Default Acti?/

Admin User policy 0 0 08 X

Global Default Policy 3 0 O 208 & x

TEAM FOLDER POLICY 1 0 208 X

« < Page‘ 1 of1 > »
3 rows

- Instead of creating a new policy, you have the option to copy an existing policy including changes
you have made to its settings..

To copy a policy:
1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

I
the Settings navigation page, click Policies @ .
The Policies page opens.

2. Click the copy icon next to the policy that you want to copy

Policies
New Policy
New Policy
Create a new policy
A Policy Name User Count Group Count Default Actions/

Global Default Policy 0 0 (@) 208 @ X%
TEAM FOLDER POLICY 1 0 08X
« < Page‘ 1 |of1T > »

2 rows
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In the Copy from dialog box, enter a name for the policy, and click Copy.
Copy from "Global Default Policy" [

Policy Name

‘ Accounting policy] 1

]

The new policy appears in the list of policies:

Policies

New Policy New Policy

Create a new policy

\ A Policy Name User Count Group Count Default Actions

Accounting policy 0 0 08 @ X
Global Default Policy 0 0 O 0@ X%
TEAM FOLDER POLICY 1 0 Z 08 =@ x
« < Page E of1 > »
3 rows

Managing Policy Users and Groups
A policy can be assigned to one ore more user or group.

To assign a user to a policy:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies Q .
The Policies page opens.
2. Click the user icon next to the policy that you want to assign a user to.

3. Use the arrow to move the user to the Policy Users list box.
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4. To save your changes, click Close.

To assign a group to a policy:

Log into the Admin Portal.

Click Settings.

On the Policies tab, to open the Manage Policy Groups window, click the groups icon.
In the Manage Policy Groups window, in Available Groups, select a group.

Use the arrows to move the group to the Policy Groups list box.

o g A~ N~

To save your changes, click Close.

Exporting a list of policy members

Beginning with FileCloud Version 21.3, you can see which users and groups are members of a policy
by exporting them.

To export policy members:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
®
the Settings navigation page, click Policies
The Policies page opens.

2. To export a policy's users and groups to a csv file, click the export (right arrow) icon next to the

policy.
Policies { D Reset to Defaults l
New Policy
New Policy
Create a new policy
A Policy Name User Count Group Count Default Actions
Admin User policy 0 0 Doy
Global Default Policy 3 0 O Z 08 X
TEAM FOLDER POLICY 1 0 08 & x

« < Page‘ 1 ‘oH > »

3 rows
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A csv file listing the individual users in the policy and users in groups in the policy is exported.
The file includes the following fields:

A B € D E F G H | J K L M N
1 |UserName |EmaillD Password DisplayName  Status ExpirationDate  Groups EmailVerified  DisableNotificati LastLogin AuthenticatiiMobilePho Effective Policy
2 jenniferp Jennifer FULL EVERYONE YES NO 2/6/2025 13:03 Default Global Default Policy

3 jessica Jessica FULL EVERYONE, HumaiYES NO 2/4/2025 10:01 Default Global Default Policy

Manage the Recycle Bin Using Policies
Policy Calcuations Best Practices

An effective policy for a user is calculated on multiple factors
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Get Policy for user

—

Is User specific Policy

NO

Available?
YES
Is User Part of a group? —
YES
NO
NO Is there policy available for
' group?
YES
h 4 \ 4 \ 4
Use Policy .
Use Global Default g ) Use user specific
i associated with ;
Policy group policy

Policy Selection Scenarios
Case 1: User with no policy assigned : Global Default Policy will be used
Case 2: User with specific policy assigned: Assigned policy will be used

Case 3: User is a member of multiple groups, No Policy is assigned to user or group: Global Default
Policy will be used

Case 4: User is member of multiple groups and multiple groups have policies: One of the group
policies will be used (Randomly selected).
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Case 5: User is a member of multiple groups and has specific policy assigned and groups have their
own policies: User assigned policy will be used

Selecting a Policy Scenario Flow Chart
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User
= == Effective Policym =3 Global Policy

User

User Specific
= = Effective Policy= = Pocy

Y

| User s:pedﬁc
Policy
N J

User

— - - & - e s e = e * Global Policy
OO ) Effective Policy

J User
) .2
) ()

Ie

™\ i

() = == Effective Policy== -) Can be Policy 1
[‘G{NQ\‘ or Policy 2
— |

/ ] ‘{ User specific I\
User > Policy

== = Effective Policym = Useéﬁgdﬁc

'Y I “‘\ Y
4 72N
: s'«;?m\I [SRZ ,rﬁ;?ﬁna\‘
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Creating a New Policy Video

Man

aging Policy Users and Groups Video
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Notifications for File Changes

FileCloud automatically sends you an email notification when:

« afile or folder is shared with you

+ one of the following actions is performed (by you or another user) on a file or folder you have
access to:

« afile or folder is uploaded

» afile or folder is downloaded

« afile or folder is shared

¢ afile or folder is deleted

« afile or folder is renamed

¢ afileis updated

« afileis previewed in the browser or one of the mobile apps
o afile or folder is locked

Administrators can set notifications at the global level and users can override them at the user level.
1
FAQ's

How Do Notifications Work?

By default, when users make any of the changes listed above to their own files or folders, FileCloud
sends them a notification. When a user makes any of the changes listed above to shared files or
folders, all users that the file or folder has been shared with receive a notification.

All file change notifications are consolidated and emails are are sent by FileCloud at regular
notification frequencies (15 minutes, 1 hour, 1 day etc) as set by your FileCloud administrator as part
of the Cron Job Setting.

Why is the user not getting a notification?

If you have enabled file and folder change notifications and a user is not receiving a notification, it may
be because:

 that specific file change was blocked in the Admin user interface in Policy settings or in
Notifications settings.

Where was the change made?
To receive a notification, actions must occur in one of the following places:

¢ The FileCloud Admin Portal
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The FileCloud User Portal
The FileCloud Sync client
The FileCloud Drive client
The FileCloud Mobile App

Is the Notification Blocked in Another Place?

File change notifications can be blocked for a specific action in any of the following places:

Global settings

Policy settings

Share settings

File or folder settings

Account settings for external users

If a user is not receiving a notification, check to see if that file action is disabled at any level.

Are you using a trial account?

Trial accounts have notification limits. If you are using a trial account and have been able to send
notifications previously, the notification limit may have been reached.

How to access notification settings in the admin portal

1.

2.

In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Misc @ .

In the inner navigation bar on the left of the Settings page, expand the Misc menu, and
click Notifications, as shown below.
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@ riLecLoud

HOME &

I«
Dashboard @ Settings
USERS / GROUPS & -
3= Settings / Misc / Notifications
2 Users
Groups
2 Admins Q

JANAGE &

o Notifications

& Storage v
== Network Share
User Share & Authenticatior Enable file change notifications
Folder Permissions & Ad C
icati 8 Dpaw -
DotiCcalions Enable email file change notifications
= ma ©
DEVICES &
Device Management & Endpoint Backup Disable notifications for External accounts
GOVERNANCE & & Licen
2 Dashboard B Policies Enable share notifications
& Retention ¥ Sso
Smart DLP Enable new version email notification
Q rch
Smart Classification ) Sent to admin once a week
# web Edi
Compliance Center ™ T - Number of days to send notifications
‘eam Folders
Continue to send notifications for an action for this number of days and then 7
c.a ¥ Third Party Integrations v stop.
® Audit = Miscv
File change email frequency
General
SRAlt Ueor Nu s system waits after sending a file change email before 720
User Locks Password :
Workflows Notifications e
Share
= Reports Pre
Federated Search Support Services
Dire er
[J Metadata
DUO rit
Priva
o 2FA
Settings

Changing notification settings

Global notification settings
Enable or Disable ALL Notifications
To enable file change notifications:

1. Access the Notifications settings page.

2. To display notifications of file changes on the user portal, check Enable file change
notifications.

3. To send email notifications of file changes to users, also check Enable email file change
notifications.
This setting is not enabled unless Enable file change notifications is checked.
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Notifications D Reset to defaults |
Enable file change notifications
Enable email file change notifications

Disable notifications for External accounts

4. Click Save.

Beginning with FileCloud 20.1, if Enable file change notifications is unchecked, users cannot
override the admin notification settings.

Set the Frequency for ALL Notifications

Increase the Frequency of Notifications

You can set the file change notification frequency level in the Admin portal, and users can override this
and set their own frequency in the User portal.

¢ This option is only available in FileCloud Server version 19.1 and later.

¢ |n previous versions, the File Change Frequency Notification could only be changed in cron's
running interval.

To set file change notification frequency in the admin portal:

1. Access the Notifications settings page.
The default file change email frequency is 720 seconds (12 minutes).

2. Change the number of seconds in File change email frequency.
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NOtiflcatlonS D Reset to defaults |

Enable file change notifications

6

Enable email file change notifications

Disable notifications for External accounts

Enable share notifications

Enable new version email notification

Sent to admin once a week

Number of days to send notifications

Continue to send notifications for an action for this number of days and then 7
stop.

File change email frequency

Number of seconds system waits after sending a file change email before 720
sending another.

3. Change the value.
4. Save your changes.

To see how users can set their own notification frequency, see the help topic Notifications.
Do not send outdated email notifications
Do not send notifications that were created a number of days ago

You can configure FileCloud Server to stop sending email notifications for an action after a specified
number of days (by default, 7 days). This prevents the system from sending notifications that are no
longer relevant.

To prevent sending notifications after a specific number of days:

1. Access the Notifications settings page.

2. In Number of days to send notifications, type in a number.
Enter 0 to disable notifications.
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NOtIficatlonS O Reset to defaults I

Enable file change notifications

o)

Enable email file change notifications

Disable notifications for External accounts

Enable share notifications

Enable new version email notification

Sent to admin once a week

Number of days to send notifications

Continue to send notifications for an action for this number of days and then

stop

3. Save your changes.
External User Account Notifications
User accounts with external access can manage FileCloud content only through a Web browser.
These user accounts:

¢ Can only view/upload/download to content shared with them

¢ Do not count towards the user license limit

¢ Cannot be authenticated via AD and can only be local user account

¢ Linked email accounts cannot use the same domain specified in the FileCloud URL
e Can't be added directly to network shares via the Admin Portal

¢ Can access content from network folders if they are shared

If you have users with external access to content, you may want to avoid confusion that may occur
when an email is sent about content that users with external accounts cannot access.

To set the file change notification frequency for external accounts:

1. Access the Notifications settings page.
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NOtIflcatlonS ) Reset to defaults

Enable file change notifications

Enable email file change notifications

Disable notifications for External accounts

Enable share notifications

6 6/ 06 6

2. To stop sending notifications, locate the setting and
enable it.

3. Click Save.
Sharing Notifications

When a File or Folder is shared, the owner can allow or restrict sending file change notifications to all
users that have access to that share.

¢ Enabling this setting sends an email notification when a publicly shared file is opened or
downloaded.

« Notifications can be enabled or disabled by the user in the User Portal

* Notifications can also be enabled or disabled by the admin in the Admin Portal.

¢ The user can override these settings by setting custom notifications for a file or folder path.

User Portal Admin Portal
Notifications O Reset to defaults
Share Link
hitp://127.0.0: urlfekhsui2zwdcbp23s [y o [= | =]
Enable file change notifications
Shared Filo o
shere sy Enable email file change notifications
Share Name: 4FenQXFPQVPYgZAZ Change
Expires: Never Disable notifications for External accounts
Max number of downloads:  No Restrictions
Send Email Notifications:  Yes
® Allow anyona with ink Enable share notifications
Sharing Permissions:

Enable new version email notification

Sent to admin once a week
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User Portal

To share a file with everyone without restrictions:

1. Open a browser and log in to the user portal.
Click My Files.

Hover over the file you want to share.

Click the share icon.

a N

On the Share Link for File dialog box, click
Share Options.

6. In Share Options, set Send Email
Notifications to Yes.
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Admin Portal

To enable file change notifications for shares:

1.

Log in to the admin portal.

2. Access the Notifications settings page.
3.
4. Click Save.

Enable Enable share notification.

Customize notification settings for individual users and groups

User and Group Notifications

You can customize notifications for specific users or groups by customizing the notifications settings

on their policies.

For example, notifications can be disabled for a specific user or group by disabling notifications in

their policy.

Note that unless Disable User Override is checked, users can override all of these settings except for

Disable Notifications.

To customize notifications through a policy:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies 2 .

The Policies settings page opens.
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Policies

New Policy
New Policy

Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 0 0 o B 0DLa @ X
TEAM FOLDER POLICY 1 0 P08 @ x
« < Page ’j of1 > »
2 rows

2. Edit the policy assigned to the user or group.
3. Click the Notifications tab.
4. Turn on disable options that you want to apply to the user or group.
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General 2F,

[\
™

User Policy Client Application Policy Device Configuration Notifications
Some policy settings will not be applicable for Guest and External users.

Notifications
Disable Notifications

Disable all notifications

Disable User Override

Do not allow notification setting override by user. Applicable only when Disable Notifications is not
checked above.

Disable Add notifications

Do not send notifications when a new file is added to a shared folder.

Disable update notifications

Do not send notifications when a shared file is updated.

Disable delete notifications

Do not send notifications when a shared file is deleted

Disable Download notifications

Do not send notifications when a shared file is downloaded.

Disable Preview notifications

Do not send notifications when a shared file is previewed.

Disable Lock/Unlock notifications

Do not send notifications when a shared file is locked or unlocked

Disable Share notifications

Do not send notifications when a shared file is shared.

Disable Rename notifications

Do not send notifications when a shared file is renamed.

Disable self notifications

Do not send notifications to the user when action is done by the same user.

o) O

Disable Notifications - When checked, disable all notifications. This setting cannot be
overridden.

Disable User Override - When checked, disable user override of these settings. Applicable only
when the above setting, Disable Notifications, is not checked.

Disable Add notifications - Do not send notifications when a new file is added to a shared folder.

Disable update notifications - When YES, do not send notifications when a shared file is
updated.

Disable delete notifications - When YES, do not send notifications when a shared file is deleted.
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Disable Download notifications - When YES, do not send notifications when a shared file is
downloaded.

Disable Preview notifications - When YES, do not send notifications when a shared file is
previewed.

Disable Lock/Unlock notifications - When YES, do not send notifications when a shared file is
locked or unlocked.

Disable Share notifications - When YES, do not send notifications when a shared file is shared.

Disable Rename notifications - When YES, do not send notifications when a shared file is
renamed.

Disable self notifications - When YES, do not send notifications to a user when any of these
actions are done to a file or folder (shared or not shared) owned by the user.

5. Click Save.

Also see:

Customize notifications in user settings

Example Setup: Fixed Notifications for Uploads and Deletions

In this example, a company shares FileCloud support folders with customers so the customers can
upload help requests that are then viewed by Support. The customers are also permitted to delete
requests that no longer have to be addressed.

As the admin you must set up email notifications that inform Support staff when:

¢ new help requests are uploaded so they can begin processing them

» existing help requests are deleted in case they have begun addressing them.

To prevent accidental changes to these notifications, you do not allow users to change the notification
settings.

To configure these settings:

1. To enable email notifications globally, open the Notifications settings page.
To open the Notification settings page
a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Misc @ .
b. Inthe inner navigation bar on the left of the Settings page, expand the Misc menu, and
click Notifications, as shown below.
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@ FiLEcloud
2% Groups L
£ Admins = Server . .
Notifications < Reset to Defaults
& Storage v
MANAGE &
= EEDREEES & Authentication
s Enable file change notifications O
% Network Share & Admin
2 User Share £ Database Enable email file change notifications O
£ Folder Permissions = Email
Disable notifications for External accounts
£ Notifications
& Endpoint Backup
Enable share notifications
DEVICES & ® License ©
[J Device Management -
R Policies Enable new version email notification
COVERNANCE o b ss Sent to admin once a week
i Dashboard "
Number of days to send notifications
Q Content Search 7
1 Retention Continue to send notifications for an action for this number of days and then stop.
Z Web Edif
o File change email frequenc:
m Team Folders 9 quency
> Smart Classification Number of minutes system waits after sending a file change email before sending 720

hird Party Integrations v another.

A

Compliance Center

fit |«

MisC. &
®  Audit

o Alert

& UserLocks
I\ Workflows
= Reports

Q. Federated Search

The Notifications settings page opens.

2. Make sure Enable file change notifications is enabled. if it is not enabled, Enable email file
change notifications is not available.

3. Enable Enable email file change notifications.

N0t|f|cat|0ns D Reset to defaults l

Enable file change notifications

o

Enable email file change notifications

Disable notifications for External accounts

4. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Policies Tl .
The Policies settings page opens.

5. Edit the policy assigned to support personnel.
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PO||C|eS D Reset to Defaults ]
New Policy
New Policy

Create a new policy

A Policy Name User Count Group Count Default Actions

Global Default Policy 1 0 O P& X%

Support policy 2 0 D@ X

TEAM FOLDER POLICY 1 0 D@ x

« < Page| 1 ’of1 > »

3 rows

6. Click the Notifications tab.

7. Disable the field Disable Notifications, and enable the field Disable User Override.

Effective Policy: "Support policy" (%]

General 2FA User Policy Client Application Policy Device Configuration Notifications

Some policy settings will not be applicable for Guest and External users.

Notifications
Disable Notifications

Disable all notifications

Disable User Override

Do not allow notification setting override by user. Applicable only when Disable Notifications is not o
checked above.

8. Scroll down so that you can view the individual Disable Notifications settings, and only leave
Disable Add Notifications and Disable Delete Notifications set to off. Set the other Disable
Notification settings to on.
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Effective Policy: "Support policy" ]

General 2FA User Policy

Client Application Policy

Device Configuration Notifications

Some policy settings will not be applicable for Guest and External users.

Notifications
Disable Notifications

Disable all notifications

Disable User Override

Do not allow notification setting override by user. Applicable only when Disable Notifications is not

checked above.

Disable Add notifications

Do not send notifications when a new file is added to a shared folder.

Disable update notifications

Do not send notifications when a shared file is updated.

o/

Disable delete notifications

Do not send notifications when a shared file is deleted.

Disable Download notifications

Do not send notifications when a shared file is downloaded.

Disable Preview notifications

Do not send notifications when a shared file is previewed.

Disable Lock/Unlock notifications

Do not send notifications when a shared file is locked or unlocked.

Disable Share notifications

Do not send notifications when a shared file is shared.

Disable Rename notifications

Do not send notifications when a shared file is renamed.

Disable self notifications

Do not send notifications to the user when action is done by the same user.

6 6 6 86 B8 8

9. Save your changes.

When a customer uploads a help request

o) .

Now, when customer JM uploads a help request to the User Help Requests folder which has been

shared with them (the folder is in Shared with Me) . . .
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ﬁ FILECLOUD

B AllFiles a
4 -~ > jenniferp > Help Requests

> My Files

Help Requests

1items

> Network Shares ®

v Shared with Me

Name Y Filter ltems

O

v Emma (jenniferp)

v Help Requests
m Help Request from JM.docx /

© Recent Documents v

 Starred v

. users in support receive an email informing them that a new request file has been uploaded:

O FileCloud demo(@filecloudmail.com via smtpcorp.com 12:52 PM (0 minutes ago)  Y¥ “

. to v
DJFiIe_CIoud hitp://127.0.0.1

The following new activity has occurred. You can always add or remove
file change noatifications for individual folders through FileCloud interface.

Help Request from JM.docx
Team Folders/Help Requests/Help Request from JM.docx

[l [} jm2344311@

ADDED FILE

Jul 18,2022 11:51 AM [;L
Web browser =

127.0.0.1

checksum: 73ddb2108a302957ab892ca497acc5f14d3e7f2a3d3d4e2b5ff45b253d88303d

Login to FileCloud using your existing account to access your shared files.

When a customer deletes a help request:

If customer JM deletes the help request file, users in support receive an email informing them that it
has been deleted:
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O FileCloud demo@filecloudmail.com via smtpcorp.com 1:07 PM (0 minutes ago) Yy “

. to r
DJFi Ie_CIOUd http://127.0.0.1

The following new activity has occurred. You can always add or remove
file change noatifications for individual folders through FileCloud interface.

Help Request from JM.docx
Team Folders/Help Requests/Help Request from JM.docx

[ jm2344311@

) Jul 18,2022 12:04 PM [;

-l

127.0.0.1
Web browser

checksum: 73ddb2108a302957ab892ca497acc5f14d3e7f2a3d3d4e2b5ff45b253d88303d

Login to FileCloud using your existing account to access your shared files.

Example Setup: User-enabled Notifications on Folders

In this example, a telecommunications company uses FileCloud to share Team Folders that hold the
latest product and pricing information with everyone in its sales department.

The company has three product offering categories:

¢ Internet Only
e TV Only
¢ Internet+ TV

and it has three pricing plans:

e Corporate
¢ Family
¢ Individual

The company has a Team Folder with information that is available to all sales reps on each product
offering and pricing plan. All sales reps see the following under Team Folders:

Notifications for File Changes - 500



FileCloud Online Version 23.261 FileCloud Site Setup

@ FlLECLOUD
. I«
Bm AllFiles a
4 -~ > team folder account
> My Files
team folder account
v Team Folders ® )
v Payment Plans
> Corporate Name
> Family
] . Payment Plans
> Individual

R ferings . Product Offerings

> Internet Only
> TV + Internet

> TV Only

Each sales representatives works with a specific payment plan and product offering and only needs
notifications about the product and pricing plans they work with, and do not want to receive updates
about other offerings.

Therefore, as the FileCloud admin, you want each sales rep to be able to customize their file change
notifications depending on which campaigns or pricing plans they are currently working with, so they
know immediately when these product offerings and prices change. In addition, you want to give sales
reps the opportunity to eliminate notifications about information they are not interested in.

After you configure these capabilities, each sales rep must log in to the user portal and choose the
paths of the Team Folders that pertain to them and add notifications to them.

To configure these settings

These are the steps you (the admin) use to set up the notifications according to these requirements:
1. To enable email notifications globally, open the Notifications settings page.

To open the Notification settings page

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Misc @ .

2. In the inner navigation bar on the left of the Settings page, expand the Misc menu, and
click Notifications, as shown below.
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@@ FiLecLoud
2% Groups e
S Admins B Server
& Storage v
MANAGE &

= Team Folders & Authentication

= Network Share & Admin

User Share S Database
&7 Folder Permissions = Email
2 Notifications
& Endpoint Backup
DEVICES & # License
[] Device Management
U 9 B Policies
GOVERNANCE & % S0
il Dashboard
Q  Content Search
© Retention
¥ Web Edit
) Smart DLP

B Team Folders
» Smart Classification

¥ Third Party Integrations v
~ Compliance Center

= Misc A
MISC. a General
) User
@ Audit
Password
L Alert Notifications <"
Share
) User Locks
I\ Workflows
i= Reports

) Federated Search

The Notifications settings page opens.
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Notifications

< Reset to Defaults

Enable file change notifications ©
Enable email file change notifications O
Disable notifications for External accounts

Enable share notifications O

Enable new version email notification

Sent to admin once a week

Number of days to send notifications

Continue to send notifications for an action for this number of days and then stop,

File change email frequency

Number of minutes system waits after sending a file change email before sending 720
another.

2. Make sure Enable file change notifications is enabled. if it is not enabled, Enable email file

change notifications is not available.

3. Enable Enable email file change notifications.

Notifications

Enable file change notifications
Enable email file change notifications
Disable notifications for External accounts

Enable share notifications

< Reset to Defaults l

6 6

©

4. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Policies UNKNOWN ATTACHMENT .

The Policies settings page opens.

5. Edit the policy assigned to the sales reps.
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POIlCleS D Reset to Defaults ‘

New Policy
New Policy
Create a new policy

A Policy Name User Count  Group Count Default Actions
Global Default Policy 1 0 [ @) g S P=
Sales rep policy 2 0 = Zg IRt
Support policy 2 0 Z0&a
TEAM FOLDER POLICY 1 0 gl S PEN
« < Page E of1 > ™»
4 rows

6. Set Disable Notifications and Disable User Override to off.
General 2FA User Policy Client Application Policy Device Configuration
Some policy settings will not be applicable for Guest and External users.

Notifications
Disable Notifications

Disable all notifications

Disable User Override

Do not allow notification setting override by user. Applicable only when Disable Notifications is not
checked above.

@ X

2R @ X

2R @ X

2@ X

Notifications

7. Scroll down so that you can view the individual Disable Notifications settings, and set all of the

Disable Notification settings to on.
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Effective Policy: "Sales rep policy” [ x)

General 2FA User Policy Client Application Policy Device Configuration Notifications
Some policy settings will not be applicable for Guest and External users.

Notifications
Disable Notifications

Disable all notifications

Disable User Override

Do not allow notification setting override by user. Applicable only when Disable Notifications is not
checked above.

Disable Add notifications

Do not send notifications when a new file is added to a shared folder.

Disable update notifications

Do not send notifications when a shared file is updated.

Disable delete notifications

Do not send notifications when a shared file is deleted.

Disable Download notifications

Do not send notifications when a shared file is downloaded.

Disable Preview notifications

Do not send notifications when a shared file is previewed.

Disable Lock/Unlock notifications

Do not send notifications when a shared file is locked or unlocked.

Disable Share notifications

Do not send notifications when a shared file is shared.

Disable Rename notifications

Do not send notifications when a shared file is renamed.

Disable self notifications

6 6 6 6 6 6 6 6 O

Do not send notifications to the user when action is done by the same user.

) .

8. Save your changes.

How a Sales Rep sets up notifications about information particular to their
clients:

In this example, the sales rep only works with corporate customers who purchase internet only.

Instructions for the sales rep to configure notifications for just the Corporate and Internet Only Team
Folders:

1. Log in to the user portal and go to Team Folders.
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2. In the Payment Plans folder, right click the Corporate sub-folder, and choose Notifications.

A - > teamfolder account > Payment Plans

Payment Plans

A This folder is read-only

Name Filter Items Modified Size
- Family _Ju\»"zlo.‘ pe

Jul 20, 2022 11:09 AM

. Individual by team fokd )

Copy Direct Link

\.)

L1 Notifications

Notifications settings for the Corporate Team Folder open.
3. Select Use my own notification settings.

4. Check the actions that you want to be notified about in the folder (for example Upload, Delete,
Rename, and Update).

Notifications for File Changes - 505



FileCloud Online Version 23.261 FileCloud Site Setup

Notification Settings for /SHARED/team folder account/Payment Plans/Corporate >
\ Use default notification settings

@ Use my own notification settings

Send Notifications

\ Send Notifications on: \

] Upload

N

N
- [
b4
Q
©
5]

__) Download __) Preview

: Share : Lock/Unlock
\ V) Delete () Self Notifications

V) Rename

5. Click Save.

6. Navigate to the Product Offerings/Internet Only folder, and repeat steps 2 through 5, above, to
set notifications for the folder.

When content is changed in one of the folders:

If content is added to the Corporate or Internet Only Team Folder, the sales rep who set up
notifications for those folders receives an email similar to the following:
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. FileCloud demo@filecloudmail.com via smtpcorp.com 10:59 AM (0 minutes ago) ﬁ “ :

® o

“FileCloud

The following new activity has occurred. You can always add or remove
file change notifications for individual folders through FileCloud interface.

Corporate Pricing for 2023.pdf
Team Folders/Payment Plans/Corporate/Corporate Pricing for

2023 pdf
",
ADDED FILE
Jul 21,2022 09:59 AM D
Web browser .

checksum: 9f5009e7145c009925a4c24f65ef8ac162d7df2c85e6c756728982347e0e3f5f

Login to FileCloud using your existing account to access your shared files.

If content is modified in any of the other Team Folders, the sales rep does not receive notifications
about them.
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Anonymizing User Data

* * %
* M\ *
* *
* *

* 4 ok
You can search for and replace specific names, emails, and IP addresses with a non-traceable ID in the
activity logs.
This action cannot be undone.
The process does not make activity outside this FileCloud instance anonymous. This includes any
backup system, web site logs, or database server logs. You must search and remove references from
those separately.

To anonymize user data:

1. Open the Privacy settings page.
To go to the Privacy settings page

a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

1

the Settings navigation page, click Misc

b. Inthe inner navigation bar on the left of the Settings page, expand the Misc menu, and click
Privacy, as shown below.
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@ FiLecloud
HowE &

e
3 Dashboard 3 Settings

USERS/ GROUPS &
== Settings / Misc / Privacy
2 Users
* Groups

& Admins Q

MANAGE &

2 Team Folders

Privacy

#% Network Share

User Share 2 Autnenticatior
importantnote: To .
Folder Permissions 2% Adi
Notifications B Database
Email
DEViCES &
Device Management
2 -
href=htty P>
GOVERNANCE & # License </htmi>
& Dashboard B poicies
v
T Retention » s
O Smart DLP A

» Smart Classification Anonymize data
+/ Compliance Center

Globally reset users' TOS consent

misC. &
Re: globally
S Audit
2 Alert Force users to accept TOS when changed
Fo pt TOS when changed -
User Locks
Workflows Show TOS for every login
- Show TOS every time a user logs in O
= Reports

. Federated Search

Metadata
SETTINGS Privacy <g——
24
2 Settings

The Privacy settings page opens.
2. Click Anonymize data.
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Privacy [ D Reset to defaults

Important note: To display the Terms of Service checkbox on the log-in pag

B0 DIIVAaCy sellngs n the user s polcy.

ser consent message for accessing shared file

m

Anonymize data

Globally reset users' TOS consent

Reset Terms of Service globally

Force users to accept TOS when changed

Force users to accept TOS when changed c

Show TOS for every login

Show TOS every time a user logs in [

The Anonymize user data dialog box opens.

3. Type in the username, email, and IP address you want to replace with a non-traceable ID.
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Anonymize user data [ %)

Username

Nathan

Email

nathan@example.com

IP Address

Anonymizes username, email, and IP with a non-traceable ID. This action cannot be undone.

Anonymization action cannot see activity outside FileCloud in backup system, web or database server logs. You must
search and remove references from those separately.

4. Click Anonymize.
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Misc settings include many options for you to change default values.

To access the Misc settings:

1. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

J '\._\
&

the Settings navigation page, click Misc
By default, General settings are opened.

2. To access other pages of Misc settings, in the inner navigation bar on the left of the
Settings page, expand the Misc menu, and click the name of the Misc settings category, as

shown below.
@ FiLecloud

Dashboard 3 Settings
UPS &
= Settings / Misc / General
Users
Groups
% Admins Q
MANAGE &

3 Team Folders

General

P m
<

Network Share

User Share

Server timezone
Folder Permissions

Notificati
lotifications Calendar Type

[

Note
ICES &

Device Management

Date format

[

Dashboard

Time format
Retention

y

Smart DLP
Apply folder-level security

Smart Classification

@ WebE Apply fold
Compliance Center
Enable interactive tour on first login
MiSC. &
® Audit e v
o Disable Activity panel
Alert General

portal, hide the Activity tab in the right panel

User Locks

Disable right panel for External users
Workflows

& admin v

O Reset to defaults

Specify a timezone from here - http://www.php.net/manual/en/timezones.php

user portal, hide the right panel if the user is an External use

Reports
Disable Metadata panel
Federated Search
“) Metadata
Disable locking
NGS &

Settings
Disable IP check

General settings
Setting Tab Description

Server timezone General

Version Added

Sets the time zone for the server
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Setting

Calendar Type

Date format

Time format

Apply folder-level
security

Enable interactive
tour on first login

Disable Activity
panel
Disable right panel

for External users

Disable Metadata
panel

Disable locking

Tab

General

General

General

General

General

General

General

General

General
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Description Version Added

Choose the format of the choices that appearinthe = FileCloud 22.1
following Date format and Time format drop-down

lists. The Calendar Type chosen is used for dates in

the user portal as well as the Drive client. It is not

used in the admin portal.

Options:

e Gregorian (English, default)) - Show Western
formats.

 Hijri (Islamic) - Show Arabic formats.

Choose one of the options in the drop-down list.
The options shown depend on whether Gregorian
or Hijri is selected in the Calendar Type field.

The Date format chosen is used for dates in the
user portal as well as the Drive client. It is not used
in the admin portal.

Choose one of the options in the drop-down list.
The options shown depend on whether Gregorian
or Hijri is selected in the Calendar Type field.

The Time format chosen is used in the user portal
as well as the Drive client. It is not used in the
admin portal.

Allow folder level security permissions to share.

Displays interactive tour to users the first time they
log in to the FileCloud user portal.

This setting hides the right panel that displays
activities, comments, permissions and other details
in the user interface. Note that activity records are
not generated when this is enabled..

Hides right panel if the user is a External user.
Check by default.

Hides metadata panel and disables metadata
search option in user portal.

Disables supports for file and folder locking. See
23.261b File Locking for more information about
locking files and folders.
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Setting

Disable IP check

Email domain
names to block

Enable proxy
settings

Scheduled tasks

Import files

Allowed file
extensions

Disallowed file
extensions

Disallowed file
names

Check for double
file extension

Forbidden Network
Folder paths

Disable automatic
database backup

Database backup
store path

Number of backups
to store

Database backup
Interval

Tab

General

General

General

General

General

General

General

General

General

General

General

General

General

General
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Description Version Added

Disables IP check on every request. Use if it is valid
for IP addresses to change while users are using
the system to avoid unwanted session termination.

Enter the comma separated email domain names to
block.

Enter the settings of a proxy network if needed.

Manually execute cron tasks.

Import files to managed storage,

Specify file extensions that are allowed to be
uploaded. Leave this empty to allow all file
extensions except any specified in Disallowed file
extensions.

Specify file extensions that cannot be uploaded.

Specify file names that cannot be uploaded.

Include additional checks for double extensions to
increase security.

Network Folder paths that are prohibited from being
used

Disables automatic database backup

Specify a writable path to store backed up

database.

Number of backups to maintain.

Interval between backup process. 0 = daily backup.
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Setting

Disable content
classification

Enable WebDRM

User settings

Setting

User account search
mode

User search account
type

Group visibility

Send email to user
to approve device

Default view settings

Allow users to
modify their phone
numbers

Tab

General

General

Tab

User

User

User

User

User

User

FileCloud Online Version 23.261 FileCloud Site Setup

Description Version Added

Do not allow content classification.

Enable use of the Secure Web Viewer option.

Description

See: Securing Shares by Limiting User Account Searches

Restrict user searches so that your users can only search for users in certain
account types. See User Search Account Type.

Control what groups are listed to a user when a private share is created by
that user.

By default, all user groups are shown, you can change that to only show
groups that the user actually belongs to. This can prevent sharing of files
inadvertently to large groups.

Send email to users when a new device is ready for approval.

Select how files appear to users by default. (See: 23.261b Viewing Files by
List or Grid). The options are:
(size varies depending on screen resolution)

¢ Automatic - The default. Initially, Automatic is List view. Once the view
is changed by the admin or by the user, Automatic is the user's most
recent view.

¢ Large Thumbnails - Grid of thumbnails that are approximately 400 by
400 pixels.

¢ Medium Thumbnails - Grid of thumbnails that are approximately 280 by
280 pixels.

¢ Small Thumbnails - Grid of thumbnails that are approximately 200 by
200 pixels.

o List View

Allow full and external users to change their phone numbers in the user
portal Settings screen.
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Notifications settings

Setting

Enable file change
notifications

Enable email file
change notifications

Disable notifications for

External accounts

Enable share
notification

Enable new version
email notification

Number of days to send
notifications

File change email
frequency

Other Misc. tab settings

Tab

Notificati
ons

Notificati
ons

Notificati

ons

Notificati
ons

Notificati
ons

Notificati
ons

Notificati
ons
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Description

When checked, enables recent activity notifications to appear on the
user portal when files are created, updated, deleted and downloaded
on a shared folder. Checked by default.

When checked, enables the system to send Email notifications when
files are created, updated, deleted and downloaded on a shared
folder. Enable File Change Notifications must be checked for this
setting to be enabled. Checked by default.

When this option is enabled no share notifications will be sent to the
external user.

When this option is enabled share notifications will be set to NO by
default.

The "Email FileChange Notifications" will be set to NO in Manage
Share - advanced options.

When checked, emails about new versions of FileCloud are sent to
the administrator once a week.

Send notifications for actions for the specified number of days

How frequently, in minutes, email notifications are sent. Beginning in
FileCloud 23.241, the default frequency is 720 minutes (12 hours).

For password settings, see Password Settings

For share settings, see Share Settings

For DUO security settings, see Multi-Factor Authentication.

For privacy settings, see Terms of Service and Anonymizing User Data,

For MFA settings, see Multi-Factor Authentication

Misc Settings — 516



FileCloud Online Version 23.261 FileCloud Site Setup

Terms of Service

o Beginning with FileCloud Version 21.3, when Enable Privacy Settings is set to yes in their user
policies, admin users are required to accept terms of service the first time they log into the admin
portal.

Beginning with FileCloud Version 22.232, the default link to FileCloud terms of service has changed
to https://www.filecloud.com/eula/. The link will only be changed automatically on new installations
of FileCloud. Although the previous link will automatically redirect users to the new page, if you are
upgrading FileCloud to version 23.232 or using an earlier version, we recommend that you change
the link in Customization > TOS to https://www.filecloud.com/eula/

By default, FileCloud requires users to accept terms of service (TOS) when:

¢ they initially create an account

¢ the content of terms of service changes.
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ﬁ FILECLOUD

New Account Login

Email Account Name
Enter email id Enter username
Password Repeat Password
Enter password 104 Re-enter password ®
| agree to Terms of Use Help

T

®

English v

Enabling privacy settings and the Terms of Use checkbox

To display the Terms of Use checkbox on the log-in page, you must enable privacy settings. Enable
Privacy Settings is set to no by default.

To enable privacy settings:

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Policies UNKNOWN ATTACHMENT .
The Policies page opens.
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Policies & Reset to Defaults ]

New Policy
New Policy
Create a new policy

A Policy Name User Count Group Count Default Actions
Global Default Policy 0 0 O 2 0&&®@ x
TEAM FOLDER POLICY 1 0 Z 08 & x
« ¢ Page of1 > »
2 rows

2. Edit the policy of the users whose privacy settings you want to modify.
3. On the General tab, set Enable Privacy Settings, to yes.

Effective Policy: "Global Default Policy" (]

General 2FA User Policy Client Application Policy Device Configuration Notifications
Some policy settings will not be applicable for Guest and External users.

General
Share Mode
Allow All Shares v

Default share expiry in days

Number of days shares remain active. 0 = shares do not expire

Default max number of downloads allowed

Number of downloads allowed. 0
0 = maximum number of downloads is unlimited

User storage quota

o Units~¥ 2 GB
0 = unlimited storage

Enable Privacy Settings
yes Vv

Store deleted files in the recycle bin
no v

4. Click Save.
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Showing TOS when users access public and password-protected

shares

If Enable Privacy Settings in the General tab of a user's policy is set to yes, you can require users who
log in to public and password-protected shares to accept FileCloud terms of service by adding text to

the Anonymous User Consent Dialog Text field.

To require that a user accept of terms of service to access public and password-protected shares:

1. Set Enable Privacy Settings to Yes in the General tab of the user's policy as shown in the above

procedure.

2. Open the Privacy settings page.
To go to the Privacy settings page

a. In the FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on

the Settings navigation page, click Misc UNKNOWN ATTACHMENT @ .
b. In the inner navigation bar on the left of the Settings page, expand the Misc menu, and click

Privacy, as shown below.

@ FiLecloud
HoME &
~» Dashboard
USERS | GROUPS
2 Users
%% Groups
£ Admins
MANAGE &
3 Team Folders
#= Network Share
S User Share
Folder Permissions
Notifications
DEvices a
Device Management
GOVERNANCE A
& Dashboard
= Retention
Smart DLP
Smart Classification
+ Compliance Center
misc. &
®  Audit
Alert
User Locks
Workflows
i= Reports
Federated Search
] Metadata
seTTiNGs &

@ Settings

The Privacy settings page opens.

L]

Privacy

Anonymize data

' TOS consent

Rese! lobally

Force users to accept TOS when changed

Show TOS for every login

Show TOS every time a user logs in

3. Add the content that you want to appear with the Accept Terms of Service button when users
attempt to access the link for a public or password-protected share:
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anacy < Reset to Defaults
Important note: To display the Terms of Service checkbox on the log-in page, enable privacy settings in the user's policy.
Anonymous user consent message for accessing shared files

<html>
<h2>TERMS OF SERVICE</h2> P —
<p> | have read and accept the terms of service at <a —
href=https://www.example.com">https://www.example.com</p>
</html>

4. Click Save.
Note: If you do not enter text here, the Accept Terms of Service button is not shown when users
enter the link for a public or password-protected share, and the share is opened directly.

Terms of service settings

Administrators are able to configure the following terms of service settings:

¢ Enable/disable whether users must re-accept terms of service when the content changes
¢ Enable/disable whether users must accept terms of service each time they log in to FileCloud

¢ Globally reset all users' terms of service consent

o In versions of FileCloud prior to version 20.2,
the fields Globally reset users' TOS consent, Force users to accept TOS when changed, and Show
TOS for every login appear in the Customization > TOS tab. Now these fields appear in the Settings
> Misc > Privacy tab.

To configure terms of service settings:
1. Open the Privacy settings page.
To open the Privacy settings page

1. Inthe FileCloud admin portal's left navigation bar, scroll down and click Settings. Then, on
the Settings navigation page, click Misc @ .

2. In the inner navigation bar on the left of the Settings page, expand the Misc menu, and
click Privacy, as shown below.
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@ FiLecloud

Dashboard Settings

Users
Groups

Admins Q

Team Folders - Privacy

Network Share

User Share & A
Important note:
Folder Permissions

Notifications & Database

Device Management

Dashboard B ro

Retention

Smart DLP

Smart Classification Anonymize data

Compliance Center
Globally reset users' TOS consent

Audit

Alert Gen Force users to accept TOS when changed

pt TOS when changed
User Locks

IE
8 6 i BN

Workflows Notifica Show TOS for every login
Reports
Federated Search

Metadata

Settings

The Privacy settings page opens.

2. To globally reset TOS consent so that all users are required to re-accept the terms of service
when they log in (to the user portal only), click Reset TOS Consent for all users

3. By default, Force users to accept TOS when changed is disabled.
To require users to accept changed terms of service before logging in (to the user portal only),
enable Force users to accept TOS when changed.

4. By default, Show TOS for every login is disabled.
To require users to accept the TOS every time they log in, enable Show TOS for every login.
This feature applies to all users when they sign in to the user portal and to admin users when
they sign in to the admin portal.
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Privacy & Reset to Defaults

Important note: To display the Terms of Sen

vice checkbox on the log-in page, enable privacy settings in the user's policy.

Aﬂ""JH‘,"HJLni- user consent message for access ng shared files

<html>
<h2>TERMS OF SERVICE</h2>
<p> | have read and accept the terms of service at <a
href=https://www.example.com">https://w
</html>

ww.example.com</p>

V2

Anonymize data Anonymize data

Globally reset users' TOS consent

Reset TOS Consent for all users l
Reset Terms of Service globally

Force users to accept TOS when changed

Force users to accept TOS when changed [

Show TOS for every login O
Show TOS every time a user logs in

5. Click Save.

See if a user has accepted terms of service

Administrators can view the user details for a user to see if they have accepted the latest terms of

service. TOS Date either displays the date that the user accepted the terms of service or displays Not
Accepted.

Note: TOS Date only shows if admin users have accepted the latest terms of service for the user
portal; it does not show whether they have accepted it in the admin portal.
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Name abose Total Quota
Email amitbose@example.c Used Quota
. om Available Quota
Last Login =
9 Used Storage
{Tos Date Not Accepted ]
Group
A
O kK ~» & ¥ O
Mobile Manage  Manage Reset Email Delete
Devices Files Shares  Password Password Account
Profile Image
& Update @ Remove

Change the content of the Terms of Service

To change the content of the Terms of Service:

1. Click Customization in the left navigation panel.
2. Click the TOS tab

o{?

£

Manage
Policy

Manage
Backups

A

3. To enter new terms of service, change the HTML code in Terms of Service.

General Labels And Logos URL Ul Messages Email Templates News Feed

Advanced

Terms of Service

<html>

<h2>FILECLOUD TERMS OF SERVICE</h2>

<p>The latest version of TOS is available at <a
href="https://www.filecloud.com/eula/"
target="_blank">https://www filecloud.com/eula/</a></p>
</html>

TOS Custom Header Custom Footer

) Reset to Defaults

Note: This text is not shown when users open a public or password-protected share; instead the
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text in Anonymous user consent message for accessing shared files in Privacy settings page, if
it is entered, is shown.

4. Click Save.
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By default, basic searches from the user portal header's search bar are performed globally, regardless
of where the user has navigated in the folders shown in the main part of the screen.

ﬁ FILECLOUD

B AllFiles
> My Files
> Team Folders ®
> Network Shares
© Recent Documents v
v Starred v
« Shared by Me
i+, Workflows

B File Operations

A - > MyFiles > Financia

Financial

=

Name

bank statement1.pdf

insurance form.docx

bank statement1.xlsx

Insurance Policy 1.docx

Insurance Policy 2.docx

bank statement2.xIsx

Modified

29,2020 1:26

23 PM

PM

- a O Jennifer v

le

© Add Files and Folders c

Size

A setting is available for changing the default search location to the current path shown in the user
portal. In the above screen, if the setting were turned on, searches would begin at the My Files/

Financial folder.

The setting adds the option Show Global Search Results when users click in the Search bar so users
still have the ability to search globally:

Qk -
Search for ™ v Result
#), Advanced Search
ected

AT
&
4

Show Global Search Results

To set the search to begin from the current path but include the global search option, please Contact

FileCloud Support.
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Migrating Content with the Seeding Tool

These instructions should be used only for new installations (or, as shown in the last procedure, for
migrating from FileCloud Server to FileCloud Online).

These instructions will not work if you are seeding a system with ServerLink enabled. Contact
support.

Initially, when FileCloud is ready for production purposes, you may need to pre-populate the server with
files and folders for FileCloud users.

¢ FileCloud is bundled with a tool to pre-load files and folders before you grant users access.

¢ These instructions explain how to use the FileCloud Server tool for seeding data into your
deployment.

How To Seed Data

1. Enable MongoDB
To use the seeding tool, MongoDB should be enabled and running in PHP CLI mode.

¢ This may require you to edit the PHP.ini file.
¢ In Windows, the MongoDB module is already enabled by default.
¢ |f MongoDB is not enabled for PHP CLI mode, the tool will fail.

Enable MongoDB:

In Linux enter:

[root@cnfc php.d]# php -m | grep mongodb
mongodb
[root@cnfc php.d]#

In Windows enter:

C:\Windows\system32>C:\xampp\php\php.exe -m | findstr mongodb
mongodb
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C:\Windows\system32>

If you do not get the above results, please Contact FileCloud Support.
2. Use the seed command

1. In a command line enter:
For Windows:

cd c:\xampp\htdocs\resources\tools\seeding
PATH=%PATH%;C: \xampp\php

For Linux:

cd /var/www/html/resources/tools/seeding

Then, for both Windows and Linux, enter:

php seed.php -h <hostname> -p <from path> -i -d <storagepath> -m <s3inipath> -u
<user> -r --trim-dot

Parameters:

[required] -h <host> Site host name or 'default’ for default site.

[required] -p <from path> Source path from which files are seeded.

[optional] -i  Seed files. Set this flag to seed files.

[optional] -d <storagepath> Seed files from source path specified with -p to this existing storage
path.

[optional] -m <s3inipath> Path to migrate.ini. This ini file will be used to migrate existing local
storage to S3 storage.

[optional] -u <user> User whose files are to be imported. File with the user name should exist in
the source path. Applicable only with -i.

[optional] -r Reset existing database. This will reset the databases, so use it with caution.
[optional] --trim-dot  For right-to-left languages, removes periods the tool perceives as being in
the wrong position and therefore invalid characters. —trim-dot is a flag; it does not have a value.

The seed command deletes the source files after uploading. This is designed to improve the speed
of seeding.
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Seeding Scenarios

Seed files for multiple users without resetting databases

To seed files for multiple users at the same time, prepare a top directory(source path) with separate
folders for each user to be seeded with data. Under the user specific folder place files/folders to be
seeded for that user.

Run the following command to seed all the users from the prepared source path.

Linux seeding files/folders for multiple users - Default site

php seed.php -h default -p /tmp/seedfolder -i

The following code shows how to export files for user 'jdoe’ from site site21.hostedcloud.com to
directory 'cloudexport'.

Windows seeding files/folders for multiple users - Default site

php seed.php -h default -p C:\temp\seedfolder -i

o Note

¢ |f user account exists, seeded files/folders will be imported to those accounts
¢ |f user accounts doesn't exist, user accounts will be created before seeding.

Seed files for multiple users resetting databases

To seed files for multiple users at the same time, prepare a top directory(source path) with separate
folders for each user to be seeded with data. Under the user specific folder place files/folders to be

seeded for that user.

Run the following command to delete all the existing data and seed from the prepared source path.

Linux resetting and seeding files/folders for multiple users - Default site

php seed.php -h default -p /tmp/seedfolder -i -r
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Windows resetting and seeding files/folders for multiple users - Default site

php seed.php -h default -p C:\temp\seedfolder -i -r

o Note

¢ All the existing user accounts and its associated data will be deleted before the seeding.

¢ New user accounts will be created before seeding. Default username and password will be
used (i.e password — password)

Seed files for a single user

Windows seeding files/folders for single user - Default site

php seed.php -h default -p C:\temp\seedfolder -u jdoe -i

0 Note

¢ Data will be seeded for a single user.

¢ In this case, command expects a folder jdoe to exist under the source path.

Seed files into an existing path

To seed files into an existing FileCloud storage path, prepare a top directory(source path) with a single
folder under which files/folders to be seeded are placed.

Run the following command to seed the single folder and its contents to an existing FileCloud storage
path.

Linux seeding files/folders into an existing storage path - Default site

php seed.php -h default -p /tmp/seedfolder -d /jdoe/march
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Windows seeding files/folders into an existing storage path - Default site

php seed.php -h default -p C:\temp\seedfolder -d /jdoe/march

o Note

¢ In this case, the command imports a single folder under the source path into the FileCloud
storage path /jdoe/march. All contents of seedfolder are copied to /jdoe/march, but the folder
seedfolder is not copied.

Migrate local storage to S3 storage

The seeding tool can also migrate files from local storage to S3 storage. When the tool is run in this
mode, it does the following steps:

1. Checks if AWS CLI is installed on the system running the tool
2. Checks if a valid migration ini file is specified. Look below for the file format.

w

. Important: Deletes the existing S3 storage database. If the site was never configured for S3
before, then this should not be an issue.

4. Creates a new S3 storage database and imports the data from local storage database
converting it into S3 storage database format on the fly.

5. Creates multiple AWS CLI commands to upload data from the local storage to the S3 bucket.
The details of this transfer are generated using the specified ini file.

6. Executes the AWS CLI commands prepared in the previous step.

Run the following command to migrate from local storage to S3 storage

Linux migrating from local storage to S3 storage

php seed.php -h default -m /tmp/migrates3.ini

Windows migrating from local storage to S3 storage

php seed.php -h default -m C:\temp\migrates3.ini
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S3 migration ini file (sample values)

aws_storage_bucket = "company.bucket"

aws_storage_folderprefix = "sitel"

aws_access_key_id = "AKIAT4YDRDUSRO863KJJ"

aws_secret_access_key = "stPwbS3Y1KrZGUkVbNcYJIx+8S/ZZKFROOjUdG9e9"
aws_region = "us-east-1"

Migrate from FileCloud Server to FileCloud Online

If you are migrating to FileCloud Online, the full set of databases has to be exported along with
migration. This can be achieved with the following commands.
Linux migrating from local storage to S3 storage

php seed.php -h default -m /tmp/migrates3.ini -e /tmp/dbexport

Windows migrating from local storage to S3 storage
php seed.php -h default -m C:\temp\migrates3.ini -e C:\temp\dbexport

Contact FileCloud Support for help with this procedure.
Migrate Local Storage to an Azure Blob Storage Network Folder

Beginning with FileCloud Version 20.2, the seeding tool supports migrating local data to Azure Blob
storage.

Run the following command to migrate from local storage to Azure storage:

php seed.php -h default -z C:\AzureMigrate\migrate.ini

Related help:

Migrating your data from Varonis DatAnywhere to FileCloud
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Watermark Settings

The Watermark Management page is available beginning in FileCloud 23.261 and introduces the
ability to create watermark rules that are applied to specific users, groups, roles, or policies.
Prior to FileCloud 23.261, watermarks were configured on the Preview settings page.

The options of applying multiline watermarks and choosing a font size are available in FileCloud
23.251 and later.

Password protected PDF previews are not showing watermarks. This is an issue with the third-party
application used for previewing PDFs, and will be resolved when an update of the application
becomes available.

Watermarks are text that appears grayed out in the background of a previewed file in FileCloud.
Administrators can add single line or multiline watermarks to document previews generated in
FileCloud.

Note: In addition to appearing on document previews, watermarks appear on documents when edited
in Collabora.

Preview with a single line watermark:
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DESCRIPTION QUANTITY UNIT PRICE SUBTOTAL
1
SUBTOTAL
TAX
TOTAL
ERMS

» This is a computer generated invoice and does not require signature

THANK YOU FOR YOUR PURCHASE.

Preview with a multiline watermark:
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&) PO 72135.pdf 8 & X
Q 1|01

— | 4 AutomaticZoom v

a

JB Auto Insurance
62 Central Street, Seaside, RI

BILLTO SHIP TO INSTRUCTIONS
ecipient [Add additional instructions]
QUANTITY DESCRIPTION UNITPRICE | TOTAL
4 Office chairs $100 $400,00
SUBTOTAL $400.00

To be calculated

G & HANDLING To be calculated

SHIPPI

TOTAL DUE BY DATE To be calculated

On the Watermarks page in the admin portal, you can configure rules that determine which previewed
files have watermarks applied to them. For example, you could apply a watermark to:

« allfiles previewed by users in a certain group
« all files containing ITAR metadata.

Once you have specified the watermark filter conditions, you can add the watermark text, choose the
single-line or multiline watermark template, and select the watermark font size.

Adding a watermark rule

To add a watermark rule:

1. In the admin portal navigation pane, click Watermark.
The Watermark page opens.

2. Inthe upper-right corner, click Add rule.
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DEVICES a e
[] Device Management ) watermark

GOVERNANCE a \
i Dashboard Filter Q  Filter by rule name Add rule

&1 Retention

O SmartDLP Priority Name Filters Actions

©> Smart Classification _user.inGroup('EXTERNALS') ||
1 Exernals/ITAR _metadata.exists('ITAR z © @©

+/ Compliance Center
Metadata.ITAR 10')

MISC. a
o ; 2 Mot ssusrtype == Mastr @ s
L Alert "
[ ; e g 5 ©
2\ Workflows

4 Salesforce _user.inGroup('Salesforce’) z @ @
i= Reports
Q. Federated Search i 5 Al true Z O
(] Metadata

£ Quarantined files

The Add Watermark Rule dialog box opens to the Filters window.
3. In Rule Name, enter a name for the watermark rule.
4. Click Add Filter Condition.

Add Watermark Rule (%}

Filters Watermark

Rule Name

Describe the new rule g6 it can be easily identified later.

SalesAssoc policy

Filters

You can set filters tofdetermine when the classifier should run for a file. </> switch to Code Editor

Add Filter Condition

A drop-down list of predefined filter conditions opens. See Filter conditions, below, for
information about the predefined conditions.
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5. In the example below, we first choose User’s effective policy name is equal to [SalesAssoc]
users with the specified policy name are selected by the filter and their files display the
watermark when previewed.
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Add Watermark Rule

Filters
e nan
Rule Name
Describe the new rule so it can be easily idet
Enter rule name
Filters
You can set filters to determine when the cla
Add Filter Condition
Q

Request s

Request country code is not equal to value

Policy

User's effective policy is equal to value

User's effective policy is not equal to value
Share

Share path is equal to value

Share path is not equal to value

Share path starts with value '
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@ Note: Instead of choosing a predefined condition, you may click Switch to Code Editor and write
your condition in Expression Language if you are familiar with it. For help with expression
language, see https://symfony.com/doc/current/reference/formats/expression_language.html.

6. Once you have selected a condition, enter any values it requires.

7. Enter any number of filters.
In the example, the filter condition User type is [Full Access] is also chosen.
By default, multiple filters are given an OR relationship, but you may change it to AND.

Add Watermark Rule ()

Filters Watermark

Rule Name

Describe the new rule so it can be easily identified later.

SalesAssoc policy

Filters

You can set filters to determine when the classifier should run for a file. </> Switch to Code Editor
User's effective policy name isequalto ~ SalesAssoc

OR

Usertypeis Full Access Vv
Add Filter Condition

8. To go to the Watermark window, click Next.

9. In Watermark Text, enter the text of the watermark. Parameters are available for you to use.
To select from a list of available parameters, enter / in the Watermark Text box, then click on a
parameter:
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Edit Watermark Rule (<]

Watermark Text a
D
date,

e text that will be displ

watermark. You can use parameters like

me, email

[ [earch commands ]
a
~USERNAME™

The user who is viewing this file
~SHARE_OWNER" ~
The user who shared this file

AFILE_OWNER™

he file owner

~OWNER™

o v

AEMAILA v

10. In Template, leave Default selected for a single line watermark, or choose Multiline for a
multiline watermark.

11. In Font Size, choose the font size of the watermark.
The window shows a preview of the watermark.

Edit Watermark Rule d
Watermark Text a

the text that will be displayed as a watermark. You can use parameters like username, emai

on (Fowermes

Template

Select the template style for the watermark display

Default v

Font Size

Choose the size of the watermark text. \/

Medium v v

T T

12. Click Create.
The watermark rule is listed on the Watermark page. If it is the first watermark you are creating,
its Priority is listed as 1; otherwise it is listed as the lowest rule in priority, and will be checked if
none of the other rules are true.
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[z watermark

Filter Q Filter by rule name Add rule

Priority Name Filters Actions
_user.inGroup('EXTERNALS') ||
1 Exernals/ITAR _metadata.exists(ITAR z o @©
Metadata.ITAR 10')

_user.userType == 'Master

2 Maste 74
aster Admin’ ¥ @
_metadata.existsWithValue('ITAR
3 ITAR14
Metadata.ITAR 14','123') @ @ O
H 4 Salesforce _user.inGroup('Salesforce') Z o o
5 All true Z @
_policy.name == 'SalesAssoc' ||
6 SalesA: | 74
alesAssoc policy _user.userType == 'Full Access’ Z ©

13. To change a rule’s priority, drag and drop it to a new position from the drag bars:

[z] watermark

Filter Q  Filter by rule name Add rule

Priority Name Filters Actions

Global Watermark Rule

i 1 _user.anonymous z © @©

(Anonymous Access)

H] 2 starts with my files _file.pathStartsWith('/haritha’) 2 wW o
i 3 my files _file.path == /haritha’ z ® @
i 4 Global Watermark Rule true z ® @
it 5 policy 1 _policy.default Z ©
d 6 policy 2 _policy.name == 'storage’ Z o

14. Under Actions, click the toggle button to activate the watermark rule.

_policy.name == 'SalesAssoc' || ‘/

74
_user.userType == 'Full Access' @ o 0

(2]

SalesAssoc policy
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o Once you enable a watermark rule, it is listed on the Watermark tab in of the Policy settings for all
policies that it applies to.
For example, in the following image, the Watermark tab shows that the watermark rules rule1 and
SalesAssoc policy apply to users and groups in the SalesAssoc policy.

Effective Policy: "SalesAssoc" (<}
A

General MFA User Policy Client Application Policy Device Configuration Notifications Watermark

Some policy settings will not be applicable for Guest and External users.

Priority Name Filters
1 rulel true

10 SalesAssoc policy _policy.name == 'SalesAssoc' ‘ _user.userType == 'Full Access'

Filter conditions

In the Filter Condition drop-down list, choices are provided for you and required formats are shown in
the value fields where applicable. For a guide to all of the expressions you can use for specifying
conditions in the code editor, See Watermark Parameters for Code Editor.

Utils
The only option under utils is Anything. Select Anything to apply the watermark to all files.

File
File conditions apply to the file extension, path, name, size, and word count.

User
User conditions apply to the user’'s username, email, type, group, and email domain.

Request
Request conditions apply to the IP address or country code of the user making the request, or the
agent (client application) making the request.

Policy
Policy conditions look at the policy name.

Share
Share conditions look at the share path, the type of share (public or private), or the emails or domains
of the users shared with.

Metadata
Metadata conditions look at metadata values. These conditions check if a a certain metadata attribute
on the file has a specified value (or any value).
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Displaying an encrypted User ID in a watermark

To display an encrypted User ID instead of the actual User ID in a watermark:

1. In the Watermark Text, use the parameter APREVIEW_ID" instead of "USERNAME"

Edit Watermark Rule

Watermark Text

Filters

Define the text that will be displayed as a watermark. You can use parameters like
username, email, date, etc.

[*‘PREVIEN_ID"‘ x ]

on ["‘DATETIHEA x ]

This produces a preview with a watermark like the following one:
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a FileCloud Server 23.253 FileCloud Developer Guide.pdf @ Desktop (Desktop) a8 <

=Q 1~ ¥ 1 /3 @ Q@ | Automatic Zoom v

FileCloud Server
23.253
FileCloud Developer Guide

2 January, 2026

Note that if the user previews the file additional times, it will have different preview IDs each
time.

. To identify the user who previewed the file, go to the Audit Logs, and locate the log with the
encrypted ID in the message. The message will identify the actual user who previewed the file,
and, as with any audit log record, the IP address of the device where the action was performed.

@ Audit Logs

Operation Filter: Common v | @ User Agent: All v O Show: 10 v
=
User Name Message IP Agent Created On

jennife

2026-Mar-04
11:42 PM

. /jennif
jennifer

Developer Guide.pdf with watermark:
O_ScBRJAOQ on Mar 04, 2026 11:42 PM
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Watermark Parameters for Code Editor

If you are an advanced user, you can use the code editor in the Add Watermark Rule wizard to write
your conditions for adding watermarks to files. With the code editor, conditions can be more complex
and can user a wider range of parameters.

Note: To indicate in the code editor that you want to include the watermark on all files, enter the word

true

Filters

Parameter

_file.path

_file.pathStartsWith(st
art)

_file.ext

_file.pathContains(pat
h)

_file.pathMatches(path
)

_file.fileNameContains
(text)

_user.anonymous

termine when the classifier should run for a file.

What does the parameter do?

Returns the path that was
accessed.

Returns true when the path
has been accessed. Starts
with the given “start’
parameter.

Checks if the file has the
extension specified.

Checks if the file path contains
the sub-path specified.

Checks if the file path
matches the path specified.

Checks if the filename
includes the given text.

Checks if the user making the
request is anonymous

@ Switch to Visual Editor

Sample returned value

_file.path == "/myuser/mydir/myfile.pdf'

_file.pathStartsWith('/myuser/mydir’)

_file.ext == "pdf'

_file.pathContains('/myuser/mydir’)

_file.pathMatches('/myuser/mydir’)

_file.fileNameContains('mrn’)

_user.anonymous == false
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Parameter What does the parameter do? Sample returned value

_user.username Returns the name of the user _user.username == FileCloudUser'
trying to execute an action.

Note: This cannot be used to
identify the main Admin since
"admin" is not stored as a
user. Instead use
user.isMasterAdmin (see
below).

_user.email Returns the email of the user _user.email == 'john.doe@mail.com'’
trying to execute an action.

_user.userType Returns the type of user thatis = _user.userType == 'Guest Access'
trying to execute the action.
The available types are: 'Full
Access', 'Limited Access',
'Guest Access'.

Note: Prior to FileCloud 22.1,
the three user types were Full,
Limited, and Guest. Beginning
in FileCloud 22.1 Limited
users are referred to as
External users; however, the
DLP rule expression still
requires the use of the value
‘Limited Access' to refer to
these users.

_user.inGroup(groupN Checks if a user is part of a I_user.inGroup('managers')

ame) given group.

user.isEmaillnDomain( = Checks if a user's email id _user.isEmaillnDomain('example.com’,
domainsToCheck) matches a given list of 'mail.com’)

domains. The
‘domainsToCheck' parameter
can be a single domain, or a
comma-separated domains
list.

_request.remotelp Returns the IP address that _request.remotelp =='43.12.45.78'
was used to execute the
action.

_request.isAdminLogin = Returns true for admin login _request.isAdminLogin
request.
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Parameter

_request.agent

_request.inlpv4Range(l
owlp, highlp)

_request.remoteCountr
yCode

_policy.name

What does the parameter do?

Returns the user agent that
was used to execute the
action. The possible values
are: ‘Cloud Drive', ‘Cloud Sync',
‘Unknown’, 'Web browser’,
'‘Android’, 'i0S', 'MS Outlook',
‘MS Office', 'FileCloud Desktop
Windows’ and 'FileCloud
Desktop Mac'.

Checks if the IP address that
was used to execute the
action is part of a given IP
range, represented by limits of
the range (given with the
parameters).

Returns the two-character
uppercase ISO country code.
Returns "Unknown" if country
could not be determined.

Note: To use this expression,
the Show Geo IP Chart setting
in the Settings > Admin screen
must be set to TRUE.

Checks if the user’s policy is
equal to/not equal to the
specified policy.
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Sample returned value

_request.agent == 'Unknown’

_request.inlpv4Range('138.204.26.254,
'138.204.26.1")

_request.remoteCountryCode == 'US'

_policy.name == ‘Human Resources’

Note: In any of the expressions including share.path, specify the original path of the shared file (for example /
user1/textfile1.txt), not the path in the Shared with Me folder (for example, /SHARED/user1/textfile1.txt)

_share.path

_share.public

_share.onlyAllowedEm
ails

Returns the path of the share.

Returns true or false if the
share is public or not.

Checks if all users receiving a
share match one of the emails
or one of the domains
specified in the rule. A domain
may be specified instead of an
email by using *, for example
*@gmail.com.

If any recipients do not match
an email or domain specified,
the share is denied.

_share.path =="/myuser/mydir/myfile.pdf'

_share.public

‘true’ if all share recipients are in a domain or
email in the onlyAllowedEmails list.

‘false' if any share recipient is not in any of the
domains or emails in the onlyAllowedEmails list.
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Parameter

_share.allowedUsers

_share.allowedGroups

_share.hasUsersFrom
Domain(domain)

What does the parameter do?

Returns a list of the allowed
users of the share (including

the users in an allowed group).

The list contains the users'
email addresses.

Returns a list of the allowed
groups of the share.

Checks if the allowed users
list has any users with an
email domain

that matches the given
domain.

In the provided sample, the
expression will return true if
any user with a gmail domain
is included as an allowed user
(directly or through a group).
This method only makes
sense with DENY rules.
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Sample returned value

‘john.snow@mail.com' in _share.allowedUsers

'EVERYONE' in _share.allowedGroups

_share.hasUsersFromDomain(‘gmail.com’)
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Parameter What does the parameter do? Sample returned value
_share.onlyUsersFrom  Similar to _share.onlyUsersFromDomain('mycompany.com’)
Domain(domain) the _share.hasUsersFromDom

ain(domain) function, but
checks if the allowed users list
has any user with an email
domain that doesn't match the
given domain. In the provided
sample, the expression only
returns true if all users have
their emails in the
‘mycompany.com’ domain.
This method only makes
sense with ALLOW rules.

Do not use this
expression in an
OR condition
with another
expression; this
could cause
shares to be
denied
unintentionally.
Instead use
_share.onlyAllow
edEmails with a
wildcard.

For example,
instead of:

(_share.onlyUser
sFromDomain('g
mail.com’) ||
_share.onlyAllow
edEmails(‘testus
er@test.com’))

use:

_share.onlyAllow
edEmails(*@gm
ail.com’,'testuser

@test.com’)
_share.pathStartsWith( = Returns true when the shared _share.pathStartsWith('/myuser/mydir’)
start) path starts with the given

“start’ parameter.
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Parameter

_share.pathContains(t
ext)

_share.pathMatches(p
attern)

What does the parameter do?

Returns true when the shared
path contains the given “text’
parameter.

Returns true when the shared
path matches the given
‘pattern’ parameter. Wildcards
are supported: *** for any
sequence of characters and
“# for a single character.
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Sample returned value

_share.pathContains('sometext’)

_share.pathMatches("*sometext*"

Note: When you set a _metadata rule, the metadata set and the attribute specified cannot contain periods
within their names. For example, cce.pii is valid, but cce.x.pii.y is not valid.

_metadata.exists(meta
dataValue)

_metadata.existsWithV
alue(metadataValue,
value)

_metadata.existsWithV
aluelnArray(metadataV
alue, value)

Checks if the path or one of its
children, have the given
metadata attribute set. The
metadata attribute must be
provided using the
‘metadataSet.attribute’
notation.

This function is similar to

the _metadata.exists(metadat
aValue) function, but it checks
if the metadata attribute (first
parameter) exists, and if its
value is equal to a given value
(second parameter).

This function is similar to the
‘_metadata.existsWithValue(m
etadataValue, value) function,
but checks whether an array
metadata attribute contains
the specified value.

_metadata.exists('cce.pii')

_metadata.existsWithValue('content.category’,
‘confidential’)

_metadata.existsWithValuelnArray('content.categ
ories', 'pii’)
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Parameter What does the parameter do? Sample returned value
_metadata.existsWithC = This function is similar to _metadata.existsWithCondition('content.Risk
ondition(metadataValu = the _metadata.existsWithValu Level, '>', 6)

e, operator, value) e(metadataValue, value)

function, but it takes an
operator parameter (second
parameter) that will be used to
compare the metadata
attribute value (first
parameter) with the provided
value (third parameter). The
available operators are: “=="
(equals), *!=" or "<>" (not
equal), *>" (greater than), "<’
(less than), *>="and "<=".
When the metadata and the
third operator are numbers,
they'll be compared as
numbers. If any parameter is
not a number, it will be
compared alphabetically
(dates, for example, cannot be
compared using >, <, >=,<=).
The sample checks if the risk
level of a document is greater
than 6.
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